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» Guides (/guides/) > Account management (/guides/accounts) > User access and control
(/guides/user-access-and-control/)

§ Adding and deleting user accounts
(/guides/user-access-and-control/adding-
and-deleting-user-accounts)

Fastly allows you to add users to your account and assign them different roles (/guides/user-
access-and-control/user-roles-and-how-to-change-them). We also allow you to delete user
accounts when you no longer want them to have access.

O IMPORTANT: You must be assigned the role of super user (/guides/user-access-and-
control/user-roles-and-how-to-change-them) in order to add or delete user accounts.

Adding new account users

O TIP: Adding a new user to make them the billing contact for your account? Follow our
billing contact instructions (/guides/account-types-and-billing/who-receives-your-
bill#changing-who-receives-your-bill) instead.

To add a user to your account, send them an invitation to join using the steps below.
1. Log in to the Fastly application (https://app.fastly.com/).
2. Click the account tab to access your Account Settings.

3. In the User Invitations area, click the Invite button. The Invite User window appears.
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Invite User

Email

A confirmation code will be sent to this email.

L1

Role ©

Privacy Policy m

4. In the Email field, type the email address of the user you'd like to invite.

5. From the Role menu select the role to assign (/guides/user-access-and-control/user-roles-
and-how-to-change-them) once the user accepts the invitation.

6. Click the Invite button to send an invitation to the email you specified.

Deleting existing account users

O TIP: Deleting the owner of the account? Be sure to transfer ownership (/guides/user-
access-and-control/user-roles-and-how-to-change-them#account-ownership-and-how-to-

transfer-it) first.

To delete a user from your account, follow the steps below.
1. Log in to the Fastly application (https://app.fastly.com/).
2. Click on the account tab. The Account Settings controls appear.
3. Scroll down to the Users area and search for the name of the user you wish to delete.
4

. Click the gear icon to the right of the user's name and select Delete from the menu that
appears.
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0
# Edit

@ Change Password

ﬁﬁ Delete

A confirmation window appears.

5. Click Confirm on the confirmation window.

§ Email and password changes
(/guides/user-access-and-control/email-
and-password-changes)

Log in to the Fastly application and click the account tab to access the Account Settings
information.

fastly - ®@ K L =

analytics stats _ configure account billing
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Company Information Account Settings

Your Customer |D: This allows you to view and modify your account and company settings. Use the forms below to
1a2s3d4f5g6h7jBKSI make changes.

Your Company's Name: Your Profile

Example Account

Gravatar

API Key

1a2b3cd4d5e6f7gBhoj0k1
Name Example Account

Email (login) email@example.com

Account Security

Manage your security settings.

Change Password

Client Libraries
Current Password
Use the following to quickly and easily

access the API from various languages: e ErpTT T

+ Ruby
« Perl
* Python

Confirm Password

Documentation

Changing your name or email

To change the name or email associated with your account, update the information that appears
in the Name and Email (login) fields in the Your Profile section. When changing your email,
you'll need to confirm your password in the window that appears. To finalize your new name or
email, click Update Profile to save the changes.

Changing your password

To change the password currently associated with your account, type your current password in
the Current Password field, then type your new password twice, once in the New Password
field and once in the Confirm Password field. Save the changes by clicking Change
Password.

Password requirements

When choosing a password keep in mind that it must:
e be at least 6 characters long

e contain at least one letter and one number

In addition, passwords cannot solely contain:
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e sequences of letters or numbers (e.g., 12345678, abcdefg)

» repeated characters (e.g., 222222, aaaaaa)

 adjacent key placements on a standard keyboard (e.g., QWERTY )
The system will prevent you from choosing a password that:

e matches commonly used passwords (e.g., password123, changeme )

e uses dictionary words (e.g. correcthorsebatterystaple )

e matches your user name or your email address

§ Merging accounts (/guides/user-access-
and-control/merging-accounts)

If several employees at your company independently create testing accounts when learning
about Fastly services (/guides/about-fastly-services/), you can have those testing accounts
merged into a single account by emailing the Customer Support team at support@fastly.com
(mailto:support@fastly.com) with the following information:

o the Customer IDs (/guides/account-management-and-security/finding-and-managing-your-
account-info) of the accounts to be merged

» which account should be considered the primary account (any other accounts will be
merged into the primary)

After you contact us, we'll reach out to verify the ownership of each account. If we can confirm
ownership, we'll initiate a merge.

§ User roles and how to change them
(/guides/user-access-and-control/user-
roles-and-how-to-change-them)

Your Fastly account can be managed by multiple users. You can add users to your account by
inviting them (/guides/user-access-and-control/adding-and-deleting-user-accounts) and give
them minimal, partial, or full access to your account based on the role you assign. This role can
be changed by superusers at any time via the web interface or via the API (/api/).
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Assignable user roles

Fastly allows you to assign one of four different roles to each user who has access to your
account:

» user: Minimal access. They can view analytics (the pretty graphs) and change personal
profile details (such as name and email),

 billing: Partial access. They can view billing information, pay invoices, view the pricing
plan, plus perform all user actions.

e engineer: Partial access. They can create and configure services, plus perform all user
actions.

o superuser: Full access. They can manage users (e.g., invite them, edit their account
settings, or delete them), view and change organization settings (e.g., name, account
owner, primary billing contact), plus perform all engineer, billing, and user actions.

By default, the system assigns the role of superuser to the person who signs up for your
organization's account.

O NOTE: The role you assign to users does not effect their ability to submit requests to
Fastly Customer Support (/guides/customer-support/submitting-support-requests).

Changing roles for existing users

Clicking on the account icon at the top of the interface takes you to the account management
section.

fastly © -~ L2 =

analytics stats _ configure account billing

Scrolling down the page to the User section will show all the users associated with the account.
A gear icon with an attached drop menu appears for each user to the right of their name.
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@ Change Password

ﬁﬂ Delete
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Selecting Edit will open an Edit User window for a selected user.

Edit User

Name

Email (login)

Role

Privacy Policy

user

user - Gan only access analytics.
billing - Grants access to billing.

engineer - Grants access to the config panel.

superuser - Full company access.

A

Update

To edit the user's role, simply select the new role from the Role menu and click the Update

button.

Account ownership and how to transfer it

By default, we assign account "ownership" to the first user who signs up for an account for your
organization. As the first user, we also automatically assign them the superuser role, though that
role can be changed by another superuser once additional users are added. An account owner

https://docs.fastly.com/guides/aio
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serves as the primary point of contact for billing purposes. Invoices are sent to them, but if a
specific billing contact (/guides/account-types-and-billing/who-receives-your-bill) has been
defined, invoices go to that contact instead.

To transfer account ownership to another user, please contact support@fastly.com
(mailto:support@fastly.com) for assistance.

» Guides (/guides/) > Account management (/guides/accounts) > Account management
and security (/guides/account-management-and-security/)

§ Enabling an IP whitelist for account
logins (/guides/account-management-and-
security/enabling-an-ip-whitelist-for-
account-logins)

Fastly allows you to define the range of IP addresses authorized to access your Fastly account.
This optional IP whitelisting functionality is not enabled by default.

A WARNING: If you decide to use optional IP whitelisting, your account owner must
have a valid telephone number on file. During setup, Fastly checks your current IP
address against the list you provide to ensure you don't lock yourself out of your account. If
your IP addresses change at a later date (for example, because you move offices) and you
forget to update your whitelist configuration, you will be locked out of your account. You will
need to contact support@fastly.com (mailto:support@fastly.com) to request that a
Customer Support representative contact your account's owner via telephone during
Fastly's regular business hours. To protect your account's security, we will not unlock
your account (/quides/customer-support/account-lockouts) based on an email
request alone.

Enabling an IP whitelist

To restrict access to your Fastly account based on a specific list or range of IP addresses, follow
these steps.

1. Log in to the Fastly application.
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2. Click the account tab to access the Account Settings information.

fastly - @ s K L =

analytics stats _ configure account billing

3. In the IP Whitelist field of the Company Settings area, replace o.0.0.0/0 (the default IP

range indicating no whitelisting) with the IP addresses to which your account access
should be restricted.

IP Whitelist (optional) 0.0.0.0/0

What is this?
eg. 192.168.0.1, 192.168.0.0/32, 192.16B.*.*

In the IP Whitelist field you can include single or multiple IP addresses or IP ranges
(separated by commas) as follows:

e asingle IPv4 address (e.g., replace the default with 192.168.0.1)
e an IPv4 CIDR range (e.g., replace the default with 192.168.0.0/32)

e an IPv4 Wildcard range (e.g., replace the default with 192.168.0.*, 192.168.*.1,
192.168.%*.* )

4. Click the Update Company button.

Disabling an IP whitelist

To disable IP whitelisting on your Fastly account, follow these steps.

—_—

. Log in to the Fastly application.
2. Click the account tab to access the Account Settings information.

3. In the IP Whitelist field of the Company Settings area, type o0.0.0.0/0 (the default IP
range indicating no whitelisting).

4. Click the Update Company button.

§ Enabling and disabling two-factor
authentication (/guides/account-
management-and-security/enabling-and-

https://docs.fastly.com/guides/aio
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disabling-two-factor-authentication)

Fastly supports two-factor authentication, a two-step verification system, for logging in to the
application. In a two-factor authentication security process, users provide two means of
identifying themselves to the system, typically by providing the system with something they know
(for example, their login ID and password combination) and something they have (such as an
authentication code).

Account Security

[ Two-Factor Authentication

Two-factor authentication improves the security of your account. In
addition to your normal credentials, you'll also need to provide an
authentication code when logging in.

& Show My Recovery Codes

¥ Disable Two-Factor Authentication

Before you begin

We disable this feature by default. You can enable and disable two-factor authentication at
any time in the Account Security area of the Account Settings (/guides/about-fastly-
services/about-the-web-interface-controls#about-the-account-settings-controls) for your Fastly
account.

Only you can enable this feature for your own account. Users assigned the superuser role
(/guides/user-access-and-control/user-roles-and-how-to-change-them) only have the ability to
disable two-factor authentication for any user within their organization. Only you can enable two-
factor authentication for your account.

You'll need to enter an authentication code regularly. Once two-factor authentication has
been enabled, an authentication code will be requested upon login at least every 14 days for
each computer and browser you use to access the Fastly application.

A mobile device is required. Using this security feature with a Fastly account requires a mobile
device capable of scanning a barcode or QR code using a downloadable authenticator
application. We recommend the following:

e For Android, iOS, and Blackberry: Google Authenticator
(https://support.google.com/accounts/answer/1066447?hl=en)

e For Android and iOS: Duo Mobile (https://guide.duosecurity.com/third-party-accounts)

e For Android: AWS Virtual MFA (http://www.amazon.com/Amazon-com-AWS-Virtual-
MFA/dp/B0061MUG8M)

e For Windows Phone: Authenticator (https://www.microsoft.com/en-
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us/store/apps/authenticator/9nblggh09llf)

There are special requirements for using this feature with the APIL. If you enable two-factor
authentication via the user interface, you will no longer be able to use a simple
username+password when using the API, and must use the API key for authentication.

Enabling two-factor authentication

To enable two-factor authentication with the Fastly application, follow the steps below.
1. Log in to the Fastly application.

2. Click the account tab to access the account settings.

Company Information Account Settings

Your Customer ID: This allows you to view and maodify your account and company settings. Use the forms below to
1A2b3C4d5e6FTgBIgj0k make changes.

Your Company's Name: Your Profile

Example Company

Gravatar
API Key

1234567890abcdefghilkimnop
Name Example User

. Email (login) email@example.com
Account Security °

Manage your security settings.

3. Click Manage your security settings from the Account Security area on the left. The
Account Security settings appear.

4. Click Set Up Two-Factor Authentication. The password verification screen appears.

(] Two-Factor Authentication

Verify Your Password

Continue

5. In the Verify Your Password field type your Fastly password and then click Continue.
The authentication QR code appears.
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(] Two-Factor Authentication

Almost therel

To finish enabling two-factor authentication you will need to install an
authenticator app. We recommend one of the following:

+ For Android, i0S, and Blackberry: Google Authenticator
« For Android, i0S: Duo Mobile

* For Android: Amazon Virtual MFA

* For Windows Phone: Authenticator

Open the app, then:

1. Scan the QR code to the left or manually enter ojef aawx 54dk vgie.
2. Enter the code the app generates in the form below.
3. You're done!

Authentication Code

Enable Two-Factor Authentication

O IMPORTANT: The QR code above is an example. Scan the one that appears in the
Fastly application, not in this guide.

6. Launch the authenticator application installed on your mobile device and scan the
displayed QR code or manually enter the key displayed in the setup window. A time-based
authentication code appears on your mobile device. Depending on your device, however, a
browser link may first appear. You need to click this link to save it. When you do, the words
Secret saved appear briefly.

7. In the Authentication Code field, type the time-based authentication code displayed on
your mobile device.

© "ANDROID: A common time syncing issue may cause your authenticator codes to
fail. You can correct this using Google's instructions
(https://support.google.com/accounts/answer/185834?hl=en#sync) for your
authenticator app.

8. Click Enable Two-Factor Authentication. The confirmation screen appears along with
your recovery codes.
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[ Two-Factor Authentication

ou've Enabled Two-Factor Authentication Recovery Codes
You're done! In addition to your normal login credentials, you'll need to retrieve the

current code from the authenticator application on your mobile device to access
your account.

If you can't access your device, you can also log in using one of your recovery
codes, shown to the right.

Keep your recovery codes in a safe place! They're the only alternative way to
access your account.

O IMPORTANT: If you're ever unable to access your mobile device, the displayed
recovery codes can be used to log in when your account has two-factor authentication
enabled. Each of these recovery codes can only be used once, but you can
regenerate a new set of 10 at any time (any unused codes at that time will be
invalidated). Store your recovery codes in a safe place.

After you enable two-factor authentication, logging in to your Fastly account will require your
email address and password, and then an authentication code generated by the authenticator
application you've installed on your mobile device. By default, the system requires you to

authenticate your login using an authentication code at least every two weeks for each computer

and browser you use to access the Fastly application.

Disabling two-factor authentication

Two-factor authentication is disabled by default when you sign up for Fastly services. Once it's
been enabled for your account, you can disable it at any time by following the steps below.

1. Log in to the Fastly application.
2. Click the account tab to access the account settings.

3. In the Account Security area of the settings sidebar, click Manage your security
settings. The two-factor authentication controls appear.

https://docs.fastly.com/guides/aio
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Account Security

0 Two-Factor Authentication

Two-factor authentication improves the security of your account. In
addition to your normal credentials, you'll also need to provide an
authentication code when logging in.

& Show My Recovery Codes

¥ Disable Two-Factor Authentication

4. Click Disable Two-Factor Authentication. The verification screen appears.

5. In the Authentication Code field, type the time-based authentication code displayed in the
authenticator application on your mobile device, then click Disable.

What to do if you lose your mobile device

If you lose your mobile device after enabling two-factor authentication, use a recovery code to
log in to your Fastly account. You can continue to use recovery codes to log in until you get your
mobile device back. Recovery codes can only be used once, however, so remember to
regenerate a new list of codes to avoid running out before you recover your mobile device.

If you do not believe you will be able to recover your lost mobile device and you still have at least
two recovery codes left, you can log in with one recovery code and disable two-factor
authentication with a second code. Once two-factor authentication is disabled, you can re-enable
it with a new mobile device at a later time and regenerate a new set of codes.

Locked out of your account? See our article on what you can do about it (/guides/customer-
support/account-lockouts).

Managing two-factor authentication as a superuser

If you are assigned the superuser role (/guides/user-access-and-control/user-roles-and-how-to-
change-them) for your organization, you can view who has two-factor authentication enabled on
the account tab in the Users area of the Account settings. Users with this feature enabled have

padlocks displayed next to their names.
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To disable two-factor authentication for any user within your organization, select Disable 2FA
from the menu that appears when you click the gear icon next to that user's name.

& o
# Edit
@ Change Password

0 Disable 2FA

i Delete

§ Finding and managing your account info
(/guides/account-management-and-
security/finding-and-managing-your-
account-info)
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Account information, including your service ID, your customer ID (also called your company ID),
and your API key, can be accessed directly from the Fastly application (https://app.fastly.com/).

Finding your service |ID

Your Service ID appears as an alphanumeric string immediately below the name of your service
on the configure tab:

Service |Test Service ‘ - ‘

# Test Service
1234567890asdighjkl Diff Versions Purge - ® Check cache

Finding your customer |ID

Your Customer ID (also called your Company ID) is located on the account tab to the left of the
Account Settings area:

Company Information Account Settings

Your Customer ID: This allows you to view and modify your account and company settings. Use the forms below to
1234567890abecdefghijk make changes.

Your Company's Name: Your Profile

Test Account

Finding and regenerating your API key

Your API Key is located on the account tab to the left of the Account Settings area:

Company Information Account Settings
Your Customer ID: This allows you to view and modify your account and company settings. Use the forms below to
1234567890abecdefghijk make changes.
Your Company's Name: Your Profile
Test Account

Gravatar
APl Key
12345678901234567830

Name Test Customer

https://docs.fastly.com/guides/aio 16/347


https://app.fastly.com/

10/24/2015 Fastly Help Guides

To regenerate your API key:

1. Log into the Fastly application (https://app.fastly.com/) and click on the Account button to
view your account information.

2. Click the Generate New Key button near the top left of the screen, immediately below your
actual API key.

© IMPORTANT: Only account users assigned the superuser role (/guides/user-access-
and-control/user-roles-and-how-to-change-them) can view and change the API key. If you
don't see the API Key section, your role is lower than superuser and you must contact a

superuser at your company to regenerate the API key.

* Guides (/guides/) > Account management (/guides/accounts) > Account types and billing
(/guides/account-types-and-billing/)

§ Accounts and pricing plans
(/guides/account-types-and-
billing/accounts-and-pricing-plans)

Types of accounts and plans

Fastly offers a variety of accounts and pricing plans.

Free developer trials

We offer a development trial that allows you to test our services free of charge. We allow you to
test up to $50 of traffic for free to ensure everything fits your requirements. Simply sign up for a
trial (https://www.fastly.com/signup) and begin testing.

We don't limit functionality during your trial. Once your testing is complete and you're ready to
start pushing production traffic our way, you can switch your account to a Paid account.

Paid accounts without contracts

After your trial period ends, you can use Fastly's services on a month-to-month basis without
having to sign a contract. Simply switch to a paid account by selecting "Paid" from the pricing
plan menu on the billing tab (/guides/about-fastly-services/about-the-web-interface-
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controls#about-the-billing-and-invoice-controls) (under the Pricing Plan area of the Settings
section) while logged into your account.

Pricing Plan

Current plan: Paid - $50 / mo

4

Change pricing plan: Paid - $50 / mo

Once you switch to a paid plan, the development trial option will disappear and we'll bill you
automatically (/guides/account-types-and-billing/how-we-calculate-your-bill) at the end of every
month using the credit card information (/guides/account-types-and-billing/paying-your-
bill#changing-your-credit-card-%20information) you have on file with us. You can cancel this
account at any time.

Contractual commitments

If you plan to push at least 2TB of data per month and require one of our TLS service options
(/guides/securing-communications/ordering-a-paid-tls-option), or if you plan to push a minimum
of 4TB of data per month, it might be worthwhile to consider a contract with Fastly. Please
contact us at sales@fastly.com (mailto:sales@fastly.com) for more information. We also offer
solutions (https://www.fastly.com/delivery) targeted to the needs of specific industries (for
example, our Ecommerce package (https://www.fastly.com/services/ecommerce)).

Free open source developer accounts

We're active open source contributors and support the community
(https://www.fastly.com/about/open-source) whenever possible. If you’re an open source
developer, your bill is on us. Contact us at community@fastly.com
(mailto:community@fastly.com) to get started.

Canceling your account

To cancel your account, follow the steps below.
1. Log into the Fastly application and click the configure tab. The Control Panel appears.

2. Delete all services (/guides/basic-setup/working-with-services#deleting-a-service-version-
or-an-entire-service) associated with your account.

3. Click the account tab. The Account Settings appear.

4. In the Company Settings area, click the Cancel Account button.
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Company Settings
Company Name
Company 1D
Owner
Billing Contact
Phone Number

Address (optional)

IP Whitelist (optional)
What is this?

Fastly Help Guides

Test Account

A1b2C3d4EBgBHTIBJOK01234

Test Account

L1

(owner)

o

1-234-567-8901

0.0.0.0/0

e.9. 152.168.0.1, 192.168.0.0/32, 192.168.*.%

A Cancel Account confirmation window appears.

5. In the Your Password field of the confirmation window, type the password associated with
your account and click Cancel Account.

After your account is canceled, you'll be billed for any outstanding charges (/guides/account-
types-and-billing/how-we-calculate-your-bill) accrued through the day you canceled. For
questions about your final billing statement, contact our billing team (mailto:billing@fastly.com)
for assistance. If you decide at a later date to reactivate your account, contact Customer Support
(mailto:support@fastly.com) and request reactivation.

§ How we calculate your bill
(/guides/account-types-and-billing/how-
we-calculate-your-bill)
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What we do and don't charge you for

We bill you monthly according to that month's use of Fastly's services. Your monthly charges
represent the combined total of your bandwidth and request usage, using the rates listed on our
pricing page (https://www.fastly.com/pricing). The minimum charge you pay each month is $50.

Charges for TLS service options (/guides/securing-communications/ordering-a-paid-tls-option)
you've chosen are applied in addition to the bandwidth and request usage we charge for normal
content delivery and streaming. We don't bill you for the amount of space your content takes up
on our cache servers.

About the monthly minimum charges

We bill a minimum of $50 per month so we can fully support all of our customers. This is the
minimum price you'll pay in any month once you've completed your testing trials
(/guides/account-types-and-billing/accounts-and-pricing-plans).

For example, say that you're done testing Fastly's services and you've begun to push
production-level traffic through Fastly. If most of your site's traffic for the current month is in
North America and Europe and your site uses 10GB of traffic over 10 million requests, the
combined bandwidth and request charges would be $8.70 for the month. Because this amount
falls below the $50 monthly minimum, we would charge you $50 for that month, not $8.70.

Asia-Pacific, Australia, New Zealand and Latin America prices listed are slightly higher. If most
of your site's traffic were in these areas instead of North America and Europe, then at the above
traffic levels your bandwidth and request usage charges would still fall below the monthly
minimum and we would charge you $50 for that month.

O NOTE: If you're using Fastly for content delivery via Heroku's cloud development
services, please see Fastly's Heroku add-ons pricing plan
(https://addons.heroku.com/fastly) for additional details.

When we charge you for Fastly services

Fastly bills in arrears, not in advance, meaning that we bill you for services after you've used
them, not before. For example, if you sign up for and start using Fastly services in January, the
bill you receive in February reflects January's charges and services, your March bill reflects
February's charges services, and so forth.

How account cancelation affects your bill
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