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Documentation

Next-Gen WAF guides

Category: What's new

Learn about recently released features and products.

* Announcements

& /en/ngwaf/announcements

Protection from CVE-2025-29927 (Next.js Authorization
Bypass Vulnerability)

An authorization bypass vulnerability has been found in Next.js and has been assigned CVE-
2025-29927. Fastly has created a virtual patch for it that is now available within your
account. To activate it and add protection to your services, follow the steps for your control
panel below.

Next-Gen WAF control panel
1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.

3. From the Rules menu, select Templated Rules.

4. In the search bar, enter CVE-2025-29927 and then click View for the CVE-2025-
29927 templated rule.

5. Click Configure and then Add trigger.
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6. Select the Block requests from an IP immediately if the CVE-2025-29927 signal is
observed checkbox.

7. Click Update rule.

1. Log in to the Next-Gen WAF control panel.

2. From the Sites menu, select a site if you have more than one site.
3. Click the Signals tab.

4. In the search bar, enter CVE-2025-29927 and then click View for the CVE-2025-
29927 tag.

5. Click the Detections tab and then Add detection.
6. Verify the switch is set to Enabled.

7. Click Create detection.

8. Click the Alerts tab and then Add alert.

9. In the Status area, set the switch to Enabled.

10. Click Save alert.
Fastly control panel

1. Log in to the Fastly control panel.
2. Go to Security > Next-Gen WAF > Workspaces.
3. Click Virtual Patches.

4. In the search bar, enter CVE-2025-29927 and then click the pencil to the right of the
CVE-2025-29927 virtual patch.

5. From the Status menu, select Enabled.

6. (Optional) If your workspace is in blocking mode, choose whether to Block requests or
Log requests if the CVE-2025-29927 signal is observed.

7. Click Update virtual patch.

JAA4 fingerprinting now supported in Bot Management
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We are pleased to announce that the Bot Management product now includes support for
JA4 fingerprinting. This enhancement expands our existing fingerprinting capabilities to
provide more detailed client identification during TLS-encrypted communications.

JA4 fingerprinting is available for Edge deployments running version 2.10.0 or later. To
enable this feature, ensure your Edge deployment is updated to a supported version. If your
deployment is running an earlier version, you will need to update by re-mapping your Fastly
VCL service. For instructions, see Re-mapping a Fastly VCL service.

If you have any questions or need assistance, contact your Fastly account team or reach out
to our support team.

New Microsoft Teams integration

As announced, Microsoft has retired the Office 365 connectors within Microsoft Teams as of
January 31, 2025. If you transitioned your previous Next-Gen WAF integration to the new
URL structure prior to this date, it will continue to function until the deadline stated in the
announcement. If you did not transition your integration or want to create a new integration,
follow our guide to create a Microsoft Teams (Workflow) integration.

Retirement of Pivotal Tracker integration

Our Next-Gen WAF's Pivotal Tracker integration will be retired on April 30, 2025 due to third-
party decisions to retire their solution. Customers with active Pivotal Tracker integrations
may continue to use the offering through April 29, 2025. Reach out to your Fastly account
team or our support team if you have questions.

End-of-support plan for older OSes and web servers

On April 15, 2025, we will no longer support agent upgrades for Next-Gen WAF services on
Red Hat Enterprise Linux 6 and CentOS 6. Because they are no longer supported by the
manufacturer or developer community, continued use of them increases your exposure to
online threats. Any currently deployed Next-Gen WAF agents on these specific host
environments will continue to function beyond this date but will no longer be updated or
supported by Fastly.

We recommend that you upgrade to a supported host environment. We also recommend
updating your Next-Gen WAF Core deployment to the latest version to maximize the
protection for your applications.
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Questions or concerns? Contact your Fastly account manager or reach out to Customer
Support.

Protection from CVE-2024-53677 (Apache Struts File
Upload Logic Vulnerability)

A directory traversal vulnerability within file uploads has been found in Apache Struts (S2-
067) and has been assigned CVE-2024-53677. Fastly has created a virtual patch for it that
is now available within your account. To activate it and add protection to your services
follow the steps for your control panel below.

Next-

1.
2.

3.

7.

8.

Gen WAF control panel

Log in to the Next-Gen WAF control panel.
From the Sites menu, select a site if you have more than one site.

From the Rules menu, select Templated Rules.

. In the search bar, enter CVE-2024-53677 and then click View for the CVE-2024-

53677 templated rule.

. Click Configure and then Add trigger.

. Select the Block requests from an IP immediately if the CVE-2024-53677 signal is

observed checkbox.

. Click Update rule.

. Log in to the Next-Gen WAF control panel.

. From the Sites menu, select a site if you have more than one site.
. Click the Signals tab.

. In the search bar, enter CVE-2024-53677 and then click View for the CVE-2024-

53677 tag.

. Click the Detections tab and then Add detection.

. Verify the switch is set to Enabled.

Click Create detection.

Click the Alerts tab and then Add alert.
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9. In the Status area, set the switch to Enabled.

10. Click Save alert.
Fastly control panel

1. Log in to the Fastly control panel.
2. Go to Security > Next-Gen WAF > Workspaces.
3. Click Virtual Patches.

4. In the search bar, enter CVE-2024-53677 and then click the pencil to the right of the
CVE-2024-53677 virtual patch.

5. From the Status menu, select Enabled.

6. (Optional) If your workspace is in blocking mode, choose whether to Block requests or
Log requests if the CVE-2024-53677 signal is observed.

7. Click Update virtual patch.

Immediate end-of-support for Windows Server 2008 &
Windows Server 2012

In accordance with our product lifecycle policy, our Next-Gen WAF'’s Core deployment
method on Windows Server 2008 and 2012 hosts has reached an end-of-life support state
due to third-party decisions to change or retire their solution. Effective immediately, we are
no longer able to support agent upgrades for Next-Gen WAF services on a Windows Server
2008 or Windows Server 2012 host, as neither Microsoft nor Golang support them. Versions
of Next-Gen WAF core 4.50.0 and earlier will continue to function on Windows Server 2008
and Windows Server 2012, but we will not be able to update the agent should issues arise.

If left unattended, this could leave your service vulnerable to a variety of risks, including:

1. Running your service on an unsupported version of Windows will prevent you from
applying security patches that are regularly released by your operating system's
manufacturer. Unsupported server operating systems that remain unpatched leave
your services vulnerable to security exploits, malware threats, and data breaches.
These unsupported operating system versions could also expose you to legal or
compliance issues for customers (and their end users) who have strict security
requirements.
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2. Fastly's Security Research and Engineering teams are constantly developing and
releasing service protections in new agent versions. In addition, agent support is
deprecated on a regular cadence for all agents more than two years old. Once those
deprecations happen, your services will no longer have access to the newest security
features and integrations included with newer agent versions; they will no longer be
using the latest version of the Fastly Next-Gen WAF.

Upgrade Recommendations

To mitigate these risks, we strongly recommend that you upgrade your hosts to operating
systems supported by Microsoft such as Windows Server 2022, and your Next-Gen WAF
core deployment to the latest version (4.58.2) to maximize the protection for your
applications. If preferred, Next-Gen WAF core versions 4.51.0 and later are supported on
Windows Server 2016 and later.

If you are unable to upgrade the Windows Server 2008 or Windows Server 2012 host, we
recommend a reverse proxy running a supported Next-Gen WAF in front of your application,
such as deploying the core Next-Gen WAF to a supported host in reverse proxy mode and
routing all traffic through it to your application.

Customers using a Windows Server 2008 or 2012 host and currently have a 4.51.0+ agent
should consider updating their Windows Server to a newer version before proceeding with
any additional Next-Gen WAF core version upgrades. This will help reduce support and
security risks.

Questions? Concerns?

Customers with any questions or concerns may engage with our Support team or contact
their designated account management team members.

Protection from CVE-2024-45115 (Adobe Commerce and
Magento Open Source Improper Authentication)

An authentication bypass and privilege escalation vulnerability has been found in Adobe
Commerce and Magento Open Source and has been assigned CVE-2024-45115. Fastly has
created a virtual patch for it that is now available within your account. To activate it and add
protection to your services, follow the steps for your control panel below.

Next-Gen WAF control panel

1. Log in to the Next-Gen WAF control panel.
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From the Sites menu, select a site if you have more than one site.
From the Rules menu, select Templated Rules.

In the search bar, enter CVE-2024-45115 and then click View for the CVE-2024-
45115 templated rule.

. Click Configure and then Add trigger.

. Select the Block requests from an IP immediately if the CVE-2024-45115 signal is

observed checkbox.

. Click Update rule.

. Log in to the Next-Gen WAF control panel.

. From the Sites menu, select a site if you have more than one site.
. Click the Signals tab.

. In the search bar, enter CVE-20624-45115 and then click View for the CVE-2024-

45115 tag.

. Click the Detections tab and then Add detection.
. Verify the switch is set to Enabled.
. Click Create detection.

. Click the Alerts tab and then Add alert.

In the Status area, set the switch to Enabled.

Click Save alert.

Fastly control panel

1. Log in to the Fastly control panel.

2. Go to Security > Next-Gen WAF > Workspaces.

3. Click Virtual Patches.

4. In the search bar, enter CVE-2024-45115 and then click the pencil to the right of the

CVE-2024-45115 virtual patch.

5. From the Status menu, select Enabled.
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6. (Optional) If your workspace is in blocking mode, choose whether to Block requests or
Log requests if the CVE-2024-45115 signal is observed.

7. Click Update virtual patch.

New comment supportin Lists

We have released support for comments within IP and Country lists using the # character.
The comment can be added on its own line or inline with an entry.

Next-Gen WAF on Compute for Edge WAF deployments

Fastly's Next-Gen WAF now supports the Edge WAF deployment option for use with Rust-
based Compute projects. Check out our deployment guide for additional details and try
things out with our tutorial on using Next-Gen WAF in Compute.

New anomaly signal: INSECURE-AUTH

We have introduced an anomaly signal (INSECURE-AUTH) that allows you to detect when
insecure authentication methods are used (such as the JSON Web Tokens with the None
Algorithm). Want to learn more? For full descriptions of this and all other system signals,
check out our system signals documentation.

Next-Gen WAF configuration via the Fastly control panel

Today, Fastly begins offering the ability to configure some of the features of the Fastly Next-
Gen WAF from directly within the Fastly control panel. To use the new controls, you must
purchase the Next-Gen WAF Security Starter Package and have a Fastly account. The
original Next-Gen WAF control panel continues to remain available for existing Next-Gen
WAF customers.

The Security controls web interface guides describe where these controls appear in the
Fastly control panel. Likewise, we've added instructions to our guides that describe how to
use the Fastly Next-Gen WAF with details on how to configure the new Next-Gen WAF
starter package features.

For more details about the Next-Gen WAF, including how to purchase it, contact your
account manager or email sales@fastly.com.
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Protection from CVE-2024-34102 (Adobe Commerce and
Magento Open Source unauthenticated XML entity
injection)

An unauthenticated XML entity injection has been found in Adobe Commerce and Magento
Open Source and has been assigned CVE-2024-34102. Fastly has created a virtual patch for
it that is now available within your account. To activate it and add protection to your
services:

1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. From the Rules menu, select Templated Rules.

4. In the search bar, enter CVE-2024-34162 and then click View for the CVE-2024-
34102 templated rule.

5. Click Configure and then Add trigger.

6. Select the Block requests from an IP immediately if the CVE-2024-34102 signal is
observed checkbox.

7. Click Update rule.

Protection from CVE-2024-5806 (Progress MOVEit Transfer
Authentication Bypass Vulnerability)

An authentication bypass vulnerability has been found in Progress MOVEit Transfer and has
been assigned CVE-2024-5806. Fastly has created a virtual patch for it that is now available
within your account. To activate it and add protection to your services:

1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. From the Rules menu, select Templated Rules.

4. In the search bar, enter CVE-2024-5806 and then click View for the CVE-2024-5806
templated rule.

5. Click Configure and then Add trigger.
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6. Select the Block requests from an IP immediately if the CVE-2024-5806 signal is
observed checkbox.

7. Click Update rule.

Upcoming Code Signing and Repository Key Rotation for
RPMs

To continue ensuring the integrity of the software we distribute as well as conform to
evolving platform security standards, we are making changes to how we sign software
distributed in RPM packages for the core Next-Gen WAF product. Specifically, the repository
and code signing keys will be updated from the older SHA-1 algorithm to use the newer and
more secure SHA-256 algorithm. This change will impact users who consume the core Next-
Gen WAF agent as well as any modules that are packaged as RPMs.

We plan to make this change on Monday, September 23rd at 12:00PM EDT (4PM GMT). After
this, all RPM packages released as part of the core Next-Gen WAF product will be signed
with keys using the SHA-256 algorithm.

Who is impacted by this change?

Users who run the core Next-Gen WAF on Red Hat Enterprise Linux (RHEL) and systems
derived from it, such as CentOS or Amazon Linux, are impacted by this change. If the
packages you install or update have an extension of .rpm then you are affected.

What will | need to do?

After Monday, September 23rd, 2024, at 12:00 PM ET (4PM GMT), you will need to
download new public keys for both our repository and our packages. Before then, no
changes will be needed to package updates. Take the actions below after the planned
change date.

If you delete the existing public keys, the repository tool YUM will download the new ones
during update. To delete the code signing and repository keys, execute the following
command:

rpm -e gpg-pubkey-db6249a1-666932d2

rpm -e gpg-pubkey-b61c0150-5cf6f75f

If you are using a RHEL 7 or earlier system, you will need to take additional steps to delete
the keys. Follow these instructions:
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1. Check your /etc/yum.conf file and note the value of persistdir .If persistdir
is not set, you can assume itis /var/lib/yum.

2. Determine which CPU architecture the repository has been installed for: x86_64 for 64-
bit x86 systems and aarch64 for 64-bit ARM systems.

3. Determine the version number of the CentOS or Red Hat you are running (7, 8 or 9).

4. Replace x86_64 and 7 in the following command with your CPU architecture and
CentOS or Red Hat version:

gpg --homedir /var/lib/yum/repos/aarch64/7/sigsci_release/gpgdir

gpg --homedir /var/lib/yum/repos/aarch64/7/sigsci_release/gpgdir

What will happen if | don't make any changes?

If you do not make any changes, all of your existing agents will continue to protect your
application from attacks; nothing will stop working. However, you will not be able to upgrade
to newer versions of the core Next-Gen WAF agent or modules released after Monday,
September 23rd at 12:00PM EDT (4PM GMT). If you do not upgrade to newer versions of the
core Next-Gen WAF agent or module, you may miss important bug fixes and features.

Who is not impacted by this change?

Users who do not install or update the core Next-Gen WAF using RPMs are not impacted.
Specifically, users who install the core Next-Gen WAF using DEB (Debian or Ubuntu) or APK
(Alpine Linux) packages are not affected. Windows users are not affected. Users who install
our software using a so-called tarball (a packaged file with the .tar.gz extension) are not
affected. Users who deploy the Next-Gen WAF using either the Edge or Cloud WAF
methods, or users of any other Fastly service are also not affected.

Who can | contact if | need help?

If you have any questions, contact support by visiting https://support.fastly.com/ or sending
email to support@fastly.com.

Announcing gRPC proxy deployments

The Next-Gen WAF agent can now act as a proxy for gRPC traffic to allow inspection of
protobuf-based gRPC messages (Content-Type: application/grpc ). For more
information, check out our Configuring gRPC proxy deployments guide.
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Next-Gen WAF core command line utility

The new Next-Gen WAF core command line utility ( ngwafctl) is a tool that compiles
information about your Next-Gen WAF core installation within your Kubernetes environment
and cloud provider. The tool can perform basic troubleshooting and generate a support
bundle containing logs and deployment specification details. You can use the utility to help
troubleshoot issues with your Kubernetes Next-Gen WAF integration and can optionally
send the generated support bundle TAR.GZ file to our Support team for additional help.

Unified Fastly and Signal Sciences Login Experience

Fastly is excited to announce the launch of a unified login experience across Fastly and
Signal Sciences control panels. The new experience will make it simpler and easier for you to
access Fastly products and services using a single set of login credentials. For more
information, check out our complete feature announcement.

Upcoming session timeout standardization

To help you increase your security posture on the Fastly platform, starting Q1 2024 all users
will be logged out after 3 hours of inactivity. Session timeouts will also have a default
maximum of 12 hours for any organization that hasn't set up single sign-on. If your session
timeout was previously set to greater than 12 hours, it will be reduced to 12 hours, and any
timeout setting less than 12 hours will remain as is. The minimum timeout for sessions will be
30 minutes.

Protection from CVE-2023-50164 (Apache Struts directory
traversal)

A directory traversal vulnerability within file uploads has been found in Apache Struts and
has been assigned CVE-2023-50164. Fastly has created a virtual patch for it that is now
available within your account. To activate it and add protection to your services:

1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. From the Rules menu, select Templated Rules.

4. In the search bar, enter CVE-2023-50164 and then click View for the CVE-2023-
50164 templated rule.
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5. Click Configure and then Add trigger.

6. Select the Block requests from an IP immediately if the CVE-2023-50164 signal is
observed checkbox.

7. Click Update rule.

Site alert management

System site alerts monitor and handle requests from IP addresses that have been tagged
with attack signals by placing a cap on the number of requests that can originate from the
same IP address and that contain attack signals. The default caps or thresholds are based
on historical patterns that we've seen across all customers. Now, you can raise or lower the
attack thresholds via our web interface and API. For example, you can block all requests that
contain at least one attack signal by setting the attack thresholds to 1. This functionality is
available for all Next-Gen WAF customers.

We've also improved threshold counting for site alerts. Previously, only the cloud engine
handled threshold counting. This meant that the Next-Gen WAF agent had to wait for the
cloud engine to tell it when an IP address was flagged. Now, the agent has local counters
and is immediately able to determine when a request exceeds a site alert. The agent still
uses aggregation from the cloud engine when there are multiple agents deployed. Only Core
and Cloud WAF deployments support local counters.

New Anomaly Signal: OOB-DOMAIN

We have introduced an anomaly signal (OOB-DOMAIN) that allows you to detect when
known out-of-band domains are observed within a client request. Out-of-Band domains are
generally used during penetration testing to identify vulnerabilities in which network access
is allowed. Want to learn more? For full descriptions of this and all other system signals,
check out our system signals documentation.

Announcing Next-Gen WAF Simulator

We are excited to announce the availability of the Next-Gen WAF Simulator, which allows
you to pass sample requests and responses to help with debugging and testing rule creation
logic. The Simulator helps you identify whether requests would be blocked or allowed and
shows what the WAF would return as response codes for those requests, as well as the
signals that would be added. Access the Next-Gen WAF Simulator by selecting Simulator
from your site's Rules menu.
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Agent management functionality (GA)

We previously announced a beta release of expanded agent management functionality
which included a service that automatically updates agent versions and a plugin for
HashiCorp Vault that stores and rotates agent keys. These features are now available for all
Next-Gen WAF customers.

Protection from CVE-2023-38218 (insecure direct object
reference)

An insecure direct object reference (IDOR) vulnerability has been found in Adobe Commerce
and Magento Open Source and has been assigned CVE-2023-38218. Fastly has created a
virtual patch for it that is now available within your account. To activate it and add protection
to your services:

1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. From the Rules menu, select Templated Rules.

4. In the search bar, enter CVE-2023-38218 and then click View for the CVE-2023-
38218 templated rule.

5. Click Configure and then Add trigger.

6. Select the Block requests from an IP immediately if the CVE-2023-38218 signal is
observed checkbox.

7. Click Update rule.

New rule condition operators available
You can now use the greater than or equal to and less than or equal to operators when
defining rule conditions. This can be helpful when creating rules such as checking if the

response code was greater than or equal to or less than or equal to a specific response code
range and much more.

Attack signal thresholds are now aggregated
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System site alerts monitor and flag IP addresses that exhibit repeat malicious behavior and
then block or log subsequent malicious requests from the flagged IP addresses. Previously,
flagging occurred when the number of requests that were tagged with the same attack
signal and that were from the same IP address reached one of our thresholds. Now, attack
sighals are counted in aggregate instead of per-signal, meaning that even if attackers rotate
their attacks, the total number of requests with attack signals will count towards the
thresholds.

This change only applies to the default thresholds for attack signals. It does not affect any
attack signals that have had their thresholds adjusted through custom site alerts or are
being used in instant blocking rules.

Protection from CVE-2023-34362 (MOVEit Transfer Critical
SQL Injection Vulnerability)

A SQL injection vulnerability has been found in the Progress MOVEit Transfer web
application and has been assigned CVE-2023-34362 (also known as MOVEit Transfer
Critical SQL Injection Vulnerability). Fastly has created a virtual patch for it that is now
available within your account. To activate it and add protection to your services:

1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. From the Rules menu, select Templated Rules.

4. In the search bar, enter CVE-2023-34362 and then click View for the CVE-2023-
34362 templated rule.

5. Click Configure.

6. Click Add trigger and select the Block requests from an IP immediately if the CVE-
2023-34362 signal is observed checkbox.

7. Click Update rule.

Edge deployment now available for the Premier platform

Advanced rate limiting rules and the Site Flagged IP signal have been added for Premier plan
customers using edge deployment. Customers who have upgraded from the Professional
plan to the Premier plan will now be able to author new site rules that rate limit requests. The
Site Flagged IP signal will also be available for use in all types of site rules.
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Check out the details about edge deployment and about advanced rate limiting rules to
learn more.

Edge deployment setup changes

The setup process for the edge deployment has been changed from custom VCL to dynamic
VCL snippets. This change is expected to simplify the onboarding process for all customers
using the edge deployment. In particular, if you are using custom VCL for other features of
the delivery platform, your setup will become simpler.

This setup change to dynamic VCL snippets applies to new Signal Sciences Corps using the
edge deployment and the Edge Deployment documentation has been updated accordingly.

IMPORTANT: Existing edge-deployed sites require a backend configuration change to begin
using VCL snippets. Without the configuration change, custom VCL will continue to be used.
If you would like to switch to using VCL snippets for your corp and sites reach out to
support@fastly.com.

Custom response codes

We've expanded the functionality of our custom response codes feature. Custom response
codes allow you to specify the HTTP status code that is returned when a request to your
web application is blocked.

Specifically, you can now change the site default blocking response code from 406 to an
alternative response code. Blocking actions use the site default blocking response code
unless a different response code is specified in a rule.

We also now support the 361 and 302 custom response codes and allow you to specify a
redirect URL.

Advanced rate limiting user experience

We've updated the advanced rate limiting user workflow to simplify rate limiting rule
configuration. Advanced rate limiting rules put a cap on how often an individual client can
send requests that meet set conditions before some or all of the requests from that same
client are blocked or logged.

Specifically, the Add form for advanced rate limiting rules has been redesigned. It now
includes the Match type field. With this field, you can define which requests from the client
should be blocked or logged after the threshold has been passed. Options include:
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e Rule conditions: rate limit requests from the client that match the rule's conditions.
« Other signal: rate limit requests from the client that are tagged with a specific signal.
o All requests: rate limit all requests from the client.

We've updated and expanded several other areas of the Add form as well. Specifically:

« The Actions section now has two subsections: Tracking and Rate Limiting. In the
Tracking section, you specify a signal that should be applied to requests that meet the
rule's condition set and define the threshold. In the Rate limiting section, you define
how a client that exceeds the threshold should be rate limited.

« The Counting signal field has been renamed to the Threshold signal.

« Action type menu options have been renamed from Log request and Block signal to
Log and Block.

Finally, you can use the new ratelimited field to search for requests that have been
tagged with a specific threshold signal and that have been rate limited.

PHP and Python modules are now open source

As announced, today marks the start of the self-service model for the PHP and Python
modules. These modules how have a public-only development workflow. You may continue
to use the modules at your own discretion but Fastly will not update or provide technical
support for the modules.

Agent management functionality (Beta)

We've expanded our agent management functionality to include:
e a service that automatically updates agent versions.
e a plugin for HashiCorp Vault that stores and rotates agent keys.

When the agent auto-update service is enabled, the service checks the Signal Sciences
package downloads site for a new version of the agent and updates the agent when a new
version is available. By default, the check for a new version is performed on the second
Thursday of the month. The agent auto-update service is only compatible with agents on
Debian 8 or higher, Red Hat CentOS 7 or higher, and Ubuntu 18.04 or higher.

With the Signal Sciences plugin for HashiCorp Vault, you can use Vault to store and rotate
the Agent Access Key and Agent Secret Key for your site. Vault is an identity-based secrets
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and encryption management system.

These features are now available for all Signal Sciences customers as part of a beta release.

Professional Plan Edge Deployment Updates

Custom signals, dashboards, lists, templated rules, and custom response codes are now
available for Professional plan customers using edge deployment. Customers who have
upgraded from the Essential plan to the Professional plan will find that some features now
appear in different locations. Specifically:

o Virtual patching (CVE) rules can be found in the Templated Rules menu.
e Threshold functionality can be found in the Rules menu under Site Alerts.

The edge security service includes a health check inside the edge_security function.
Using the backend.health property, this health check will skip security processing
entirely if the edge security service is unhealthy for any reason. The edge security service is
modeled as an origin using the backend type and uses the same health check feature.

Learn more about the edge deployment by visiting our documentation site.

Protection from CVE-2022-42889 (Text4Shell)

A code execution vulnerability affecting the Apache Commons Text library has recently been
identified and assigned CVE-2022-42889 (also known as Text4Shell). Fastly has created a
virtual patch for it that is now available within your account. To activate it and add protection
to your services:

1. Navigate to the Signal Sciences control panel and select Templated Rules from the
Rules menu.

2. Search the templated rules for CVE-2622-42889 and then click View.

3. Click Configure and then click Add trigger to configure the rule's thresholds and
actions.

4. Select Block requests from an IP immediately if the CVE-2022-42889 signal is
observed and then click Update rule.

Protection from CVE-2021-44228 (Log4Shell)
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SmartParse has been extended to allow for advanced and precise detection of CVE-2021-
44228 (also known as Log4Shell) payload attacks with minimal-to-no false positives.
SmartParse is our proprietary detection method that analyzes request parameters to
determine whether code is actually executable. It requires no manual tuning or configuration
because it does not rely on ever-expanding regex pattern matching.

When SmartParse detects Log4Shell attacks, the requests are tagged with the new LOG4J-
JNDI attack signal. You should begin seeing requests that match this signal in your requests
feed immediately. We've enabled it by default along with default threshold rules. You can
adjust these thresholds using site alerts or by creating an instant blocking rule.

To learn more about this new attack signal, check out our blog post.

Agent and module end-of-support plan

Beginning January 31, 2023, agent versions will enter a two year support cycle with versions
older than two years being retired or deprecated on a quarterly cadence. Retiring older
versions with fewer features will enable us to focus our resources on supporting and
developing newer versions that provide more value to our customers. At the end of January,
we will support Agent v4.16.0 and above.

Support for our Python and PHP modules will be moving to self-service in March 2023. At
that time, you may continue to use the modules at your own discretion, but we will no longer
update and provide technical support for the modules. Until the self-service transition
occurs, we will fully support both modules. More information about this transition will be
posted at a later date.

Reach out to your account manager or securitysupport@fastly.com if you have questions
about how to upgrade your agent or about the modules' transition to a self-service model.

AWS Lambda Integration is now GA

We've expanded the Fastly Next-Gen WAF capabilities to include protection for serverless
and Faas traffic. Our support for AWS Lambda can help companies grow their web
applications without requiring supporting infrastructure and provisioning servers. This
support is now generally available to all Signal Sciences and Fastly Next-Gen WAF
customers. For more information, see our install guide.

Additionally, we have received the AWS Service Ready designation for our Lambda support,
which means our Fastly Next-Gen WAF has gone through full technical evaluations with the
AWS team and has tight integration into the AWS marketplace. You can find us listed as an
official AWS Lambda partner.
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Enabling and disabling logging via the rule builder

We have introduced a new feature in the site and corp rule builder that allows you to select
whether to store the logs for requests that match a rule's criteria.

Historically, when creating a custom site or corp rule without a custom signal attached,
requests matching the rule's criteria would not be logged. Not logging matching requests
reduced the potential noise in your request logs. In cases where you did want to store the
logs for matching requests, you had to create a custom signal for the rule.

Now, you no longer have to create a custom signal to log requests that match a rule's
criteria. The new Request Logging menu in the site and corp rule builder allows you to select
whether matched requests are logged (data storage policy applies).

For new rules, logging is enabled by default, but you can disable logging for a rule by setting
the Request Logging menu to None. Existing rules that have a custom signal will continue to
log matching requests, and existing rules that do not have a custom signal will not log them.

Announcing the AWS Lambda Integration (Beta)

We're expanding the Fastly Next-Gen WAF capabilities to include protection for serverless
and FaasS traffic. We now support AWS Lambda, which is helping companies grow their web
applications without having to worry about supporting infrastructure and provisioning
servers.

This feature is available now as part of a beta release and will require a configuration change
to enable it via feature flag. It is available for all Signal Sciences and Fastly Next-Gen WAF
customers, and you can learn how to set it up in our install guide.

Protection from CVE-2022-26134 (Unauthenticated RCE in
Confluence)

A remote code execution vulnerability affecting the Atlassian Confluence product has
recently been discovered and assigned the identifier CVE-2022-26134 (also known as
Unauthenticated RCE in Confluence). Fastly has created a virtual patch for it that is now
available within your account. To activate it and add protection to your services:

1. Navigate to the Signal Sciences control panel and select Templated Rules from the
Rules menu.

2. Search the templated rules for CVE-2022-26134 and then click View.
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3. Click Configure and then click Add trigger to configure the rule's thresholds and
actions.

4. Select Block requests from an IP immediately if the CVE-2022-26134 signal is
observed and then click Update rule.

Essential Plan Updates

Common Vulnerabilities and Exposures (CVE) signals are now supported for Essential plan
customers to help protect you against known exploits and threats. The new functionality can
be configured through the web interface from the Signals menu or through the templated
rules section of the API.

We've also included a number of enhancements to the edge cloud deployment for the Fastly
Next-Gen WAF: new APIs have been added for deprovisioning, origin syncing has been
improved, and a percentage ramp up feature is now supported to control the amount of
traffic through the edge security service. Learn more about this by visiting our
documentation site.

Announcing Fastly Security Labs

We're happy to announce the launch of Fastly Security Labs, a new program that empowers
customers to continuously innovate by being the first to test new detection and security
features — helping shape the future of security.

Fastly Security Labs provides our customers with an open line of communication directly to
the Security Product team and bolsters our feedback loops that bring our customers directly
into our product lifecycle process for the Fastly Next-Gen WAF, helping us create stronger
products. We'll use the program to release a wide range of features from new Signals and
Templated Rules to new inspection protocols. You can read more about it in our blog.

Announcing GraphQL Inspection

We are introducing a new GraphQL Inspection feature as a part of Fastly’s Next-Gen WAF.
With this addition, we can apply our current set of WAF detections to GraphQL requests,
which include protection against OWASP-style attacks. The ability to inspect GraphQL
requests means you can apply customs rules to specifically handle those requests. We've
also added GraphQL-specific attack and anomaly Signals to address certain targeted
attacks. With many common attack vectors at play in GraphQL, we've added new signals out
of the box so that any specific routing can be applied to them.
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To track GraphQL API requests, your agents must be on version 4.33.0 or above and you
need to enable the GraphQL API Query templated rule. GraphQL Inspection is available for all
Next-Gen WAF customers. Reach out to your account manager or sales@fastly.com to learn
more.

Support for ARM Processors

We're expanding the Fastly Next-Gen WAF capabilities to include more deployment models
than ever before. We now support processors using ARM architecture, which are gaining
popularity in web applications due to the potential speed gains and overall cost-savings
compared to other processors.

The new set of ARM-compatible Agent and Module will sit alongside our existing packages
made for other processors, which includes a new ARM Agent and a complementary NGINX-
native Module that supports NGINX v1.18.0 and above. It is available for all Signal Sciences /
Fastly Next-Gen WAF customers, and you can read more about it in our blog.

Custom Response Codes

We've introduced custom response codes for site rules that block requests. This feature
provides you with tighter integration between upstream services and your agents. It is
especially powerful for connecting the Fastly edge and the Fastly Next-Gen WAF.

You can use this feature to override the default 406 response code from Signal Sciences to
enable additional security enforcement in programmable layers. In Fastly, you can use VCL
to help you accomplish enhanced enforcement actions such as edge rate limiting or
tarpitting.

The feature is available for Professional and Premier platform customers. Learn more about
custom response codes by visiting our documentation site.

Renamed - Observed IPs and Rate Limited IPs pages

The Observed IPs page has been renamed to Observed Sources. In addition, the Rate
Limited IPs tab has been renamed to Rate Limited Sources. To learn more about Observed
Sources, read our announcement or visit our documentation site.

New Identity Provider Integration - Manage users with Okta

We have updated our official Okta integration to support automated provisioning, de-
provisioning, and management of users. If you use Okta as your Identity Provider, you can
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easily install or update the Signal Sciences integration from the Okta Integration
Marketplace.

After configuring the integration, any existing Signal Sciences users will be automatically
matched to existing Okta users that have identical email accounts.

Customers can use Okta “groups” to assign Signal Sciences roles and site memberships to
users in that group.

From Okta, you can:
» Create users in Signal Sciences
e Delete users from Signal Sciences
o Edit users’ site memberships
e Edit users’role

Learn more by visiting our official documentation site.

Moved - Rate Limited IPs list

As of February 24, the Rate Limited IPs list, previously available as a tab on the Events page
(under the Monitor menu), is now available on the brand-new Observed IPs page (also
under Monitor menu).

You can also find new Suspicious IP and Flagged IP lists on the Observed IPs page. To learn
more about Observed IPs, read our announcement or visit our documentation site.

New Observed IPs page

We've introduced a new Observed IPs page in the Signal Sciences control panel, found
underneath the Monitor menu.

This page is your one-stop-shop to find information about what we're calling Observed IPs.
There are three stateful IP statuses we represented on lists: Suspicious IPs, Flagged IPs,
and Rate Limited IPs. Now, you can find all of these lists in one convenient view.

Important note: The Rate Limited IPs tab on the Events page has now moved to the
Observed IPs page.

Learn more about Observed IPs by visiting our documentation site.
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New Dashboards and Templated Rules Page

We are excited to announce today the launch of APl and ATO Protection Dashboards, a new
set of features dedicated to identifying, blocking, and analyzing malicious behavior that
attackers use against web applications and APIs. Now available on the Signal Sciences
control panel, these new dashboards surface security telemetry from over 20 new signals
for advanced attack scenarios such as account takeover, credit card validation, and
password reset.

To configure and activate your new templated rules, login to the management control panel
and select templated rules, or navigate directly to the new dashboards from any site's home
dashboard.

New Request Volume Graph

A new Request Volume graph is included in the first position of the default Overview system
dashboard on every site. The graph represents the number of requests hitting a site over a
given timeframe, along with average RPS. The graph can also be added to any custom
dashboard.

To learn more about your site's Overview Page and how to customize dashboards, head over
to the relevant docs page.

Deprecated - Weekly Summary Page

The Weekly Summary page is no longer available as of September 9. The summary's
information and functionality can now be accessed from site-level dashboards (with the
release of the new Request Volume card) Any existing links to the Weekly Summary will be
redirected to the site's Overview dashboard with a seven-day look back.

Learn more about dashboards and how to customize them by visiting the relevant docs
page.

New Client IP Headers setting

You can now set the real client IP of incoming requests across all agents via the control
panel web interface. The new setting replaces the need to update the
/etc/sigsci/agent.conf file on each agent to specify the real client IP.

To use the new feature, visit site settings > agent configurations in your control panel and
scroll down to the Client IP Headers section. Learn more
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New request to site rule converter

Our latest introduction to the control panel makes it easier than ever to use data from a
request to create a new site rule. To use the tool, click “View request detail” for any request
in the requests page, then look for the new “Convert to rule” button. With the new menu, you
can select from the available request data to jump-start the process of creating a rule.

API Access Token updates

We've made a number of improvements to API Access Token security, management, and
visibility for corp Owners.

Security:

o Corp Owners can set an expiration TTL that applies to all tokens. The expiration
countdown is based on the token's creation timestamp.

o Corp Owners can create a list of IP or ranges that all tokens needs to be used from (i.e.,
a corporate network) otherwise APl access will result in a 400-error

e Corp Owners can restrict token usage on a user-by-user basis. See below.

e These restrictions can be enabled or disabled from the Corp Manage > User
Authentication page

Restrictions by user:

 When per-user restrictions are enabled, globally users cannot create or use tokens
unless they are given explicit permission by the corp Owner

« IMPORTANT: If users have existing tokens when this feature is enabled, these existing
tokens will be disabled (not deleted) until permissions are given to their owners and
then they will resume working. Users just need permission once.

o Permission is granted to users from the Corp Manage > Corp Users > Edit User page
Visibility and management:

o Corp Owners can see all the tokens created and in use across the corp from the brand
new Corp Manage > API Access Tokens page

o Corp Owners can view info about the tokens (like creator and IP), as well as info related
to the changes above, like expiration, status (Disabled by Owner, Expired, Active)
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e When they turn on Restrictions by User, a corp Owner can use this page to see who
needs permission and which tokens are disabled

o Corp Owners can delete access tokens

e Anindividual user's tokens have moved from their account settings page to the new
My Profile > APl Access Tokens page

New rules conditions

We are pleased to announce the introduction of several new rules conditions that will help
give you better visibility into abusive or anomalous behavior on your applications.

» Response Conditions Use Response code or Response header as conditionsin
request rules or signal exclusion rules for finer detail when adding or removing a signal.
Combine response conditions with request conditions to gain greater insight into the
results of client requests.

o Custom Signals Use custom signals as conditions in request rules to improve
workflows or create more complex rule logic.

Learn more

SSO Bypass

A couple updates to the feature formerly known as API Users:

1. We're no longer using the term "API Users" in the control panel or the API. Instead, these
are now "users with SSO Bypass." The intent of this attribute is to enable organizations to
invite third-parties to access their SigSci instance (for example, a contractor who is outside
the organizations SSO setup). While users with SSO Bypass can still connect to the API, we
recommend users create APl Access Tokens to connect services or automations to our API.

2. Users with SSO Bypass can now use Two-Factor Authentication (2FA). Corps with SSO
enabled can continue to invite users from outside their organization's SSO, like contractors,
now with the added protection of 2FA.

Templated rules response header and value conditions

You can now add optional response header name and value conditions to ATO templated
rules, which include:

e Login Success

https://docs fastly.com/en/ngwat/aio/ 26/710


https://docs.fastly.com/en/ngwaf/defining-rule-conditions/#fields
https://docs.fastly.com/en/ngwaf/using-the-next-gen-waf-api/#creating-api-access-tokens

3/31/25,2:11 PM Fastly Next-Gen WAF Archive | Fastly Documentation

e Login Failure
e Registration Success
e Registration Failure

We're excited to give you these additional levels to protect your apps against ATO and
excessive authentication attempts! If you have any questions about these changes, reach
out to us at support@fastly.com.

Example for the Login Success templated rule:

Templated Rules / Edit

Successful Logins; Indicates a successful login

1. Configure rules to tag requests with the Login success signal

If a request's POST path equals L Enabled

Learn more about

and the response code equals
and the response header name equals (optional)

and the response header value equals (optional)

Agent 1x and 2x End-of-Life

We will disable all agents older than 3.0 on March 31, so if you have any agents between 1.x
to 2.x please upgrade them before March 31. We've improved our newer agent versions to
be much more efficient and secure. If you need help upgrading, let us know at
support@fastly.com. If you're wondering if this affects you, don’t worry! We’ve been
reaching out to anyone this impacts to help them upgrade and we’ll make sure that no one is
left behind.

Multiple custom dashboards

We are excited to announce that we've introduced the ability for users to create and edit
multiple custom dashboards for each site. Last year, we introduced the ability for users to
edit the dashboard found on each site's overview page, by adding custom signal time series
graphs and rearranging the layout of those cards. Today, we've introduced the ability to save
multiple custom dashboards, each with their own name and card layout. Every card type is
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moveable, including default cards like the Flagged IPs card. Owners, Admins, and Users can
edit and view all of a site's dashboards, and Observers can view them.

Learn how to create and customize dashboards by visiting our documentation.

Changes to the User API

We've made a few changes to our user roles lately, and we updated the API response for
/api/v@/corps/_/users to return new values. The new values are already available for
use. The old values are still available as well, but they will be deprecated Friday, September

27, 2019.

Old value New value
corpOwner owner
corpAdmin admin
corpUser user
corpObserver observer

Announcing Corp Rules

Take advantage of corp rules in order to create rules that apply to all, or a select number of
sites within your corp. In the corp level navigation, simply navigate to Corp Rules > Corp
Rules. From this page, manage existing corp rules, or add a new rule with the existing rules
builder. Select the global scope to apply the rule to all sites within the corp, or select
specific sites that you'd like the rule to apply. Note, this is a corp level feature available to
corp owners and admins. For more information on rules look at our documentation

Dashboard navigation changes

We've made some big changes to the dashboard navigation. We've launched a few new
features recently, with a focus on elevating some configurations from the site-level to multi-
site- or global-level. We wanted to update the nav to make it clearer and more consistent.

We took a look at making sure each navigation item is in the right menu, and that the menu
names are parallel at both the corp- and site-level. Think "Corp Rules" versus "Site Rules."
You'll also notice a few items and page names have changed as well. For example, "Activity"
is now "Audit log." See a full list of changes below:
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Renamed and reorganized categories:
e Library is now “Corp Rules”
e Corp Tools is now “Corp Manage"
» Configure is now split up into “Site Rules” and “Site Manage”

e Corp Rules and Site Rules categories now only contain pages that directly relate to
rules.

» We added the words “Corp” and “Site” in front of pages that have a corp/site equivalent
to prevent confusion between corp and site levels (e.g., rules, lists, signals,
integrations, audit log).

 We removed 2 pages from the navigation to prevent duplicate access points: Corp
Overview and Monitor View. Corp Overview was removed since it can be accessed by
clicking on your corp hame. Monitor View was removed because it can be accessed on
the Site Overview page.

 Site Settings is now underneath Site Manage to prevent overcrowding in the nav.

« Site Audit Log (formerly Activity) was moved to Site Manage to stay consistent with
Corp Audit Log being underneath Corp Manage

Page nomenclature changes include:

“Activity" is now "Audit Log"

» "Settings" is now "User Authentication"

o "Week in Review" is now "Weekly Summary"
» "Data Privacy" is now "Redactions"

» "Dashboards" is now "Signals Dashboards"

e "Custom Alerts" is now "Site Alerts"
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Corp-level changes

- Test Corporation Corp Rules + Corp Manage ~ Help ~ My Profile ~

My Website Requests Agents Corp Lists H Site Manage
Corp Signals
My Website 0.02 pvemes '
Overview Edit dashboard # 1 DAY AGO
OWASP Injection Attacks Scanners Flagged IPs

Test Corporation | Corp Rules ~ Corp Manage ~ Help ~ My Profile ~
q : . Sites ;
My Website Requests Agents Monitor Site 3 9 Blocking
Corp Users

User Authentication
0.0 Corp Integrations

My WebSIte Corp Audit Log H
OVeWieW Edit dashboard # Monitor view @ 1 DAY AGO

OWASP Injection Attacks Scanners Flagged IPs

Site-level changes

Test Corporation HH Corp Rules ~ Corp Manage ~ Help ~ My Profile

My Website Requests Agents Monitor Site Rules Site Manage @ Blocking

Site Rules
. Templated Rules 1 AGENT

My Website SENT HEALTH
Advanced Rules
Site Lists

Overview Edit dashboard #  Monitor view @  Site Signals
Site Alerts
Redactions

OWASP Injection Attacks Scanners Flagged IPs

Test Corporation Corp Rules ~ Corp Manage ~ Help ~ My Profile =

My Website Requests Agents Monitor Site Rules Site Manage 9 Blocking

Site Settings

s 0.02 avG R BENT
My Website Sitelntegrations oy eate
Header Links
Site Audit Log

Qverview Edit dashboard # Monitor view @ 1DAY AGO

OWASP Injection Attacks Scanners Flagged IPs

Event page updates

We have launched some great new improvements to the Events page. Read about the
updates below or see them for yourself.
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1) We've added filters to the Events page to make it easier to triage and review events. You
can filter by IP, signal, and status (Active/Expired).

2) Scrolling and navigation has been improved. First, we've made navigation elements sticky
so they follow the user as they scroll up and down the page. Second, we've added a new
interaction that automatically scrolls the user to the top of the page when they select a new
event, reducing the amount of scrolling you have to do when reviewing multiple events.

3) We also have always-persistent Next Event and Previous Event buttons that make it easy
to cycle through and review events. We think this will make it easy to manage the reviewing
workflow when there are a lot of events.

4) Copy updates, like to the title of the Event Detail, to make it easier to know which event
you're focused on at any time.

Assign multiple users to a site at once

Corp Owners and Admins can now assigh multiple existing users to a site at once.

Corp Owners and Admins can now assign multiple existing users to a site at once. This
provides business unit leaders and site managers an easy way to add their entire team to a
new site at once. This feature can be accessed by Owners from the Corp Users page (under
the Corp Tools menu) or by Owners and Admins from the Site Settings page.

NOTE

The flow is restricted to users that are already existing in the corp. New users can't
be invited from the flow.

Check out our documentation to learn more.

User Management Updates

The web interface for the corp-level Users Page has been improved to give Owners a better
experience when managing and editing users across their entire corp. We've added
enhanced filtering so users can now focus on specific sites or roles. This also lays the
groundwork for some highly requested user management features.

We have also enhanced the Site Settings page usability with an easier-to-use tabbed layout.

IMPORTANT
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With this update, the legacy Site Users page has been deprecated and moved to the
Users tab on the Site Settings page.

Announcing Corp Signals

Corp Signals allow you to centrally manage and report on signals that are specific to your
business at the corp-level rather than on individual sites! For example, you can create a
single corp-level “OAuth Login” signal that can be used in any site rule which will then show
up on the Corp Overview page. Learn more.

Stay on top of your corp activity

With corp integrations, you can receive alerts on activity that happens at the corp level of
your account. Events relating to authentication, site and user administration, corp rules, and
more can be sent to the tools you use for your day-to-day workflow. These are the same
events you see in the Corp Activity section of the dashboard.

The following events are available for notification:
* New releases of our agent and module software
« New feature announcements
« Sites created/deleted
e SSO enabled/disabled on your corp
e Corp Lists created/updated/deleted
o Corp Signals created/updated/deleted
e Users invited
o User MFA enabled/updated/disabled
e Users added/removed
e User email bounced
o API access tokens created/updated/deleted

Currently, we offer integrations with Slack, Microsoft Teams, and email. Please visit the Corp
Integrations page to configure one today.
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Brand new Corp Overview

We have redesigned the Corp Overview page from the ground up to give you better tools to
analyze security trends across your entire organization. It has been enhanced to allow you
to:

Visualize attack traffic: New request graphs offer a high-level view of traffic across all of
your monitored properties, as well as site-by-site summaries of attack traffic and blocked
attack traffic.

View corp-level Signal counts: For the first time in the dashboard, you can view the total
number of requests tagged with specific Signals across your whole corp using the Signal
Trends table. See what security trends are affecting your properties and adjust your security
strategy accordingly.

Filter, filter, filter: We've added filtering and pagination tools to just about every aspect of
the Corp Overview, allowing you to specify the data you want to see. Filter by site or Signal
to zoom in on request data, or use the powerful new time range selector to report day-,
week-, or month-over-month.

Visit the Corp Overview page to see for yourself. It can be accessed by clicking on your corp
name in the navigation, or by selecting Corp Tools > Overview.

Updated Permissions and Roles

tl;dr: Roles and permissions have been updated. Corp Admin is a brand-new role, and
existing Corp Owners and Corp Users with multiple site roles experienced some permission
updates. Check out the changes below.

What's nhew?

We've made some changes to our roles and permissions. These changes are designed to
make it simpler to manage users across multiple sites at once, and will allow us to introduce
some powerful new features in the near future.

Owner has full access and full owner permissions across every site within their corp. This
isn’'t a substantial change; previously Corp Owners could set themselves as members of any
and all sites. We're just simplifying the process of granting these permissions.

Admin is a brand new role we created to make it simpler for users to manage multiple sites.
The Admin has Site Admin permissions on specific sites, meaning they can invite users and
can edit configurations and agent mode (blocking/non-blocking). Admins do not have
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visibility into sites they do not manage and have limited visibility into corp-level or multi-site
features.

User manages specific sites, including configurations and agent mode (blocking/non-
blocking). Users do not have visibility into sites they do not manage and have limited
visibility into corp-level or multi-site features.

Observer views specific sites in a read-only mode and has limited visibility into corp-level or
multi-site features.

Change agent Configure rules
Site User management blocking and other
Role access privileges mode settings

. Invite, edit, delete, ) .
Owner All sites . .. Every site Every site
security policies

Specific Invite to specific

Admin .p ) P Specific sites Specific sites
sites sites
Specific

User -p No Specific sites Specific sites
sites
Specific

Observer ‘p No No No
sites

How was | affected by the update?

If you were previously a Corp Owner: you now have access to every site within your corp
and are granted Site Owner permissions by default. Previously, Corp Owners could
optionally choose to be members of sites. This option is no longer available.

If you were previously a Corp User:

» If you were either a Site Owner or Site Admin on any site in your corp, you are now an
Admin across all your site memberships.

» If you were a Site User or a Site Observer on sites (and not a Site Owner or Site Admin)
, you are a User on those same sites.

e However, if you only had the Site Observer role across all of your site memberships,
you are an Observer with visibility limited to those same sites.

Questions or concerns? Check out our Customer Support portal.
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Updated APT and YUM repository signing keys

Due to a change with our package hosting provider, we have updated the GPG keys for our
YUM and APT repositories. Updated GPG URLs are now listed in all relevant installation
instructions.

If you have scripts for automated deployment, you will need to update the scripts with the
new GPG key URL to ensure they continue to work:

Old URL: https://yum.signalsciences.net/gpg.key or
https://apt.signalsciences.net/gpg.key New URL:
https://yum.signalsciences.net/release/gpgkey or
https://apt.signalsciences.net/release/gpgkey

Note: If you're using NGINX 1.9 or earlier, then you will instead want to use the legacy URL of:
https://yum.signalsciences.net/nginx/gpg.key

Introducing Corp Lists!

Corp Lists are a new feature that allow Corp Owners to manage Lists at the corp-level which
can be used by any site-level rule. You can find Corp Lists by going to Library > Corp Lists in
the corp-level navigation.

For example, you can centrally manage a list of OFAC-sanctioned countries, or scanner IPs
that you may want to block or allow across multiple sites.

Customize the Monitor View

Here by popular demand, you can now customize the Monitor View. Previously, the Monitor
would display 5-6 default graphs. With the new update, the Monitor now reflects any custom
Overview page graphs or arrangements. When displayed as a grid, the Monitor shows the
first 6 cards from the Overview page. When displayed as a carousel, the Monitor will cycle
through all cards.

Check out the new Custom Signals page!

Custom Signals enable you to gain visibility into traffic that's specific to your application.
You can create these signals either on the Custom Signals page (Configure > Custom
Signals) or, more commonly, when creating or editing a Rule.

The new Custom Signals page now shows:
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 The number of requests tagged with a particular signal in the past 7 days.
e The number of Rules that add that signal.
e The number of Alerts that use that signal.

This additional data makes it easier to determine whether a Custom Signal is working
correctly or is no longer used by any Rules or Alerts.

Check out our fresh new status page!

Be sure to subscribe to our new status page at https://www.fastlystatus.com/ so that you
can receive alerts in the rare occasion that Signal Sciences has an unexpected event. Please
note that you'll need to resubscribe to this new page if you were previously subscribed to
the old status page.

Rules Simplification

Starting today, November 8th, we'll be rolling out a new unified Rules page.

Previously Request Rules (rules that allow you block, allow, or tag requests) and Signal Rules
(rules that allow you to exclude signals for specific criteria) were managed on two distinct
pages. Now Request and Signal Rules can be viewed, managed, and filtered from a single

page.
Why are we making this change?

In addition to simplifying the number of pages in the product you need to go to manage
rules, this change lays the groundwork for future changes to more easily share rules across
sites.

How will this change affect me?

From a user-facing perspective, this change should be minimal — existing URLs will be
redirected and you will create and manage rules from a single page.

Where can | learn more about rules?

Check out our rules documentation.

Coming soon: Updated roles and permissions
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tl;dr: Roles and permissions will be changing in January. Corp Admin is a brand-new role,
and existing Corp Owners and Corp Users with multiple site roles will experience permission
updates. Review the changes below and prepare your organization.

What's new?

We're making some changes to our roles and permissions. These changes are designed to
make it simpler to manage users across multiple sites at once, and will allow us to introduce
some powerful new features in the near future.

Role

Owner

Has access to corp features, can edit settings on every site, and can make changes to user accounts.

Admin
Has access to corp features, can edit settings on every site, and can invite new users.

'@' User
Can edit settings on specific sites, including agent blocking mode.

Observer
Can view data and read-only settings on specific sites.

Owner will have full access and full owner permissions across every site within their corp.
This isn’t a substantial change; current Corp Owners can already set themselves as
members of any and all sites. We're just simplifying the process of granting these
permissions.

Admin is a brand new role we created to make it simpler for users to manage multiple sites.
The Admin has Site Admin permissions on specific sites, meaning they can invite users and
can edit configurations and agent mode (blocking/non-blocking). Admins will not have
visibility into sites they do not manage and will have limited visibility into corp-level or multi-
site features.

User will manage specific sites, including configurations and agent mode (blocking/non-
blocking). Users will not have visibility into sites they do not manage and will have limited
visibility into corp-level or multi-site features.

Observer will view specific sites in a read-only mode and will have limited visibility into
corp-level or multi-site features.
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Change agent Configure rules
Site User management blocking and other
Role access privileges mode settings

. Invite, edit, delete, ) .
Owner All sites . .. Every site Every site
security policies

Specific Invite to specific

Admin .p ) P Specific sites Specific sites
sites sites
Specific

User -p No Specific sites Specific sites
sites
Specific

Observer ‘p No No No
sites

How will | be affected when the roles are updated?

If you are currently a Corp Owner: you will have access to every site within your corp and
will be granted Site Owner permissions by default. Currently, Corp Owners can optionally
choose to be members of sites. This option will no longer be available.

If you are currently a Corp User:

« If you are either a Site Owner or Site Admin on any site in your corp, you'll become an
Admin across all your site memberships.

» If you are a Site User or a Site Observer on sites (and not a Site Owner or Site Admin) ,
you will be a User on those same sites.

e However, if you only have the Site Observer role across all of your site memberships,
you will become an Observer with visibility limited to those same sites.

Questions or concerns? Check out our Customer Support portal.

Personal APl Access Tokens

Personal APl Access Tokens are permanent tokens that can be used instead of passwords to
authenticate against the API. This allows SSO and 2FA users to easily access the API without
the additional workaround. Furthermore, these tokens can be used directly against API
endpoints without having to authenticate and obtain a session token.
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X >k X

Category: Getting started

These articles provide basic information about the Next-Gen WAF product and
architecture.

Subcategory: Web interface

These articles describe key features of the Next-Gen WAF control panel.

" Viewing agent details
*,  Last updated: 2023-06-07

& /en/ngwaf/about-the-agent-details

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

You can access a detailed view of each agent from the Agents page. The agent details
provide a summary of the status and performance of the agent.

Viewing the agent details

You can access the agent details from the Agents page.
To view agent details:
1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.

3. Click Agents in the navigation bar near the top of the screen.
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4. From the agents list, click the Agent ID of the agent that you want to view details for.
The following tabs appear in the agents detail:

o Status

e Requests

e Logs

e Charts

About the Charts tab

The Next-Gen WAF provides a number of metrics to understand the performance impact on
your infrastructure. You can verify the performance impact on your infrastructure directly in
the control panel via the Charts tab.

The Charts tab contains graphs detailing the requests the agent has processed, any errors
observed, memory usage, CPU percentage, decision times, and more. Many of these graphs
report percentiles. For example, the Decision time (ms) graph uses percentiles to show the
amount of time it takes the agent to process requests. When the 99th percentile line is at 10
ms, the agent took between 0-10 ms to process 99% of requests and more than 10 ms to
process the remaining 1% of requests.

You can use the time selector in the top left to change the time range being reported on all
of the charts.

The following graphs appear on the Charts tab:

» Total requests (req/sec): the number of requests per second received for your site
(workspace).

» Connections (req/sec): the total number of connections and the total number of
dropped connections per second.

» Connections open: the total number of open connections handled by the agent.
» CPU percentage: the percentage of CPU power used by the host and by the agent.

« Runtime memory total, heap and stack (bytes): the total memory being used by the
agent.

» Uptime (seconds): the agent uptime, in seconds.
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« Decision time (ms): the amount of time it took for the agent to process requests.

« Agent queue time (ms): the amount of time it took for the agent to begin processing
requests where there is a backlog of requests.

» Agent clock skew (seconds): the difference in time between the agent's clock and the
platform's clock.

To view advanced charts, click Show advanced charts. The following graphs appear.

* Requests uploaded (req/sec): the number of requests per second uploaded by the
agent to the platform.

» Requests after sampling (req/sec): the number of incoming requests per second
handed to the agent.

» Request size, avg. (bytes): the average size of web request in bytes. This is calculated
by dividing the sum of read and written bytes by the number of requests.

 RPC PreRequest (req/sec): the number of incoming requests handed to the agent.

 RPC UpdateRequest (req/sec): the number of remote calls to agent to update details
of request, post execution. Reported in requests per second.

 RPC PostRequest (req/sec): the number of remote calls to the agent to note requests
that met one of the following conditions: the server returned an HTTP status of 400 or
above, the size of the request was abnormally large, or the request took an abnormal
amount of time to process.

« Goroutines: the number of goroutines running simultaneously on the agent
» Garbage collections: the number of time the garbage collector ran.
» GC pause time (ms/sec): the garbage collector pause time in milliseconds.

« Host memory available (bytes): the amount of memory available on the host machine
in bytes.

e Rule updates: the number of times the agent updated its rules.
« Communication failures: the number of failed uploads and downloads per agent.

« Agent latency time (ms): the total amount of time that requests are in the queue and
processed by the agent.
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« Agent post time (ms): the amount of time since the agent's last data sync with the
cloud engine.

 RPC MissedUpdateRequest (req/sec): the number of missed remote calls to the agent
to update details of the request, post execution. Reported in requests per second.

« Agent missed update time (ms): the amount of time that has passed since the agent
update timed out.

- About the Agents page

s Last updated: 2023-05-05

& /en/ngwaf/about-the-agents-page

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Agents page provides an at-a-glance view of the agents a site (also known as a
workspace) uses and high-level stats for those agents. Agents are small processes which
provide the interface between your web server and our analysis platform. They determine
how requests should be handled (e.g., block, allow, tag).

Before you begin

Be sure you know how to access the web interface controls.

About the Agents page

To navigate to the Agents page, click Agents in the site navigation bar.
The Agents page surfaces relevant information and data about your agents via two tabs:

» Overview: a tab featuring agent information (e.g., status, version, module, operating
system, and server).
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« Metrics: a tab highlighting key agent stats (e.g., current requests, connections total,
connections open, and connections dropped).

NOTE

Once an agent has been offline for 3 days, it will disappear from the Agents page
automatically.

From the Agents page, you can:

» click Manage alerts to set up and manage agent alerts. Agent alerts use configured
integrations to inform you when thresholds for agents are reached.

» click View agent keys to access the agent keys window. From the agent keys window,
you can copy the Agent Access key and Agent Secret key for the site. You need these
keys to start and update agents.

e use a single set of filters to narrow the list of agents on both the Overview and Metrics
tabs.

» use a search bar on the Overview or Metrics tab to narrow the list of agents on the
active tab.

" About the Corp Manage menu

, Last updated: 2024-08-28

& /en/ngwaf/about-the-corp-manage-menu

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Corp Manage menu is located on the right side of the corp navigation bar. From the
Corp Manage menu, you can access the following pages:

e Sites

e Corp Users
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e User Authentication

o API Access Tokens

e Corp Integrations

e Corp Audit Log

e Cloud WAF Certificates

e Could WAF Instances

Before you begin

Be sure you know how to access the web interface controls.

About the Sites page

Selecting Sites from the Corp Manage menu displays the Sites page. From this page, you
can manage your sites. A site is a single web application, bundle of web applications, API, or
microservice that Next-Gen WAF can protect from attacks.

The Sites page lists existing sites and provides controls to filter the list. Specifically, you can
filter the list by:

« Site name: allows you to filter sites by name.

« Agent mode: allows you to filter sites by agent mode. Agent mode options include
blocking, not blocking, and off.

When you click the name of a site, the Site Settings page appears. From the Site Settings
page, you can update the name of the site, the agent configurations for the site, and who
has access to the site.

From the Sites page, you can also add a site by clicking Add site.

About the Corp Users page

Selecting Corp Users from the Corp Manage menu displays the Corp Users page. From this
page, you can control who manages, edits, or observes activity in your corp.

The Corp Users page lists who currently has access to your account and provides controls
to filter the list. Specifically, you can filter the list by:
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Site: allows you to filter users by site.

User: allows you to filter users by user name, email, or role.

Role: allows you to filter users by assigned role.

Status: allows you to filter users by whether they are active or pending.

2FA: allows you to filter users by whether they have two factor authentication enabled
or disabled.

When you click the name of a user, a details page for that user appears. From this page, you
can update their information or delete them.

From the Corp Users page, you can also grant access by clicking Add corp user.

About the User Authentication page

Selecting User Authentication from the Corp Manage menu displays the User
Authentication page. From this page, you can:

set up an authentication method for Corp Users. Methods include password-based
authentication and single sign-on authentication methods like SAML 2.0 and Google

Apps.
configure Okta to be your identity provider (IdP).
specify the duration of a validated session.

select whether to allow or restrict the creation of APl access tokens. When token
creation and usage is restricted, you can grant exceptions to this on a person-by-
person basis.

specify when API access tokens expire.

opt out of specific features if you are enrolled in Fastly Security Labs. Fastly Security
Labs is a program that grants your corp access to in-development beta features.

NOTE

Fastly Security Labs is only included with the Professional and Premier platforms. It
is not included as part of the Essential platform.

About the APl Access Tokens page
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Selecting API Access Tokens from the Corp Manage menu displays the APl Access Tokens
page. From the APl Access Tokens page, you can view a table that lists all tokens in your
corp and use a search bar to filter the table by token creator and name. The table contains
these columns:

o Created by: the name of the creator of the token.
o Token Name: the friendly name of the token.

e Logged IP: the IP address of the request.

« User Agent: the user agent of the request.

o Timestamp: the date the token was used.

» Status: the status of the token.

« Expires: the date the token expires.

From the API Access Tokens page, you can also delete tokens.

About the Corp Integrations page

Selecting Corp Integrations from the Corp Manage menu displays the Corp Integrations
page. Corp integrations notify you about activity within your corp (e.g., changes to sites or
settings). There are three types of corp integrations:

e Mailing Lists
e Microsoft Teams
o Slack
From the Corp Integrations page, you can:
e manage existing corp integrations by clicking on the name of an existing integration.

» add a new corp integration by clicking Add corp integration.

About the Corp Audit Log page

Selecting Corp Audit Log from the Corp Manage menu displays the Corp Audit Log page.
This page lists corp activity from the last 30 days. You can filter the list by activity type.
Types include user activity (e.g., new access token creation) and corp configuration (e.g.,
new site creation).
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The Corp Audit Log page lists connected corp integrations in a side bar. You can click on an
integration to view details about that integration or click Manage corp integrations to go to
the Corp Integrations page.

About the Certificates page

Selecting Cloud WAF Certificates from the Corp Manage menu displays the Certificates
page. From the Certificates page, you can:

e view a summary table that lists the TLS/SSL certificates for your sites.
e use a search bar to filter the list.

e access a detailed view of a certificate by clicking View to the right of the certificate.
Additional controls on the detailed view page enable you to edit or delete the
certificate.

o create a certificate by clicking Add certificate.

About the Cloud WAF Instances page

Selecting Cloud WAF Instances from the Corp Manage menu displays the Cloud WAF
Instances page. From this page, you can click Add Cloud WAF Instance to create an
instance, the Instances tab to manage existing instances, and the Routes tab to manage
existing routes.

From the Instances tab, you can:
e view a summary table that lists up to 20 Cloud WAF instances running on your corp.
e use a search bar to filter the instances.

e access a detailed view of an instance by clicking View to the right of an instance.
Additional controls on the detailed view page enable you to edit, delete, or re-deploy
the instance.

From the Routes tab, you can:
e view a summary table that lists your routes.
e use a search bar to filter the routes.

e access a detailed view of the instance associated with a route by clicking View to the
right of a route. Additional controls on the detailed view page enable you to edit,
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delete, or re-deploy the instance.

M
y

About the Corp Overview page

N

Last updated: 2024-05-16

& [en/ngwaf/about-the-corp-overview-page

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Corp Overview page provides an at-a-glance view of all the sites in your corp, including
which of your sites:

is seeing the most traffic.

is attacked the most.

is seeing the most blocked traffic.

has the most flagged, malicious IPs.

In addition to high-level stats, the Corp Overview page provides attack type and source
summaries, enabling you to better visualize how your sites are being attacked.

Before you begin

Be sure you know how to access the web interface controls.

About the Corp Overview page

The Corp Overview page surfaces relevant data about your corp and its sites. To navigate to
the Corp Overview page, click the name of your corp in the upper left corner of the control
panel.

The Corp Overview page organizes data about your corp into the following sections:
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» Corp cards: cards that represent request metrics as graphs.
» Site Summaries: a table listing the most frequent attack types and sources for a site.
« Top Signals: tables containing signal data.

You can use the Corp Overview page controls to change the time frame over which to
display data for the entire page.

-/d 7 days ago
May 2022 June 2022 July 2022

Corp cards

The Corp Overview page surfaces request metrics for all of your sites through the following
cards:

o Request Volume: the number of requests your corp receives, the number of requests
that have at least one attack signal, and the number of requests that were blocked.

» Attack Requests: the number of malicious requests per site. The card displays a
maximum of 10 sites.

» Blocked Requests: the number of requests that were blocked. The card displays a
maximum of 10 sites.

Hovering over any part of a graph displays a timestamp indictor that updates itself as you
move your cursor.

Site Summaries table

The Site Summaries table highlights the most frequent attack types and attack sources
(e.g., the regions where the attacks originated) for each site. You can use a search bar to
filter the table by site and the site menu to view all sites, sites with attack requests, or sites
without attack requests. The table contains these columns:

» Site: the name of the site and the total number of requests the site has received.

o Requests with Attack Signals: the top humber represents the number of requests that
were blocked due to threshold configurations (i.e., site alerts or templated rules). The
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bottom number represents the number of requests that have at least one attack signal.
« Attack Signals: the most frequent attack types for that site.
« Countries: the top three regions where the attacks originated.

» Flagged IPs: the number of IP addresses that were flagged due to exceeding set
thresholds in the specified time period.

Top Signals tables

The Top Signals section surfaces signal data from your corp in the following tables:
» Attack Signals: displays data related to malicious requests.

« Anomaly Signals: displays data related to abnormal requests (e.g., requests containing
malformed data and requests originating from known scanners).

« Corp Signals: displays data related to signals created at the corp level.

You can use a search bar to filter the tables by signal. The tables contain the following
columns:

 Signal: the name of the signal.
» Total Requests: the number of requests that were tagged with the signal in your corp.
» Top sites: the sites that had the highest number of requests with that signal.

» Requests per Site: the number of requests tagged with that signal per site.

What's next

Dig deeper into details about the web interface controls.

" About the Corp Rules menu

o Last updated: 2023-04-17

& /en/ngwaf/about-the-corp-rules-menu

IMPORTANT
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This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Corp Rules menu is located on the right side of the corp navigation bar. From the Corp
Rules menu, you can access the following pages:

e Corp Rules
e Corp Lists

e Corp Signals
Before you begin

Be sure you know how to access the web interface controls.

About the Corp Rules page

Selecting Corp Rules from the Corp Rules menu displays the Corp Rules page. From this
page, you can manage your corp rules. Corp rules block, allow, and tag requests and exclude
system signals for arbitrary sets of conditions.

The Corp Rules page lists existing corp rules and provides controls to filter the list of rules.
Specifically, you can filter the list by:

e Scope: allows you to filter the list by whether rules apply to select sites or all sites in
your corp.

« Type: allows you to filter the list by the type of rule. Rule types include request rules
and signal exclusion rules.

» Status: allows you to filter the list by whether rules are enabled or disabled.

o Action: allows you to filter the list by the type of action that occurs when a request
matches a rule's criteria. Action types include block request, allow request, add signal,
and exclude signal.

From the Corp Rules page, you can also create corp rules by clicking Add corp rule.

About the Corp Lists page
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Selecting Corp Lists from the Corp Rules menu displays the Corp Lists page. From this page,
you can manage your corp lists. Corp lists are sets of custom data used in corp rules, such
as a list of countries a corp doesn’t do business with.

The Corp Lists page contains a table listing existing corp lists. Each row has a link that takes
you to a detailed view of a corp list and additional controls that enable you to edit or delete
the corp list.

From the Corp Lists page, you can also create a corp list by clicking Add corp list.

About the Corp Signals page

Selecting Corp Signals from the Corp Rules menu displays the Corp Signals page. From this
page, you can manage your corp signals. Corp signals are tags that describe requests.

The Corp Signals page contains a table listing existing corp signals. Each row has a link that
takes you to a detailed view of a corp signal and additional controls that enable you to edit
or delete the corp signal.

From the Corp Signals page, you can also create a corp signals by clicking Add corp signals.

What's next

Dig deeper into details about all areas of the web interface controls.

1

- About the Manage menu

*,  Lastupdated: 2024-08-28

& /en/ngwaf/about-the-manage-menu

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Manage menu is located on the right site of the site navigation bar. From the Manage
menu, you can access the following pages:
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» Site Settings
e Header Links
 Site Integrations

» Site Audit Log

Before you begin

Be sure you know how to access the web interface controls.

About the Site Settings controls

Selecting Site Settings from the Manage menu displays details associated with your site.
The Site Settings details include:

 Name settings, where you'll find details about the site display name used throughout
the Next-Gen WAF interface and short name used in URLs.

« Agent Configurations controls, where you can control agent blocking mode behavior,
IP anonymization settings, specify client IP headers, and set a site default blocking
response code.

« Attack Thresholds controls, where you can adjust the thresholds for system site alerts
(also known as system workspace alerts).

« Users controls where you can control invitations and configure their roles.

About the Header Links controls

Selecting Header Links from the Manage menu displays the Header Links page, where you
can connect request data from Next-Gen WAF with your own external data.

From the Header Links page, you can:
e manage existing header links by clicking View next to a header link.

» add a new header link by clicking Add header link.

About Site Integrations controls
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Selecting Site Integrations from the Manage menu displays the Site Integrations page,
where you can elect to receive notifications about specific activity within your site.

From the Site Integrations page, you can:
e manage existing corp integrations by clicking on the name of an existing integration.

« add a new site integration by clicking Add site integration.

About the Site Audit Log

Selecting Site Audit Log from the Manage menu displays the Site Audit Log page. This page
lists site activity from the last 30 days. You can filter the list by activity type. Types include
events and agent alerts and site configuration (e.g., a person created a new integration).
You can also choose to exclude agents that are online.

The Site Audit Log page lists connected site integrations in a side bar. You can click on an
integration to view details about that integration or click Manage site integrations to go to
the Site Integrations page.

What's next

Dig deeper into details about all areas of the web interface controls.

1

>~ About the Monitor menu

*,  Lastupdated: 2024-11-26

& /en/ngwaf/about-the-monitor-menu

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Monitor menu is located on the right side of the site navigation bar. From the Monitor
menu, you can access the following pages:

o Events
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e Observed Sources

» Signals Dashboard

Before you begin

Be sure you know how to access the web interface controls.

About the Events page

Selecting Events from the Monitor menu displays the Events page. Events are actions that
the Next-Gen WAF takes as the result of regular threshold-based blocking, templated rules,
and site alerts.

The Events page contains a historical record of all flagged IP addresses within the last 30
days. From the Events page, you can:

« filter events by a specific IP address, by status (Active or Expired), or by the signal the
event was tagged with.

» view information about an event in the event view area. The event view area is
comprised of three sections: details, timeline, and sample request.

Details section

The Details section contains detailed information about the event and associated IP
address, including:

« Status: the status of the event, either Active or Expired.

o Country: the country where the request originated.

 Signal: the signal tagged to the request.

» Action: additional actions taken on the IP address while flagged.
e Host: the host where the request originated.

« User agents: the user agents seen from this IP address. This list may include web
browsers, media players, and other plug-ins.

The Details section also provides controls for managing IP addresses that have been
flagged. Specifically, you can:
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» click Remove flag now to remove the IP address from the flag list.
e click Allow IP to create a request rule to allow the IP address.

o click Block IP to create a request rule to block the IP address.
Timeline section

The Timeline section contains a timeline illustrating the actions that occurred during the
event. This includes:

o when the IP address was identified as suspicious.

» the number of requests received from the IP address before it was flagged.
« when the IP address was flagged.

« the number of requests that were blocked or logged.

the current status of the IP address.

Sample request section

The Sample request section highlights a single request received during the event, including
the request itself and the signals applied to it. Clicking View this request takes you to the
request details page for that request. Clicking Edit rule in the Signals field will take you to
the View page for the rule where you can edit the request rule.

About the Observed Sources page

Selecting Observed Sources from the Monitor menu displays the Observed Sources page.
The Observed Sources page provides an overview of all IP addresses that have been or
soon will be flagged on your site. The Observed Sources page contains three tabs:
Suspicious IPs, Flagged IPs, and Rate Limited Sources.

Suspicious IPs tab

The Suspicious IPs tab shows IP addresses that had requests containing attack payloads of
a concerning volume but that did not exceed the decision threshold of flagged IPs. Once the
threshold is met or exceeded, an IP address will be flagged and added to the Flagged IPs
list. The Suspicious IPs tab helps anticipate which IPs may soon be flagged.

The Suspicious IPs tab lists:

https://docs fastly.com/en/ngwat/aio/ 56/710


https://docs.fastly.com/en/ngwaf/working-with-request-rules/
https://docs.fastly.com/en/ngwaf/working-with-request-rules/
https://docs.fastly.com/en/ngwaf/working-with-request-rules/

3/31/25,2:11 PM Fastly Next-Gen WAF Archive | Fastly Documentation

e the suspicious IP address

the country of origin

the signal for which the IP address is approaching a threshold

the threshold being approached

how long ago the IP address was added to the Suspicious IPs list

if the IP was flagged by another Next-Gen WAF customer

Clicking on an IP address in the Suspicious IPs list will take you to the Requests page with a
search for that IP address already applied.

Flagged IPs tab

The Flagged IPs tab shows all IP flagging events. IP addresses can be flagged through site
alerts and templated rules.

The Flagged IPs tab lists:

» the flagged IP address

the country of origin

the signal the IP address was flagged on

how long ago the IP address was flagged

if the IP address is still currently flagged

Clicking on an IP address in the Flagged IPs list will take you to the Requests page with a
search for that IP address already applied.

Rate Limited Sources tab

NOTE

Rate Limit rules are only included with the Premier platform and certain packaged
offerings. They are not included as part of the Professional or Essential platforms.

The Rate Limited Sources tab shows all sources that have been rate limited via the
Advanced Rate Limiting feature. Rate limit rules are a type of rule that allow you to define
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arbitrary conditions and automatically begin to block or tag requests that pass a specifically
defined threshold.

The Rate Limited Sources tab lists:
e the source
« the signal the source was rate limited on
« when the source will stop being rate limited
The tab also provides controls for managing sources that have been rate limited, including:
e removing specific sources from the rate limited sources list.
e creating request rules to allow specific sources.

e creating request rules to block specific sources.

About the Signals Dashboard page

NOTE

The Signals Dashboards page is only included with the Professional and Premier
platforms. On the Essentials platform, you can monitor signals for a site via the
Signals page.

Selecting Signals Dashboard from the Monitor menu displays the Signals Dashboard page.
A signal is a descriptive tag about a request.
From this page, you can:

» view charts that display time series data for signals.

 use filters to narrow down the charted signals. You can filter by corp signals, site
signals, bot detection, OWASP injection attacks, scanners, traffic source anomalies,
request anomalies, response anomalies, and virtual patching.

e use the time menu to modify the time frame over which to display data.

» click the chart name to expand a chart and view related target and source details.

> About the My Profile menu
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P Last updated: 2024-11-22

& /en/ngwaf/about-the-my-profile-menu

IMPORTANT

This guide only applies to customers with Signal Sciences accounts or with Signal
Sciences accounts that are linked to Fastly accounts. If you only have a Fastly
account, check out our information about profile and security settings in the Fastly
control panel instead.

The My Profile menu provides you with access to your personal profile information and
settings as determined by the role you have been assigned. The My Profile menu also
provides you access to your personal APl access tokens for using the Signal Sciences API
and a way to log out of the web interface.

Before you begin

Be sure you know how to access the web interface controls before learning about each of
the pages you'll encounter there.

About the My Profile menu

The My Profile menu appears at the far right of the corp navigation bar.
About the My Profile menu for linked accounts

If you have a Signal Sciences account that is linked to a Fastly account, your menu looks like
this:
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Profile & security 4
Subscriptions
AP| Access tokens

Sign Out

Depending on the roles and permissions assigned to you, you can use this menu to:

e manage profile and security information about your account for your linked Signal
Sciences and Fastly accounts

» subscribe to alerts about site activity and security patches
e view and manage the personal APl access tokens associated with your account

 log off or sign out of your account
About the My Profile menu for Signal Sciences accounts

If you only have a Signal Sciences account, your menu looks like this:

Help v My Profile v

Account Settings
AP| Access Tokens

| Sign Out
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Depending on the roles and permissions assigned to you, you can use this menu to:

e access account settings where you can manage two-factor authentication (2FA),
subscribe to alerts for your corps and sites, and change your password

e view and manage the personal API access tokens associated with your account
 log off or sign out of your account

IMPORTANT

Looking to change the name or email address associated with your Signal Sciences
account? If you only have a Signal Sciences account or if you have both a Fastly
account and a Signal Sciences account that share the same email address, you must
contact support to change your name or password.

Subscribing to alerts

You can elect to be notified via email about certain corp and site integration activity (e.g., a
weekly summary of site activity and the release of CVE virtual patches). Select the
checkbox next to the subscription and then click Update subscriptions to start receiving
email notifications. For a more extensive list of alerts to subscribe to, check out our mailing
list integration.

What's next

Dig deeper into details about all areas of the web interface controls.

" About the Requests page

s Last updated: 2024-08-02

& /en/ngwaf/about-the-requests-page

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.
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The Requests page features a summary table, which lists individual requests that have been
tagged with signals and that fit into either the all or sampled data storage category. The
summary table includes general request data (e.g., path, response code, response size) and
identifies the specific attacks and anomalies that a request was tagged with.

Before you begin

Be sure you know how to access the web interface controls.

About the Requests page

Selecting Requests from the site navigation bar displays the Requests page.
From the Requests page, you can:

e use menus to filter the table by when the requests were made and by the signals and
HTTP response codes that the requests are tagged with.

e enter queries into a search bar to filter the table. Clicking Show search examples
reveals example search queries with valid syntax.

 click on signals and linked data in the table to filter the table's contents. For example,
clicking on a source IP will constrain the results to all requests made by that IP.

« view full details for an individual request by clicking View request detail. The request
details page lists all of the metadata captured about the request, including request and
response headers, and all the signals we’ve identified.

This page can help you further debug a particular attack or anomaly. For example, you
may notice target hosts for domains you do not own, which happens when the
requester uses a modified hosts file or forged host header to make it appear as though
the target is a foreign host when it has actually been configured to point to one of your
IP addresses directly.

NOTE

You may need additional context to fully investigate an attack or anomaly. To
do this, we recommend using a header link to add a link to your internal
systems on the request details page via a linking identifier (e.g., an X-Request-
Id response header).

» download full details for the first 1,000 requests by clicking the Download as menu and
selecting JSON or CSV. To download additional requests, click Next to navigate to a
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subsequent results page and click Download as again.

> About the Rules menu

Last updated: 2025-03-11

N

& /en/ngwaf/about-the-rules-menu

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Rules menu is located on the right side of the site navigation bar. From the Rules menu,
you can access the following pages:

e Site Rules

o Templated Rules
o Site Lists

» Site Signals

o Site Alerts

» Redactions

e Simulator

Limitations and considerations

The Templated Rules, Site Lists, Site Signals, and Site Alerts pages are only included with
the Professional and Premier platforms. Refer to the Simulator section to learn more about
the Next-Gen WAF Simulator limitations.

About the Site Rules page
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Selecting Site Rules from the Rules menu displays the Site Rules page. From this page, you
can manage your site rules. With site rules, you can allow, block, rate limit, or tag requests
for an arbitrary set of conditions.

The Site Rules page lists existing site rules and provides controls to filter the list of rules.
Specifically:

» Type: allows you to filter the list by the type of rule. Rule types include request rules,
signal exclusion rules, and rate limit rules.

o Status: allows you to filter the list by whether rules are enabled or disabled.

e Action: allows you to filter the list by the type of action that occurs when a request
matches a rule’s criteria.

Additional controls on the Site Rules page enable you to:
» create site rules by clicking Add site rule.

e access a detailed view of a site rule by clicking View to the right of the site rule.
Additional controls on the detailed view page allow you to edit and remove the site rule.

About the Templated Rules page

Selecting Templated Rules from the Rules menu displays the Templated Rules page. The
Templated Rules page lists all templated rules. Templated rules are pre-built rule
configurations for registrations, logins, and virtual patches.

From this page, you can:
e view all templated rules.

o filter the templated rules by category (e.g., API, ATO, and CVE), by status, and by
whether the rules are recommended or not.

e use a search bar to filter the templated rules by tag name and description.

» access metrics and additional controls for a templated rule by clicking View to the right
of the templated rule. The detailed view page displays a graph, Event list, and list of
requests that are tagged with the signal associated with the templated rule. Controls
on this page allow to you enable or edit the templated rule.

About the Site Lists page
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Selecting Site Lists from the Rules menu displays the Site Lists page. The Site Lists page
displays your site's lists. Lists are sets of custom data (e.qg., list of countries a site doesn't do
business with) that are used in site rules.

From this page, you can:
e view your lists.
o create a site list by clicking Add site list.

e access a detailed view of a site list by clicking View to the right of the site list.
Additional controls on the detailed view page enable you to edit and remove the site
list.

About the Site Signals page

Selecting Site Signals from the Rules menu displays the Site Signals page. The Site Signals
page lists your site's custom signals. A signal is a descriptive tag about a request.

From this page, you can:
» view a list of your custom signals.
» create a custom signal by clicking Add site signal.

e access a detailed view of a custom signal by clicking View to the right of the custom
signal. Additional controls on the detailed view page enable you to edit and remove the
custom signal.

About the Site Alerts page

Selecting Site Alerts from the Rules menu displays the Site Alerts page. The Site Alerts page
lists your site alerts. Site alerts allow you to define thresholds for when to flag, block, or log
an IP address.

From this page, you can:
e view a list of your site alerts.
» create a site alert by clicking Add site alert.

e access a detailed view of a site alert by clicking the name of the site alert. Additional
controls on the detailed view page enable you to edit or remove the site alert.
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About the Redactions page

Selecting Redactions from the Rules menu displays the Redactions page. The Redactions
page lists your site's custom redactions, not system-defined redactions. Redactions remove
sensitive data from requests before they reach the platform backend. With custom
redactions, you can specify the fields to redact from requests.

From this page, you can:
e view a list of your custom redactions.
e create a custom redaction by clicking Add redaction.

» access a detailed view of a redaction by clicking View to the right of the redaction.
Additional controls on the detailed view page enable you to edit or remove the
redaction.

About the Simulator page

Selecting Simulator from the Rules menu will display the Simulator page. This page enables
you to test sample requests and responses, identifying whether a request would be blocked
or allowed. The Simulator page can be helpful for debugging or troubleshooting Corp Rules

and Site Rules.

From this page, you can:
e construct and modify sample requests and responses.

» send these sample requests and responses through the Next-Gen WAF detection
engine.

» determine whether a request would be blocked or allowed by the WAF.
« identify the specific response code that would be returned for each sample request.
» view the signals that the WAF would add to the request.

» assess whether redaction would occur in any given scenario.
Limitations

The Next-Gen WAF Simulator has the following limitations:

» Geolocation is not supported. Rules that use country code cannot be validated.
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e Rate limit rules cannot be tested.

e The Next-Gen WAF Simulator uses an agent-only deployment implementation. If you
use the Edge WAF deployment method, you might notice discrepancies between your
implementation and the simulator.

e The Next-Gen WAF Simulator won't return any signals added to the request if the only
signals left at the end of processing are considered informational, unless the request is
explicitly blocked or allowed.

*  About the Signals page

s Last updated: 2024-08-28

& /en/ngwaf/about-the-signals-page

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.

The Signals page lists the system signals that are available to a site. A signal is a descriptive
tag about a request.

Before you begin

Be sure you know how to access the web interface controls.

Limitations and considerations

The Signals page is only included with the Essential platform. If you have either the
Professional and Premier platform, you can monitor signal activity via the Signals Dashboard

page.
About the Signals page
Selecting Signals from the site navigation bar displays the Requests page.
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From this page, you can:

» view the system signals for a site. Each signal contains a brief description, a status
(e.g., enabled, disabled), and the number of requests that have been tagged with the
signal.

 use filters to narrow down the signals list. You can filter by signal status and by
category (e.g., OWASP attack, scanner, CVE).

e enter text into a search bar to find a signal by tag name or description.

 click View for a specific signal to access a detailed overview of the signal's activity and
configuration.

About the signal details page

Clicking View for a specific signal displays the signal details page. From this page, you can
view:

» the Signal activity chart, which displays time series data for the signal.

» the Events chart, which displays a list of recent IP addresses that were flagged with
this signal. Clicking View events takes you to the Events page, where you can access a
historical record of all IP addresses flagged with this signal.

» the Signal requests chart, which displays a list of requests that have been tagged with
the signal. Clicking the document icon for any request in this list takes you to the
Request details page.

> About the Site Overview page

e Last updated: 2024-04-22

& /en/ngwaf/about-the-site-overview-page

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our web interface guides for the Fastly control panel.
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The Site Overview page allows you to view metrics for a site via system-generated and
custom dashboards.

Before you begin

Be sure you know how to access the web interface controls.

About the Site Overview page

The Site Overview page allows you to control:
» the specific system-generated or custom dashboard for which to display metrics
» the time frame over which to display data

Different metrics appear depending on the dashboard you've selected. Hovering over any
part of a graph displays a timestamp indictor that updates itself as you move your cursor.

OWASP Injection Attacks

The most common attacks from OWASP Top 10

265k
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8 Pad Wed 10 E &AM 12 PR

W s0Ll 34k

XS5 292k

CMDEXE 155k

Traversal 326k
Quick look View requests

At the bottom of each card are buttons that provide more details about the data in each
graph.

Clicking on Quick Look displays a summary view of the data in the graph.
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Clicking on View Requests takes you to the Requests page with data from the graph applied
in the search filter. The Requests page shows individual requests that contain attack or
anomaly data.

Overview dashboard

The Overview dashboard provides a high-level, system-generated overview of metrics
related to your site. It includes the following cards:

e Request volume: a graph displaying the number of requests the site received over
time.

o« OWASP Injection Attacks: a graph displaying the most common OWASP Top 10 attacks
the site received over time.

e What's new: a list of the latest Next-Gen WAF feature announcements.

e Scanners: a graph displaying the number of commercial and open source scanning
tools over time.

» Traffic Source Anomalies: a graph displaying the number of requests from unusual or
suspicious sources over time.

» Events: a list of IPs that were flagged for exceeding thresholds. Click View all events to
open the Events page.

» Request Anomalies: a graph displaying the number of anomalous behaviors within
request headers over time.

» Response Anomalies: a graph displaying the number of client and server error codes
over time.

» Suspicious IPs: a list of IPs that are approaching thresholds. Once the threshold is met
or exceeded, the IP address will be flagged and added to the Events list. If the agent
mode is set to blocking, then all malicious requests from flagged IPs are blocked
(without blocking legitimate traffic).

« Authentication: a graph displaying the number of attempts to log in to application
endpoints over time.

» Top Attacks: a list of the top URLs containing attack signals.

API Protection dashboard
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The API Protection dashboard provides system-generated data about API protection signals.
It includes the following cards:

« Enumeration: a graph displaying the number of attempts to access enumerated
resources over time.

» Request anomalies: a graph displaying the number of anomalous behaviors within
request headers over time.

 Injection attacks: a graph displaying the number of OWASP attacks associated with
APl abuse over time.

» Serialization anomalies: a graph displaying the number of request errors over time.
The errors may indicate autonomous clients.

» Request violations: a graph displaying the number of requests violating common
controls over time.

» Traffic source anomalies: a graph displaying the number of requests from unusual or
suspicious sources over time.

ATO Protection dashboard

The ATO Protection dashboard provides system-generated data about account takeover
(ATO) signals. It includes the following cards:

» Login: a graph displaying the number of attempts to log in to application endpoints
over time.

» Password reset: a graph displaying the number of attempts to reset passwords over
time.

« Account creation: a graph displaying the number of attempts to create accounts over
time.

« Account changes: a graph displaying the number of changes to sensitive account
information over time.

 Anomalies: a graph displaying the number of requests from unusual or suspicious
sources over time.

» Gift card validation: a graph displaying the number of attempts to validate gift card
details over time.
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» Credit card validation: a graph displaying the number of attempts to validate credit
card details over time.

« Spam: a graph displaying the number of requests to application messaging features
over time.

Bot Management dashboard

The Bot Management dashboard provides system-generated data about suspected bot
signals. It includes the following cards:

» Verified Bot Activity: a graph displaying verified bots represented on a per-category
basis.

» Bot Activity: a graph displaying the number of requests made by suspected bots,
suspected bad bots, and verified bots over time.

« Client Challenges: a graph representing requests that were issued a Browser
Challenge or verified by the Verify Token rule action and labeled as either
providing a valid or an invalid challenge token.

« Authentication: a graph displaying the number of attempts to log in to application
endpoints over time.

» Traffic Source Anomalies: a graph displaying the number of requests from unusual or
suspicious sources over time.

What's next

Learn how to work with custom dashboards on the Site Overview page.

> About the web interface controls

ta Last updated: 2023-05-04
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IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
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control panel, check out our web interface guides for the Fastly control panel.

The Next-Gen WAF provides web interface access to all of its features and functions, which
are also accessible using the application programming interface (API).

You must have a Next-Gen WAF account to be able to access the web interface controls.
Contact sales@fastly.com to create an account. Once your account is set up, you can
navigate to the controls via the login page at https://dashboard.signalsciences.net/.

About the corp navigation bar

The corp navigation bar provides access to corp features and functions. It contains the
following controls:

e aswitcher menu ::: that provides direct access to both the Fastly and Next-Gen WAF
applications from a single location. The switcher menu ::: appears as nine squares in a
three by three grid.

e the name of your corp which links to the Corp Overview page where you can view
relevant data about your corp and its sites

» the Sites menu where you can select the site that you want to work with.
» the Corp Rules menu where you can access corp rules, lists, and signals

» the Corp Manage menu where you can access sites, users, integrations, audit logs, and
configurations

» the Help menu where you can access documentation and support tickets

» the My Profile menu where you can access account settings and APl access tokens
and sign out of the web interface

About the site navigation bar

The site navigation bar provides access to site features and functions. It is only accessible
when you are working with a site. To access the site navigation bar, select a site from the
Sites menu on the corp navigation bar.

The site navigation bar contains the following controls:

» the name of your site which links to the Site Overview page where you can view
metrics for your site
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=

The Next-Gen WAF is an application security monitoring system that proactively monitors

the Requests page where you can search for requests that were made in the last 30
days

the Agents page where you can view a list of your agents
the Signals page where you can monitor site signals

NOTE

The Signals page is only included with the Essential platform.

the Monitor menu where you can access events, observed sources, and signals
the Rules menu where you can access site rules, lists, alerts, and redactions

the Manage menu where you can access site-specific settings, integrations,
configurations, and audit logs

the agent mode indicator which specifies how the Next-Gen WAF agent handles

requests that are tagged with attack signals from a flagged IP address. When enabled,

the agent can either log and block the requests or log but not block the requests. When

disabled, the agent does not log or block requests.

About the architecture

/en/ngwaf/about-the-architecture

and protects your web application from malicious traffic. Our entire platform is built API-first.

This means that you can adjust the protection and data privacy of your sites (also known as
workspaces) via the control panel and APl you have access to. You can also use our API to

pull your Next-Gen WAF data into other systems.

Three key components make up the Next-Gen WAF architecture:

« deployment entity: the component that is responsible for handling requests to, or on,

 Next-Gen WAF agent: the component that is responsible for processing requests and

your web application. Your deployment method determines the type of deployment
entity (e.g., web server integration module or via a Fastly VCL service).

communicating with our cloud engine.
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» cloud engine: the component that is responsible for sending data between the Next-
Gen WAF agent and other sources.

Apps and APIs Feeds Outputs

Incoming Network
request External Customer Learning ( \
- 5 Deployment sources sources Exchange APls
«— entity (NLX)
Resolved Events
request l T
Alerts
Metadata .
(async push) Metrics
Next-Gen WAF > Cloud engine
agent Dashboards
Dynamic app

specific detection

About the deployment entity

The deployment entity is the architecture component that is responsible for handling
requests to, or on, your web application. It listens for incoming requests and passes them to
the Next-Gen WAF agent for a decision. After receiving a decision from the agent, the
deployment entity blocks, allows, or rate limits requests in accordance with that decision.

The type of deployment entity used in your deployment process depends on your
deployment method. For example, with a Core WAF deployment that uses the optional
module, the deployment entity can exist as a plugin to your web servers or a language
specific implementation.

About the agent

The Next-Gen WAF agent (formerly known as the Signal Sciences agent) is the architecture
component that is responsible for processing requests and communicating with our cloud
engine. After receiving a request from the deployment entity, the agent:

uses your active rules and site alerts (also known as workspace alerts) to determine
how the request should be handled (i.e., allow, block, rate limit, or tag).

performs any tagging decisions.

redacts sensitive information from the request.

relays the request and its decision back to the deployment entity.
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e uploads redacted request and response data to the cloud engine per our data storage
policy.

The agent also downloads new and updated rules and configurations from the cloud engine.

If the agent experiences issues or unavailability, your web application will continue to
function because your deployment entity fails open if it doesn’t hear back from the agent
within a set time limit. Additionally, if the agent loses the ability to communicate with the
cloud engine, the agent will continue to function with a few caveats.

About the cloud engine

The cloud engine is the architecture component that serves as the control plane between
the Next-Gen WAF agent and other sources. Specifically, the cloud engine:

» forwards corp (also known as account) and site (workspace) configurations (e.g., rules
and lists) to your Next-Gen WAF agent. The agent uses this information to determine
how to handle requests.

» forwards anomalous request and response data and performance metrics from the
Next-Gen WAF agent to the control panel you have access to and any third-party
integrations that you have set up.

» forwards attack data from the Next-Gen WAF agent to our Network Learning Exchange
(NLX). The NLX is an IP address reputation feed that aggregates and analyzes attack
data from our subscriber network to identify potential bad actors.

» forwards the list of potential bad actors from the NLX to your Next-Gen WAF agent.
Your agent tags requests that are from the identified IP addresses and that contain at
least one signal with the SigSci Malicious IPs ( SIGSCI-IP ) anomaly signal.

» forwards information from external sources to the Next-Gen WAF agent. For example,
the cloud engine imports the list of IP addresses that have engaged in malicious
activity from SANS Internet Storm Center and sends them to the agent. The agent then
tags requests that are from the identified IP address list with the Malicious IP Traffic
( SANS ) anomaly signal.

We host the collection and analysis service in AWS West across multiple availability zones.

Deploying the WAF alongside a CDN

If you already have a Fastly CDN service, you can deploy the Next-Gen WAF alongside your
Fastly CDN service via the Edge WAF deployment method. With this method, your
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deployment will be hosted on Fastly’'s Edge Cloud platform via our global network of POPs.

If you'd like to use another CDN provider, you can use a header (e.g., X-Forwarded-For ) to
obtain the true client IP address. For more information, check out our Client IP addresses
guide.

X >k X

= Start here (Next-Gen WAF)

&  Jen/ngwaf/start-here

Welcomel! This guide provides a high-level overview of the steps needed to set up and
configure the Next-Gen WAF product. Guided by our Sales and Solutions Engineering staff,
you will:

» select the platform tier and deployment method that is right for you.
e (optional) add the Next-Gen WAF to your staging website.

NOTE

While optional, we recommend adding the Next-Gen WAF to a staging website
before a production website. This helps ensure the Next-Gen WAF accounts for
your business logic, performs the way you want it to, and allows all legitimate
traffic.

» (optional) test and adjust the protection of your staging website at increasing blocking
levels.

e add the Next-Gen WAF to your production website.
» test and adjust the protection of your production website at increasing blocking levels.
e monitor your production traffic and address issues.

IMPORTANT

We've created this page to help you get started with Fastly's Next-Gen WAF. If you're
interested in learning about our Full-Site Delivery, check out our Full-Site Delivery
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Start here guide.

1. Plan the implementation

To get started with Next-Gen WAF, contact our Sales team. Based on your business needs,
we will help you select a:

» platform tier, which determines the Next-Gen WAF features that are available for you to
use. The higher the tier, the more features you can access.

« deployment method, which is how you integrate the Next-Gen WAF product into your
request flow. The Next-Gen WAF can be deployed on Fastly’s Edge Cloud platform
(Edge WAF), directly on the web servers within your infrastructure (Core WAF), and on
Fastly’s cloud-hosted infrastructure (Cloud WAF).

After choosing a platform tier and deployment method, we will create a corp (also know as
account) and at least one site (also known as workspace) for your use. A corp (account) is a
company hub for managing all sites (workspaces), users, and corp-level (account-level)
configurations that determine what type of requests should be allowed, logged, or blocked.
A site (workspace) is a single web application, bundle of web applications, API, or
microservice that the Next-Gen WAF can protect from attacks. Sites (workspaces) contain
various site-level (workspace-level) configurations. Users are authenticated against a corp
(account) and can be members of different sites (workspaces) in that corp (account).

We'll then give you access to the Next-Gen WAF product in either the Next-Gen WAF control
panel or the Fastly control panel. From the control panel you have access to, you can
manage your corp (account) and sites (workspaces).

2. Install Next-Gen WAF for your staging or production
website

Once you have access to the Next-Gen WAF product, you can set up your deployment
method for your staging or production website and verify the Next-Gen WAF is monitoring
traffic.

Set up your deployment method

To set up your deployment method, follow the instructions on the appropriate installation
guide.
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Once your deployment method is in place, the Next-Gen WAF will immediately start
monitoring traffic to your website, detecting malicious and anomalous requests, and
populating request data to the control panel. To ensure legitimate traffic isn’t blocked, the
Next-Gen WAF doesn’t block any requests initially. In step 3, you will enable blocking via the
Agent mode (also known as Protection mode) setting.

Temporarily create a request rule to log legitimate traffic

NOTE

If you're on the Essentials platform, skip to the step where you test your staging or
production website at increasing blocking levels. This step requires you to use
custom signals, which the Essentials platform doesn't support.

By default and per our storage policy, the Next-Gen WAF only captures request data from
malicious and anomalous traffic, not legitimate traffic. While this focused approach to
storage can help limit the data you see to attacks and suspicious behavior, you may want to
temporarily log request data from a sample of your legitimate traffic to verify that the Next-
Gen WAF is monitoring all traffic and to see which requests the Next-Gen WAF allows.

To do this, we're going to leverage the power of signals. Signals are labels that identify an
important request property. Depending on the payload, the Next-Gen WAF may tag a single
request with multiple signals. The Next-Gen WAF relies on signals to help determine which
requests to log and block.

To log request data from a sample of all traffic to your website:
1. Create a custom signal for all traffic.

2. Create a request rule that applies the signal to every request. Request rules are
configurations that define when the Next-Gen WAF should allow, block, or tag certain
requests on an individual basis.

We recommend disabling this rule once you are more familiar with the Next-Gen WAF’s
attack detection capabilities.

Verify the Next-Gen WAF is working

To verify the Next-Gen WAF is monitoring your website, make a handful of requests to it. The
Next-Gen WAF should log a sample of those requests and make the individual request data
available in the Next-Gen WAF control panel or the Fastly control panel.
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3. Test your staging or production website at increasing
blocking levels

Once you've added the Next-Gen WAF to your website, you can begin testing and adjusting
its protection.

Because it is new to your environment, the Next-Gen WAF will monitor your website and
allow all traffic. It doesn't block it yet. Blocking behavior is controlled by the Agent mode
(Protection mode) setting. This setting determines how request processing is handled.
Options include:

» Blocking: enables request blocking and logging. This option actively protects your web
application and provides visibility into your web traffic. Legitimate traffic is still allowed.

» Not Blocking (also known as Logging): enables request logging. This option provides
visibility into your web traffic but doesn’t actively protect your website.

» Off: disables request processing. The agent doesn’t block or log requests.

By default, the Agent mode (Protection mode) for your site (workspace) will be setto Not
Blocking (Logging).

Test (and understand) attack detection

In Not Blocking (Logging) mode, the Next-Gen WAF detects and captures malicious and
anomalous request data and allows all traffic. To verify the Next-Gen WAF is correctly
identifying requests with attack payloads, you can use attack tooling to scan your website
and simulate attacks. We like Nikto for testing because it can simulate a wide variety of
vulnerabilities.

Once scanning is underway, you can see which requests contained attack payloads.
Requests that contain attack payloads will be tagged with attack signals (e.g., Directory
Traversal and XML Encoding Error).

Because the Nikto IP address sends a high volume of requests containing attacks over a
short period of time, the Next-Gen WAF may flag the Nikto IP address. Site alerts (also
known as workspace alerts) define flagging parameters. Specifically, when the number of
requests from an IP address meets the signal count threshold for a site alert (workspace
alert), the IP address is flagged and select, subsequent requests from the IP address are
blocked or logged for a set period of time.

Because your website isin Not Blocking mode, subsequent requests from the Nikto IP
address will be logged and allowed. In Blocking mode, the Next-Gen WAF would block
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requests that are from the Nikto IP addresses and that contain attack signals. Legitimate
traffic from the Nikto IP address would still be allowed. After a set period of time, requests
from Nikto IP addresses would no longer be blocked.

Implement threshold blocking

Once you have a better understanding of when IP addresses are flagged, you can change
the Agent mode (Protection mode) to Blocking and run attack tooling to test the behavior.
The Next-Gen WAF should block requests sent from flagged IP addresses and that have
been tagged with an attack signal.

Implement instant blocking

Although threshold blocking handles attacks from bad actors who target your website with a
high volume of attacks, it does not immediately block requests with attack payloads. To
immediately block all requests that contain at least one attack signal, enable the Immediate
blocking setting.

Alternatively, you can immediately block attacks that are from known bad actors and that
have been tagged with an attack signal. How you do this depends on the platform you're on.

If you're on the Professional or Premier platform:
1. Create a list with every attack signal.

2. Create a request rule that is based on the attack signal list and anomaly signals that
indicate known bad actors (e.g., Tor Traffic, SigSci IP, and Malicious IP).

If you're on the Essentials platform, create a request rule for each individual attack signal.
Each rule should be based on one attack signal or anomaly signal that indicate known
bad actors (e.g., Tor Traffic, SigSci IP, and Malicious IP).

Adjust the protection and data privacy

With Blocking mode in place, you can use the following features to adjust the protection
of your website and make sure the Next-Gen WAF blocks and allows the correct traffic:

o Custom site alerts (custom workspace alerts). Raise or lower system site alert
(system workspace alert) thresholds by creating custom site alerts (custom workspace
alerts). Thresholds for the system site alerts (system workspace alerts) are based on
historical patterns that we’ve seen across all customers. However, these thresholds
may be set too high or low for your website.
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« Templated rules. Enable templated rules to help protect against Common
Vulnerabilities and Exposures (CVE) and provide visibility into registrations, logins, and
APl requests. These rules are disabled by default for Premier or Professional platform
customers and enabled by default for Essentials customers.

e Request rules. Create request rules to allow, block, or tag certain requests on an
individual basis. For example, you could make a rule to block all requests with specific
headers, requests to certain paths, or requests originating from specific IP addresses.

« Advanced rate limiting rules. You can create advanced rate limiting rules to block or
tag requests from individual clients when a specific threshold (e.g., 100 requests in 1
minute) is passed. For example, you could create an advanced rate limiting rule to
block all requests from an individual client after the number of 404s the client receives
exceeds the defined cap. This would help prevent scraping and vulnerability scanning.

 Signal exclusion rules. You can create signal exclusion rules to prevent requests from
being tagged with certain signals. You can use signal exclusion rules to avoid false
positives. For example, you may want to prevent requests that are from internal IP
addresses and that failed to access an admin page from being tagged with the
FORCEFULBROWSING signal.

You can also adjust the privacy of your request data. By default, we redact sensitive data
from requests before they reach the platform backend. In addition to what we redact by
default, you can specify additional fields to redact from requests. For example, you can
create a custom redaction for a password field that is named foobar instead of password.
You can also anonymize IP addresses.

4. Monitor your production traffic and address issues

Once the Next-Gen WAF is actively protecting your production website, you can monitor
website traffic and any blocking actions the WAF takes that you use to access the Next-Gen
WAF.

In the Next-Gen WAF control panel, you can monitor website traffic using the following
pages:

e Corp Overview
o Site Overview
o Events
In the Fastly control panel, you can monitor website traffic using the following pages:
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e Dashboards
e Events

If you notice any concerning behavior, you can address the issue by creating a rule or
custom site alert (custom workspace alert) or reaching out to our Support team for help.

What’'s next

Learn more about Fastly's products and features by exploring our documentation on
https://docs.fastly.com. If you have questions, contact our Support team.

X Xk >k

Category: Install guides

These articles explain how to install and configure the Next-Gen WAF.

Subcategory: Edge WAF deployment

These articles describe how to deploy the Next-Gen WAF with the Edge WAF deployment
method.

> Edge WAF deployment using the Fastly control panel

I Last updated: 2025-01-16

& /en/ngwaf/edge-waf-deployment-using-the-fastly-control-panel

IMPORTANT

This guide only applies to customers with access to the Next-Gen WAF product in
the Fastly control panel. If you have access to the Next-Gen WAF control panel,
check out our Edge WAF deployment using the Next-Gen WAF control panel guide.
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The Edge WAF deployment method hosts the Next-Gen WAF on Fastly’s Edge Cloud
platform via our global network of POPs, integrates with Fastly’s caching layer, and is
managed by Fastly. Since security processing happens at the edge, the Next-Gen WAF can
inspect all traffic before it enters your origin infrastructure and block attacks close to where
they originated. You do not need to make any modifications to your own hosting
environment.

Before you begin

The Next-Gen WAF is disabled by default. To purchase and enable the product for your
Fastly account, contact sales@fastly.com. Once enabled, users assigned the superuser role
can enable the Next-Gen WAF for your CDN services.

Limitations and considerations

When enabling the Next-Gen WAF for your CDN services, keep the following in mind:

e Access to the Next-Gen WAF in the Fastly control panel is only included for customers
on the Essential platform who don't have access to the Next-Gen WAF control panel. All
other Next-Gen WAF customers can access the product through the Next-Gen WAF
control panel.

» Edge WAF deployment using the Fastly control panel is only supported for CDN
services. To use Edge WAF deployment with Compute services, use the Next-Gen WAF
control panel instead.

e Adding the Next-Gen WAF to an existing CDN service counts against the service chain
limit.

» The Edge WAF deployment method is only compatible with CDN services that do not
use mutual TLS to the origin.

e A CDN service can be linked to a maximum of one workspace. A workspace can be
linked to multiple CDN services.

e Only users assigned the superuser role can enable and configure the Edge WAF
deployment for CDN services.

How it works

When you enable the Next-Gen WAF for a CDN service, Fastly creates an edge security
service in the background, which is responsible for inspecting traffic to your CDN service.
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The edge security service runs inthe vcl_miss and vcl_pass subroutines. Execution
priority is set to a high value to enable compatibility with any other VCL snippets that may
be in use.

Health checks

The edge security service includes a health check, which skips security processing entirely
if the edge security service is unhealthy for any reason. The health check works by sending
a periodic probe every 15 seconds and checking for HTTP status code 200 as an expected
response. Should a check indicate an unhealthy service, all security processing is skipped
until the service becomes healthy again. It may take up to 60 seconds for all security
processing to be skipped.

The edge security service is modeled as an origin using the backend type. The health check
lives inside the edge_security function and uses the backend.health property to
check the status of the edge security service.

Setting up the deployment

To deploy the Next-Gen WAF on an existing CDN service, complete the following steps:
1. Log in to the Fastly control panel.

2. From the Home page, select the appropriate service. You can use the search box to
search by ID, name, or domain.

3. Click Edit configuration and then Security.

Q@ TIP

You do not need to clone the active version of the service to enable the
Next-Gen WAF.

4. In the Next-Gen WAF card, click the switch to the On position.

5. Click the pencil £° to edit the following deployment settings and then click Submit:
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@€YX Next-Gen WAF

Modern web app and API security.

Manage settings for the linked workspace.

Example workspace 1 v 100 % of traffic m Cancel

o From the Workspace menu, select the workspace that you want to link to the
service. If your account only has one workspace, this field is read-only.

o In the % of traffic field, enter the percent of traffic that you want the Next-Gen
WAF to inspect. When set to 100, all traffic to your service is inspected. When
the value is less than 100, a random sample of the specified percentage is
inspected.

6. (Optional) Use attack tooling to verify that the Next-Gen WAF is monitoring your
web application and identifying malicious and anomalous requests.

@ TP
To deploy the Next-Gen WAF via the Fastly API, you will need the Fastly-Key
header for authentication. The Fastly API key must have write access to the
relevant service.

1. Using the curl command line tool, call the enable a product APl endpointin a
terminal application to enable the Next-Gen WAF on your service and link your
service to a workspace:

curl -H "Fastly-Key: S{FASTLY_API_TOKEN}" -H 'Content—Type@)p

-d '{"workspace_id": "S{NGWAF_WORKSPACE_ID}"}' \
"https://api.fastly.com/enabled-products/v1/ngwaf/services/S{FAST

2. (Optional) Using the curl command line tool, call the configure a product API
endpoint in a terminal application to change the amount of traffic the Next-Gen WAF
inspects. When the value is set to 100, all traffic (100%) is inspected. When the
value is less than 100, a random sample of the specified percentage is inspected.
By default, the Next-Gen WAF inspects all traffic.

curl -H "Fastly-Key: S{FASTLY_API_TOKEN}" -H 'Content—Type@)p

-d '"{"traffic_ramp": 20}"' \
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"https://api.fastly.com/enabled-products/v1/ngwaf/services/S{FAST

3. (Optional) Use attack tooling to verify that the Next-Gen WAF is monitoring your
web application and identifying malicious and anomalous requests.

Configuring the deployment

To update your deployment, complete the following steps:
1. Log in to the Fastly control panel.

2. From the Home page, select the appropriate service. You can use the search box to
search by ID, name, or domain.

3. Click Edit configuration and then Security.

@ TIP

You do not need to clone the active version of the service to edit the Edge
WAF deployment.

4. In the Next-Gen WAF card, set the switch to the On position to enable the Next-Gen
WAF for your service or to the Off position to disable the Next-Gen WAF for your
service.

5. If the Next-Gen WAF is enabled, click the pencil £° to edit the following deployment
settings and then click Submit:

@YX Next-Gen WAF

Modern web app and API security.

Manage settings for the linked workspace.

Example workspace 1 v 100 % of traffic m Cancel

o From the Workspace menu, select the workspace that you want to link to the
service. If your account only has one workspace, this field is read-only.

o In the % of traffic field, enter the percent of traffic that you want the Next-Gen
WAF to inspect. When set to 160 , all traffic to your service is inspected. When
the value is less than 100, a random sample of the specified percentage is
inspected.
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6. (Optional) Use attack tooling to verify that the Next-Gen WAF is monitoring your
web application and identifying malicious and anomalous requests.

Using the curl command line tool, call the configure a product APl endpoint in a terminal
application to configure your Edge WAF deployment. The endpoint requires that you
include the Fastly-Key header for authentication and at least one of the following
parameters in the JSON body:

e workspace_id: the ID of the workspace that you want to link to the service.

o traffic_ramp :the percentage of traffic that the Next-Gen WAF inspects. When
the value is set to 100, all traffic (100%) is inspected. When the value is less than
100 , arandom sample of the specified percentage is inspected. By default, the
Next-Gen WAF inspects all traffic.

curl -H "Fastly-Key: S{FASTLY_API_TOKEN}" -H 'Content-Type: ap;@:a

-d '{"workspace_id": "S{NGWAF_WORKSPACE_ID}", "traffic_ramp": 20}' \
"https://api.fastly.com/enabled-products/v1/ngwaf/services/S{FASTLY_S

Disabling the deployment

To disable Edge deployment for your service, complete the following steps:
1. Log in to the Fastly control panel.

2. From the Home page, select the appropriate service. You can use the search box to
search by ID, name, or domain.

3. Click Edit configuration and then Security.

Q@ TIP

You do not need to clone the active version of the service to disable the
Next-Gen WAF.

4. In the Next-Gen WAF card, click the switch to the Off position.

Using the curl command line tool, call the disable a product API endpoint in a terminal
application.

Q@ TIP
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To disable the Next-Gen WAF via the Fastly API, you will need the Fastly-Key
header for authentication. The Fastly API key must have write access to the
relevant service.

curl -H "Fastly-Key: S{FASTLY_API_TOKEN}" -H 'Content-Type: app@:a

"https://api.fastly.com/enabled-products/v1/ngwaf/services/S{FASTLY_S

Using headers to customize inspection

You can use X-SigSci- headers to force the Next-Gen WAF to inspect requests, to disable
inspection, and to skip initial inspection.

Edge WAF deployment using the Next-Gen WAF
control panel

= Last updated: 2025-03-17

& /en/ngwaf/edge-waf-deployment-using-the-next-gen-waf-control-panel

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, check out our Edge WAF deployment using the Fastly control panel
guide.

The Edge WAF deployment method allows you to add the Next-Gen WAF as an edge
security service onto Fastly's Edge Cloud platform using both VCL and Compute services.

Prerequisites

Prior to mapping Compute services to Next-Gen WAF sites (also known as workspaces), our
support team must enable Compute for your corp (also known as account).

Limitations and caveats

https://docs fastly.com/en/ngwat/aio/ 89/710


https://www.fastly.com/documentation/reference/http/http-headers/Fastly-Key/
https://docs.fastly.com/en/ngwaf/x-sigsci-headers#adding-headers-to-customize-inspection-for-edge-waf-deployments
https://docs.fastly.com/en/ngwaf/edge-waf-deployment-using-the-next-gen-waf-control-panel
https://docs.fastly.com/en/ngwaf/edge-waf-deployment-using-the-fastly-control-panel
https://support.fastly.com/

3/31/25,2:11 PM Fastly Next-Gen WAF Archive | Fastly Documentation

Keep in mind the following things when working with the Edge WAF deployment method:

e Adding the Next-Gen WAF via the Edge WAF deployment method to an existing Fastly
VCL service counts against the service chain limit.

« We automatically support backends on VCL services defined using the Fastly API, CLI,
or control panel. However, if you've already defined your backends manually, automatic
origin synchronization won't happen and your traffic won't be served properly. To fix
this, redefine your backends. Learn more about defining backends in our integration
documentation.

« We automatically support VCL directors on VCL services as long as they are defined
using the Fastly API.

Setting up the deployment

To deploy at the edge, you will need a corp (account) and at least one site (workspace) to
protect. Setup involves making calls to the Signal Sciences API. For VCL services, these API
calls create a deployment and add privileged dynamic VCL snippets that enable inspection.
For Compute services, these API calls create a deployment and authorize your service to
make calls to the Next-Gen WAF.

Creating the edge security service

Create a new edge security service by calling the Edge WAF deployment APl endpoint. This
API call creates a new edge security service associated with your corp (account) and site
(workspace). You will need to replace S{corpName} and S{siteName} with those of the
corp (account) and site (workspace) you are adding the edge security service to. Your
S{corpname} and S{siteName} are both presentin the address of your Next-Gen WAF
control panel, such as
https://dashboard.signalsciences.net/corps/S{corpName}/sites/S{siteName} .

curl -X PUT "https://dashboard.signalsciences.net/api/v@/corps/ﬁ:lo
"x-api-user:S{SIGSCI_EMAIL}" \
"x-api-token:S{SIGSCI_TOKEN}" \
"Fastly-Key: S{FASTLY_KEY}" \
"Content-Type: application/json" \
'{"authorizedServices": [ "${fastlySID}" ] }'

curl -X PUT "https://dashboard.signalsciences.net/api/v@/corps@:o
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-H "x-api-user:S{SIGSCI_EMAIL}" \
-H "x-api-token:S{SIGSCI_TOKEN}" \

-H "Content-Type: application/json”

Run this API call again for each site (workspace) you want to deploy on.

If successful, you will receive an HTTP 200 response with a blank response body ( {} ).
Once this is returned, wait 1-2 minutes to allow the edge resources to be created.

To confirm the Compute instance resources associated with the site (workspace) have been
created, query the edgeDeployment endpoint again using the following request:

curl -H "x-api-user:S$S{SIGSCI_EMAIL}" -H "x—api—token:S{SIGSCI_TOKiin"
-H "Content-Type: application/json" \
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites/S{s

The query should now return the appropriate Compute instance associated with the Next-
Gen WAF site (workspace) in the URL path with no services attached. To attach the
appropriate service, refer to Mapping to the Fastly service.

{"AgentHostName" : "se--S{corpName}--{SiteUID}.edgecompute.app", "ServicesA

IMPORTANT

If you're using Next-Gen WAF with a Compute service, your next step would be to
update your Rust code to call Next-Gen WAF via an inspect function. If you're using a
VCL service, continue with the steps below to map your corp (account) and site
(workspace) to a Fastly VCL service and synchronize the origins.

Mapping to a Fastly VCL service

To map your corp (account) and site (workspace) to an existing Fastly VCL service and
synchronize the origins, follow these steps:

1. Using the curl command line tool, call the PUT deliverylntegration/${fastlySID} API
endpoint in a terminal application:

curl -H "x-api-user:${SIGSCI_EMAIL}" -H "x—api—token:S{SIG@_T

-H "Fastly-Key: S{FASTLY_KEY}" -H 'Content-Type: application/json
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"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/si

curl -H "x-api-user:${SIGSCI_EMAIL}" -H "x—api—token:S{SIGiElj’
-H "Fastly-Key: S{FASTLY_KEY}" -H "Content-Type: application/json
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/si

This API call will create and activate a new service version with dynamic VCL snippets
automatically added to the service. By default, the service will be activated and set to
0% traffic ramping. You can override those defaults by providing parameters in the
JSON body:

o activateVersion - activate Fastly service version after clone. Possible values
are true or false (unquoted). If not specified, defaults to true.

o percentEnabled - percentage of traffic to send to the Next-Gen WAF. Possible
values are integers values 0 to 100 (unquoted). If not specified, defaults to 6.
This can be adjusted later. Check out Traffic ramping for details.

For example, to disable initial activation and set initial traffic ramping to 10%, add the
curl parameter -d '{"activateVersion": false, "percentEnabled": 10}' to
the usual call:

curl -H "x-api-user:${SIGSCI_EMAIL}" -H "x-api-token:${SIGSCIKNRKE
-H "Fastly-Key: S{FASTLY_KEY}" -H 'Content-Type: application/json'

-d '{"activateVersion": false, "percentEnabled": 10}' \
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites

This API call requires the Fastly-Key header for authentication. The Fastly APl key must
have write access to the Fastly service ID. This API call will create and activate a new
service version with dynamic VCL snippets automatically added to the service.

2. Optionally, follow these steps again for each additional Fastly service that you want to
deploy on.

If your origins change, you will need to call the PUT
deliverylntegration/${fastlySID}/backends API endpoint again to resynchronize the
backends.

WAF execution
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Once both API calls are completed, your service will automatically be set up with dynamic
VCL snippets that control the execution of the Next-Gen WAF. A new service version will be
created and activated containing the additional VCL snippets.

The edge security service runs inthe vcl_miss and vcl_pass subroutines. Execution
priority is set to a high value to enable compatibility with any other VCL snippets that may
be in use.

Maintaining the deployment

Once the Next-Gen WAF is deployed, maintain the deployment by:
e updating the VCL version of your deployment.
e synchronizing the origins after updating your origins in the Fastly control panel.

e skipping inspection when something is wrong with the deployment.
Updating the VCL version

Any time new Next-Gen WAF functionality is released, you'll need to update the VCL version
of your Edge WAF deployment to use it. You can do this using the following steps:

1. Log in to the Fastly control panel.

2. From the Home page, select the appropriate service. You can use the search box to
search by ID, name, or domain.

3. Go to Service configuration > VCL snippets.

4. In the Dynamic snippets area, check whether the following Next-Gen WAF snippets
exist:

o ngwaf_config_init
o ngwaf_config_miss
o ngwaf_config_pass

o ngwaf_config_deliver

5. If the snippets exist, call the "PUT deliverylntegration/{fastlySID} APl endpointin a
terminal application:

curl -H "x-api-user:S{SIGSCI_EMAIL}" -H "x-api-token:${SIGSCI D €
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-H "Fastly-Key: S{FASTLY_KEY}" -H 'Content-Type: application/json'

"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites

This API call clones your active VCL service, updates the VCL version of the Next-Gen
WAF snippets, and activates the cloned service version.

6. If the snippets don't exist, ask Fastly Support to update your VCL version.
Synchronizing origins for VCL services

If you change your origins in the Fastly control panel, you need to synchronize your origins.

IMPORTANT

Failure to synchronize origins may result in your traffic not being inspected properly.
Requests sent to a backend that does not exist in the edge security service will be
served a 503 Unknown wasm backend error.

You do not need to synchronize your origins if you have dynamic backends enabled. To
check if you have dynamic backends enabled, complete the following steps:

1. Log in to the Fastly control panel.

2. From the Home page, select the appropriate service. You can use the search box to
search by ID, name, or domain.

3. Go to Service configuration > VCL snippets.

4. In the Dynamic snippets area, click View source next to the ngwaf_config_init
shippet.

5. Search the snippet code for backendtoken . If backendtoken exists, you have
dynamic backends enabled and don't need to synchronize your origins.

Some conditions cause origin syncing to occur automatically:
» site (workspace) configuration changes
e Agent mode (also known as Protection mode) changes
e Enabling or disabling IP Anonymization
e Rule changes (e.g., request rules, signal exclusion rules, CVE rules)

e Rule list changes (only if the list is being used by a rule)
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« |P addresses flagged

To synchronize your origins, call the following endpoint in a terminal application:

curl -v -H "x-api-user:${SIGSCI_EMAIL}" -H "x-api-token:${SIGSCI_{mEE

-H "Fastly-Key: SFASTLY_KEY" -H "Content-Type:application/json" -X PUT
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites/S{s

This call makes sure origin changes applied in the Fastly control panel are reflected in the
edge security service.

Skipping inspection when the deployment is unhealthy

The edge security service includes a health check, which skips security processing entirely
if the edge security service is unhealthy for any reason. The health check works by sending
a periodic probe every 15 seconds and checking for HTTP status code 200 as an expected
response. Should a check indicate an unhealthy service, all security processing is skipped
until the service becomes healthy again. It may take up to 60 seconds for all security
processing to be skipped.

The edge security service is modeled as an origin using the backend type. The health check
lives inside the edge_security function and uses the backend.health property to
check the status of the edge security service.

Determining if you already use health check logic

You can check if your service already uses health check logic by inspecting the value of the
x-sigsci-edgemodule HTTP header, which is added to the request prior to being sent to
the edge security service. If the value is greater than or equalto 1.6.0, then your VCL
includes the health check logic.

Enabling health check logic

To enable the health check for an existing service, make sure your VCL is updated to the
latest version. Then, test the health check logic by toggling the Agent mode (Protection
mode) to Off. This will simulate an unhealthy state for the edge security service and
processing will be skipped.

Configuring the deployment
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Once the Next-Gen WAF is deployed, you can change the percentage of traffic that is sent
to the WAF and use request headers to customize inspection.

Changing the percentage of traffic sent to the WAF

You can control the amount of traffic inspected by the edge security service using the
Enabled dictionary key. This value is available in the Edge_Security dictionary and is
automatically created when you attach a delivery service.

The default value is O, with numbers greater than zero representing a percentage of the
traffic being inspected. This means that unless you change the value of the
Edge_Security Edge dictionary, your WAF will be enabled but won't inspect any traffic. If
the value is set to 100, all traffic (100%) will be passed through the edge security service. If
the value is less than 100, a random sample of the specified percentage will be sent through
the edge security service.

NOTE

The Edge_Security Edge dictionary no longer uses The DISABLED field. To
control blocking and logging behavior of an edge security service or turn off agent
configurations entirely, use the control panel instead.

Customizing inspection with headers

You can use X-SigSci- headers to force the Next-Gen WAF to inspect requests, to disable
inspection, and to skip initial inspection.

Re-mapping a Fastly VCL service to a nhew site (workspace)

To re-assign the Fastly service to a new site (workspace), follow these steps:

1. Using the curl command line tool, call the DELETE deliveryintegration/${fastlySID} API
endpoint in a terminal application:

curl -v -H "x-api-user: ${SIGSCI_EMAIL}" -H "x-api-token: ${SKEEC

-H "Fastly-Key: S{FASTLY_KEY}" -H 'Content-Type: application/json'
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites

This API call requires the Fastly-Key header for authentication. The Fastly API key must
have write access to the Fastly service ID. This API call removes all backends from the
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Edge WAF deployment connected to the Fastly service and detaches the Fastly service
from the Edge WAF deployment.

2. Using the curl command line tool, call the PUT deliveryIntegration API endpointin
a terminal application with the new S{siteName} to create a new edge security
service. For example:

curl -H "x-api-user:${SIGSCI_EMAIL}" -H "x-api-token:${SIGSCIKNRKE

-H 'Content-Type: application/json' -X PUT \
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites

You can verify if a compute instance resource was successfully created by the above
step by referring to Create the edge security service.

3. Using the curl command line tool, call the PUT deliverylntegration/{fastlySID} API
endpoint in a terminal application to map the existing Fastly service to the new
S{siteName} . For example:

curl -H "x-api-user:${SIGSCI_EMAIL}" -H "x-api-token:${SIGSCIENRKE

-H "Fastly-Key: S{FASTLY_KEY}" -H 'Content-Type: application/json'
"https://dashboard.signalsciences.net/api/v@/corps/S{corpName}/sites

This API call will activate a new service version by updating the existing Next-Gen WAF
VCL dynamic snippet with the new edge security service ID.

Subcategory: Agent management

These articles describe how to install, configure, and update the Next-Gen WAF agent.

" Accessing agent keys

= Last updated: 2024-02-20

& /en/ngwaf/accessing-agent-keys

IMPORTANT
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This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

For each site (also known as workspace), the Next-Gen WAF agent has a set of keys or
credentials that authorize it for the site (workspace).

 The Agent Access Key ( accesskeyid ) identifies the site (workspace) that the agent
is configured for.

 The Agent Secret Key ( secretaccesskey ) authenticates and authorizes the agent.

You'll need these keys to start and update the agent.

Viewing agent keys

To view the agent keys for a site (workspace), complete the following steps:
1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.

3. Click Agents in the site navigation bar.

4. Click View agent keys.

5. (Optional) Click Copy to copy the Agent Access Key ( accesskeyid ) and Agent Secret
Key ( secretaccesskey ).

1

*  Agent end-of-support policy
*,  Lastupdated: 2023-09-08

& /en/ngwaf/agent-end-of-support-policy

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
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control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Agent versions have a two year support cycle with versions older than two years being
retired or deprecated on a quarterly cadence. Retiring older versions with fewer features
enables us to focus our resources on supporting and developing newer versions that
provide more value to our customers.

Under the agent end-of-support policy:

» We support agent versions that are under two years old. Customers who use older
versions of the agent are unsupported and don't have access to new features and
integrations included with newer versions.

 We deprecate and remove support from agent versions that are older than two years.
Unsupported agent versions don't receive rule updates and blocking decisions.
Deprecation occurs on a quarterly cadence at the end of January, April, July, and
October.

If you are using an older version, you can upgrade your agent to a supported version.
Contact securitysupport@fastly.com if you need help upgrading your agent.

The agent end-of-support policy adheres to the Fastly product lifecycle.

=

Allocating resources for the agent

I Last updated: 2024-06-15

& /en/ngwaf/allocating-resources-for-the-agent

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

The Next-Gen WAF agent requires computational resources to properly function. When
setting up and testing your deployment, you must allocate adequate CPU, RAM, and file
handles to the agent. The exact amount needed for your web application and anticipated
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traffic flow depends on multiple factors such as request size and content, application and
network latency, and number and type of rules applied. Generally, try to balance allocating
sufficient resources for the agent to keep request latency to a minimum.

Average agent resource usage

While the exact computational resources needed for the agent depends on the deployment,
you can use aggregate agent resource usage numbers from other users to get an idea of
what your deployment will need. Looking at the averages provides a good starting point, and
the higher percentile values give an indication of what can be anticipated for high volume
deployments.

@ TIP

For an initial proof of concept, we suggest each agent have access to one full CPU
core and at least 500MB of RAM. Once you perform load testing of your unique
traffic and web application usages, you can scale these resources up or down as
appropriate to accommodate your unique needs.

Average CPU usage

Most deployed agents do not fully use the CPU resources they have available. It is typically
desirable to budget more CPU than the agent may need at baseline traffic levels to allow
enough headroom to remain performant during traffic spikes.

The table below shows a snapshot in time of deployed agents' CPU usage adjusted to
normalize for the number of CPU cores the agent is configured to use.

Percentile CPU usage
Average ~3%

95th percentile ~20%

99th percentile ~41%

99.9th percentile ~65%

Average RAM usage

The agent memory footprint typically remains fairly stable during its long-term execution.
However, Golang is a garbage collected language, so there may be momentary memory
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spikes above the typical baseline during traffic spikes. To account for these spikes, we
recommend leaving additional memory headroom above the normal observed baseline to
allow the agent to momentarily burst higher without needing to perform as many garbage
collection cycles. Variance in customer configurations, datasets, and rulesets may impact
the memory footprint.

The table below shows a snapshot in time of deployed agents' RAM usage.

Percentile RAM usage
Average ~76 MB
50th percentile ~67 MB
95th percentile ~126 MB

99.9th percentile ~280 MB

Average number of usable CPU cores

To prevent CPU starvation for other processes on the system, the agent defaults to using
only half of the available CPU cores on the host. You can use the max-procs setting to
change this number.

The table below shows a snapshot in time of the number of usable CPU cores provided to
deployed agents. Keep in mind the following about the data:

e Some agents have modified max-procs configurations above or below the 50%
default.

« All deployment types are represented, including Kubernetes deployments. Kubernetes
deployments have a higher quantity of lower resourced agents, which causes a strong
skew toward the low end of the distribution.

Percentile Number of usable CPU cores
Average 6
50th percentile 2
75th percentile 8

95th percentile 18
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Percentile Number of usable CPU cores

99th percentile 48

Calculating agent resource needs

To understand the infrastructure costs the agent will incur, complete the following steps:

1. Prior to deploying the Next-Gen WAF, measure the computational resources used by
your web application, especially during peak usage times. Focus on CPU utilization,
memory usage, and file handle counts, both for the web application and for the OS in
general.

2. Deploy the Next-Gen WAF and register it with a representative set of rules.
3. Verify that traffic is being inspected, tagged, and blocked when applicable.

4. Perform the same tests that you conducted in step one. If possible, run the tests on the
same hosts, with the same resources, at the same time of day, on the same days of the
week, and during the same business cycle as before.

5. Compare the results of the tests.

For example, let's say that prior to installing the Next-Gen WAF, you measure 50 percent
CPU usage to run your web application. Then, after installing and configuring the Next-Gen
WAF alongside your application, you measure 90 percent CPU usage and no adverse latency
to your web application. You may want to scale to a larger host system with more CPU cores
to have spare capacity for traffic fluctuations. For Kubernetes environments this may mean
adapting your replica count, auto scaling, or resource limit configurations.

Hypervisors

Virtual machines run in an environment that shares resources with other virtual machines.
Sometimes these groups of VMs are over-subscribed on the hypervisor. The agent is a real-
time security solution designed to operate with minimum latency. If the virtual machine has
to wait on the hypervisor for CPU cycles, queuing will occur and performance will suffer. In
extreme examples, this type of resource starvation can lead to complete failures and
application crashes. To avoid this resource scheduling conflict, we recommend running the
Next-Gen WAF on a VM that is not over-subscribed or that has resource reservations.

Kubernetes
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It is a common practice to request and limit resources in Kubernetes in general. To help
place the Next-Gen WAF pods on nodes with sufficient resources, we recommend setting
resource requests. However, we generally don’t recommend setting resource limits because
if the pod reaches those limits it will be killed, impacting the level of protection and
potentially causing disruptions. To restrict the number of CPU cores the agent is permitted
to fully use, use the max-procs setting.

1

*  Getting started with the agent

*,  Lastupdated: 2024-11-05
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IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

The Next-Gen WAF agent (formerly known as the Signal Sciences agent) is a small process
that provides the interface between your web server and our analysis platform. An inbound
web request is passed to the agent, which then decides whether the request should be
permitted to continue, blocked, rate limited, or tagged with signals. Depending on your
deployment method, the agent is typically installed directly on your web server, or as a
sidecar extending your existing deployment.

How the agent works

When a request is made to your web application, the deployment entity detects the request
and sends it to the agent for processing. The agent uses your active rules and site alerts
(also known as workspace alerts) to determine whether to allow, block, rate limit, or tag the
request. Next, the agent performs any tagging decisions and redacts sensitive information
from the request. Then the agent relays the request and its decision back to the deployment
entity. The deployment entity enacts the agent's decision.

In addition to your deployment entity, the agent communicates asynchronously with our
cloud engine every 30 seconds. Specifically, the agent:
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» uploads redacted request and response data to the cloud engine per our data storage
policy.

« downloads new rules and configurations from the cloud engine.
Threshold counting

For Core WAF and Cloud WAF deployments, the agent has local counters and is immediately
able to determine when a request exceeds a site alert (workspace alert) or rate limit
threshold. The agent uses aggregation from the cloud engine when multiple agents are
deployed.

For Edge WAF deployments, the agent checks local counters at the POP-level to determine
when a request exceeds a site alert (workspace alert) or rate limit threshold. The agent uses
aggregation from the cloud engine when multiple agents are deployed.

Agent reliability

To optimize performance and improve reliability, the Next-Gen WAF architecture is split
between the agent and deployment entity. If the agent experiences issues or unavailability,
your application will continue to function because your deployment entity fails open if it
doesn’t hear back from the agent within a set time limit. The default timeouts vary by
module type and are as follows:

Module Timeout
Windows IIS 200ms
.NET 200ms
.NET Core 200ms

All other modules 100ms

If the agent loses the ability to communicate with the cloud engine, the agent will continue
to function with the following caveats:

e The agent will continue to detect attacks, anomalies, and any custom rules or signals
based on local configurations at time of communication failure.

» The agent will continue to enforce existing blocking decisions.

e For Core WAF and Cloud WAF deployments, the agent's local counters will continue to
tally requests that count towards site alert (workspace alert) and rate limit thresholds.
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When multiple agents are deployed, aggregation will not occur until communication
resumes. Edge WAF deployment agents do not have local counters.

« The agent will not queue request logs and there will be an outage of data shown in the
control panel. The ability to look at individual requests or aggregate data will be lost
until the connection is reestablished.

» The agent will not receive configuration updates made via the control panel and API
you have access to.

e The agent will not receive updates for new detections or enforcement decisions.

e The agent will not receive updated geolocation data.
Agent language

The agent is written in Go. We chose Go because of its combination of performance, ease of
deployment, and memory safety guarantees. In addition, Go doesn't have the security issues
associated with C/C++ (e.g., buffer overflows).

Installing the agent

To install the agent, complete the following steps:
1. Follow the agent installation instructions for your operating system:
2. (Optional) Configure the agent for your environment.
3. (Optional) Set up agent alerts to inform you when:
o the number of online agents reaches a specified threshold.

o the average number of requests per second (RPS) for all agents across all sites
reaches a specified threshold.

Upgrading the agent

Per our agent end-of-support policy, we support agent versions that are under two years
old. On a quarterly cadence, we deprecate and no longer support agent versions that are
older than two years. If you want to upgrade your agent to a newer version, you can:

» manually upgrade the agent and then restart the agent.
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» enable the agent auto-update service. The agent auto-update service checks at
regularly occurring intervals for a new version of the agent and updates the agent
when a new version is available.

Using agent configuration management systems

The agent can be managed via various configuration management systems (e.g., Chef,
Puppet, and Ansible). To use a configuration management system, construct or expand an
agent configuration file (typically agent.conf ) or use environment variables. For a list of
values that can be configured, check out our Configuring the agent guide.

Agent Start-up Behavior

When the agent starts up, it will send http requests to one or more addresses in order to
determine what environment it is running in and optimize for that environment. The
addresses are:

e http://169.254.169.254/1latest/api/token
e http://169.254.169.254/1latest/meta-data/instance-type

e http://metadata.google.internal/computeMetadata/v1/instance/machine-
type

e http://169.254.169.254/metadata/instance/compute/vmSize

-

Installing the agent

N

Last updated: 2025-01-10

& /en/ngwaf/installing-the-agent

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.
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This guide explains how to install the Next-Gen WAF agent by adding the package
repository, installing and configuring the agent package, and then starting the agent.

Prerequisites

Before installing the agent, you need to:
« If Alpine is being run in a Docker container, you must start the container.

o Copy the agent keys for the site that you want the agent to be able to access. You
will use the agent keys when configuring the Next-Gen WAF agent package.

o Determine the version of Amazon Linux you want to use: Amazon Linux 2023,
Amazon Linux 2, or Amazon Linux 2015.09.01. Amazon Linux 2 is most similar to
CentOS 7 and reuses the same configuration. Amazon Linux 2015.09.01 is most
similar to CentOS 6 and reuses the same configuration.

Amazon Linux 2023 does not mirror CentOS as closely as it did in the past. Itis a
combination of multiple versions of Fedora and CentOS Stream 9. See Relationship
to Fedora. As a result, the baseurl of the yum repository will use amazon/2623
as the distribution name and version number for Amazon Linux 2023.

o Copy the agent keys for the site that you want the agent to be able to access. You
will use the agent keys when configuring the Next-Gen WAF agent package.

o Determine the version of Debian you want to use.

o Copy the agent keys for the site that you want the agent to be able to access. You
will use the agent keys when configuring the Next-Gen WAF agent package.

IMPORTANT

On April 15, 2025, Fastly will cease supporting agent upgrades for Next-Gen WAF
services on Red Hat Enterprise Linux 6 and CentOS 6. Our formal end of support
announcement provides additional details. Questions or concerns? Contact your
Fastly account manager or reach out to Customer Support.

o Determine the version of Red Hat/CentOS you want to use.

o Copy the agent keys for the site that you want the agent to be able to access. You
will use the agent keys when configuring the Next-Gen WAF agent package.

o Determine the version of Ubuntu you want to use.
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o Copy the agent keys for the site that you want the agent to be able to access. You
will use the agent keys when configuring the Next-Gen WAF agent package.

o Determine the version of Windows you want to use. Version 4.50 and later of the
Next-Gen WAF agent requires Windows 10 or Windows Server 2016 or higher.

o Copy the agent keys for the site that you want the agent to be able to access. You
will use the agent keys when configuring the Next-Gen WAF agent package.

Add the package repository

Begin the agent installation process by adding the appropriate package repository for your
operating system.

NOTE

If you're installing the agent on Windows, you can skip this step and start installing
the agent package.

Alpine Linux

To add the Alpine package repository, complete the steps from the relevant tab.
If you are running Alpine in a Docker container, complete the following steps:

1. Add the following to your Dockerfile:

FROM alpine:3.20
ENV ALPINE_VERSION=3.260

RUN wget https://apk.signalsciences.net/sigsci_apk.pub && \
apk add --repository https://apk.signalsciences.net/S{ALPINE_VERS
apk update

2. Verify the downloaded key contains the proper key by running the following
command:

openssl rsa -pubin -in /etc/apk/keys/sigsci_apk.pub -text @)u

If the downloaded key contains the proper key, the expected output looks like the
following:
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Public-Key:

Modulus:
00:bb:23:1a:ef:0d:61:8f:
6Cc:46:42:42:ab:5b:ec:4e:
b7:96:70:fe:16:95:aa:09:
9e¢:2a:03:€9:74:63:55:66:
5f:ad:4e:7a:14:da:02:83:
f9:3f:03:c8:fe:80:6a:95:
51:d9:30:db:7c:1b:d0:06:
f0:6e:ad:53:98:31:a5:ac:
78:e3:24:70:ab:7a:0e:66:
89:d0:52:7a:50:a8:18:59:
80:0d:d4:7d:a7:7b:3b:d7:
2e:9f:73:a5:23:d8:53:b4:
5b:86:21:9¢:82:05:21:29:
95:6d:43:d3:1a:a9:62:2b:
02:f9:38:7e:7f:47:9f:d9:
b1:11:27:1c:7a:d6:ca:04:
Od:ab:d5:b8:ad:f2:35:31:
e8:4f

Exponent: 65537 (06x10001)

If you are running Alpine in a VM or on a bare-metal server, complete the following steps:

1. Run the following script to add the package repository:

apk update
apk add wget

wget -q https://apk.signalsciences.net/sigsci_apk.pub ; s
echo https://apk.signalsciences.net/3.19/main | sudo tee -

2. Verify the downloaded key contains the proper key by running the following
command:

openssl rsa -pubin -in /etc/apk/keys/sigsci_apk.pub -text -ﬁ:'au

If the downloaded key contains the proper key, the expected output looks like the
following:
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Public-Key:

Modulus:
00:bb:23:1a:ef:0d:61:8f:
6Cc:46:42:42:ab:5b:ec:4e:
b7:96:70:fe:16:95:aa:09:
9e¢:2a:03:€9:74:63:55:66:
5f:ad:4e:7a:14:da:02:83:
f9:3f:03:c8:fe:80:6a:95:
51:d9:30:db:7c:1b:d0:06:
f0:6e:ad:53:98:31:a5:ac:
78:e3:24:70:ab:7a:0e:66:
89:d0:52:7a:50:a8:18:59:
80:0d:d4:7d:a7:7b:3b:d7:
2e:9f:73:a5:23:d8:53:b4:
5b:86:21:9¢:82:05:21:29:
95:6d:43:d3:1a:a9:62:2b:
02:f9:38:7e:7f:47:9f:d9:
b1:11:27:1c:7a:d6:ca:04:
Od:ab:d5:b8:ad:f2:35:31:
e8:4f

Exponent: 65537 (06x10001)

Amazon Linux

Add the version of the Amazon Linux package repository that you want to use.

To add the Amazon Linux 2023 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/amazon/2023/Sbasearch
repo_gpgcheck=1
gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
EOF
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To add the Amazon Linux 2 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/7/Sbasearch
repo_gpgcheck=1
gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
EOF

To add the Amazon Linux 2015.09.01 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]

name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/6/Sbasearch

repo_gpgcheck=1
gpgcheck=1

enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa

sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
EOF

Debian

Add the version of the Debian package repository that you want to use.

To add the Debian 11 - Bullseye package, run the following script:

apt-get update
apt-get install -y apt-transport-https wget gnupg

-q0 - https://apt.signalsciences.net/release/gpgkey | sudo gpg
echo "deb [signed-by=/usr/share/keyrings/sigsci.gpg] https://a
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sudo apt-get update

To add the Debian 10 - Buster package, run the following script:

apt-get update
apt-get install -y apt-transport-https wget gnupg

-q0 - https://apt.signalsciences.net/release/gpgkey | sudo gpg
echo "deb [signed-by=/usr/share/keyrings/sigsci.gpg] https://a
apt-get update

To add the Debian 9 - Stretch package, run the following script:

sudo apt-get install -y apt-transport-https wget gnupg
wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
sudo tee /etc/apt/sources.list.d/sigsci-release.list <<-'EOF'

deb https://apt.signalsciences.net/release/debian/ stretch main

EOF
sudo apt-get update

To add the Debian 8 - Jessie package, run the following script:

sudo apt-get install -y apt-transport-https wget
wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
sudo tee /etc/apt/sources.list.d/sigsci-release.list <<-'EOF'

deb https://apt.signalsciences.net/release/debian/ jessie main

EOF
sudo apt-get update

To add the Debian 7 - Wheezy package, run the following script:

sudo apt-get install -y apt-transport-https wget
wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
sudo tee /etc/apt/sources.list.d/sigsci-release.list <<-"EOF'

deb https://apt.signalsciences.net/release/debian/ wheezy main

EOF
sudo apt-get update
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Red Hat/CentOS

Add the version of the Red Hat/CentOS package repository that you want to use.

To add the Red Hat/CentOS 9 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]

name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/9/Sbasearch

repo_gpgcheck=1
gpgcheck=1

enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa

sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt

EOF
To add the Red Hat/CentOS 8 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/8/Sbasearch
repo_gpgcheck=1
gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
EOF

To add the Red Hat/CentOS 7 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]

name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/7/Sbasearch

repo_gpgcheck=1
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gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa

sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
EOF

IMPORTANT

On April 15, 2025, Fastly will cease supporting agent upgrades for Next-Gen WAF
services on Red Hat Enterprise Linux 6 and CentOS 6. Our formal end of support
announcement provides additional details. Questions or concerns? Contact your
Fastly account manager or reach out to Customer Support.

To add the Red Hat/CentOS 6 package, run the following script:

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/6/Sbasearch
repo_gpgcheck=1
gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt
EOF

Ubuntu

Add the version of the Ubuntu package repository that you want to use.

To add the Ubuntu 24.04 - Noble package, run the following script:

sudo apt-get update
sudo apt-get install -y apt-transport-https wget gnupg

wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo gpg
sudo echo "deb [signed-by=/usr/share/keyrings/sigsci.gpg] https://a
sudo apt-get update
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To add the Ubuntu 22.04 - Jammy package, run the following script:

sudo apt-get update
sudo apt-get install -y apt-transport-https wget gnupg

wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo gpg
sudo echo "deb [signed-by=/usr/share/keyrings/sigsci.gpg] https://a
sudo apt-get update

To add the Ubuntu 20.04 - Focal package, run the following script:

apt update
apt-get install -y apt-transport-https wget

-g0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
echo "deb https://apt.signalsciences.net/release/ubuntu/ focal

To add the Ubuntu 18.04 - Bionic package, run the following script:

apt update
apt-get install -y apt-transport-https wget

-g0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
echo "deb https://apt.signalsciences.net/release/ubuntu/ bioni

To add the Ubuntu 16.04 - Xenial package, run the following script:

sudo apt-get install -y apt-transport-https wget
wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ xenia

To add the Ubuntu 14.04 - Trusty package, run the following script:

sudo apt-get install -y apt-transport-https wget
wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo apt
sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ trust

To add the Ubuntu 12.04 - Precise package, run the following script:

sudo apt-get install -y apt-transport-https wget
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wget -q0 - https://apt.signalsciences.net/release/gpgkey | sudo apt

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ preci

Install and configure the agent package

After adding the package repository, install and configure the Next-Gen WAF agent.

1. Run the following command to install the Next-Gen WAF agent package:

sudo apk add sigsci-agent

N

. Create an empty agent configuration file in the following directory:
/etc/sigsci/agent.conf.

3. Add the agent keys for your site to the agent configuration file.
accesskeyid = "AGENTACCESSKEYHERE" D
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

4. Save the agent configuration file.

1. Run the following command to install the Next-Gen WAF agent package:

sudo yum install sigsci-agent

2. Create an empty agent configuration file in the following directory:
/etc/sigsci/agent.conf.

3. Add the agent keys for your site to the agent configuration file.
accesskeyid = "AGENTACCESSKEYHERE" D
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

4. Save the agent configuration file.

1. Run the following command to install the Next-Gen WAF agent package:

sudo apt-get install sigsci-agent

2. Create an empty agent configuration file in the following directory:
/etc/sigsci/agent.conf.
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3. Add the agent keys for your site to the agent configuration file.
accesskeyid = "AGENTACCESSKEYHERE" D
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

4. Save the agent configuration file.

1. Run the following command to install the Next-Gen WAF agent package:

sudo yum install sigsci-agent

2. Create an empty agent configuration file in the following directory:
/etc/sigsci/agent.conf.

3. Add the agent keys for your site to the agent configuration file.
accesskeyid = "AGENTACCESSKEYHERE" D
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

4. Save the agent configuration file.

1. Run the following command to install the Next-Gen WAF agent package:

sudo apt-get install sigsci-agent

2. Create an empty agent configuration file in the following directory:
/etc/sigsci/agent.conf.

3. Add the agent keys for your site to the agent configuration file.
accesskeyid = "AGENTACCESSKEYHERE" D
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

4. Save the agent configuration file.

1. Create an empty agent configuration file at C:\Program Files\Signal
Sciences\Agent\agent.conf.

o If you need to specify a custom location for the agent.conf file, set the
absolute file path with the system environment variable SIGSCI_CONFIG.

o If you are deploying the agent in reverse proxy mode, check out the Reverse
Proxy Mode configuration page for details on required configuration options.
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2. Add the agent keys for your site to the agent configuration file.

accesskeyid = "AGENTACCESSKEYHERE" D
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

3. Download the latest Next-Gen WAF agent .msi from
https://dl.signalsciences.net/?prefix=sigsci-agent/.

4.Run the .msi to install the Agent automatically with no prompts. It will install the
executablein C:\Program Files\Signal Sciences\Agent, add a service entry
for the Agent, and start the service if the agent configuration file is present with
valid accesskeyid and secretaccesskey settings.

The installed service name is sigsci-agent and can be controlled with

PowerShell cmdlets:

Start-Service sigsci-agent
Restart-Service sigsci-agent

Stop-Service sigsci-agent

Alternatively, you can download the latest Next-Gen WAF agent for Windows as a

.zip file, which contains the agent binary. You can run this from any location you
prefer. However, to install the agent in this way, you will need to configure the
Service entry and start the service manually.

Example services.msc screenshot:

; Services
File Action View Help
e [EBaz BE »anw

Services (Local)

" Services (Local)

Signal Sciences Agent Mame “ Description Status Startup Type Log On As
Secondary Logen Enables star... Manual Local Syste..,
Start the service Secure Socket Tunneling Pr...  Provides su... Manual Local Service
Security Accounts Manager  The startup .. Running  Automatic Local Syste...
Description: Server Supports fil..  Running  Automatic Local Syste...
Signal 5ciences Agent 1,14.4 Shell Hardware Detection Provides no... Running  Automatic Local Syste...
A Signal Sciences Agent Signal Scien... Automatic Local Service
Srmart Card Manages ac... Disabled Local Service
Smart Card Device Enumera.. Creates soft..  Running  Manual (Trig...  Lecal Syste..,
Smart Card Removal Policy  Allows the s... Manual Local Syste...
SNMP Trap Receives tra... Manual Local Service
Software Protection Enables the ... Automatic (... MNetwork 5...
Special Administration Con...  Allows adm... Manual Local Syste...
Spot Verifier Verifies pot.. Manual (Trig... Local Syste..

Start the agent
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Next, start the Next-Gen WAF agent that you installed.

NOTE

If you installed the agent on Windows, you can skip this step. The last step of the
installation process started the agent.

If you are running Alpine in a Docker container, run the following command to start the
Next-Gen WAF agent:

/usr/sbin/sigsci-agent

If you are running Alpine in a VM or on a bare-metal server, run the following command to
allow the agent to start on reboot:

sudo rc-update add sigsci-agent default

Then, start the agent by running any of the following commands:

sudo service sigsci-agent start
sudo rc-service sigsci-agent start
sudo /etc/init.d/sigsci-agent start

If you added the Amazon Linux 2 package, run the following command to start the Next-
Gen WAF agent:

sudo systemctl start sigsci-agent

If you added the Amazon Linux 2015.09.01 package, run the following command to start
the Next-Gen WAF agent:

start sigsci-agent

For Debian versions 8 and above, run the following command to start the Next-Gen WAF
agent:

sudo systemctl start sigsci-agent
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For Debian 7, run the following command to start the Next-Gen WAF agent:

sudo service sigsci-agent start

For Red Hat/CentOS versions 7 and above, run the following command to start the Next-
Gen WAF agent:

sudo systemctl start sigsci-agent

start sigsci-agent

Run the following command to start the agent:

sudo systemctl start sigsci-agent

Next steps

Continue setting up your Next-Gen WAF deployment by installing the Next-Gen WAF module
or configuring the agent to run without a module (e.g., reverse proxy).

If your agent is on Debian, Red Hat/CentOS, or Ubuntu, consider enabling the agent auto-
update service. This service checks our package downloads site for a new version of the
agent and updates the agent when a new version is available.

*  Managing agent alerts

= Last updated: 2024-03-22

& /en/ngwaf/managing-agent-alerts

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
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control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

With agent alerts, you can be notified via your configured integrations when defined
threshold conditions for agents are reached.

Prerequisites
Before enabling an agent alert, you must first have at least one integration configured.
Enabling agent alerts

To enable agent alerting, complete the following steps:
1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. Click Agents in the site navigation bar.
4. Click Manage Alerts.
5. Click the type of alert that you want to enable. Options include:

o Average RPS: sends a notification when the average number of requests per

second (RPS) for all agents in your corp meets the defined threshold condition.

o Online Agent Count: sends a notification when the number of online agents
meets the defined threshold condition.

@ TP
You likely don't need to enable both alerts.
6. Click Edit agent alert.
7. Fill out the Edit fields as follows:

o In the Description field, modify the description of the alert as needed.

o Leave the Metric menu set to its default.

o From the Operator menu, select an operator for the threshold condition.
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o If the Metric menu is set to Average RPS (all agents), in the RPS field, enter the
number of requests per second for the threshold condition.

o If the Metric menu is set to Online agents, in the Count field, enter the number of
online agents for the threshold condition.

o From the Interval menu, select the length of the evaluation interval.
8. Click the Enabled switch to On.

9. Click Update agent alert.

Disabling agent alerts

To disable agent alerting, complete the following steps:
1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. Click Agents in the site navigation bar.
4. Click Manage Alerts.
5. Click the agent alert that you want to disable.
6. Click Edit agent alert.
7. Click the Enabled switch to Off.

8. Click Update agent alert.

v

Upgrading the agent

I Last updated: 2025-01-10

&  Jen/ngwaf/upgrading-an-agent

IMPORTANT

On April 15, 2025, Fastly will cease supporting agent upgrades for Next-Gen WAF
services on Red Hat Enterprise Linux 6 and CentOS 6. Our formal end of support
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announcement provides additional details. Questions or concerns? Contact your
Fastly account manager or reach out to Customer Support.

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Our Agent package is distributed in our package repositories. If you haven't already,
configure our repository on your system.

Limitations and considerations

When working with the Next-Gen WAF agent, keep the following things in mind:

» Per our agent end-of-support policy, we support agent versions that are under two
years old, and on a quarterly cadence, we deprecate and no longer support agent
versions that are older than two years.

e Check the agent release notes to see what's new in the agent.

Working with the agent auto-update service

The agent auto-update service checks the package downloads site for a new version of the
agent and updates the agent when a new version is available.

Limitations and considerations

When setting up the agent auto-update service, keep the following in mind:

e The agent auto-update service is only compatible with agents on Debian 8 or higher,
Red Hat CentOS 7 or higher, and Ubuntu 18.04 or higher.

» The agent auto-update service updates an agent by uninstalling the old package
version and installing the latest version. Due to the agent's brief downtime during
upgrade, we recommend scheduling the update when your website or web application
receives low traffic.

Enable the agent auto-update service
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Once the agent is installed, you can enable the agent auto-update service:

1. Enable the agent auto update service.

sudo systemctl enable --now sigsci-agent-update.timer

2. (Optional) Customize the agent auto update timer. By default, the check for new
versions is performed on the second Thursday of the month.

sudo systemctl edit sigsci-agent-update.timer

[Timer]

OnCalendar=

OnCalendar=Thu *-*-08,09,10,11,12,13,14 03:00:00
RandomizedDelaySec=8h

Disable the agent auto-update service

To disable the agent auto-update service, run the following command:

sudo systemctl disable --now sigsci-agent-update.timer

Other forms of auto-update in Azure

The following are different forms of auto-update you can configure with Azure.

Upgrading the agent on Alpine Linux systems

To manually upgrade agents on Alpine Linux systems, follow these steps:

1. Upgrade the Agent package.

apk update

apk add sigsci-agent

2. Restart the agent.
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sudo systemctl start sigsci-agent

Upgrading the agent on Red Hat-CentOS systems

To manually upgrade agents on a Red Hat CentOS systems, follow these steps:

1. Upgrade the Agent package.

yum -q makecache -y --disablerepo=* --enablerepo=sigsci_%*

yum install sigsci-agent

2. Restart the agent.

sudo systemctl restart sigsci-agent

1. Upgrade the Agent package.

yum -q makecache -y --disablerepo=* --enablerepo=sigsci_%*

yum install sigsci-agent

2. Restart the agent.

sudo restart sigsci-agent

Upgrading the agent on Ubuntu-Debian systems

To manually upgrade agents on Ubuntu or Debian systems, follow these steps:

1. Upgrade the Agent package.

sudo apt-get update

sudo apt-get install sigsci-agent

2. Restart the agent.
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sudo systemctl start sigsci-agent

1. Upgrade the Agent package.

sudo apt-get update
sudo apt-get install sigsci-agent

2. Restart the agent.

sudo restart sigsci-agent

Upgrading the agent on Windows systems

To manually upgrade agents on Windows systems, follow these steps:
1. Download and install the latest agent MSI.
2.0pen services.msc.
3. Select Signal Sciences Agent.
4. Right click and select restart.
1. Download and install the latest agent MSI.
2. Open a DOS prompt.
3.Run net stop sigsci-agent.

4.Run net start sigsci-agent.

*  Configuring the agent

& /en/ngwaf/agent-config

For most installations, the agent keys (accesskeyid and secretaccesskey ) will be the
only fields that require configuring; the default agent configuration will suffice for everything
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else. However, some environments will want to use additional options to better suit their
environment.

The agent configuration is flexible enough to work in all environments. Most configuration
options are available in three forms: config file, command line, and by setting environment
variables.

IMPORTANT

Agent configuration options listed as "experimental” are not fully developed and are
subject to change. Use caution when building automated processes involving these
options as their functionality may change as they mature.

Configuration Options

The following are the current configuration options (as of v4.64.0 on the linux platform). You
can view these options on the installed Agent version by running with the --usage
command line option.

Agent Configuration Options

‘> accesskeyid =string
Set access key ID, required in most cases

> anonymous-ip-secret-key =string
Set anonymous IP secret key. Default is to use secretaccesskey when generating
anonymous IP addresses

® bypass-egress-proxy-for-upstreams [=true[false] [EXPERIMENTAL]
Exclude all upstream traffic from using the egress proxy
Default: "false"

@ cleaner-interval =time-duration
How often to run cleanup routine
Default: "10s"

@ client-ip-header =string
Specify the request header containing the client IP address
Default: "X-Forwarded-For"

> config =string
Specify the configuration file
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Default: "/etc/sigsci/agent.conf"

© context-expiration =time-duration
How long to keep request context to match with response before cleanup
Default: "10s"

© custom-request-headers =string [EXPERIMENTAL]

Add custom headers to the RPC response, which will be added to the HTTP request
by the module [format is CSV if name:val pairs with $AgentResponse, $RequestID,
$TagList dynamic values]

® debug-log-all-the-things [=true[false] [EXPERIMENTAL]
Log all the things
Default: "false"

@ debug-log-blocked-requests [=true/false] [EXPERIMENTAL]
Log when a request is blocked
Default: "false"

@ debug-log-config-updates =integer [EXPERIMENTAL]
Log when config updated or checked, 0=0ff, 1=updated, 2=more details
Default: "0"

@ debug-log-connection-errors =integer [EXPERIMENTAL]
Log when connections are dropped due an error. O=off,1=0n
Default: "0"

® debug-log-engine-errors =integer [EXPERIMENTAL]
Log WAF engine errors: 0=off, 1=on, 2=verbose
Default: "1"

@ debug-log-proxy-requests [=true[false] [EXPERIMENTAL]
Generates debug output of proxied requests
Default: "false"

© debug-log-rpc-data =string [EXPERIMENTAL]
Log (hexdump) raw RPC data to the given file

@ debug-log-uploads =integer [EXPERIMENTAL]
Log what is being sent to Signal Sciences: 0=0ff, 1=json, 2=json-pretty
Default: "0"

https://docs fastly.com/en/ngwat/aio/

128/710



3/31/25,2:11 PM Fastly Next-Gen WAF Archive | Fastly Documentation

Agent Configuration Options

© debug-log-web-inputs =integer [EXPERIMENTAL]
Log web inputs coming from the module: O=off, 1=json, 2=json-pretty
Default: "0"

@ debug-log-web-outputs =integer [EXPERIMENTAL]
Log web outputs going back to the module: O=o0ff,1=json,2=json-pretty
Default: "0"

@ debug-standalone =integer [EXPERIMENTAL]
Bitfield: 0=normal, 1=no upload, 2=no download, 3=no networking, 4=use empty
rules, 7=no net+empty rules
Default: "0"

@ download-cdn-url =string [EXPERIMENTAL]
CDN URL to check and download new configurations before checking download-url,
empty string disables CDN fetch
Default: "https://wafconf.signalsciences.net"

% download-config-cache =string
Filename to cache latest downloaded config (if relative, then base it on shared-
cache-dir)

% download-config-version =integer [EXPERIMENTAL]
Force the downloader to download a specific config version: O=auto versioning
Default: "0"

® download-failover-url =string [EXPERIMENTAL]
URL to check and download new configurations if download-url is not available
Default: "https://sigsci-agent-wafconf-us-west-2.s3.amazonaws.com”

 download-interval =time-duration [EXPERIMENTAL]
How often to check for a new configuration
Default: "30s"

@ download-url =string [EXPERIMENTAL]
URL to check and download new configurations
Default: "https://sigsci-agent-wafconf.s3.amazonaws.com"

> envoy-expect-response-data =integer [EXPERIMENTAL]
Expect response data from envoy: O=response data is not expected and some
dependent product features will not be available, 1=agent will wait for response data via
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http_grpc_access_log gRPC API
Default: "0"

> envoy-grpc-address =string [EXPERIMENTAL]
Envoy gRPC address to listen on (unix domain socket path or host:port)

@ envoy-grpc-cert =string [EXPERIMENTAL]
Envoy gRPC optional TLS cert file (PEM format)

© envoy-grpc-key =string [EXPERIMENTAL]
Envoy gRPC optional TLS key file (PEM format)

% haproxy-spoa-address =string
Haproxy SPOA address to listen on (unix domain socket path or host:port)
Default: "unix:/var/run/sigsci-ha.sock"

® haproxy-spoa-enabled [=true[false]
Haproxy SPOA agent enabled
Default: "false"

@ haproxy-spoa-lua-enabled [=trueffalse]
Haproxy SPOA Lua support enabled to edit response headers
Default: "false"

@@ --help (commandline only option)
Dump basic help text

@ inspection-alt-response-codes =csv-integer [DEPRECATED]
DO NOT USE: the alternative response code concept is deprecated - all codes 300-
599 are now considered blocking codes and this option will be removed

> inspection-anomaly-duration =time-duration [EXPERIMENTAL]

Envoy/revproxy global duration after which the request will be considered an anomaly
and the response will be inspected even if nothing else was found in the request during
inspection

Default: "1s"
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@ inspection-anomaly-size =integer [EXPERIMENTAL]

Envoy/revproxy global response size limit which the request will be considered an
anomaly and the response will be inspected even if nothing else was found in the
request during inspection

Default: "524288"

@ inspection-debug [=true[false] [EXPERIMENTAL]
Envoy/revproxy global enable/disable inspection debug logging
Default: "false"

@@ inspection-max-content-length =integer [EXPERIMENTAL]
Envoy/revproxy global max request content length that is allowed to be inspected
Default: "307200"

@ inspection-timeout =time-duration [EXPERIMENTAL]
Envoy/revproxy global inspection timeout after which the system will fail open
Default: "100ms"

@ jaeger-tracing [=true[false] [EXPERIMENTAL]
Enables jaeger tracing - configured with JAEGER\_\* environment variables
(currently for envoy only)
Default: "false"

@ --legal (commandline only option)
Show legal information and exit

@ local-networks =string
Set local networks for determining the real client IP (CSV of CIDR, ‘all', 'none', or
'‘private'’). These are the networks trusted to set the client IP header.
Default: "all"

 log-out =string
Log output location, 'stderr’, 'stdout’, or file name (NOTE: on Windows, important logs
will be sent to the eventlog)

@ max-backlog =integer
Maximum RPC requests in queue (by default scaled with rpc-workers)
Default: "0"

© max-connections =integer
Maximum in-flight RPC connections (by default scaled with rpc-workers)
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Default: "0"

© max-inspecting =integer [DEPRECATED]
Reverse proxy only - maximum in-flight transactions that the engine can be
inspecting, O=unlimited
Default: "0"

© max-logs =integer
Maximum number of log lines held while waiting to send upstream
Default: "1000"

© max-procs =string
Maximum number or percentage of CPUs (cores) to use e.g max-procs=4 or max-
procs="100%".

% max-records =integer
Maximum number of records held while waiting to send (by default scaled with rpc-
workers)
Default: "0"

® reverse-proxy [=true[false] [DEPRECATED]
Enable the reverse proxy, which requires setting a listener and upstream
Default: "false"

® reverse-proxy-tls-min-version =string [DEPRECATED]
Reverse proxy TLS listener min version
Default: "1.0"

@ revproxy-reload-on-update [=true[false] [EXPERIMENTAL]

Reload the reverse proxy service config on agent config updates to support dynamic
reconfiguration (only functions on OSes that support zero downtime restarts such as
Linux >= 3.9 kernel)

Default: "false"

> rpc-address =string
RPC address to listen on and serve modules from
Default: "unix:/var/run/sigsci.sock"

@ rpc-version =integer [DEPRECATED]
RPC protocol version
Default: "0"
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@ rpc-workers =integer [EXPERIMENTAL]
RPC workers to use. If unset, then the max-procs value will be used
Default: "0"

@ sample-percent =integer
Sample input, 100=process everything, O=ignore everything
Default: "100"

> secretaccesskey =string
Set secretaccesskey, required along with accesskeyid in most cases

 server-flavor =string [EXPERIMENTAL]
Server-flavor, allow distinguishing this revproxy install as a buildpack or other flavor.

@ server-hostname =string
Server hostname. By default, the agent asks the OS for the hostname configuration
unless a value is configured here.

@ service-shutdown-timeout =time-duration
Timeout waiting for pending transactions to complete during service shutdown
Default: "2s"

® shared-cache-dir =string [EXPERIMENTAL]
Base directory for any cache files
Default: "/tmp/sigsci-agent.cache"

@ --show-tls-cipher-suites (commandline only option)
Show available TLS cipher suites and exit

© startup-probe-filepath =string [EXPERIMENTAL]
Filepath to create file checked by startup probes. Creates the file once the agent has
loaded a ruleset. Ex: /sigsci/tmp/startup

@ startup-probe-listener =string [EXPERIMENTAL]
HTTP listener for responding to startup probes. Returns HTTP 200 once the agent
has loaded a ruleset. Ex: 0.0.0.0:2024

© statsd-address =string
Set the statsd address to send metrics to (e.g., hostname :port or
unix:///path/socket)
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@ statsd-metrics =csv-string [EXPERIMENTAL]
Set the statsd metrics filter (glob patterns allowed - assumed prefix if no patterns
used)
Default: "*"

> statsd-type =string [EXPERIMENTAL]
Set the statsd server type to enable advanced features (e.g., statsd or
dogstatsd)
Default: "statsd"

@ upload-1log =string [EXPERIMENTAL]
Log filename to write agent event data

@ upload-log-header-map [=trueffalse] [EXPERIMENTAL]
HTTP request,response header data in map format
Default: "false"

@ upload-syslog [=true[false] [EXPERIMENTAL]
Write agent event data to syslog
Default: "false"

 upload-url =string [EXPERIMENTAL]
URL to upload agent data
Default: "https://c.signalsciences.net/0/push"

@ --usage (commandline only option)
Dump full usage text

@ validate-config [=true[false]
Validate the config entries provided to warn against potentially invalid entries
Default: "true"

@@ --version (commandline only option)
Show version information and exit

‘@ waf-data-log =string [EXPERIMENTAL]

Filename to log WAF inspection data (currently JSON format). Using "eventlog" on
Windows will send these to the eventlog. Requests are logged to the provided location
if they have at least one signal added by default inspectors or if they have at least one
signal added by a request rule with a Request logging value of Sampled.
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@ waf-data-log-all [=true[false] [EXPERIMENTAL]
When logging WAF inspection data, log every request not just those with signals.
Default: "false"

@ windows-eventlog-level =integer [EXPERIMENTAL]
Set the windows eventlog level (use names that will be converted to integers: debug,
info, warning, error, or none).
Default: "3"

Block Based Options

The following block based options are only available
as such in a configuration file. In the configuration file,
they must be after all other regular options in the file.

As an alternative to a configuration file these can be
configured from a command-line option or environment variable
in the following format:

--option="name1:{opt=val,...};name2:{opt=val,...}'
OR
SIGSCI_OPTION='name1:{opt=val,...};name2:{opt=val,...}'

% [revproxy-listener.NAME]
Define named reverse proxy listener(s) with options (block or revproxy-
listener="name1:{opt=val,...};name2:{opt=val,...};...")

revproxy-listener options:
> access-1log =string
Access log filename
@ close-conn-on-request-smuggling [=trueffalse] [DEPRECATED]
‘Connection: close' header will be added to requests that appear to be HTTP
Request Smuggling attacks
Default: "false"
© conn-idle-max =integer
Max idle connections in the upstream connection pool (0 will disable connection
pooling)
Default: "100"
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© conn-idle-timeout =time-duration
Idle connection timeout for the upstream connection pool
Default: "Im30s"
© conn-keepalive =time-duration
Connection keepalive interval for upstream connections
Default: "30s"
 conn-max-per-host =integer
Maximum total number of upstream connections in any state per host (0 is
unlimited). Connections over the limit will block until more are available
Default: "0"
 conn-timeout =time-duration
Connection timeout for upstream connections
Default: "30s"
@ enabled [=trueffalse]
Enable/disable the reverse proxy listener
Default: "true"
@ expect-continue-timeout =time-duration
Timeout waiting for 'continue' after 'expect’ for upstream traffic
Default: "1s"
@ expose-raw-headers [=trueffalse] [DEPRECATED]
This experimental option replaces 'close-conn-on-request-smuggling' functionality.
The option will need to be enabled per each reverse proxy listener.
Default: "true"
@ extend-content-types [=true[false]
Enables extended content inspection while running in reverse proxy mode
Default: "false"
@ grpc [=trueffalse]
Enable proxying and inspection of gRPC traffic
Default: "false"
@ http2 [=true[false]
Enable HTTP/2 support for the listener
Default: "true"
@ http2-upstreams [=true[false]
Prefer HTTP/2 for the upstreams
Default: "true"
@ idle-timeout =time-duration
Network idle timeout for the listener
Default: "0s"
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@ jinspect-websocket [=true[false]
Enable/disable websocket inspection
Default: "false"
@ inspection-alt-response-codes =csv-integer [DEPRECATED]

DO NOT USE: the alternative response code concept is deprecated - all codes 300-

599 are now considered blocking codes and this option will be removed
@ inspection-anomaly-duration =time-duration

Duration after which the request will be considered an anomaly and the response

will be inspected even if nothing else was found in the request during inspection
Default: "1s"
@ inspection-anomaly-size =integer

Response size limit which the request will be considered an anomaly and the
response will be inspected even if nothing else was found in the request during
inspection

Default: "524288"
@ inspection-debug [=true[false]
Enable/disable inspection debug logging
Default: "false"
@ inspection-max-content-length =integer
Max request content length that is allowed to be inspected
Default: "307200"
@ inspection-timeout =time-duration
Inspection timeout after which the system will fail open
Default: "100ms"
> listener =string
Listener URL [scheme://address:port]
@ log-all-errors [=trueffalse]
Log all errors, not just common
Default: "false"
©© minimal-header-rewriting [=true/false]

Minimal header rewriting. If enabled, then only hop-by-hop headers will be
removed as required by RFC-2616 sec 13.5.1. No proxy headers will be added/modified,
though they will be passed through if trust-proxy-headers is set

Default: "false"
@ pass-host-header [=true[false]

Pass the client supplied host header through to the upstream (including the
upstream TLS handshake for use with SNI and certificate validation)

Default: "true"
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© read-buffer-size =integer
Configures the size of the network transport's read buffer in bytes
Default: "4096"
© read-timeout =time-duration
Network read timeout for the listener
Default: "0s"
@ remove-hop-header [=true[false]
Unused hop headers will be removed from forwarded requests
Default: "true"
@ request-timeout =time-duration
Overall request timeout (will enable buffering, which may cause issues with
streaming services)
Default: "0s"
© response-flush-interval =time-duration
Interval to flush any buffered/streaming response data (0 disables forced flushes;
-1 forces flushes after every write; interval values force flushes on a fixed time interval)
Default: "0s"
©© response-header-timeout =time-duration
Response header timeout waiting for upstream responses
Default: "0s"
@ shutdown-timeout =time-duration
Timeout waiting for pending transactions to complete during server shutdown
Default: "30s"
> tls-ca-roots =string
TLS trusted certificate authority certificates file (PEM format)
> tls-cert =string
TLS certificate file (PEM format)
© tls-cipher-suites =csv-string
TLS listener cipher suites. Only affects TLS 1.2 and below. [use --show-tIs-cipher-
suites for a list]
Default: "TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256,TLS_ECDHE_RSA_WITH_
AES_128_CBC_SHA,TLS_RSA_WITH_AES_128_CBC_SHA"
@@ tls-handshake-timeout =time-duration
TLS handshake timeout for upstream connections
Default: "10s"
@ tls-insecure-skip-verify [=trueffalse]
Insecurely skip upstream TLS verification (for self signed certs, etc.)
Default: "false"
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> tls-key =string
TLS private key file (PEM format)
@ tls-key-passphrase =string

TLS private key passphrase in the format type:data, where type is one of: pass

or file (EX: pass:mypassword or file:/etc/secrets/tls-key-passphrase)
© tls-min-version =string
TLS listener min version
Default: "1.0"
> tls-verify-servername =string

Force the servername used in upstream TLS verification; consider using pass-host-
header first, but this may be required if neither the hostname used by the downstream

client nor the hostname/ip used in the upstream URL is listed in the upstream TLS
certificate
@ trust-proxy-headers [=true[false]
Trust the incoming proxy (X-Forwarded-For*) header values. If not trusted, then
incoming proxy headers are removed before any additions are made
Default: "true"
> upstreams =csv-string
Upstream, comma separated upstream URLs [scheme://address:port]
© write-buffer-size =integer
Configures the size of the network transport's write buffer in bytes
Default: "4096"
@ write-timeout =time-duration
Network write timeout for the listener
Default: "0s"

System Environment Options
These system level environment variable based options will also affect processing.

Environment Variables

© HTTP_PROXY or http_proxy =url [DEPRECATED]
Proxy outbound HTTP requests through the proxy at the defined URL

© HTTPS_PROXY or https_proxy =url
Proxy outbound HTTPS requests through the proxy at the defined URL (takes
precedence over HTTP_PROXY for HTTPS requests)
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© NO_PROXY or no_proxy =csv-url
Comma separated list of URLs NOT to proxy or '*' for all URLs

The options are generally available in three forms, overridden in the following order:
1. In the configuration file (default: /etc/sigsci/agent.conf)
2. On the command line, prefixed with a double dash (--) (e.g., --help)

3. As an environment variable, all capitalized, prefixed with SIGSCI_ and dashes
changed to underscores (_) (e.g., the max-procs option would become the
SIGSCI_MAX_PROCS environment variable)

There are a few exceptions:

» Informational options such as --help, --legal,and --version only make sense
as command line options as noted.

e The HTTP_PROXY environment variable is deprecated and will no longer be honored for
https connections. HTTPS_PROXY must be used.

e The agent will honor the system HTTPS_PROXY environment variable allowing
configuration of an egress HTTPS proxy URL for those sites where outbound access
must be through a proxy (e.g., HTTPS_PROXY=http://10.0.0.1:8080).

Configuring HTTPS proxy for the agent

If the system the agent is running on does not have direct internet access, it may need to be
configured to access the internet via a HTTPS proxy. To do this, one or more of the
HTTPS_PROXY , or NO_PROXY system environment variables will need to be configured.

While some systems may set this system wide, we recommend using the proxy for only the
Next-Gen WAF agent.

Also, note that the package the agent relies on to determine the proxy URL from
HTTPS_PROXY , NO_PROXY variables, ignores localhost orloopback addresses (e.g.,
127.0.06.1, 6.0.0.0) with or without the port number. If you are relying on
HTTPS_PROXY or NO_PROXY environment variables to be set with either of the
aforementioned addresses, use a fully qualified domain name (FQDN) via the operating
systems host file (e.g., c:\Windows\System32\Drivers\etc\hosts or /etc/hosts) and
use it as the value.
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Linux package-based systems

On Linux and similar systems, the sigsci-agent service (e.g., systemd, upstart, init.d) will
source in the /etc/default/sigsci-agent file containing var=value pairs. To set the
proxy for the agent, add the environment variable configurations into this file, one per line.

For example, to use the HTTPS proxy at 16.6.0.1 on port 8080, add the following to
/etc/default/sigsci-agent:

HTTPS_PROXY=http://10.0.0.1:8080 D

On distributions using upstart, the export function needs to be prefixed:

export HTTPS_PROXY=http://10.0.0.1:8080

The sigsci-agent service will then need to be restarted.
Windows-based systems

On Windows-based system where the agent is run as a service, the environment variables
can be set system wide. However, this may require a system reboot for the services to
acknowledge the change.

If the change only needs to be set for the Next-Gen WAF agent, then set the following
registry entry to update the environment settings for only the sigsci-agent service:

1. Add a Multi-String Value (REG_MULTI_SZ) registry entry if it does not already exist:
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\sigsci-age D Er

2. Edit the HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\sigsci-
agent\Environment value adding an environment variable and value in var=value
form, one per line. For example:

HTTPS_PROXY=http://10.0.0.1:8080 D

3. Restart the sigsci-agent service. This can be done manually using regedit.exe
or a similar utility or via the command line with something like the following, replacing
the URLs with the correct proxy URLs:
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reg add HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\sigs

If more than one variable needs to be set, be sure to separate each var=value witha
NULL ( \@) character in the restart command (e.g.,
"HTTPS_PROXY=http://10.0.0.1:8080\6NO_PROXY=http://localhost").

Configuring the agent to use a proxy for egress traffic

The agent can be configured to use a local proxy for egress traffic to the Fastly cloud
infrastructure by setting the HTTPS_PROXY environment variable. Add the following line to
/etc/default/sigsci-agent, replacing IP-OR-HOST-NAME with the IP address or
hostname to proxy traffic to:

export HTTPS_PROXY=IP-OR-HOSTNAME D

Restart the agent and verify the configuration.

Reverse proxy configuration

The agent may be configured to run as a reverse proxy. To learn more, check out the reverse
proxy configuration documentation.

NOTE

Updating the sigsci-agent will remove all environment settings from the registry,
therefore if one wishes to preserve any settings, consider downloading the sigsci-
agent_latest.zip from Windows Agent Installation and replacing the
executables.

Next steps

Explore our module options and install the Next-Gen WAF module.

Subcategory: Agent-only deployment

These articles describe the agent-only deployment options.

1

- About agent-only deployment
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= Last updated: 2024-03-14

& /en/ngwaf/about-agent-only-deployment

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

The Core WAF deployment method includes both agent-only and module-agent deployment
options. With an agent-only deployment, you're responsible for managing your Next-Gen
WAF deployment in your hosting environment and the agent performs the following
functions:

» decides how requests should be handled and executes the decisions (e.g., blocks,
allows, and tags requests).

e acts as a proxy to the web application that you're protecting.
e provides an interface between your web server and our cloud engine.

While setting up an agent-only deployment, you'll install the Next-Gen WAF agent
component. You will not install the optional module component.

Agent reverse proxy mode

The Next-Gen WAF agent can be configured to run as a reverse proxy. In reverse proxy
mode, the agent interacts directly with requests and responses without the need for a
module. Running the agent in reverse proxy mode is ideal when a module for your web
service does not yet exist or you do not want to modify your web service configuration (e.g.,
while testing the product). In this mode, the agent sits inline as a service in front of your web
service. For more information, check out our Configuring Agent reverse proxy deployments
guide.

Envoy proxy integration
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The Next-Gen WAF agent can integrate directly with Envoy, a cloud-native reverse proxy, to
inspect and protect web traffic. For more information, check out our Configuring Envoy
proxy deployments guide.

dgRPC proxy deployments

The Next-Gen WAF agent can act as a proxy for gRPC traffic to allow inspection of protobuf-
based gRPC messages ( Content-Type: application/grpc ). For more information,
check out our Configuring gRPC proxy deployments guide.

Istio service mesh integration

The Next-Gen WAF agent can integrate with Istio service mesh to inspect and protect north-
south and east-west traffic in microservices architecture applications. For more information,
check out our guide on Istio and Kubernetes.

AWS Lambda integration

The Next-Gen WAF agent can integrate with AWS Lambda. To provide on-demand
protection, the agent can be set up to initialize with each function and close out upon
function completion. For more information, check out our guide on AWS Lambda.

Egress HTTP proxies

You can configure the Next-Gen WAF agent to use a proxy for egress traffic.

*  Configuring agent reverse proxy deployments

o Last updated: 2024-08-02

& /en/ngwaf/configuring-agent-reverse-proxy-deployments

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.
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The Next-Gen WAF agent can be configured to run as a reverse proxy allowing it to interact
directly with requests and responses without the need for a module. Running the agent in
reverse proxy mode is ideal when a module for your web service does not yet exist or you do
not want to modify your web service configuration - for example, while testing the product.
In this mode, the agent sits inline as a service in front of your web service.

In reverse proxy mode, the agent will start one or more listeners and proxy all traffic
received on them to the configured upstream server. Both HTTP, HTTPS (TLS) listeners can
be enabled. Note that configuring the agent in reverse proxy mode will disable the RPC
listener and the agent will not function with any modules.

Reverse proxy listener configuration

The reverse proxy mode supports multiple listeners. Each listener is defined ina revproxy-
listener block that has its own set of directives. Each block must:

e have a unique name in the format [revproxy-listener.NAME] .
» be located at the end of the configuration after all other global options.

For example, to configure a simple HTTP (no encryption) listener, update the agent.conf file
(default: /etc/sigsci/agent.conf) toinclude the following configuration block as shown
below that creates an HTTP reverse proxy listener named example1 :

[revproxy-listener.examplel] D
listener = "http://263.0.113.13:80"
upstreams = "http://192.168.1.2:80"

The listener option is the address the agent will listen on in the form of a URL. In the
example above, 263.0.113.13 is an example IP address and you will need to set an
appropriate address for your network. If you are unsure, restricting to the loopback address
(127.0.0.1) will allow local testing without allowing external access. The 6.0.0.0 meta-
address can be used to listen across all addresses on the host.

The upstreams option defines the upstream hosts that the agent will proxy requests to.
The upstream hosts are a comma-separated list of URLs. The scheme of the URLs specify
the protocol that will be used for listening and proxying to the upstreams.

NOTE
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When you add more than one host in a listener's upstreams option, requests are
dynamically distributed between upstream hosts via round-robin load balancing. If
your load balancer is configured for sticky sessions (session affinity), you will need

to create a separate listener for every upstream host.

To configure a TLS encrypted listener, use the https scheme for the listener option and
configure the tls-key and tls-cert options to point to files containing the key and cert.
The upstreams scheme determines the protocol used to proxy to the upstream hosts.

Encrypt traffic to Upstream

[revproxy-listener.example2?] D

listener = "https://203.0.113.13:8080"
"https://192.168.1.2:8443,https://192.168.1.3:8443"

upstreams =
tls-cert = "/etc/sigsci/server-cert.pem"
tls-key = "/etc/sigsci/server-key.pem"

Terminating TLS at the agent

This option is similar to the above with the only difference being the scheme used in the

upstreams.

[revproxy-listener.example3] D

listener = "https://203.0.113.13:8443"
upstreams = "http://192.168.1.2:8001,http://192.168.1.2:8602"

tls-cert = "/etc/sigsci/server-cert.pem"
tls-key = "/etc/sigsci/server-key.pem"
NOTE

In both options, the cert and key files can be the same file provided you concatenate

both key and cert into one file.

After you have completed the desired configuration, reload the sigsci-agent
configuration for the changes to take effect. On most systems this can be done by sending a
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SIGHUP signal to the agent process ID (e.g., kill -HUP 12345 where 12345 is the PID) or
just restarting the agent.

The [revproxy-listener .NAME] configuration and its available options are documented
on the agent configuration page.

Alternative configuration without a configuration file

If you are not using a configuration file, then you cannot use the new block format above and
you must instead use an alternative format. This format can be used with a single --
revproxy-listener command line option or via a single SIGSCI_REVPROXY_LISTENER
environment variable.

Generic format for the alternative revproxy-listener value
listeneri1:{opt=val,...}; listener2:{...}; ... D

Some example from above are repeated here in the alternative format.

Simple HTTP listener
SIGSCI_REVPROXY_LISTENER="examplel:{listener=http://203.0.113.13:80 D st

Simple HTTPS listener
SIGSCI_REVPROXY_LISTENER="example2:{listener=https://203.0.113.13:4. D ug

Multiple listeners can be specified in a single option by separating each listener definition
with a semicolon ( ; ).

Multiple listeners

SIGSCI_REVPROXY_LISTENER="examplel:{...}; example2:{...}" D

Side effects and limitations

HTTP header names are normalized
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The agent in reverse proxy mode will normalize all header names by capitalizing the first
letter in each word. For example, example-header becomes Example-Header .

HTTP header order may not be maintained

Due to technical limitation, the agent in reverse proxy mode does not allow for tracking and
maintaining the order of headers. The order of headers may change when sent to the
upstream server. For example:

GET /test HTTP/1.1
Host: example.com
X-Example-Header: example

X-Test-Header: test
X-0ther-Header: other
Accept: */*

This request may arrive at the upstream server as:

GET /test HTTP/1.1
Host: example.com
Accept: */*
X-Test-Header: test
X-0Other-Header: other

X-Example-Header: example

Added headers

By default, the following headers are added to the upstream request:
e X-Forwarded-For
e X-Forwarded-Host
e X-Forwarded-Proto
e X-Forwarded-Server

In agent v3.7+, each listener can be configured with minimal-header-rewriting = true
and these additional headers will not be added/modified. These headers will still be passed
through if they exist in the request. Additionally, configuring a listener to not trust the proxy
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headers with trust-proxy-headers = false will strip these headers before sending to
the upstream.

Additionally, the following headers will be added regardless of the above configurations:
e X-Sigsci-Agentresponse

e X-Sigsci-Tags (only if there were signals added)
HTTP/1.0 to upstream is upgraded to HTTP/1.1

Any HTTP/1.0 requests processed by the agent in reverse proxy mode will be upgraded to
HTTP/1.1 when sent to the upstream. This means:

o HTTP keepalives are enabled by default
e HTTP/1.1 version is used in the request line
e The HTTP Host header is added

e The Accept-Encoding: gzip header is added
HTTP/0.9 is not supported

Go (which the agent is written in) does not support HTTP versions prior to HTTP/1.0. Any
requests in the HTTP/0.9 format will resultina 406 Bad Request error response. This may
affect some simple monitoring from older monitors and load balancers.

For example, GET / is arequestin HTTP/0.9 format and would result in a 460 error. By
contrast, GET / HTTP/1.0 isinthe supported HTTP/1.0 format, which specifies the HTTP
version.

Failing open

When the agent is running in reverse proxy mode, requests that have failed open are not
sent to the cloud backend and therefore won't be visible on the requests page of the control
panel.

F5 load balancer health checks

F5 load balancer health checks use HTTP/0.9 by default. However, the Next-Gen WAF
reverse proxy does not support HTTP/0.9 because Go, which the Next-Gen WAF agent is
written in, does not support it. This results in the F5 health checks failing with 406 Bad
Request response codes.
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To resolve this, force the F5 health checks to use HTTP/1.0 or HTTP/1.1 instead. Specify the
HTTP version in the send string, which will force the monitor to send an HTTP/1.0 or 1.1
request instead.

Below is an example of an HTTP/0.9 GET request:

GET /index.html

By specifying HTTP/1.0 , it will instead become an HTTP/1.0 GET request:

GET /index.html HTTP/1.0

For additional information about altering the F5 health check requests, see F5's official
documentation.

Next steps

Verify the agent and module installation and explore module options.

*  Configuring Envoy proxy deployments

= Last updated: 2025-03-14

& /en/ngwaf/configuring-envoy-proxy-deployments

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Support is available for the Envoy Proxy via builtin Envoy gRPC APIs implemented in the
sigsci-agent running as a gRPC server. Envoy v1.11.0 or later is recommended, however,
Envoy v1.8.0 or later is supported with limited functionality as noted in the documentation
below.
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Envoy (as of v1.11) does not support a bidirectional gRPC API for inspecting traffic. There are
instead two separate gRPC APIs available to inspect traffic. The External Authorization HTTP
filter (envoy.filters.http.ext_authz) gRPC API allows the request to be held while
waiting inbound request inspection, which allows for a request to be blocked if required. An
additional gRPC AccessLog Service gRPC API can then be used to inspect the outbound
request data. Using these two APIs together with the sigsci-agent running as a gRPC
server allows for inspection in both directions using only Envoy builtin APIs. This allows web
application inspection without installing a module for every upstream application. In this
case the sigsci-agent is acting as the module.

Request allowed (normal) processing
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This is the flow for normal requests that the sigsci-agent allows through Envoy.

1. Client request received by Envoy and routed to the Envoy External Authorization
(ext_authz) HTTP filter where request metadata is extracted for processing via the
sigsci-agent.
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2. Request metadata is sent to the sigsci-agent viagRPC ext_authz API

3. The sigsci-agent sends back an 'allow request' response allowing the request
through the ext_authz HTTP filter to continue normal Envoy request processing.

4. Request makes it through any additional HTTP filters to the Handler, which processes
the request and generates the response.

5. Request/Response metadata is extracted via the Envoy gRPC AccesslLog Service
(als) asynchronously for processing via the sigsci-agent.

6. In parallel, additional metadata, such as response headers and the HTTP status code,
is sent to the sigsci-agent via gRPC als API for further processing while the
response data is sent back to the originating client.

Request blocked processing
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This is the flow if the sigsci-agent blocks a request from being processed through Envoy.
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1. Client request received by Envoy and routed to the Envoy External Authorization
(ext_authz) HTTP filter where request metadata is extracted for processing via the
sigsci-agent.

2. Request metadata is sent to the sigsci-agent viagRPC ext_authz API

3. The sigsci-agent sends back a 'block request' response, disallowing the request to
continue being processed by the HTTP filter chain.

4. This triggers the ext_authz filter to generate a HTTP 406 response, blocking the
request from any further processing.

Next-Gen WAF agent configuration

The sigsci-agent is normally installed as a sidecar via Kubernetes with a slightly different
configuration than a normal install.

The sigsci-agent must be configured to run with an Envoy gRPC listener instead of the
normal RPC listener. To do this, configure the Envoy gRPC listener via the envoy-grpc-
address agent configuration option, which will then start instead of the default RPC
listener.

Setting the configuration value in the sigsci-agent config file:
envoy-grpc-address = "0.0.0.0:8000" D
Or setting the configuration value in the sigsci-agent environment:
SIGSCI_ENVOY_GRPC_ADDRESS=0.0.0.0:8000 T

Optionally, the sigsci-agent can be configured with TLS enabled. To do this, set the
certificate and key files in the sigsci-agent configuration.

envoy-grpc-cert = "/path/to/cert.pem” D
envoy-grpc-key = "/path/to/key.pem"

Or

SIGSCI_ENVOY_GRPC_CERT=/path/to/cert.pem D
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SIGSCI_ENVOY_GRPC_KEY=/path/to/key.pem

Additionally, it is recommended to enable response data processing. To do this, the
sigsci-agent must be configured to expect response data from Envoy by setting the
envoy-expect-response-data agent configuration option. By default, response data is
ignored in the sigsci-agent as this is an optional Envoy configuration option in order to
better support older versions of Envoy. If you are running Envoy v1.10 or higher, then you
should enable this option.

Setting the configuration value in the sigsci-agent config file:
envoy-expect-response-data = 1 D

Or setting the configuration value in the sigsci-agent environment:
SIGSCI_ENVOY_EXPECT_RESPONSE_DATA=T1 D

Some aspects of inspection in the sigsci-agent can be configured but generally should
be left as the default. Check out inspection-* agent configuration for more details.

Envoy configuration

Envoy must to be configured with an External Authorization HTTP filter
(envoy.filters.http.ext_authz ) before the main handler filter to process request data
and (optionally, though recommended) a gRPC AccessLog Service to process response
data. To do this, multiple configuration items must to be added to the Envoy configuration: a
cluster to handle the gRPC calls via the sigsci-agent, the
envoy.filters.http.ext_authz HTTP filter before the main handler, and the
envoy.http_grpc_access_log service added to the access_log section of the HTTP
listener filter if response data is to be enabled.

Adding the Next-Gen WAF agent cluster

A cluster must be added which is configured with the Envoy gRPC address used in the
sigsci-agent configuration. Currently load balancing will not work correctly if response
data is enabled as there is not a way to enable consistent hashing for gRPC services in
Envoy (yet), so it is recommended not to configure load balancing at this time unless only
the envoy.filters.http.ext_authz APIis being used without response data inspection.
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clusters: D
- name: sigsci-agent-grpc
connect_timeout: 0.2s
type: strict_dns
#1b_policy: LEAST_REQUEST
http2_protocol_options: {}
#tls_context: {}
### You can also use 'hosts' below, but this is deprecated
load_assignment:
cluster_name: sigsci-agent-grpc
endpoints:
- lb_endpoints:
- endpoint:
address:
socket_address:
address: sigsci-agent
port_value: 86000

The address is aresolvable hostname or IP for the sigsci-agent andthe port_value
must match that configured in the sigsci-agent configuration for the envoy-grpc-
address option.

NOTE

The connect_timeout is the timeout to connect to the sigsci-agent (butnotto
process the data) and can be adjusted if required. The tls_context option must
be defined if TLS is to be used. TLS can be configured in the sigsci-agent config
via envoy-grpc-cert and envoy-grpc-key.If TLS is configured in the sigsci-
agent , then just the empty tls_context must be configured (e.g., "tls_context: )
to let Envoy know to connect via TLS. If certificate validation is
desired, then validationcontext must be configured in the tIscontext

to specify a trustedca filename to use for validation. As gRPC
services are HTTP/2 based, the http2protocol_options: option is
required so that traffic is sent to the sigsci-agent’ cluster as HTTP/2.

Adding the Envoy External Authorization HTTP filter
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The listener must have an External Authorization HTTP filter
(envoy.filters.http.ext_authz ) added before the main handler which points at the
sigsci-agent cluster.

http_filters: D
- name: envoy.filters.http.ext_authz
typed_config:
"@type": type.googleapis.com/envoy.extensions.filters.http.ext_
transport_api_version: V3
grpc_service:
envoy_grpc:
cluster_name: sigsci-agent-grpc
timeout: 0.2s
failure_mode_allow: true
with_request_body:
# Maximum request body bytes buffered and sent to the sigsci-
max_request_bytes: 8192
# NOTE: If allow_partial_message is set false, then any reque
# the above max bytes will fail with an HTTP "413 Payload Too
# so it is recommended to set this to true.
allow_partial_message: true
# NOTE: By default, envoy carries the HTTP request body as a
# and it fills the body @ # field. To pack the request body a
# set pack_as_bytes to true.
pack_as_bytes: true
- name: envoy.filters.http.router
typed_config:
"@type": type.googleapis.com/envoy.extensions.filters.http.ro

NOTE

failure_mode_allow: true is so that this will fail open, which is recommended.
And timeout allows failing with the defined failure mode (true for fail open, false for
fail closed) after a given time duration. Once this is done, all HTTP requests will be
first sentto the envoy.filters.http.ext_authz filter handled by the sigsci-
agent cluster. The sigsci-agent will then process requests and deny auth with a
406 HTTP status code if the request is to be blocked or allow the request through to
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the next HTTP filter if it is allowed. Any additional HTTP request headers are also
added to the request as they are in other modules.

Adding the Envoy gRPC AccessLog Service

NOTE

This is a recommended, but optional step. If it is configured in Envoy, then the agent
must also be configured to expect response data by setting the envoy-expect-
response-data agent configuration option as noted in the Next-Gen WAF agent
configuration section. The Envoy External Authorization
(envoy.filters.http.ext_authz) HTTP Filter can only process request data. As
the sigsci-agent needs the response data for full functionality, a gRPC
AccesslLog Service must be set up to send the response data to the sigsci-
agent . To do thisan access_log section must be added to the Envoy
configuration under the listener filter (typically under the
envoy.filters.network.http_connection_manager filter) if it does not already
exist. If it does exist, then it must be appended to.

Refer to the access_log configuration option of the HTTP Connection Manager for more
details. An envoy.http_grpc_access_log entry must be added here (in addition to any
other existing access log entries).

Recommended Configuration (see Limitations and considerations for further customizations
to minimize limitations):

access_log: D
- name: envoy.http_grpc_access_log
typed_config:
"@type": type.googleapis.com/envoy.extensions.access_loggers.gr
common_config:
log_name: "sigsci-agent-grpc”
transport_api_version: V3
grpc_service:
envoy_grpc:
cluster_name: sigsci-agent-grpc
timeout: 0.2s
additional_request_headers_to_log:
# These sigsci-agent headers are required for correct processin
- "x-sigsci-request-id"
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- "x-sigsci-waf-response"
# Optionally, additional headers can be added that should be re
- "accept"
- "content-type"
- "content-length"
additional_response_headers_to_log:
- "date”
- "server"
- "content-type"
- "content-length"

Limitations and considerations

Here are the current limitations when using the sigsci-agent with Envoy Proxy. As
support for Envoy Proxy improves in the future, these limitations will be addressed and
should be reduced.

No request bodies are processed by default

Prior to Envoy v1.10.0, the Envoy External Authorization did not send the request body. In all
versions of Envoy, the request body is not included in the ext_authz call by default and it
will not be inspected by the sigsci-agent unless configured.

For Envoy v1.10.0 or higher, support to include the request body is built in to the
envoy.filters.http.ext_authz configuration and it is now possible to configure the
with_request_body in this section of the Envoy configuration as noted above.

For Envoy v1.11.0 or higher, support was extended to be able to detect partial bodies more
accurately.

For HTTP/2 (and gRPC) support Envoy must be running a version later than v1.12.1. In Envoy
v1.10.0 - v1.12.1 Envoy is not properly sending the request body using with_request_body.

However, it is possible to work around this Envoy limitation using Lua until an Envoy upgrade
is possible. The following is an example Lua filter that can be used to pass on gRPC based
bodies to the sigsci-agent forinspection:

To do this, the Lua HTTP filter (envoy.lua ) HTTP filter can be configured before the
envoy.ext_authz filter to add an internal x-sigsci-encoded-body header with this
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data. A small snippet of Lua code must be added to extract the body and add it to the
request as follows:

http_filters: D
- name: envoy.lua
config:
inline_code: |
-- Add a special header to pass the encoded body
function envoy_on_request(req)
local len = @
local regbody
-- Determine the body length
local cl = req:headers():get("content-length")
if ¢l ~= nil then
len = tonumber(cl)
end
-- gRPC does not have a content-length header to
if len == @ and req:headers():get("content-type")
-- Triggers buffering
len = req:body() :1length()
end
-- Limit body length sent to the agent (adjust as
if len > @ and len <= 8192 then
-- Triggers buffering
regbody = req:body():getBytes(9, len)
-- Encode the body for use in a header value
local enc, t = string.gsub(regbody, "[*%w]", fu
return string.format("%%%02X",string.byte(chr
end)
req:headers() :add("x-sigsci-encoded-body", enc)
end
end
- name: envoy.ext_authz
config:
grpc_service:
envoy_grpc:
cluster_name: sigsci-agent-grpc
timeout: 0.2s
failure_mode_allow: true
# with_request_body:
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# max_request_bytes: 8192
# allow_partial_message: true
- name: envoy.router
config: {}

No TLS handshake metadata is extracted

There is not currently a means for the sigsci-agent to see the TLS handshake metadata
(e.g., cipher and protocol version) used in the originating request as this is not (yet)
available in Envoy. Any TLS handshake metadata based signals will not be seen in the
product for this site (also known as a workspace).

The following system signals are currently not supported due to this limitation:

o« WEAKTLS

Only minimal request headers are recorded by default if there were only
response-based signals

If the request was inspected by the envoy.filters.http.ext_authz filter and no signals
were issued, then the response will be processed by the envoy.http_grpc_access_log
service. If a signal is found in the response data, then only minimal request headers will be
recorded with the signal due to the API not being sent all request headers by default.
However, if additional request headers are desired to be recorded, then these should be
added via the additional_request_headers_to_log option of the access_log
configuration in Envoy.

Currently these headers will automatically be added:
e Host
e User-Agent
e Referer
e X-Forwarded-For

Two sigsci-agent specific headers must be added. Additionally any additional request
headers can be added explicitly via additional_request_headers_to_log:
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additional_request_headers_to_log: D

# These sigsci-agent headers are required for correct processing:

- "x-sigsci-request-id"

- "x-sigsci-waf-response"

# Optionally, additional headers can be added that should be record
- "accept"

- "content-type"

- "content-length"

- "x-real-ip"

No response headers are processed by default

Similar to above with minimal request headers not being processed by the
envoy.http_grpc_access_log service, there are no response headers sent to this APl by
default. Any headers that are desired to be recorded must be explicitly listed in the
additional_response_headers_to_log option of the access_log configurationin
Envoy as there is not currently any means to wildcard this. The following are recommended.

additional_response_headers_to_log: D
- "date”

- "server"

- "content-type”

- "content-length”

Next steps

Verify the agent and module installation and explore module options.

> Configuring gRPC proxy deployments

o Last updated: 2025-02-11

& /en/ngwaf/configuring-grpc-deployments
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IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

You can configure the Next-Gen WAF agent as a proxy for gRPC traffic to allow inspection of
protobuf-based gRPC messages (Content-Type: application/grpc). You can create
rules for gRPC traffic.

Configuring the agent

To configure sigsci-agent as a proxy for gRPC traffic, you'll need to edit the agent
configuration.

Limitations

Inspecting gRPC traffic is only available if the agent is configured as a reverse proxy listener.
Other agent and module configurations do not support gRPC inspection.

Setting the maximum gRPC message length

You should adjust the maximum gRPC message length to limit the size of messages that are
proxied.

inspection-max-content-length = 307200 D

The reverse proxy returns a Received message larger than maxsize error if the gRPC
message size exceeds the configured value.

Creating the reverse proxy gRPC listener

NOTE
The reverse proxy listener for gRPC will only proxy gRPC traffic.

Here's an example reverse proxy listener proxying gRPC from port 9000 to 9001 with TLS.
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[revproxy-listener.9000] D
inspection-debug = true

listener = "https://127.0.0.1:9000"

upstreams = "https://127.0.0.1:9001"

tls-key = "/etc/sigsci/key.pem"

tls-cert = "/etc/sigsci/cert.pem”

tls-ca-roots = "/etc/sigsci/cert.pem"

grpc = true

tls-verify-servername = "test.signalsciences-dev.net"
#tls-insecure-skip-verify = true

You can enable gRPC mode by setting grpc to true.
grpc = true D

Only one upstream is supported for gRPC. The upstream server should support HTTP/2.

Both HTTPS and HTTP are supported for the listener and upstream, but we recommend
using HTTPS. If you use HTTPS for the listener, you must specify tls-key and tls-cert. If you
want to verify the HTTPS certificate of the upstream, you must specify tls-ca-roots.

Troubleshooting configuration errors

Try using the following troubleshooting tips if you run into errors:

e certificate signed by unknown authority :If the request hostname doesn't
match the one specified in the upstream certificate, then the connection will fail (e.g.,
you connected with an IP address instead of a hostname). Set tls-verify-servername to
a hostname that's valid for the certificate. If all else fails, try using tls-insecure-
skip-verify = true to get TLS validation working.

e remote error: tls: bad certificate or cannot validate certificate for
[ip address] because it doesn't contain any IP SANs: If you're having
issues, you can enable HTTP/2 debug output. Start the agent with the GODEBUG
variable set to one of the following: GODEBUG="http2debug=1" provides basic
connection and frame debugging information, and GODEBUG="http2debug=2"
provides verbose data.
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Using rules

You can create rules for gRPC traffic. For gRPC traffic that uses protobuf-encoding,
PostArgs will be populated with a set of key-value pairs representing the arguments. The
key will be an index ( 1-N ) for the message field assigned in the proto file. Only string types
are added to PostArgs.

For example, consider this proto file:

syntax = "proto3"; D
package grpctest;
service TestService {

rpc Send (Request) returns (Response) {}
}
message Request {

string message = 1;

bool test = 2;

int32 int1 = 3;

float float1 4:

uinté64 uinti 5;

message EmbeddedMessage {

string message = 1;

}
EmbeddedMessage emsg = 6;

SubRequest submsg = 7;
}
message SubRequest {
repeated string message = 1;
uinté4 uintl1 = 3;
}
message Response {
string message = 1;
bool test = 2;

For every Send call, there is a Request message that will be parsed. Only string types are
extracted. Repeated fields will appear as duplicate named entries. Embedded and sub-
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messages will be appended to the path based indexes. Only indexes will be used as field
names don't appear in the wire protocol.

Example parser extractions

Here's an example of how name-based path fields (similar to JSON/XML) are translated to
index parsed for gRPC.

 /message ="test": /1 = "test”
 /emsg/message = "test2": /6/1 = "test 2"
e [submsg/message = "test3": /7/1 = "test 3"

These extracted PostArgs fields will be inspected with SmartParse, but can also be
inspected with custom rules like JSON/XML values. Additionally, the Path field will contain
the gRPC path (typically /package.ServiceName/Method).

Example rule

Type: request D

Conditions:
* all of
* Path equals "/grpctest.TestService/Send’
* Post Parameter exists where
* all of
* Name equals: “/1/6/1°
* Value equals: "block me’

Actions: Block request

Subcategory: Module-agent deployment

These articles describe the module-agent deployment options.

" About module-agent deployment
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= Last updated: 2025-01-22

& /en/ngwaf/about-module-agent-deployment

IMPORTANT

On April 15, 2025, Fastly will cease supporting agent upgrades for Next-Gen WAF
services on Red Hat Enterprise Linux 6 and CentOS 6. Our formal end of support
announcement provides additional details. Questions or concerns? Contact your
Fastly account manager or reach out to Customer Support.

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

The Core WAF deployment method includes both module-agent and agent-only deployment
options. With a module-agent deployment, you're responsible for managing your Next-Gen
WAF deployment in your hosting environment.

The module-agent topology includes both the Next-Gen WAF module and the Next-Gen
WAF agent components. The module listens for incoming requests and passes them to the
agent for a decision. The agent decides whether the request should be permitted to
continue, blocked, rate limited, or tagged with signals. After receiving a decision from the
agent, the module then blocks, allows, or rate limits requests in accordance with that
decision.

To set up a module-agent deployment, complete the following steps:
1. Install the agent.
2. Install the module.

3. Verify the installation.

Installing the module
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After installing the Next-Gen WAF agent, install the variation of the Next-Gen WAF module
that is appropriate for your hosting environment. The module can exist as a plugin to your
web server or as a language or framework specific implementation.

Web server module options

Web server module variations are installed to extend the request handling logic and
communicate with the agent for subsequent advice. The web server module options are as
follows:

e Apache module
 HAProxy module

e HAProxy SPOE module
e |IS module

» Kong plugin

e NGINX module

Language and framework specific module (RASP) options

The language and framework specific module variations are installed at the application layer.
The language and framework specific module options are as follows:

.Net Core module

.Net module

IBM HTTP server

Java module

Node.js module
Open source module options

Our open source modules follow either a Fastly-service or self-service model.
» Fastly-service model: modules that Fastly updates and provides technical support for.

» self-service model: modules that have a public-only development workflow and that
Fastly will not update or provide technical support for.
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Module Fastly-service model Self-service model License
Golang module v MIT
PHP module v MIT
Python module v MIT
Q@ TP

Per the MIT license included in the repositories for our open source modules, you
may use our open source modules without restriction.

Custom module option

You can write a custom module to serve as the deployment entity in your Core WAF
deployment. The custom module must be compatible with our data flows.

Verifying your installation

After installing the agent and module, verify your installation:
1. Log in to the Next-Gen WAF control panel.
2. From the Sites menu, select a site if you have more than one site.
3. Click Agents in the navigation bar near the top of the screen.
4. Check the module version under Module to confirm the correct version is listed.

NOTE

Until there has been at least one request since the agent and module were installed,
the module information won't be listed. Once there is traffic the module information
will be populated.

> About the NGINX module

= Last updated: 2024-06-21

& /en/ngwaf/about-the-nginx-module
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IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

You can use our NGINX module to deploy the Next-Gen WAF directly onto your hosting
environment. In the module-agent deployment topology, the NGINX module accesses
request data from incoming requests via the NGINX API. Then, the module passes the data
to the Next-Gen WAF agent for inspection via remote procedure calls (RPC) through a Unix
domain socket (UDS) or over transmission control protocol (TCP). The agent then tells the
module how to handle the requests, and the module blocks, allows, or rate limits requests
per the agent's direction.

Choosing an NGINX module variation

Our NGINX module has two variations:

e The NGINX dynamic module variation is compiled and then dynamically loaded into
NGINX at runtime without recompiling the entire NGINX binary. This module is written
in C and can be integrated with NGINX Open Source and NGINX Plus.

e The NGINX Lua module variation leverages OpenResty's Lua module for NGINX (often
referred to as ngx_http_lua_module ), which allows for embedded Lua code directly
in your NGINX configuration. This module is written in the Lua scripting language and
can be integrated with NGINX Open Source, NGINX Plus, and OpenResty.

Both module variations implement similar request handling logic to pass the request to the
Next-Gen WAF agent for inspection.

The NGINX module variation you install depends on your business and hosting environment
requirements.

Q@ TP

If you're unsure which module variation to install and aren't already using OpenResty
or NGINX Plus, we recommend installing the dynamic module for NGINX Open
Source because it doesn't have dependencies outside of NGINX itself.
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Module
Module NGINX package
variation model name Notes
ainx This package is compiled against the
NGINX mfdule appropriate NGINX releases. Certain
Dynamic Open siasci upstream repositories that maintain their
Source nxg own NGINX releases may deviate from
these builds and cause issues installing.
nginx-
module-
Dynamic NGINX Plus _ _
sigsci-
nxp
sigsci-
Lua OpenResty module-
nginx
NGINX sigsci-
. ngx_http_lua_module must be
Lua Open module- .
i installed.
Source nginx
sigsci- .
nginx-plus-module-lua must be
Lua NGINXPlus  module- NAZNX-p L —
i installed.
nginx

Supported versions

Our Compatibility and requirements guide lists the distributions our NGINX module has

packages available for. We update our NGINX module after a mainline NGINX release occurs.

We will expedite a release when there are exceptions (e.g., critical vulnerability).

https://docs fastly.com/en/ngwat/aio/

170/710


https://docs.fastly.com/en/ngwaf/installing-the-nginx-dynamic-module/
http://nginx.org/en/download.html
https://docs.fastly.com/en/ngwaf/installing-the-nginx-dynamic-module/
https://docs.fastly.com/en/ngwaf/installing-the-nginx-lua-module/
https://docs.fastly.com/en/ngwaf/installing-the-nginx-lua-module/
https://github.com/openresty/lua-nginx-module
https://docs.fastly.com/en/ngwaf/installing-the-nginx-lua-module/
https://docs.nginx.com/nginx/admin-guide/dynamic-modules/lua/
https://docs.fastly.com/en/ngwaf/compatibility-and-requirements/
https://www.fastly.com/documentation/reference/changes/ngwaf-module-nginx-lua/
http://nginx.org/en/CHANGES

3/31/25,2:11 PM Fastly Next-Gen WAF Archive | Fastly Documentation

N

WARNING

NGINX and various other upstreams that supply NGINX builds often stop releasing or
updating NGINX packages for certain distribution release repositories after a certain
period of time, often coinciding with distribution end of life dates, which is outside of
our control. This may mean that for certain distribution releases, certain versions of
the module may not be available or the appropriate package may be outdated for
your release. If you believe a package should be made available for your version on
your platform, contact support@fastly.com.

.Net Core module install

Last updated: 2023-04-05

/en/ngwaf/dotnet-core

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Requirements

.NET Core 2.1 or later.

Verify you have installed the Next-Gen WAF agent for your platform (e.g., Linux or
Windows). Check out our Getting started with the agent guide.

Installation

1.

Download the latest Signal Sciences HTTP middleware using one these methods:
o Directly from https://dl.signalsciences.net/?prefix=sigsci-module-dotnetcore/

o Via Nuget
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2. Add the Signal Sciences HTTP middleware to your project. Replace <packagePath>
with the path to SignalSciences.HttpMiddleware.<version>.nupkg and

<sourcePath> with the folder-based package source to which the package will be
added:

nuget add <packagePath> -Source <sourcePath> -Expand D
dotnet add package SignalSciences.HttpMiddleware -s <sourcePath>

3. Add the following sections to your application's appsettings.json file:

"SigsciOptions": {
"AgentEndPoint": "127.6.0.1:2345"

4. Configure the HTTP request pipeline with Configure:

Configure(IApplicationBuilder app, IHostingEnvironment envﬂi
var sigsciOptions = Configuration.GetSection("SigsciOptions
app .UseSigSciHandler(sigsciOptions);

5. Restart the web site service.

NOTE

Ensure the AgentEndPoint value is set to the same IP and port configured with the
Next-Gen WAF agent's rpc-address value. See the Windows agent installation

documentation for additional information about Windows agent configuration
options.

.NET Core module configuration
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Option

AgentEndPoint

AgentRpcTimeoutMillis

MaxPostSize

AnomalySize

AnomalyDurationMillis

ExpectedContentTypes

Fastly Next-Gen WAF Archive | Fastly Documentation

Default

required, no
default

optional,
default: 200

optional,
default:
100000

optional,
default:
524288

optional,
default:
1000

optional, no
default

Description

The TCP endpoint ( host:port) that
the Agent is listening on. host can be
either a hostname or an IPv4 or IPv6
address.

Maximum number of milliseconds
allowed for each RPC call to the Agent.

A request body above this size will not
be sent to the Agent.

If the HTTP response is this size or
larger, log it with the Agent.

If the response took longer than this
number of milliseconds, log it with the
Agent.

Adds custom types that allow
inspection to the conditional content-
type list.

Sample advanced .NET Core module configuration

{ D
"SigsciOptions": {
"AnomalySize": 200000,
"AgentRPCTimeoutMillis": 200,
"MaxPostSize": 560000,
"AnomalyDurationMillis": 10080,
"AgentEndPoint": "127.0.0.1:2345",
"ExpectedContentTypes": "application/custom-abc application
}
}
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> .Net module install

Last updated: 2024-10-22

&  Jen/ngwaf/dotnet

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Requirements

e .NET Framework 4.6.2 or higher.

» Verify you have installed the Next-Gen WAF agent for Windows. This will ensure the
appropriate folder structure is in place on your file system.

 Download the latest .NET Module, or get it via Nuget.

Install

1. Download the latest Next-Gen WAF module for .Net via one of these methods:

o Directly from https://dl.signalsciences.net/sigsci-module-dotnet/sigsci-module-
dotnet_latest.zip

o Via Nuget

2. Extract the contents of sigsci-module-dotnet-x.x.x.zip to your application's
bin directory.

3. Add the following sections to your application's web.config file:
<configuration> D

<configSections>
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<section name="SignalSciencesModule" type="SignalScienc

</configSections>

<system.webServer>
<modules>

<add name="SignalSciencesModule" type="SignalScienc

</modules>
</system.webServer>

<SignalSciencesModule agentEndPoint="127.0.6.1:737" />

</configuration>

4. Restart the web site service.

NOTE

Ensure the AgentEndPoint value is set to the same IP and port configured with the
Next-Gen WAF agent's rpc-address value. See the Windows agent installation
documentation for additional information about Windows agent configuration

options.

.NET module configuration

Option Default
_ required,
agentEndPoint
no default
filterHeaders optional,
no default

https://docs fastly.com/en/ngwat/aio/

Description

The TCP endpoint ( host :port) that
the Agent is listening on. host can be
either a hostname or an IPv4 or IPv6
address.

Comma-separated list of request and
response headers that should not be
sent to the Agent. Case insensitive.

Regardless of configuration, it always
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agentRpcTimeoutMillis

agentConnectionPoolSize

maxPostSize

anomalySize

anomalyDurationMillis
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Default

optional,
default:
200

optional,
default: 10

optional,
default:
100000

optional,
default:
524288

optional,
default:
1000

Description

includes Cookie, Set-Cookie,
Authorization and X-Auth-Token.

Maximum number of milliseconds
allowed for each RPC call to the Agent.

Number of connections that, once
opened, will be retained in a pool.

A request body above this size will not
be sent to the Agent.

If the HTTP response is this size or
larger, log it with the Agent.

If the response took longer than this
number of milliseconds, log it with the
Agent.

Sample advanced .NET module configuration

<SignalSciencesModule

0

agentEndPoint="127.6.0.1:737"

filterHeaders="X-My-Private-Header, X-My-Other-Header"

agentRpcTimeoutMillis="200"
agentConnectionPoolSize="106"

maxPostSize="100000"
anomalySize="524288"

anomalyDurationMillis="16000"

/>

" Golang module install
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i Last updated: 2023-03-29

& /en/ngwaf/golang-module

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Download and install prerequisites

The Golang module requires two prerequisite packages to be installed: MessagePack Code
Generator and the Signal Sciences custom tlstext package.

Install these packages using the go get command to download and install these packages
directly from their GitHub repositories:

go get -u -t github.com/tinylib/msgp/msgp

go get -u -t github.com/signalsciences/tlstext

Download and extract the Golang module

1. Download the latest version of the Golang module:

curl -0 -L https://dl.signalsciences.net/sigsci-module-golang D gs

2. Extract the Golang module to SGOPATH/src/github.com/signalsciences:

sudo mkdir -p SGOPATH/src/github.com/signalsciences

sudo tar -xf sigsci-module-golang_latest.tar.gz -C SGOPATH/src/gi

Wrap your application
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You will need to wrap your application in the Next-Gen WAF Golang module handler for the
module to process requests and secure your application.

NOTE

How to best wrap your application will depend on how your application is designed.
The steps listed below are provided as an example, but the methods listed may not
be ideal for your specific application. More information about the Golang http
package can be found in the Golang documentation.

1.Inthe import section of your Golang application, add the following line to import the
Golang module:

sigsci "github.com/signalsciences/sigsci-module-golang" D
2. Create a new ServeMux in your main() function to be used with the module:
muxname := http.NewServeMux() D

3. Add functions to the ServeMux by adding mux.handleFunc lines. For example,
functions named hellofunc and examplefunc can be added with lines such as

these:

muxname .HandleFunc(“/hello”, hellofunc) D
muxname .HandleFunc(“/example”, examplefunc)

4. Wrap your ServeMux in the Next-Gen WAF Golang module by adding lines similar to
this example:

wrappername, err := sigsci.NewModule(muxname) D
if err '= nil {
log.Fatal(err)

5. Call the wrapper in the method your application uses to serve HTTP requests. For
example, if you're using the ListenAndServe method, then you would use call the

https://docs fastly.com/en/ngwat/aio/ 178/710


https://golang.org/pkg/net/http/

3/31/25,2:11 PM Fastly Next-Gen WAF Archive | Fastly Documentation

wrapper with:

http.ListenAndServe(“127.0.6.1:80", wrappername) D

Example Application

Below is an example hello world application with the Next-Gen WAF Golang module
successfully integrated:

package main D

import (
"fmt"
"1og"
"net/http”

sigsci "github.com/signalsciences/sigsci-module-golang”

func hellofunc(w http.ResponseWriter, r *http.Request) {
fmt.Fprintf(w, "Hello, world")

func examplefunc(w http.ResponseWriter, r *http.Request) {
fmt.Fprintf(w, "Example function output")

func main() {
muxname := http.NewServeMux()
muxname .HandleFunc("/hello", hellofunc)
muxname .HandleFunc("/example", examplefunc)

wrappername, err := sigsci.NewModule(muxname)
if err '= nil {
log.Fatal(err)

http.ListenAndServe("127.0.0.1:80", wrappername)
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1

> HAProxy module install

*,  Last updated: 2025-03-14

&  |en/ngwaf/haproxy-module

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Requirements

e HAProxy 1.7 or higher
e Lua module enabled on host

e Next-Gen WAF agent

NOTE

The HAProxy module can be used with any operating system because it is Lua code.

Installation

Follow these steps to install the HAProxy module.

Configure the agent
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NOTE

This section may not be required for your installation. If you have set HAProxy's
chroot directory, you will need to modify the commands below to reflect your
custom chroot directory by following the instructions in this section.

If your HAProxy configuration has been modified to set a chroot directory for HAProxy, you
will need to update your Next-Gen WAF agent configuration to reflect this. The default
location of the agent socket file ( /var/run/sigsci.sock ) will be inaccessible to the
HAProxy module outside of your specified chroot directory.

1. Create the directory structure for the Unix domain socket by running the following
command, replacing SHAPROXY-CHROOT-DIRECTORY with your HAProxy chroot
directory:

sudo mkdir -p /SHAPROXY-CHROOT-DIRECTORY/var/run/

2. Add the following line to your agent configuration file (located by default at
/etc/sigsci/agent.conf ) to specify the new socket file location under chroot:

rpc-address="unix:/$HAPROXY-CHROOT-DIRECTORY/var/run/sigsci.soc 0

For example, if the HAPROXY-CHROOT-DIRECTORY is setinthe haproxy.conf as
/var/lib/haproxy then you would run the command:

sudo mkdir -p /var/lib/haproxy/var/run/

and add the following line to your agent configuration file:

rpc-address="unix:/var/lib/haproxy/var/run/sigsci.sock" D

Module installation
Install the HAProxy module using a package manager or manually.
Install with Package Manager

The HAProxy module can be installed via the package manager of most major operating
system versions:
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e Alpine: sudo apk add sigsci-module-haproxy

e CentOS: sudo yum install sigsci-module-haproxy

e Debian: sudo apt-get install sigsci-module-haproxy
e Ubuntu: sudo apt-get install sigsci-module-haproxy

Install manually

Alternatively, the HAProxy module can be manually installed.

1. Download the latest version of the HAProxy module.

wget https://d1.signalsciences.net/sigsci—module—haproxy/sigsfﬁ m(

2. Create the directory the HAProxy module will be moved to.

sudo mkdir -p /usr/local/lib/lua/5.3/sigsci/

3. Extract the HAProxy archive to the new directory.

tar xvzf sigsci-module-haproxy_latest.tar.gz -C /usr/local/li{mBus

HAProxy configuration changes

After installing the HAProxy module, edit your HAProxy configuration file (located by default
at /etc/haproxy/haproxy.cfg) to add the following lines:

global D

#Signal Sciences
lua-load /usr/local/lib/lua/5.3/sigsci/SignalSciences.lua
pidfile /var/run/haproxy.pid

frontend http-in

#Signal Sciences
#Required for buffering request body to ensure inspection is pe
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#Can also be set in the defaults section
option http-buffer-request

#Signal Sciences
http-request lua.sigsci_prerequest
http-response lua.sigsci_postrequest

HAProxy 1.9+

If you are running HAProxy 1.9 or higher, in addition to the HAProxy configuration file edits
above, you will also need to add the following line to the frontend http-in context:

: D
# for haproxy-1.9 and above add the following:
http-request use-service lua.sigsci_send_block if { var(txn.sig

Configuration

Configuration changes are typically not required for the HAProxy module to work. However,
it is possible to override the default settings if needed. To do so, you must create an
override.lua file in which to add these configuration directives. Then, update the

global section of your HAProxy config file ( /usr/local/etc/haproxy/haproxy.cfg) to
load this over-ride config file.

Example of configuration

global D

lua-load /path/to/override.lua
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Over-ride Directives

These directives may be used in your override config file.

Name Description

The IP address or path to unix domain
socket the SignalSciences Agent is

sigsci.agenthost listening on, default:
/var/run/sigsci.sock (unix domain
socket).

The local port (when using TCP) that the

sigsci.agentport
g g P agent listens on, default: nil

Agent socket timeout (in seconds),

sigsci.timeout
. default: 1 (© means off).

Maximum POST body size in bytes,

sigsci.maxpost
1gscl Xp default: 100000

A response header to be added upon

sigsci.extra\_blockin res hdr
S \- 1ng\-respi_ 406 responses, default: ""

Example of over-ride configuration

sigsci.agenthost = "192.0.2.243" D
sigsci.agentport = 90960
sigsci.extra_blocking_resp_hdr = "Access-Control-Allow-Origin: http

Upgrading

To upgrade the HAProxy module, download and install the latest version of the module.

After installing, restart HAProxy for the new module version to be detected.

*  HAProxy SPOE module install
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E Last updated: 2023-07-31

&  Jen/ngwaf/haproxy-spoe-module

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Stream Processing Offload Engine (SPOE) enables HAProxy to send traffic to external
programs for out-of-band processing. The HAProxy SPOE Module communicates with the
Next-Gen WAF agent via SPOE, enabling the module to block requests using HAProxy
Access Control Lists (ACLs) based on the agent response.

Requirements

e HAProxy 1.8 or higher

o Next-Gen WAF agent

Installation

Follow these steps to install the HAProxy SPOE module.
Download via package manager

The HAProxy SPOE module can be installed via the package manager of most major
operating system versions:

e Alpine: sudo apk add sigsci-module-haproxy

e CentOS: sudo yum install sigsci-module-haproxy

e Debian: sudo apt-get install sigsci-module-haproxy
e Ubuntu: sudo apt-get install sigsci-module-haproxy

Configure the agent
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Add the following line to your agent configuration file (located by default at
/etc/sigsci/agent.conf ) to enable HAProxy SPOE support:

haproxy-spoa-enabled=true D

Chroot directory configuration

NOTE

This section may not be required for your installation. If you have set HAProxy's
chroot directory, you will need to modify the commands below to reflect your
custom chroot directory by following the instructions in this section.

If your HAProxy configuration has been modified to set a chroot directory for HAProxy, you
will need to update your Next-Gen WAF agent configuration to reflect this. The default
location of the agent socket file ( /var/run/sigsci.sock ) will be inaccessible to the
HAProxy module outside of your specified chroot directory.

1. Create the directory structure for the Unix domain socket by running the following
command, replacing HAPROXY-CHROOT-DIRECTORY with your HAProxy chroot
directory:

sudo mkdir -p /HAPROXY-CHROOT-DIRECTORY/var/run/

2. Add the following line to your agent configuration file (located by default at
/etc/sigsci/agent.conf ) to specify the new socket file location under chroot:

rpc-address="unix:/haproxy-chroot-directory/var/run/sigsci.sock D

Configure HAProxy
Follow these steps to configure HAProxy.
Add SPOA backend

Append the content of /opt/signalsciences/haproxy-spoe/backend.txt to your
HAProxy configuration file:
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sed "-i. date +%F'" -e 'Sr/opt/signalsciences/haproxy-spoe/backen@illxt

Update frontend section

For HAProxy v2.2 and above, copy the content of /opt/signalsciences/haproxy-
spoe/frontend-2.2.txt to each HTTP frontend section of your HAProxy configuration
file:

sed -i -e '/M\s*frontend/r/opt/signalsciences/haproxy-spoe/fronte ml>

For HAProxy v1.8 and v2.0, copy the content of /opt/signalsciences/haproxy-
spoe/frontend-1.8.txt to each HTTP frontend section of your HAProxy configuration
file:

sed -i -e '/M\s*frontend/r/opt/signalsciences/haproxy-spoe/fronte D

Upgrading

To upgrade the HAProxy SPOE module:
1. Download and install the latest version of the module.
2. Configure the HAProxy module.

3. Restart HAProxy for the new module version to be detected.

> IBMHTTP Server

' Last updated: 2023-03-29

& /en/ngwaf/ihs

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
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control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Limitations and considerations

To install the IBM HTTP Server (IHS):

e |[HS must be installedin /opt/IBM/HTTPServer .If IHS is installed in a different path,
use the appropriate path for your IHS installation.

e IHS must be installed on CentOS. If assistance is heeded with another platform,
contact support.

Installation

1. Install the Next-Gen WAF agent for your operating system.

2. If you're on IHS 9.0.0 or higher, download the Next-Gen WAF module package:

NOTE

Replace <VERSION> with the latest module version found here:
https://dl.signalsciences.net/?prefix=sigsci-module-apache/

If using IBM HTTP Server (IHS), the Next-Gen WAF Apache module is the
appropriate module to install as IHS is based on Apache HTTP Server.

1. Download the Apache module.

wget https://dl.signalsciences.net/sigsci-module-apache/<gHRS

2. Extract the Apache module.

tar -xzf sigsci-module-apache-<VERSION>.el6-1.x86_64.tar .l

3. If you're on IHS 8.5* or lower, download the Next-Gen WAF module package:

NOTE
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Replace <VERSION> with the latest module version found here:
https://dl.signalsciences.net/?prefix=sigsci-module-apache/

If using IBM HTTP Server (IHS), the Next-Gen WAF Apache module is the
appropriate module to install as IHS is based on Apache HTTP Server.

1. Download the Apache module.

wget https://dl.signalsciences.net/sigsci-module-apache/<{uRS

2. Extract the Apache module.

tar -xzf sigsci—module—apache—<VERSION>.e17-1.x86_64.tar.

4. Copy the module to the IBM HTTP Server modules directory.

cp mod_signalsciences.so /opt/IBM/HTTPServer/modules

5.In /opt/IBM/HTTPServer/conf/httpd.conf, add the LoadModule directive.
LoadModule signalsciences_module modules/mod_signalsciences.so O

6. Restart the IBM HTTP Server.

/opt/IBM/HTTPServer/bin/apachectl restart

A

~  |IS module install

= Last updated: 2024-10-22

& /en/ngwaf/iis

IMPORTANT
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This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Requirements

o Windows Server 2016 (Windows 10) or higher (64-bit)
e IS 10 or higher

» Verify you have installed the Next-Gen WAF agent for Windows. This will ensure the
appropriate folder structure is in place on your file system.

Before you begin

» We only support 64-bit OSes (including 64-bit application pools). For older or 32-bit
versions of Windows, it is possible to deploy the Next-Gen WAF agent as a reverse
proxy. If you have questions or require assistance with older or 32-bit versions of
Windows, reach out to our support team.

e IIS Module v2.0 and higher includes the utility sigscictl.exe which outputs
diagnostic information. The information provided by this utility is useful for
troubleshooting issues and checks, among other things, whether or not 32-bit app
pools are enabled on your server.

Download

The latest version of the IIS module can be downloaded as an MSI installer or a legacy ZIP
archive from https://dl.signalsciences.net/?prefix=sigsci-module-iis/.

Alternatively, the IIS module is also downloadable via Nuget.

Installation

The IIS Module is available as an MSl installer or as a legacy ZIP archive. The install

packages contain a DLL that must be configured as an IIS native module and a configuration
schema that must be registered with IIS. This configuration and registration with IIS is done
automatically by the MSI package, or must be done manually if using the legacy ZIP archive.

Install using the MSI
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Double-click (or right-click and select install) the MSI file to install it.

Alternatively, for unattended installation, use the following command. This command will not
display any output, but will install into %PROGRAMFILES%\Signal Sciences\IIS Module
by default. It will also register the Next-Gen WAF module and configuration with IIS:

NOTE

You may be prompted for Administrator credentials if the login session is not already
running as an Administrator.

msiexec /gqn /i sigsci-module-iis_latest.msi

If you require an alternative install location, specify it with the INSTALLDIR=path option to
the msiexec.exe command above. For example:

Legacy install using the ZIP archive

NOTE

This method may not be supported in the future. It is recommended to install via MSI
even if you previously used the ZIP archive.

1. Extract the ZIP archive contents to the IIS Module install directory (C:\Program
Files\Signal Sciences\IIS Module).

2. Open a terminal running as Administrator.

3. Configure IIS to load the Next-Gen WAF module and register the configuration schema.

cd "%PROGRAMFILES%\Signal Sciences\IIS Module"

.\SigsciCtl.exe Install

If you need to install into an alternative location, then you will need to run the Register-
Module -file DLL-path, Register-Config -file XML-path and optional
Configure-Module commands with the SigsciCtl.exe utility (see SigsciCtl.exe
Help for more information). Ensure the SigSciIISModule.dll is notlocated under the
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C:\Users\ directory or its sub-directories. For security, Windows prevents DLL files from
being loaded from any location under C:\Users\ .

Verify installation

To confirm the module DLL has been registered with IIS, run the following from a terminal
running as Administrator to verify the SignalSciences module is listed:

"%PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Get-Mod{mls

The output should look similar to the following:

IIS Global Modules:

HttpLoggingModule
UriCacheModule
FileCacheModule
TokenCacheModule
HttpCacheModule
StaticCompressionModule
DefaultDocumentModule
DirectorylListingModule
ProtocolSupportModule
StaticFileModule
AnonymousAuthenticationModule
RequestFilteringModule
CustomErrorModule
ApplicationInitializationModule
SignalSciences

%windir%\System32\inetsrv\loghttp.dll
%windir%\System32\inetsrv\cachuri.dll
%windir%\System32\inetsrv\cachfile.dll
%windir%\System32\inetsrv\cachtokn.dll
%windir%\System32\inetsrv\cachhttp.dll
%windir%\System32\inetsrv\compstat.dll
%windir%\System32\inetsrv\defdoc.dll

%windir%\System32\inetsrv\dirlist.dll
%windir%\System32\inetsrv\protsup.dll
%windir%\System32\inetsrv\static.dll

%windir%\System32\inetsrv\authanon.dll
%windir%\System32\inetsrv\modrqflt.dll
%windir%\System32\inetsrv\custerr.dll
%windir%\System32\inetsrv\warmup.dll

C:\Program Files\Signal Sciences\IIS Mg

To confirm that the module configuration has been registered, run the following from a
terminal running as Administrator to output the current configuration:

"%PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Get-Con{mls

The output should look similar to the following but may also list sites individually:
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C:\WINDOWS\system32\inetsrv\config\schema:

Size Name

2020-02-13 03:12:56Z 677 SignalSciences_schema.xml

"SignalSciences" Configuration Section (Global):

Attribute Value

agentHost
agentPort
statusPagePath
Debug False
ReuseConnections False
MaxPostSize 100000
AnomalySize 524288
AnomalyDurationMillis 1000
TimeoutMillis 200

Full diagnostics information can be displayed with the following command:

"%PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Info

Configure

Configuration changes are typically not necessary. By default, the module will use port 737
to communicate with the agent (or in v2.0.0+, if the agent was configured to use an
alternate port, it will use that port). The configuration can be set via the MSl installer, the
new SigsciCtl.exe utility in v2.0.0+, IIS Manager Ul, via PowerShell, or using the
appcmd.exe utility.

NOTE

Ensure that the same port number is used by the both the module and the agent
configurations.

Using the MSI
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To set a configuration option when installing the MSI, specify the option on the command
linein option=value format. For example:

msiexec /qn /i sigsci-module-iis_latest.msi agentHost=203.0.113.1 {80 ag

Using SigsciCtl.exe

To set a configuration option via SigsciCtl.exe utility after install, use the Configure-
Module command. For example:

"%PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Configufﬁ Mda

To view the active configuration via the SigsciCtl.exe utility the Get-Configs
command:

"%PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Get-Con{mls
This should output something similar to the following:

C:\WINDOWS\system32\inetsrv\config\schema:
Size Name
2020-02-13 03:12:56Z 677 SignalSciences_schema.xml
"SignalSciences" Configuration Section (Global):
Attribute Value

agentHost
agentPort 737
statusPagePath
Debug False
ReuseConnections False
MaxPostSize 100000
AnomalySize 524288
AnomalyDurationMillis 1000
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TimeoutMillis 200

Using PowerShell

To set a configuration option via PowerShell (modern Windows only) use the -SectionPath
"SignalSciences" option such as follows:

Set-IISConfigAttributeValue -ConfigElement (Get-IISConfigSection D &

To list the configuration using PowerShell, run the following:

(Get-IISConfigSection -SectionPath "SignalSciences").RawAttribute{l]

To reset the configuration to defaults using PowerShell, run the following:

Clear-WebConfiguration -Filter SignalSciences -PSPath 'IIS:\'

Using the appcmd.exe

To set a configuration option via the appcmd.exe command line tool use the -
section:SignalSciences option. For example:

"%SYSTEMROOT%\system32\inetsrv\appcmd.exe" set config -section:Si D ik

To list the configuration using appcmd.exe , run the following. Default values will not be
shown:

"%SYSTEMROOT%\system32\inetsrv\appcmd.exe" list config -section:S DB

To reset the configuration to defaults using appcmd.exe , run the following:

"%SYSTEMROOT%\system32\inetsrv\appcmd.exe" clear config -section: D BE

Uninstall
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1. Open a terminal running as Administrator.

2. Run the following in the terminal:

cd "\%PROGRAMFILES%\Signal Sciences\IIS Module"

.\SigsciCtl.exe Uninstall

Upgrade

To upgrade the 1IS module, download and install the latest version of the IIS module and
then verify that the module configuration is still valid.

NOTE

If you previously used the ZIP archive to install the module, we recommend
upgrading the module via the MSI package. MSI v1.10.0 or later can be installed over
top of an older ZIP file installation.

Q@ TIP

Check the IIS module release notes to see what's new in the IIS module.

1. Download the latest IIS Module MSI.

2. Install the 1IS module.

3. Verify the module configuration is still valid.
1. Download the latest IIS module ZIP.

2. Install the 1IS module.

3. Verify the module configuration is still valid.

A

* Installing the Apache module

- Last updated: 2024-11-25

& /en/ngwaf/installing-the-apache-module
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IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

Our Apache module is distributed in binary form as an Apache shared module.

Compatibility and requirements

Our Apache module requires the following:

e Apache 2.20r2.4

The Next-Gen WAF agent must be installed.
e Amazon Linux 2015.09.01 or higher

e Apache 2.20r2.4

o The Next-Gen WAF agent must be installed.
e Apache 2.20r2.4

o The Next-Gen WAF agent must be installed.
e Apache 2.20r2.4

o The Next-Gen WAF agent must be installed.
e Apache 2.20r2.4

o The Next-Gen WAF agent must be installed.
« Windows 10, Windows Server 2016, or higher (64-bit)
e Apache 2.4 (64-bit)

o The Next-Gen WAF agent must be installed.

Installing the Apache module

To install the apache module, complete the steps from the tab that matches your operating
system:
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1. Install the Apache module.

sudo apk add sigsci-module-apache

2.If mod_signalsciences.conf is not present under
/etc/apache2/conf.d/*.conf inyour Apache configuration file (apache2.conf
or httpd.conf ), enable the Next-Gen WAF module by adding the following line to
the file after the Dynamic Shared Object (DSO) Support section.

LoadModule signalsciences_module modules/mod_signalsciences.so

3. Restart the Apache web service.

sudo rc-service apache2 restart

4. Verify the agent and module installation.
1. Install the Next-Gen WAF Apache module.

o Amazon Linux 2

sudo yum install sigsci-module-apache

o Amazon Linux 2015.09.01 with Apache 2.4

sudo yum install sigsci-module-apache24

o Amazon Linux 2015.09.01 with Apache 2.2

sudo yum install sigsci-module-apache

2. Add the following line to your Apache configuration file (apache2.conf or
httpd.conf ) after the Dynamic Shared Object (DSO) Support section to enable
the Next-Gen WAF Apache module:

LoadModule signalsciences_module /etc/httpd/modules/mod_signzrD ci
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3. Restart the Apache web service.

o Amazon Linux 2

sudo systemctl restart httpd

o Amazon Linux 2015.09.01

sudo service httpd restart

4. Verify the agent and module installation.

1. Install the Apache module.

sudo apt-get install sigsci-module-apache

2. Enable the Apache module.

sudo a2enmod signalsciences

If a2enmod is not available, add the following line to your Apache configuration file
(apache2.conf or httpd.conf ) after the Dynamic Shared Object (DSO) Support
section:

LoadModule signalsciences_module /usr/lib/apacheZ/modules/mocrD ig

3. Restart the Apache web service.

sudo service apache2 restart

4. Verify the agent and module installation.
1. Install the Next-Gen WAF Apache module.

o Red Hat CentOS 7 / RHEL 7 and above

sudo yum install sigsci-module-apache
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o Red Hat CentOS 6 / RHEL 6 with Apache 2.4

sudo yum install sigsci-module-apache24

o Red Hat CentOS 6 / RHEL 6 with Apache 2.2 64-bit

sudo yum install sigsci-module-apache

o Red Hat CentOS 6 / RHEL 6 with Apache 2.2 32-bit

sudo yum install sigsci-module-apache22

2. Add the following line to your Apache configuration file (apache2.conf or
httpd.conf ) after the Dynamic Shared Object (DSO) Support section to enable
the Next-Gen WAF Apache module:

LoadModule signalsciences_module /etc/httpd/modules/mod_signzrl:l ci

3. Restart the Apache web service.

o Red Hat CentOS 7 / RHEL 7 and above

sudo systemctl restart httpd

o Red Hat CentOS 6 / RHEL 6

sudo service httpd restart

4. If Apache fails to restart because it cannot locate mod_signalsciences.so,
change the LoadModules line in httpd.conf to reflect the correct location on the
target system.

The default install location for the module is /etc/httpd/modules but some
systems may have Apache loading it's config from a non-standard directory. When
this happens, the yum installer will not install mod_signalsciences.so to
/etc/httpd/modules butinstead to the following path:
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/usr/1ib64/httpd/modules/mod_signalsciences.so
5. Verify the agent and module installation.

1. Install the Next-Gen WAF Apache module.

sudo apt-get install sigsci-module-apache

2. Enable the Apache module.

sudo a2enmod signalsciences

If a2enmod is not available, add the following line to your Apache configuration file
(apache2.conf or httpd.conf ) after the Dynamic Shared Object (DSO) Support
section:

LoadModule signalsciences_module /usr/lib/apacheZ/modules/mocrl:l ig
3. Restart the Apache web service.
sudo service apache2 restart

4. Verify the agent and module installation.
1. Download the Apache module from:

https://dl.signalsciences.net/sigsci-module-apache/sigsci-module-
apache_latest.zip

2. Extract the Next-Gen WAF Apache module from the .zip archive to your Apache
modules directory, replacing PATH-TO-APACHE with the path to your Apache
installation:

unzip sigsci-module-apache_latest.zip

copy mod_sigsci.so PATH-TO-APACHE\modules\

3. Add the following line to your Apache configuration file (httpd.conf ) after the
Dynamic Shared Object (DSO) Support section to enable the Next-Gen WAF
Apache module:
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LoadModule signalsciences_module modules/mod_sigsci.so D
4. Determine SigSciAgentPort and SigSciAgentHost values. These module
configuration values must reflect either:
o The rpc-address value from the agent configuration (if used).

o The default port of the agent's RPC listener (737)

For example, if no rpc-address is being set within the agent configuration, update
SigSciAgentPort to 737:

SigSciAgentPort 737

If the agent has an rpc-address value configured of 192.231.203.132:9000 ,
then configure the module to reflect it:

SigSciAgentPort 96000

SigSciAgentHost 192.231.203.132

These properties can be changed globally, or per VirtualHost if necessary. Check
out the Module configuration guide for further information.

5. Test to confirm the configuration is correct, replacing MY-SERVICE-NAME with the
name of your service:

httpd.exe -n "MY-SERVICE-NAME" -t

6. Start the Apache service as normal, for example:
net start Apache2.4

Or restart the Apache service with the following example command, replacing MY -
SERVICE-NAME with the name of your service:

httpd.exe -k restart -n "MY-SERVICE-NAME"
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7. Verify the agent and module installation.

Next steps

After you've installed the Apache module, you can explore different module options.

A

" Installing the NGINX dynamic module

= Last updated: 2024-06-21

& /en/ngwaf/installing-the-nginx-dynamic-module

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

The NGINX dynamic module is compiled and then dynamically loaded into NGINX at runtime
without recompiling the entire NGINX binary. This module is written in C and can be
integrated with NGINX Open Source and NGINX Plus.

To install the module, complete the following steps:
1. Add the package repositories.
2. Install the module.

3. Load the module.

Adding our package repositories

Before installing the NGINX dynamic module, you must configure your package management
system to pull from our repositories.

Alpine Linux 3.11+

apk update && apk add wget
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wget -q https://apk.signalsciences.net/sigsci_apk.pub ; mv sigsci_apk
echo https://apk.signalsciences.net/S(grep -oE '[0-9]+\.[0-9]{2}' /etd

Amazon Linux

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/amazon/2023/Sbasearch
gpgcheck=1
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

NGINX versions 1.18.0 and above:

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/7/Sbasearch
gpgcheck=1
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

NGINX versions below 1.16.1:

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/7/Sbasearch
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos
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NGINX versions 1.18.0 and above:

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/7/Sbasearch
gpgcheck=1
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

NGINX versions below 1.16.1:

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/6/Sbasearch
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

apt-get update

apt-get install -y apt-transport-https wget gnupg lsb-release

wget -q0 - https://apt.signalsciences.net/release/gpgkey | sud
echo "deb [signed-by=/usr/share/keyrings/sigsci.gpg] https://a
apt-get update

apt-get update
apt-get install -y apt-transport-https wget lsb-release

wget -q0 - https://apt.signalsciences.net/release/gpgkey | sud
echo "deb https://apt.signalsciences.net/release/debian/ “1lsb_
apt-get update
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RHEL and derivatives

The following commands apply to Red Hat Enterprise Linux (RHEL) and its derivatives (e.g.,
Cent0S). Tab names refer to the base RHEL source version.

sudo tee /etc/yum.repos.d/sigsci.repo <<-'EOF'
[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/9/Sbasearch
repo_gpgcheck=1
gpgcheck=1

enabled=1

gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.{
sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt

EOF

WARNING

Red Hat's full support of RHEL 8 ended in May 2024. We recommend reviewing
the Red Hat Enterprise Linux Life Cycle before installing RHEL 8.

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/Sreleasever/Sbasear
gpgcheck=1
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa

sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

WARNING

Red Hat's full support of RHEL 7 ended in August 2019. We recommend reviewing
the Red Hat Enterprise Linux Life Cycle before installing RHEL 6.
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echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/Sreleasever/Sbasear
gpgcheck=1
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

WARNING

Red Hat's full support of RHEL 6 ended in May 2016. We recommend reviewing
the Red Hat Enterprise Linux Life Cycle before installing RHEL 6.

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/Sreleasever/Sbasear
gpgcheck=1
repo_gpgcheck=1
enabled=1
gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1
sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

Ubuntu

apt-get update

apt-get install -y apt-transport-https wget gnupg lsb-release

wget -q0 - https://apt.signalsciences.net/release/gpgkey | sud
echo "deb [signed-by=/usr/share/keyrings/sigsci.gpg] https://a
apt-get update

apt-get update
apt-get install -y apt-transport-https wget lsb-release

wget -q0 - https://apt.signalsciences.net/release/gpgkey | sud
echo "deb https://apt.signalsciences.net/release/ubuntu/ “1sb_
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sudo apt-get update

Installing the NGINX dynamic module

After adding our package repositories, you can install the NGINX dynamic module for NGINX
Open Source or NGINX Plus.

Limitations and considerations

Keep the following things in mind when installing the NGINX dynamic module:

o Before installing the NGINX dynamic module, you must add our package repositories
for your distribution and update repository metadata.

e The NGINX dynamic module version that you install must mirror the core version of
your NGINX installation. For instance, if you have NGINX 1.18.0 installed, you must
install version 1.18.0 of the module.

» File names of our NGINX module package versions include the NGINX version that
they're compiled against, and in some cases, a build prefix and distribution release
(e.g., 1.25.3-715~jammy ). When build numbers exist for the same NGINX version, we
recommend installing the package with the highest build number.

Appending a wildcard ( * ) to the installation command ensures you install the latest
version available for the specified NGINX version. You may need to update your
repository metadata (e.g., apt update ) for newer versions.

Installing the NGINX dynamic module for NGINX Open Source

Our NGINX dynamic module for NGINX Open Source is compiled for NGINX Open Source. To
install this module:

1. Find your NGINX binary version:

nginx -v

NOTE

If nothing is returned or you geta nginx: not found error, make sure NGINX
is correctly installed and available on the applicable shell path. If NGINX has not
been installed as a package (e.g., extracted from a tarball), subsequent
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commands to install packages may fail due to NGINX package dependencies
not being met.

2. Use your distributions package manager to install the NGINX dynamic module ( nginx-
module-sigsci-nxo ) package for your specific NGINX Open Source release. The
version you install must mirror the core version of your NGINX installation.

To install the latest version of our module, run the following command:

sudo apt-get install nginx-module-sigsci-nxo

To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo apt-get install nginx—module—sigsci—nxo=<nginx—core—v@io

For example, if your installed NGINX core versionis 1.18.0 ,the command would
be the following:

sudo apt-get install nginx-module-sigsci-nxo=1.18.0\*

To install the latest version of our module, run the following command:

sudo yum install nginx-module-sigsci-nxo

To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo yum install nginx—module—sigsci—nxo—<nginx—core—versi@\*

For example, if your installed NGINX core versionis 1.18.0 ,the command would
be the following:

sudo yum install nginx-module-sigsci-nxo-1.18.0\*

For NGINX versions 1.15.3 and above, run the following command to install the
latest version of our module that is compatible with your NGINX core version:

sudo apk add nginx-module-sigsci-nxo
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To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo apk add nginx-module-sigsci-nxo-<nginx-core-version>

For example, if your installed NGINX core versionis 1.18.0 , the command would
be the following:

sudo apk add nginx-module-sigsci-nxo-1.18.0

For NGINX versions 1.18.0 and above:

o To install the latest version of our module that is compatible with your NGINX
core version, run the following command:

yum install nginx-module-sigsci-nxo

o To install a specific version of our module, run the following command, being
sure to replace <nginx-core-version> with the NGINX core version you
have installed:

yum install nginx-module-sigsci-nxo-<nginx-core-ve rsior@*

For example, if your installed NGINX core versionis 1.18.0 , the command
would be the following:

yum install nginx-module-sigsci-nxo-1.18.0\%

For NGINX versions 1.16.1 and below:

o To install the latest version of our module that is compatible with your NGINX
core version, run the following command:

yum install nginx-module-sigsci-nxo-amzn

o To install a specific version of our module, run the following command, being
sure to replace <nginx-core-version> with the NGINX core version you
have installed:
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yum install nginx—module—sigsci—nxo—amzn—<nginx—core—vi

For example, if your installed NGINX core versionis 1.16.1 ,the command
would be the following:

yum install nginx-module-sigsci-nxo-amzn-1.16.1%

Installing the NGINX dynamic module for NGINX Plus

Our NGINX dynamic module for NGINX Plus is compiled for the NGINX Plus web server
maintained by F5. The version of the module you install is based on the core NGINX that
NGINX Plus is based on. To install this module:

1. Find your NGINX core version:

nginx -v

For example, in the response below, NGINX Plus version R30 correlates to NGINX core
version 1.25.1:

nginx version: nginx/1.25.1 (nginx-plus-r30-p1)

NOTE

If nothing is returned or you geta nginx: not found error, make sure NGINX
is correctly installed and available on the applicable shell path. If NGINX has not
been installed as a package (e.g., extracted from a tarball), subsequent
commands to install packages may fail due to NGINX package dependencies
not being met.

Alternatively, if you know your NGINX Plus version, you can source the correlative
NGINX core version it is based on from the NGINX Plus release notes.

2. Use your distributions package manager to install the NGINX dynamic module ( nginx-
module-sigsci-nxp ) package for your specific NGINX Plus release. The version you
install must mirror the core version of your NGINX installation.

To install the latest version of our module that is compatible with your NGINX core

version, run the following command:
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sudo apt-get install nginx-module-sigsci-nxp=$(nginx -v 2>|

To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo apt-get install nginx—module—sigsci—nxp=<nginx—core—v@io

For example, if your installed NGINX Plus version is R36 , the command would be
the following:

sudo apt-get install nginx-module-sigsci-nxp=1.25.1\%*

To install the latest version of our module that is compatible with your NGINX core
version, run the following command:

sudo yum install nginx-module-sigsci-nxp=S(nginx -v 2>&1 | mp

To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo yum install nginx—module—sigsci—nxp—<nginx—core—versi(m\*

For example, if your installed NGINX Plus version is R36 , the command would be
the following:

sudo yum install nginx-module-sigsci-nxp-1.25.1\%*

For NGINX core versions 1.15.3 and above, run the following command to install
the latest version of our module that is compatible with your NGINX core version:

sudo apk add nginx-module-sigsci-nxp

To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo apk add nginx-module-sigsci-nxp-<nginx-core-version>

For example, if your installed NGINX Plus version is R36 , the command would be
the following:
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sudo apk add nginx-module-sigsci-nxp-1.25.1

For NGINX core versions 1.18.0 and above, run the following command to install
the latest version of our module that is compatible with your NGINX core version:

sudo yum install nginx-module-sigsci-nxp=S(nginx -v 2>&1 | mp

To install a specific version of our module, run the following command, being sure to
replace <nginx-core-version> with the NGINX core version you have installed:

sudo yum install nginx—module—sigsci—nxp—<nginx—core—versic@\*

For example, if your installed NGINX Plus version is R36 , the command would be
the following:

sudo yum install nginx-module-sigsci-nxp-1.25.1\%*

Loading the NGINX dynamic module

After installing the NGINX dynamic module, you need to declare the NGINX dynamic module
in your NGINX configuration so that the module loads into NGINX at runtime:

1. In your NGINX configuration file (often located by default at
/etc/nginx/nginx.conf ), use the NGINX load_module directive to load the NGINX
dynamic module into NGINX's main context (for instance, under the pid directive).

load_module /etc/nginx/modules/ngx_http_sigsci_module.so;

2. Run the following command to make sure your changes are valid:

nginx -t

The output will look something like this:

nginx: the configuration file /etc/nginx/nginx.conf syntax is offll

nginx: configuration file /etc/nginx/nginx.conf test is successful
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3. Restart NGINX:

service nginx restart

For servers that are not running an init system (e.g., an Alpine container), the following
command will reload the configuration:

nginx -s reload

4. (Optional) Verify the module was successfully loaded:

cat /var/log/nginx/error.log | grep 'sigsci:'

The error.log will look something like this when the module is loaded:

1970/01/01 00:00:00 [notice] 4242#4242: sigsci_init_main_conf: {EEng
1970/01/01 00:00:00 [notice] 4242#4242: sigsci:init: setting phase |
1970/01/01 00:00:00 [notice] 4242#4242: sigsci:sigsci_create_random
1970/01/01 00:00:00 [notice] 4242#4242: signal process started

Scripting the installation

You can also use a sequence of shell commands to install the NGINX dynamic module. Each
command in the sequence sources the output from the previous command as a variable.
This can be useful within scripted installations, such as a Dockerfile RUN directive.

module_version=§(apt-cache madison nginx-module-sigsci-nxo | grﬁ:ls
apt-get install -y nginx-module-sigsci-nxo=Smodule_version
unset module_version

module_version=$(yum list nginx-module-sigsci-nxo ——showduplic@

yum install -y nginx-module-sigsci-nxo-Smodule_version
unset module_version

nginx_version=$(nginx -v 2>&1 | sed 's/.*nginx\///' | cut -d ' {E}f
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apk add nginx-module-sigsci-nxo-Snginx_version

unset module_version

> Installing the NGINX Lua module

" Last updated: 2024-06-21

& /en/ngwaf/installing-the-nginx-lua-module

IMPORTANT

This guide only applies to Next-Gen WAF customers with access to the Next-Gen
WAF control panel. If you have access to the Next-Gen WAF product in the Fastly
control panel, you can only deploy the Next-Gen WAF with the Edge WAF
deployment method.

The NGINX Lua module leverages OpenResty's Lua module for NGINX (often referred to as
ngx_http_lua_module ), which allows for embedded Lua code directly in your NGINX
configuration. This module is written in the Lua scripting language and can be integrated
with NGINX Open Source, NGINX Plus, and OpenResty.

® TIP

If Lua support is not one of your hosting environment requirements, we recommend
installing the NGINX dynamic module instead of the NGINX Lua module. The NGINX
dynamic module has fewer dependencies.

Prerequisites

Before installing our NGINX Lua Module, your NGINX installation must be compiled with Lua
support or be loaded via the OpenResty Lua module. When determining how to add Lua,
keep the following things in mind:

» Since availability around the Lua module varies between distributions and vendors, we
recommended using OpenResty or using a distribution and third-party repository that
provides the appropriate Lua dependencies and modules.

e As of May 2019, OpenResty's Lua module requires resty.core. Due to this change,
certain NGINX package maintainers stopped providing Lua packages for NGINX (e.q.,
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Ubuntu 22.04 and above) and certain packages may no longer include Lua (e.qg.,
nginx-full or nginx-extras).

» After September 2019, we stopped releasing new versions of our Lua module ( nginx-
module-1lua ). Existing installations that depend on this module are supported until the
module reaches its end of life.

Once you've added Lua, check that it is loaded correctly.

Adding our package repositories

After completing the prerequisites, configure your package management system to pull from
our repositories.

Amazon Linux

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/Sreleasever/Sbasear
gpgcheck=1

repo_gpgcheck=1

enabled=1

gpgkey=https://yum.signalsciences.net/release/gpgkey https://dl.signa
sslverify=1

sslcacert=/etc/pki/tls/certs/ca-bundle.crt' | sudo tee /etc/yum.repos

NGINX versions 1.18.0 and above:

echo '[sigsci_release]
name=sigsci_release
baseurl=https://yum.signalsciences.net/release/el/7/Sbasearch
gpgcheck=1
repo_gpgcheck=1
