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API Documentation

Accessing the API

Base URL

https://dashboard.signalsciences.net/api/v0

Examples

For examples on how to authenticate against and use the API, see Using our API.

auth

Log into the API
POST /auth

Request

Form Parameters

Name Type Description

email string See Using Our API.
required

password string See Using Our API.
required min len
8

Responses


https://docs.fastly.com/developer/using-our-api/
https://docs.fastly.com/developer/using-our-api/
https://docs.fastly.com/developer/using-our-api/
https://docs.fastly.com/signalsciences
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token string Token to be used in subsequent requests
for authentication

Response Example

"token": "a3024fcf-0c8a—-43d8-b70b—ed537fe50650"

HTTP 401

Login failed

Log out the session
GET /auth/logout

Request
No request parameters.

Responses

HTTP 302

Redirects to the login page

corps

List corps
GET /corps

Request


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/200
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/401
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/302
https://docs.fastly.com/signalsciences
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pretty boolean Pretty print the json output
Responses
HTTP 200

Name Type Description

data corp array

Show attributes

Response Example

"name": "testcorp",
"displayName": "Test Corporation"
"smallIconURI": "",
"created": "2014-12-09T10:43:54-08:00",
"siteLimit": 5,
"sites": {

"uri": "/api/v@/corps/testcorp/sites"

H
"authType": "builtin",
""'sessionMaxAgeDashboard": 2592000,

Get corp by name
GET /corps/{corpName}

Request


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/200

— 9] Signal Sciences
- Now part of fClStly

corpName string Corp shortname
required
matching [0-9a-
z_.-|+

Query Parameters

Name Type Description
pretty boolean Pretty print the json output
Responses
HTTP 200
Name Type Description
name string Identifying name of the corp
displayName string Display name of the corp
min len 3, max
len 100
smalllconURI string Small icon URI
max len 200
created string Created RFC3339 date time
siteLimit integer Site limit
sites object

Show attributes

authType string Authentication method
sessionMaxAgeDashboa integer Dashboard session timeout (seconds)
rd default

2592000, min

len 60, max len
31536000
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"name'": "testcorp",

"displayName": "Test Corporation",
"smallIconURI": "",

"created": "2014-12-09T710:43:54-08:00",
"siteLimit": 5,

"sites": {

"uri'": "/api/v@/corps/testcorp/sites"

e
"authType": "builtin",
"sessionMaxAgeDashboard": 2592000,

Update corp by name
PATCH /corps/{corpName}

Request

URI Parameters

Name Type Description
corpName string Corp shortname
required
matching [0-9a-

z_.-|+

Query Parameters

Name Type Description

pretty boolean Pretty print the json output

Body (application/json)

Name Type Description
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smalllconURI

sessionMaxAgeDashboa

rd

Request Example

Responses

HTTP 200

Successful update

Name
name

displayName

smalllconURI

created
siteLimit

sites

string
max len 200

integer
default

2592000, min
len 60, max len
31536000

Small icon URI

Dashboard session timeout (seconds)

"displayName": "Test Corporationl"

Type
string
string
min len 3, max

len 100

string
max len 200

string
integer

object
Show attributes

Description
Identifying name of the corp

Display name of the corp

Small icon URI

Created RFC3339 date time

Site limit
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rd default
2592000, min
len 60, max len
31536000

Response Example

"name": "testcorp",

"displayName": "Test Corporationl",

"smallIconURI": "",
"created": "2014-12-09T10:43:54-08:00",
"siteLimit": 5,
"sites": {

"uri": "/api/v@/corps/testcorp/sites"
i
"authType": "builtin",
"sessionMaxAgeDashboard": 2592000,

HTTP 400

Failed due to data input

Name Type Description

message string Error message

Response Example

{"message":"Invalid displayName - must be between 3 and 100 characters."}

Get corp overview report


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/400
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Request

Query Parameters

Name Type Description
pretty boolean Pretty print the json output
from string Number of days ago to begin the data
default -7d window. Takes the format "-Nd" where N is
the number of days (maximum 30).
until string Number of days ago to end the data
default now window. Takes the format "-Nd" where N is
the number of days (maximum 30).
Responses
HTTP 200
Name Type Description
data overviewSite
array

Show attributes

Response Example

"data": [
{

"name" : "www.example.com",

"displayName":"Example Site",
"totalCount":49285068291,
"blockedCount':29184,
"flaggedCount":0,
"attackCount":43129,
"previousPeriodAttackCount": 40218,
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"tagName":"Attack Tooling",
"tagCount":32551,
"totalCount'":49712

"tagName" :"CMDEXE",
"tagCount":5065,
"totalCount":49712

"tagName":"XSS",
"tagCount":4383,
"totalCount'":49712

1,
"topAttackSources": [

{
"countryCode":"CA",

"countryName":"Canada",
"requestCount":12414,
"totalCount":43129

"countryCode":"private",
"countryName":"Private Network",
"requestCount":6204,
"totalCount":43129

"countryCode":"",
"countryName":"",
"requestCount":5322,
"totalCount":43129
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HTTP 400
Name Type Description
message string Error message

Response Example

{"message":"Invalid parameter - from"}

List corp activity events
GET /corps/{corpName}/activity

Request

Query Parameters

Name Type Description
from integer The POSIX Unix time to start
until integer The POSIX Unix time to end
sort one of The sort order

(asc,desc)

default desc

since_id string The id of the last object in the set
max_id string The id of the last object in the set
limit integer The number of entries to be returned

default 100, max
1000
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pretty boolean Pretty print the json output
events one of Filter on events
(corpEvents,us
erEvents)
eventType string Filter on event type
Responses
HTTP 200
Name Type Description
totalCount integer Total number of matching documents
next object

Show attributes

data activityevent
array
Show attributes

Response Example

"totalCount": 5,
"next": {
"uri'": "/api/v@/corps/testcorp/activity?limi
}
"data": [
{
"id": "random-uuid-string",
"eventType": "userMultiFactorAuthEnabled",
"msgData": {},

"message": "User (user@example.com) enable

"attachments": [],
"created": '"2018-04-12T01:00:33Z7"
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HTTP 400
Name Type Description
message string Error message

Response Example

{"message":"Invalid parameter - from"}

List users in corp
GET [corps/{corpName}/users

Request

Query Parameters

Name Type Description
expand string Expand hidden properties for nested object
pretty boolean Pretty print the json output
Responses
HTTP 200
Name Type Description
data corpUser array

Show attributes


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/400
https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/200
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"data": [
{
"name": "Test User",
"email": "user@example.com",
"announcements": {
"uri": "/api/v@/user/announcements"
I
"defaultDashboards": {
"uri": "/api/v@/user/defaultDashboards

}

"memberships": {

"uri": "/api/v@/corps/testcorp/users/use
b
"role": "user",
"status": "active"
"mfaEnabled": false,
"authStatus": "none",
"created": "2014-12-09T710:43:54-08:00",

Get corp user by email
GET /corps/{corpName}/users/{userEmail}

Request

URI Parameters

Name Type Description
userEmail string
required

matching [0-9a-
zZ_.-@]+
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expand

pretty

Responses

HTTP 200

Name
hame
email

announcements

defaultDashboards

memberships

role

status

mfaEnabled

authStatus
corpAuthType
created

apiUser

Response Example

string Expand hidden properties for nested object
boolean Pretty print the json output

Type Description

string Full name of the user

string Email of the user

object

Show attributes

object
Show attributes

object
Show attributes

string Role of the user (owner, admin, user,
observer)

string Status of the user

boolean Whether this user has two-factor auth

enabled or not

string Auth-specific status of the user
string Corp auth type of the user
string Created RFC3339 date time
boolean Is the user an API user
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"email": "user@example.com",

"memberships": {

"uri": "/api/v@/corps/testcorp/users/use
b
"role": "user",
"status": "active"
"mfaEnabled": false,
"corpAuthType": "builtin",
"authStatus": "none",
"created": "2014-12-09T10:43:54-08:00"
"apiUser'": false

Update corp user by email
PATCH /corps/{corpName}/users/{userEmail}

Request

URI Parameters

Name Type Description
userEmail string

required

matching [0-9a-

zZ_.-@]+

Query Parameters

Name Type Description
expand string Expand hidden properties for nested object
pretty boolean Pretty print the json output

Body (application/json)
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memberships object

Show attributes

Request Example

Responses
HTTP 200

Name Type
name string
email string
announcements object

Show attributes

defaultDashboards object

Show attributes

observer)

"role": "user",

"memberships": {

"data": [{
"site": {
"name": "staging"
}
Il
"site": {

"name": "production"

Description
Full name of the user

Email of the user
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role string Role of the user (owner, admin, user,
observer)

status string Status of the user

mfaEnabled boolean Whether this user has two-factor auth

enabled or not

authStatus string Auth-specific status of the user
corpAuthType string Corp auth type of the user
created string Created RFC3339 date time
apiUser boolean Is the user an APl user

Response Example

Ilnamell: IIII’

"email": "user@example.com",

"memberships": {

"uri": "/api/v@/corps/testcorp/users/use
b
"role": "user",
"status": "active"
"mfaEnabled": false,
"corpAuthType": "builtin",
"authStatus": "none",
"created": "2014-12-09T10:43:54-08:00"
"apiUser": false

Delete user from corp
DELETE /corps/{corpName}/users/{userEmail}

Request
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userEmail string
required
matching [0-9a-
Z_.-@]+
Responses
HTTP 204

Delete successful

Invite user to corp
POST /corps/{corpName}/users/{userEmail}/invite

Request

Query Parameters

Name Type Description
expand string Expand hidden properties for nested object
pretty boolean Pretty print the json output

Body (application/json)

Name Type Description

role string Role of the user (owner, admin, user,
observer)

memberships object

Show attributes

Request Example


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/204
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"memberships": {

"data": [{

"site": {
"name": "staging"

}

F,o A
"site": {

"name'": "production

Responses
HTTP 200
Name Type Description
name string Full name of the user
email string Email of the user
announcements object
Show attributes
defaultDashboards object
Show attributes
memberships object
Show attributes
role string Role of the user (owner, admin, user,
observer)
status string Status of the user
mfaEnabled boolean Whether this user has two-factor auth

enabled or not
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created string Created RFC3339 date time

apiUser boolean Is the user an APl user

Response Example

"name" : ,
"email": "example@example.com",

"memberships": {

"uri': "“/api/v@/corps/testcorp/users
b
"role": "user",
"status": "active"
"mfaEnabled": false,
"corpAuthType": "builtin",
"authStatus": "none",
"created": "2014-12-09T10:43:54-08:00"

"apiUser": false

HTTP 400
Name Type Description
message string Error message

Response Example

{"message":"Invalid site"}

List rules in corp
GET /corps/{corpName}/rules


https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/400
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Query Parameters

Name Type

pretty boolean
Responses
HTTP 200

Name Type
totalCount number

data corpRule array

Show attributes

Response Example

Description

Pretty print the json output

Description

Total count of Corp Rules

"data": {
"totalCount": 1,
"data": [
{
"id": "5e191909c931498586¢c6f537",
"siteNames": [],

"type": "request",

""corpScope": '"global",
"enabled":

"groupOperator": "all",

true,

"conditions": [
{
"type": "single",
"field": "ip",
"operator": "equals",

"value": "233.252.0.1/8"
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Create corp rule
POST [corps/{corpName}/rules

Request

Query Parameters

Name Type

pretty boolean

Body (application/json)

Name Type
siteNames string array
type string
corpScope string

enabled boolean

"type": "block"

1,

"reason": "foo",

"expiration": "",

"created": "2015-02-14T21:17:16Z7",
"updated": "2015-02-14T21:17:16Z"

Description

Pretty print the json output

Description

Sites with the rule available. Rules with a
global corpScope will return '[]".

Type of rule (request, signal exclusion)

Whether the rule is applied to all sites or to
specific sites. (global, specificSites)
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conditions object array
Show attributes

actions object array
Show attributes

signal string
reason string
expiration string

Request Example

The signal id of the signal being excluded
Description of the rule

Date the rule will automatically be disabled.
If rule is always enabled, will return empty
string

"siteNames": [
"staging",
"production"
1,
"type": "signal",
"groupOperator": "all",
"conditions": [
{
"type": "single",
"field": "ip",
"operator": "equals",
"value": "192.0.2.204"

Iltypell: Ilgroupll'

"groupOperator": "any",

"conditions": [
{
"type": "single",
"field": "ip",
"operator": "equals",
"value": "233.252.0.123"




Responses

HTTP 200

Name
id

siteNames

type

corpScope

enabled

groupOperator

conditions

actions

¢) Signal Sciences

Now part of feistly

Type
string

string array

string

string

boolean

string

object array
Show attributes

object array
Show attributes

1,
"actions": [
{
"type": "excludeSignal"

1,

"enabled": true,
"reason": "test",
"signal': "SQLI",

"expiration": ,

""corpScope'": "specificSites"

Description

Sites with the rule available. Rules with a
global corpScope will return '[]".

Type of rule (request, signal exclusion)

Whether the rule is applied to all sites or to
specific sites. (global, specificSites)

Conditions that must be matched when
evaluating the request (all, any)
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expiration

createdBy
created

updated

Response Example

string

string
string

string

Date the rule will automatically be disabled.
If rule is always enabled, will return empty
string

The user that created the rule
Created RFC3339 date time

Last updated RFC3339 date time

"id": "5e18ee76f13d66138c3e587c",
"siteNames": [
"staging",
"production"
15
"type'": "signal",
""corpScope": '"specificSites",
"enabled": true,
"groupOperator": "all",
"conditions": [
{
"type": "single",
"field": "ip",
"operator": "equals",
"value": "233.252.0.31"

"type": "group",
"groupOperator": "any",
"conditions": [
{
"type": "single",
"field": "ip",
"operator": "equals",
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Get corp rule by id
GET /corps/{corpName}/rules/{id}

Request

URI Parameters

Name Type
id string
required

Responses
HTTP 200

Name Type

id string
siteNames string array

type string

1,
"actions": [

{

"type": "excludeSignal"

b
I
"signal': "SQLI",
"reason": "test",

"expiration": ""

Description

Description

Sites with the rule available. Rules with a
global corpScope will return '[]".

Type of rule (request, signal exclusion)
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enabled boolean

groupOperator string Conditions that must be matched when
evaluating the request (all, any)

conditions object array

Show attributes

actions object array
Show attributes

signal string The signal id of the signal being excluded

reason string Description of the rule

expiration string Date the rule will automatically be disabled.
If rule is always enabled, will return empty
string

createdBy string The user that created the rule

created string Created RFC3339 date time

updated string Last updated RFC3339 date time

Response Example

"data": {
"totalCount": 1,
"data": {
"id": "5e191909c931498586c6f537"
"siteNames": [],

"type": "request",

""corpScope": "global",

"enabled": true,
"groupOperator": "all",
"conditions": [
{
"type": "single"
"field": "ip",
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I,
"actions": [
{
"type": "block"

1,

"reason": "foo",

"expiration": ;
"created": "2015-02-14T21:17:16Z
"updated": "2015-02-14T21:17:16Z

Update corp rule
PUT /corps/{corpName}/rules/{id}

Request

URI Parameters

Name Type Description
id string
required

Body (application/json)

Name Type Description

siteNames string array Sites with the rule available. Rules with a
global corpScope will return '[]".

type string Type of rule (request, signal exclusion)

corpScope string Whether the rule is applied to all sites or to
specific sites. (global, specificSites)
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evaluating the request (all, any)

conditions object array
Show attributes

actions object array
Show attributes

signal string The signal id of the signal being excluded

reason string Description of the rule

expiration string Date the rule will automatically be disabled.
If rule is always enabled, will return empty
string

Request Example

"id": "5e1914acf1l3d663e6d0178ea",
"siteNames": [
"staging",
"production"
I 2
"type": "signal",
""corpScope'": "specificSites",
"enabled": true,
"groupOperator": "all",
"conditions": [
{
"type": "single",
"field": "ip",
"operator": "equals",
"value": "198.51.100.76"

Il.typell: Ilgroupll’

"groupOperator": "any",

"conditions": [
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"operator": "equals",

"value": "203.0.113.156"

b
1,
"actions": [

{

"type": "excludeSignal"

b
1,
"signal": "SQLI",
"reason": "Known malicious IPs",

"expiration":

Responses
HTTP 200
Name Type Description
id string
siteNames string array Sites with the rule available. Rules with a
global corpScope will return '[]".
type string Type of rule (request, signal exclusion)
corpScope string Whether the rule is applied to all sites or to
specific sites. (global, specificSites)
enabled boolean
groupOperator string Conditions that must be matched when
evaluating the request (all, any)
conditions object array

Show attributes
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signal
reason

expiration

createdBy
created

updated

Response Example

string
string

string

string
string

string

The signal id of the signal being excluded
Description of the rule

Date the rule will automatically be disabled.
If rule is always enabled, will return empty
string

The user that created the rule
Created RFC3339 date time

Last updated RFC3339 date time

"id": "5e18ee761f13d66138c3e587c",
"siteNames": [
"staging",
"production"
1,
"type": "signal",
"corpScope': "specificSites",
"enabled": true,
"groupOperator™": "all",
“"conditions": [
{
"type": "single",
"field": "ip",

"operator": "equals",
"value": "233.252.0.101"

Iltypell: Ilgroupll’
"groupOperator": "any"
"conditions": [

{
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"value": "192.0.2.86"

1,
"actions": [
{
"type": "excludeSignal"
}
1,
"signal": "SQLI",
"reason": "test",

"expiration":

Delete rule from corp
DELETE /corps/{corpName}/rules/{id}

Request

URI Parameters

Name Type Description
id string
required
Responses
HTTP 204

Delete successful

Create corp signal tag
POST /corps/{corpName}/tags
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Query Parameters

Name Type Description

pretty boolean Pretty print the json output

Body (application/json)

Name Type Description

shortName string The display name of the signal tag
min len 3, max
len 25

description string Optional signal tag description
max len 140

Request Example

"shortName": "example signal tag",

"description": "An example of a custom signa

Responses

HTTP 200
Name Type Description
shortName string The display name of the signal tag
tagName string The identifier for the signal tag
longName string The display name of the signal tag -

deprecated
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informational boolean

needsResponse boolean

createdBy string Email address of the user that created the
resource

created string Created RFC3339 date time

Response Example

"shortName'": "example signal tag",

"tagName": "corp.example-signal-tag",

"longName": "example signal tag",

"description": "An example of a custom signa
"configurable": false,

"informational": false,

"needsResponse'": false,

"createdBy": "user@example.com",

"created": "2020-02-06T23:28:54Z7"

List signal tags in corp
GET [corps/{corpName}/tags

Request

Query Parameters

Name Type Description

pretty boolean Pretty print the json output

Responses
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corpSignalTag
array
Show attributes

Response Example

"shortName": "example signal tag",
"tagName": "corp.example-signal-tag"
"longName": "example signal tag",
"description": "An example of a cust
"configurable": false,
"informational": false,
"needsResponse": false,

"createdBy": "user@example.com",
"created": "2020-02-06T23:28:54Z"

"shortName": "test-signal",
"tagName": "corp.test-signal",
"longName": "Test Signal",
"description": "This is a signal for
"configurable": false,
"informational": false,
"needsResponse": false,

"createdBy": "user@example.com",
"created": "2020-01-10T23:36:50Z"

Get corp signal tag by tagName
GET /corps/{corpName}/tags/{tagName}
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URI Parameters

Name Type Description
tagName string
required
Responses
HTTP 200
Name Type Description
shortName string The display name of the signal tag
tagName string The identifier for the signal tag
longName string The display name of the signal tag -
deprecated
description string Optional signal tag description
configurable boolean
informational boolean
needsResponse boolean
createdBy string Email address of the user that created the
resource
created string Created RFC3339 date time

Response Example

"shortName": "example signal tag",

"tagName": "corp.example-signal-tag",
"longName": "example signal tag",

"description'": "An example of a custom
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"createdBy": "user@example.com",
"created": "2020-02-06T23:28:54Z7"

Update corp signal tag
PATCH /corps/{corpName}/tags/{tagName}

Request

URI Parameters

Name Type Description
tagName string
required

Body (application/json)

Name Type Description

description string Optional signal tag description
max len 140

Request Example

"description": "An example of a custom sig

Responses

HTTP 200
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tagName string The identifier for the signal tag

longName string The display name of the signal tag -
deprecated

description string Optional signal tag description

configurable boolean

informational boolean

needsResponse boolean

createdBy string Email address of the user that created the
resource

created string Created RFC3339 date time

Response Example

"shortName": "example signal tag",

"tagName": "corp.example-signal-tag",
"longName": "example signal tag",
"description'": "An example of a custom
"configurable": false,
"informational": false,
"needsResponse": false,

"createdBy": "user@example.com",
"created": "2020-02-06T23:28:54Z7"

Delete signal tag from corp
DELETE /corps/{corpName}/tags/{tagName}

Request

URI Parameters
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required

Responses

HTTP 204

Delete successful

Get all lists
GET /corps/{corpName}/lists

Request
Responses
HTTP 200
Name Type Description
data list array

Show attributes

Response Example

"data": [
{
"id": "corp.known-attackers",

"name": "Known Attackers",

Il.typell: Ilip ,

"description": "Malicious IPs we're tracki

"entries": [
"198.51.100.165",
"233.252.0.215",
"192.0.2.186"

1,
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"id": "corp.ofac-countries",
"name": "OFAC Countries",
"type": "country",
"description": "Countries on the OFAC list
"entries": [

"MM",

"cI“,

"cu",

"IR",

"KP",

ngyn
I 2

"createdBy": "user@example.com",
"created": "2018-08-03T20:50:547",
"updated": '"2018-08-03T20:50:59Z"

Create list
POST /corps/{corpName}/lists

Request

Body (application/json)

Name Type Description

name string Descriptive list name
min len 3, max
len 32

type string List types (string, ip, country, wildcard)
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entries string array List entries

Request Example

"name'": "My New List",

Iltypell: Ilip ,

"description": "Some IPs we're putting in a 1li

"entries": [
"192.0.2.186",
"198.51.100.138",
233.252.0.174"

Responses
HTTP 200
Name Type Description
id string Site-specific unique ID of the list
name string Descriptive list name
min len 3, max
len 32
type string List types (string, ip, country, wildcard)
description string Optional list description
max len 140
entries string array List entries
createdBy string Email address of the user that created the

item

created string Created RFC3339 date time
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Response Example

"id": "corp.my-new-list",
"name": "My New List",

lltypell: Ilipll'

"description": "Some IPs we're putting in a li

"entries": [
"192.0.2.186",
"198.51.100.138",
"233.252.0.174"
15
"createdBy": "user@example.com",
""created": "2018-08-16T17:38:27Z7",
"updated": "2018-08-16T17:38:27Z"

HTTP 400
Name Type Description
message string Error message

Response Example

{"message":"List cannot be deleted because a rule uses it"}

Get list by id
GET /corps/{corpName}/lists/{id}

Request

URI Parameters
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required
Responses
HTTP 200
Name Type Description
id string Site-specific unique ID of the list
name string Descriptive list name
min len 3, max
len 32
type string List types (string, ip, country, wildcard)
description string Optional list description
max len 140
entries string array List entries
createdBy string Email address of the user that created the
item
created string Created RFC3339 date time
updated string Last updated RFC3339 date time

Response Example

"id": "corp.my-new-list",

"name": "My New List",

Il.typell: Ilip ,

"description": "Some IPs we're putting in

"entries": [
"192.0.2.186",
"198.51.100.138",
"233.252.0.174"

1,
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HTTP 404
Name Type
message string

Response Example

{"message":"id not found"}

Update list by id
PATCH /corps/{corpName}/lists/{id}

Request

URI Parameters

Name Type
id string
required

Body (application/json)

Name Type

description string
max len 140

entries object
Show attributes

Description

Error message

Description

Description

Optional list description
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Responses

HTTP 200

Name
id

name

type

description

entries

createdBy

created

updated

¢) Signal Sciences

Now part of feistly

Response Example

Type
string

string

min len 3, max

len 32
string

string
max len 140

string array

string

string

string

"entries": {

"additions": [
"192.0.2.19"

1,

"deletions": [
"192.0.2.186",
"233.252.0.174"

Description
Site-specific unique ID of the list

Descriptive list name

List types (string, ip, country, wildcard)

Optional list description

List entries

Email address of the user that created the
item

Created RFC3339 date time

Last updated RFC3339 date time
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“"name": "My New List",

Iltypell :

ip~,
"description": "Some IPs we're still putti

"entries": [

"198.51.100.138",

"192.0.2.19"
1
"createdBy": "user@example.com",
"created": '"2018-08-16T17:38:277",
"updated": '"2018-08-16T21:43:08Z"

HTTP 404
Name Type Description
message string Error message

Response Example

{"message":"id not found"}

Replace list by id
PUT /corps/{corpName}/lists/{id}

Request

URI Parameters

Name Type Description

id string
required
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description string Optional list description
max len 140
entries string array List entries

Request Example

"description": "Some IPs we're still putti

"entries": [
"192.0.2.186",
"233.252.0.174",
"198.51.100.193"

Responses
HTTP 200
Name Type Description
id string Site-specific unique ID of the list
name string Descriptive list name
min len 3, max
len 32
type string List types (string, ip, country, wildcard)
description string Optional list description
max len 140
entries string array List entries
createdBy string Email address of the user that created the

item
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Response Example

"id": "corp.my-new-list",

"name": "My New List",

ip~,
"description": "Some IPs we're still putti

Iltypell :

"entries": [
"192.0.2.186",
""'233.252.0.174",
"198.51.100.193"
1,
"createdBy": "user@example.com",
""created": "2018-08-16T17:38:277",
"updated": "2018-08-16T21:43:08Z"

HTTP 404
Name Type Description
message string Error message

Response Example

{"message":"ID not found"}

Delete list
DELETE /corps/{corpName}/lists/{id}

Request
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id string
required
Responses
HTTP 204

Successful removal from the list

HTTP 404
Name Type Description
message string Error message

Response Example

{"message":"ID not found"}

List corp integrations
GET /corps/{corpName}/integrations

Request

Responses

HTTP 200
Name Type Description
data integration

array
Show attributes
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"data": [
{
"id": "556a8abb3dfaadff28000002",
"name": "Slack message",

"type": "slack",
"url": "https://hooks.slack.com/services/T|
"fields": null,
"events": [
"corpUpdated"
1
"active": true,
"note": "Sample",
"createdBy": "user@example.com",
"created": "2015-02-14T21:17:16Z",
"lastStatusCode": 0

Create corp integration
POST /corps/{corpName}/integrations

Request

Body (application/json)

Name Type Description
url string Integration URL
type string Corp integration types (mailingList, slack,

microsoftTeams). Site integration types
(mailingList, slack, datadog, generic,
pagerduty, microsoftTeams, jira, opsgenie,
victorops, pivotaltracker)



— 9] Signal Sciences Q,

Now part of feistly
connecting allows.
note

string Integration note

Request Example

"url":"https://hooks.slack.com/services/T00000
"type'":"slack",

"events": [
"corpUpdated"
1y

Ilnotell: nu

Responses
HTTP 200
Name Type Description
ID string Unique ID of the integration
Type string Corp integration types: (mailingList, slack,
microsoftTeams). Site integration types:
(mailingList, slack, datadog, generic,
pagerduty, microsoftTeams, jira, opsgenie,
victorops, pivotaltracker)
URL string Integration URL
ExtraFields string,null
Events string array Array of event types. Visit

https://docs.signalsciences.net/integrations
to find out which events the service you are
connecting allows.
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integration
CreatedByID string ID of the user that created the integration
Note string Integration note
Created string Created RFC3339 date time

LastStatusCode number

Response Example

"ID": "5e2f5d17f13d66152d396956",
"Type": "slack",
"URL": "https://hooks.slack.com/services/T00
"ExtraFields": null,
"Events": [
"corpUpdated"
1,

"Active": true,

"CreatedBy": "user@example.com",
"CreatedByID": "5e222f75f13d666c9eaec7d9",
"Note": "",

"Created": '"2020-01-27T21:58:47.6083592",
"LastStatusCode": 0

HTTP 400
Name Type Description
message string Error message

Response Example
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- 000000}
Get corp integration by id

GET /corps/{corpName}/integrations/{id}

Request

URI Parameters

Name

id

Query Parameters

Name

pretty

Responses

HTTP 200

Name
id
name

type

url
fields

events

Type

string
required

Type

boolean

Type
string
string

string

string
object,null

string array

Description

Description

Pretty print the json output

Description

Unique id of the integration

Integration name

Corp integration types: (mailingList, slack,
microsoftTeams). Site integration types:
(mailingList, slack, datadog, generic,

pagerduty, microsoftTeams, jira, opsgenie,
victorops, pivotaltracker)

Integration URL

Array of event types. Visit
https://docs.signalsciences.netfintegrations
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active poolean

note string Integration note

createdBy string Email address of the user that created the
item

created string Created RFC3339 date time

lastStatusCode number

Response Example

"id": "556a8abb3dfaadff28000002",
"name": "Slack message",
"type": "slack",
"url": "https://hooks.slack.com/services
"fields": null,
"events": [
"corpUpdated"
1
"active": true,

"note": "Sample",

"createdBy": "user@example.com",
"created": "2015-02-14T21:17:16Z"
"lastStatusCode": 0

HTTP 404
Name Type Description
message string Error message

Response Example
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- 000000}
Update corp integration by id

PATCH /corps/{corpName}/integrations/{id}

Request

URI Parameters

Name Type Description
id string
required

Query Parameters

Name Type Description

pretty boolean Pretty print the json output

Body (application/json)

Name Type Description
url string Integration URL
events string array Array of event types. Visit

https://docs.signalsciences.net/integrations
to find out which events the service you are
connecting allows.

Request Example

"url": "https://hooks.slack.com/services/T|

"events": ["listCreated", "corpUpdated"]
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Successful update

HTTP 400
Name Type Description
message string Error message

Response Example

{"message":"Validation failed"}

HTTP 404
Name Type Description
message string Error message

Response Example

{"message":"No integration with given id exists"}

Delete corp integration
DELETE /corps/{corpName}/integrations/{id}

Request

URI Parameters

Name Type Description

id string
required
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Name Type Description

pretty boolean Pretty print the json output
Responses
HTTP 204

Successful removal from the list

HTTP 404
Name Type Description
message string Error message

Response Example

{"message":"No integration with given id exists"}

Test corp integration by id
POST /corps/{corpName}/integrations/{id}/test

Request

URI Parameters

Name Type Description
id string
required

Responses
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HTTP 500

Test failed

List Cloudwaf instances
GET /corps/{corpName}/cloudwaflnstances

Request
Responses
HTTP 200
Name Type Description
data cloudwaflnstan
ceResponse
array

Show attributes

Create CloudWAF instance

POST /corps/{corpName}/cloudwaflnstances

Request

Body (application/json)

Name Type Description

name string Friendly name to identify a CloudWAF
required instance.

description string Friendly description to identify a CloudWAF
required instance.

region string Region the CloudWAF Instance is being
required deployed to.(Supported region: "us-east-1",

"us-west-1", "af-south-1", "ap-northeast-1",
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tilsMinVersion string

required
workspaceConfigs object array
Show attributes
required

Request Example

"eu-west-1", "eu-west-2", "eu-west-3",
"sa-east-1", "us-east-2", "us-west-2").

TLS minimum version. Versions Available:
"1.0"’ II’I'2II.

"name": "test",
"description": "test",
"region": "us—east-1",
"1.2",
"workspaceConfigs": [

{

"siteName": "www.example.com",

"tlsMinVersion":

"instancelLocation": "direct",
"clientIPHeader": "",
"listenerProtocols": ["https"],
"routes": [

{

"certificateIds": ["id"],
"domains": ["www.example.com"],
"origin": "https://origin.example.
"passHostHeader": false,
"connectionPooling": true,

"trustProxyHeaders": false
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Name Type Description
id string CloudWAF instance unique identifier.
name string Friendly name to identify a CloudWAF
instance.
description string Friendly description to identify a CloudWAF
instance.
region string Region the CloudWAF Instance is being
deployed to.
tisMinVersion string TLS minimum version.
workspaceConfigs object array
Show attributes
deployment object
Show attributes
HTTP 400

Response Example

{"message": "An absolute URI including a scheme is required: unexpected origin,

Get CloudWAF instance by id

GET /corps/{corpName}/cloudwafinstances/{deployment_id}
Request

URI Parameters

Name Type Description

deployment_id string
required
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Name Type Description

id string CloudWAF instance unique identifier.

name string Friendly name to identify a CloudWAF
instance.

description string Friendly description to identify a CloudWAF
instance.

region string Region the CloudWAF Instance is being
deployed to.

tisMinVersion string TLS minimum version.

workspaceConfigs object array

Show attributes
deployment object

Show attributes

Response Example

"id": "id1",
"name": "website",
"description": "a website",
"region": "us-east-1",
"tlsMinVersion": "1.2",
"workspaceConfigs": [

{

"siteName": "www.example.com",
"instancelLocation": "direct",
"clientIPHeader": "",
"listenerProtocols": ["https"],
"routes": [

{

"certificateIds": ["id2"],

"domains": ["www.example.com"],
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"connectionPooling": true,

"trustProxyHeaders": false

b
1y
"deployment": {
"status": "done",
"message": "",
"egressIPs": [
{
"ip": "233.252.0.152",
"status": "reachable",
"updatedAt": '"2021-04-08T17:10:58Z"
¥
1,

"dnsEntry": "example.signalsciencescloud

}

"useUploadedCertificates": true,

"createdBy": "user@example.com",
"created": '"2021-04-08T15:50:46Z"

Update CloudWAF instance

PUT /corps/{corpName}/cloudwafinstances/{deployment_id}

Request

URI Parameters

Name Type Description

deployment_id string
required



