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Getting started

é) These articles provide basic instructions for getting started with Fastly services.

1

& https://docs.fastly.com/en/guides/getting-started

These articles provide basic information and instructions for configuring Fastly services after getting started.

& https://docs.fastly.com/en/guides/getting-started#_basics

B Adding CNAME records

Last updated: 2021-09-30

& https://docs.fastly.com/en/guides/adding-cname-records

This guide describes how to choose the right hosthame and how to update the CNAME record for your domain with your DNS
provider. Choosing the appropriate CNAME record is the final step required before Fastly can start acting as a reverse proxy and
begin routing client traffic through Fastly services instead of directly to your origin.

Before you begin
Before you add a DNS CNAME record, keep in mind the following:
o To make the changes suggested here you must have access privileges to modify DNS records for your domain.

 If you plan to use Fastly on your apex domain (e.g., example.com rather than www.example.com ), you can't use a CNAME
record. See our guide to using Fastly with apex domains for more details.

e You can't add a CNAME record for a free TLS hostname.

Choosing the right Fastly hostname for your CNAME record

To successfully update your DNS CNAME record, you must choose the right Fastly hostname to use. The hostname you choose will
differ based on:

o the standard HTTPS (TLS) support requirements for your domain, including whether or not HTTP/2 is enabled.

e any custom TLS options purchased for your domain.

o whether or not you choose to limit your traffic to the North American and EU network or use Fastly's global network.

We've provided recommendations below based on these criteria.

Non-TLS hosthames and limiting traffic
If you don't require TLS support and only need to accept HTTP (Port 80) connections, use one of the following hostnames:
e Use nonssl.global.fastly.net. to route traffic through Fastly's entire global network.

e Use nonssl.us-eu.fastly.net. to route traffic through Fastly's North American and EU POPs only.

O IMPORTANT

Fastly's non-TLS hostnames refuse HTTPS connections (port 443) to prevent TLS certificate mismatch errors.
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TLS-enabled hostnames
If you've purchased Fastly TLS, use one of the following HTTP/1.1 and HTTP/2 enabled hosthames:
e Use [letter].sni.global.fastly.net to route traffic through Fastly's entire global network.

e Use j.sni.global.fastly.net for TLS 1.3 and TLS 1.2 and k.sni.global.fastly.net for TLS 1.3 + ORTT and TLS 1.2 support

© IMPORTANT

You must use the assigned Fastly TLS hostname provided in the Fastly web interface. Using the incorrect Fastly hostname
will cause a TLS Certificate mismatch error for HTTPS (Port 443) traffic.

Updating the CNAME record with your DNS provider

Once you've determined the appropriate Fastly hostname for your domain, the next step is to create a CNAME record for your
domain. The steps you follow will vary depending on your DNS provider's control panel interfaces. Refer to your DNS provider's
documentation for exact instructions on how to create or update a CNAME record.

* TIP

If you can't find your provider's CNAME configuration instructions, Google maintains instructions for most major providers.
Keep in mind that these instructions are maintained by Google, not Fastly, and are tailored specifically for Google
enterprise services.

If you run your own DNS server or are familiar with the format of BIND zone files, the CNAME record would look similar to this:

www . examp le. com. 3600 IN CNAME  nonssl.global.fastly.net.

In the above example, the domain set up on Fastly is www.example.com. , With a time-to-live (TTL) of 3600 seconds (1 hour), the
Record Type is cnaME , and the Fastly hostname is nonssl.global.fastly.net. because TLS supportisn't required and traffic will
be routed through Fastly's entire global network.

Best practices when updating a DNS CNAME record

e Be sure you've added all domains you want served by Fastly to the appropriate service. If you don't and you point your domain
to Fastly, an unknown domain error will occur.

o Make sure your service is properly configured. You can test a Fastly service on your local machine by using_curl and testing
setup before changing_ domains.

 If you have multiple hosthnames on the same domain (e.g., api.example.com, www.example.com, app.example.com ), yOU can
use a DNS wildcard record ( *.example.com ) at your DNS provider so only a single CNAME record is created and maintained.
You should also add either a matching *.example.com domain or the individual domains to your Fastly service.

o Before changing a CNAME to point to a Fastly hostname, change your service configuration to lower the CNAME's TTL to a
small number (we suggest 60 seconds) and wait for the old TTL to expire. Creating a DNS CNAME record for your domain
after the TTL expiration ensures you have an easy way to roll back changes if you encounter an issue. Once you confirm
everything is working properly using Fastly, you can increase the TTL to its original value.

Checking your CNAME record

To check your CNAME record, run the following command in a terminal window:

$ dig www.example.com +short

Your output should appear similar to the following:

1 nonssl.global.fastly.net.
2 151.101.117.57
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In most cases, the hostname displayed first will be your current Fastly hostname (in this case, nonssl.global.fastly.net. ). If you
don't see a Fastly hostname in the output or if you see an incorrect Fastly hostname, then either your CNAME isn't properly set at
your DNS provider or an older CNAME record is still cached by your local DNS resolver.

You can use various online DNS query tools like OpenDNS Cache Check or whatsmydns.net to test the current DNS responses
from the different DNS resolvers worldwide.

Removing CNAME records

If you deactivate a service, delete a service, or cancel your account, we strongly recommend modifying or deleting any CNAME
records pointing to Fastly hostnames. Follow the instructions on your DNS provider's website. Doing so will minimize the risk of
unauthorized use of your domains.

B Content and its delivery
Last updated: 2018-04-24

& https://docs.fastly.com/en/guides/content-and-its-delivery,

Content types delivered by Fastly

The underlying protocol used by the World Wide Web to define how content is formatted and transmitted is called the Hypertext
Transfer Protocol (HTTP). Fastly's CDN Service delivers all HTTP-based file content (e.g., HTML, GIF, JPEG, PNG, JavaScript, CSS)
including the following:

e Static content
e Dynamic content
e Video content

Each content type is described below.

Static content
Static content includes content that remains relatively unchanged. Fastly can control static content in two ways:
 using the time to live (TTL) method, where Fastly's cache re-validates the content after expiration of the TTL, or

» using Fastly's Instant Purge functionality, in which content remains valid until the cache receives a purge request that
invalidates the content.

Examples of static content include images, css, and javascript files.

Dynamic content

Dynamic content includes content that changes at unpredictable intervals, but can still be cached for a fraction of time. We serve
this dynamic content by taking advantage of Fastly's Instant Purge functionality. Using this functionality, dynamic content remains
valid only until a Fastly cache receives a purge request that invalidates the content. Fastly understands that the rate of those purge
requests cannot be predicted. Dynamic content may change frequently as a source application issues purge requests in rapid
succession to keep the content up to date. Dynamic content can, however, remain valid for months if there are no changes
requested.

Examples of dynamic content include sports scores, weather forecasts, breaking news, user-generated content, and current store
item inventory.
Video content
Video content includes:
e Live video streams

e Video on Demand (VOD) content libraries
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Video content can be served using standard HTTP requests. Specifically, Fastly supports HTTP Streaming standards, including
HTTP Live Streaming (HLS), HTTP Dynamic Streaming (HDS), HTTP Smooth Streaming (HSS), and MPEG-DASH. For Fastly's CDN
Service to deliver video, the video must be packaged.

Content sources supported by Fastly
Fastly caches deliver various types of content from many different sources. Supported sources include:
o Websites

Internet APIs

Internet Applications

Live and Live Linear Video

Video on Demand (VOD) Libraries

Regardless of the content source, the content's source server must communicate using HTTP. HTTP defines specific types of
methods that indicate the desired action to be performed on content. The manner in which those HTTP methods are used (the
standard, primary methods being GET, POST, PUT, and DELETE) can be labeled as being RESTful or not. Fastly supports RESTful
HTTP by default, but also can support the use of non-RESTful HTTP as long as the method used is mapped to its appropriate cache
function. Each of the content sources supported by Fastly are described in more detail below.

Websites

Websites are servers that provide content to browser applications (e.g., Google's Chrome, Apple's Safari, Microsoft's Internet
Explorer, Opera Software's Opera) when end users request that content. The content contains both the requested data and the
formatting or display information the browser needs to present the data visually to the end user.

With no CDN services involved, browsers request data by sending HTTP GET requests that identify the data with a uniform
resource locator (URL) address to the origin server that has access to the requested data. The server retrieves the data, then
constructs and sends an HTTP response to the requestor. When a CDN Service is used, however, the HTTP requests go to the CDN
rather than the origin server because the customer configures it to redirect all requests for data to the CDN instead. Customers do
this by adding a CNAME or alias for their origin server that points to Fastly instead.

Internet APIs

Application program interfaces (APIs) serve as a language and message format that defines exactly how a program will interact
with the rest of the world. APIs reside on HTTP servers. Unlike the responses from a website, content from APIs contain only
requested data and identification information for that data; no formatting or display information is included. Typically the content
serves as input to another computing process. If it must be displayed visually to an end user, a device application (such as, an iPad,
Android device, or iPhone Weather application) does data display instead.

Legacy internet applications

Legacy internet applications refer to applications not originally developed for access over the internet. These applications may use
HTTP in a non-RESTful manner. They can be incrementally accelerated without caching, benefiting only from the TCP Stack
optimization done between edge Fastly POPs and the Shield POP, and the Shield POP to the origin. Then caching can be enabled
incrementally, starting with the exchanges with the greatest user-experienced delay.

Live and live linear video streams & video on demand libraries

Live and live linear video content (for example, broadcast television) is generally delivered as a stream of information to users,
which they either choose to watch or not during a specific broadcast time. Video on demand (VOD), on the other hand, allows end
users to select and watch video content when they choose to, rather than having to watch at a specific broadcast time.

Regardless of which type of video content an end user experiences, a video player can begin playing before its entire contents have
been completely transmitted. End users access the video content from a customer's servers via HTTP requests from a video player

application that can be embedded as a part of a web browser. Unlike other types of website content, this content does not contain

formatting or display information. The video player handles the formatting and display instead.

When the video content is requested, the customer's server sends the content as a series of pre-packaged file chunks along with a
manifest file required by the player to properly present the video to the end user. The manifest lists the names of each file chunk.
The video player application needs to receive the manifest file first in order to know the names of the video content chunks to
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request.

Pre-packaging in this context refers to the process of receiving the video contents, converting or transcoding the stream into
segments (chunks) for presentation at a specific dimension and transmission rate, and then packaging it so a video player can
identify and request the segments of the live video a user wants to view.

To request video delivery on your account, contact your Fastly Account Representative at sales@fastly.com.

B How caching and CDNs work

Last updated: 2021-09-21

@ https://docs.fastly.com/en/guides/how-caching-and-cdns-work

Fastly is a content delivery network, or CDN. CDNs work on the principle that once a piece of content has been generated it
doesn't need to be generated again for a while so a copy can be kept around in a cache. Cache machines are optimized to serve
small resources very quickly. CDNs typically have caches placed in data centers all around the world. When a user requests
information from a customer's site they're actually redirected to the set of cache machines closest to them instead of the
customer's actual servers. This means that a European user going to an American site gets their content anywhere from 200-
500ms faster. CDNs also minimize the effects of a cache miss. A cache miss occurs when a user requests a bit of content and it is
not in the cache at that moment (because it's expired, because no-one has asked for it before, or because the cache got too full
and old content was thrown out).

What can be cached?

CDNs are good at managing a cache of small, static resources (for example, static images, CSS files, Javascripts, and animated
GIFs). CDNs are also popular for offloading expensive-to-serve files like video and audio media.

At Fastly, our architecture (known as a reverse proxy) is designed to enable customers to go a step further and cache entire web
pages for even more efficient handling of your traffic.

* TIP

Static files + media objects + web pages = your whole site. With the right service configuration (which we can assist you in
setting up) Fastly can reduce your backend traffic by orders of magnitude with no loss in control over the content your
users see.

Managing the cache

Caching serves as a powerful weapon in your make-the-site-faster arsenal. However, most objects in your cache aren't going to
stay there permanently. They'll need to expire so that fresh content can be served. How long that content should stay in the cache
might be mere seconds or a number of minutes or even a year or more.

How can you manage which of your content is cached, where, and for how long? By setting policies that control the cached data.
Most caching policies are implemented as a set of HTTP headers sent with your content by the web server (as specified in the
configuration or the application). These headers were designed with the client (browser) in mind but CDNs like Fastly will also use
those headers as a guide on caching policy.

Expires

The Expires header is the original cache-related HTTP header and tells the cache (typically a browser cache) how long to hang
onto a piece of content. Thereafter, the browser will re-request the content from its source. The downside is that it's a static date
and if you don't update it later, the date will pass and the browser will start requesting that resource from the source every time it
sees it.

Fastly will respect the Expires header value only if the surrogate-control Or cache-control headers are not found in the
request.
Cache-Control

The cache-control headers (introduced in the HTTP/1.1 specification) cover browser caches and, in most cases intermediate
caches as well, as defined by section 5.2 of RFC 7234:
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e Cache-Control: public - Any cache can store a copy of the content.

e cCache-Control: private - Don't store, this is for a single user.

e cCache-Control: no-cache - Re-validate before serving this content.

e Cache-Control: no-store - Don't ever store this content.

e Cache-Control: public, max-age=[seconds] - Caches can store this content for n seconds.

e Cache-Control: s-maxage=[seconds] - Same as max-age but applies specifically to proxy caches.

Only the max-age, s-maxage, and private Cache-Control headers will influence Fastly's caching. All other Cache-Control headers
will not, but will be passed through to the browser. For more in-depth information about how Fastly responds to these Cache-
Control headers and how these headers interact with Expires and Surrogate-Control, check out our documentation on cache
freshness.

©® NOTE

For more information on the rest of the Cache-Control headers, see the relevant section in Mark Nottingham's caching
tutorial.

Surrogate Headers

surrogate headers are a relatively new addition to the cache management vocabulary (described in this W3C tech note). These
headers provide a specific cache policy for proxy caches in the processing path. surrogate-control accepts many of the same
values as cache-control , plus some other more esoteric ones (read the tech note for all the options).

One use of this technique is to provide conservative cache interactions to the browser (for example, cache-control: no-cache ).
This causes the browser to re-validate with the source on every request for the content. This makes sure that the user is getting
the freshest possible content. Simultaneously, a surrogate-control header can be sent with a longer max-age that lets a proxy
cache in front of the source handle most of the browser traffic, only passing requests to the source when the proxy's cache
expires.

With Fastly, one of the most useful surrogate headersis surrogate-key . When Fastly processes a request and sees a surrogate-
Key header, it uses the space-separated value as a list of tags to associate with the request URL in the cache. Combined with
Fastly's Purge API an entire collection of URLs can be expired from the cache in one API call (and typically happens in around 1ms).
Surrogate-Control is the most specific.

Fastly and Cache Control Headers

Fastly looks for caching information in each of these headers as described in our documentation on cache freshness. In order of
preference:

e Surrogate-Control:
e Cache-Control: s-maxage
e Cache-Control: max-age

e Expires:

HTTP status codes cached by default

Fastly caches the following response status codes by default. In addition to these statuses, you can force an object to cache under
other states using conditions and responses.

Code Message

200 OK

203 Non-Authoritative Information
300 Multiple Choices

301 Moved Permanently
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Code Message

302 Moved Temporarily
404 Not Found

410 Gone

* TIP

You can override caching defaults based on a backend response. For example, if you don't want 404 error responses to be
cached for the full caching period of a day, you could add a cache object and then create conditions for it.

To cache status codes other than the ones listed above, set beresp.cacheable = true; iN vcl fetch . This tells Varnish to obey
backend HTTP caching_headers and any other custom tt1 logic. A common pattern is to allow all 2XX responses to be cacheable:

1 sub vcl _fetch {
2
3 if (beresp.status >= 200 && beresp.status < 300) {
4 set beresp.cacheable = true;
5 }
6
7 }
Shielding

When an object or collection of objects in the cache expires, the next time any of those objects are requested, the request is going
to get passed through to your application. Generally, with a good caching strategy, this won't break things. However, when a
popular object or collection of objects expires from the cache, your backend can be hit with a large influx of traffic as the cache
nodes refetch the objects from the source.

In most cases, the object being fetched is not going to differ between requests, so why should every cache node have to get its
own copy from the backend? With shield nodes, they don't have to. Shielding_configured through the Fastly web interface allows
you to select a specific data center (most efficiently, one geographically close to your application) to act as a shield node. When
objects in the cache expire, the shield node is the only node to get the content from your source application. All other cache nodes
will fetch from the shield node, reducing source traffic dramatically.

Resources

o Wikipedia: Reverse Proxy

Fastly's cache freshness documentation

Mark Nottingham's caching_tutorial

Surrogate header W3C tech note

BB How Fastly's CDN Service works

Last updated: 2021-09-21

& https://docs.fastly.com/en/guides/how-fastlys-cdn-service-works

Fastly is a content delivery network (CDN). We serve as an internet intermediary and offer the Fastly CDN Service to make
transmission of your content to your end users more efficient.

You can make content available through your websites and internet-accessible (hosted) application programming interfaces (APIs).
You can create content (customer-generated content), as can your end users (user-generated content). Fastly's CDN Service then
makes the transmission of that content (which we sometimes refer to as content objects) more efficient by automatically storing
copies at intermediate locations on a temporary basis. The process of storing these copies is known as caching and the server
locations in which they are stored are referred to as caches.
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Fastly's delivers its CDN service from key access points to the internet called points of presence (POPs). Fastly places POPs where
their connectivity to the internet reduces network transit time when delivering content to end-users. Each POP has a cluster of
Fastly cache servers. When end users request your content objects, Fastly delivers them from whichever of the cache locations are
closest to each end user.

Fastly's caches only receive and process your end user requests for content objects. You decide which objects will be cached, for
how long, who can access them, whether they are to be encrypted when transmitted over the internet, and when the objects will
be deleted from the caching service. You make these decisions by specifically configuring Fastly's CDN Service with these
requirements. We refer to this configuration process as provisioning.

To provision Fastly's CDN service, you must identify which of your application servers will provide the original content objects for
each of your various domains (e.g., company.com, myco.com). Your application servers can be physical servers in a data center or
hosting facility, or applications running on cloud services like Amazon, or any combination. Fastly refers to these source servers as
origin and backend servers interchangeably.

The first time each Fastly cache receives a request for a content object, it fetches the object from the appropriate origin server. If
multiple origin servers are specified, the cache will distribute the processing load for the fetches across all of them (based on the
configuration criteria set by you). After the content object is fetched, the cache stores a copy of it and forwards its response to the
end user.

Each time after the first time an end user requests that same content object, the Fastly cache fulfills requests by retrieving the
cached copy from storage (or memory) and immediately delivering it to the end user - the fetch step to the original copy is not
repeated until the content object either expires or becomes invalidated.

Can Fastly host my content?

We accelerate your site by caching both static assets and dynamic content by acting as a reverse proxy to your origin server (also
known as Origin Pull), but we do not provide services for uploading your content to our servers.

In addition to using your own servers as the source, we also support various cloud storage services as your origin, such as Amazon
Simple Storage Service (S3), Google Cloud Storage (GCS), and Google Compute Engine (GCE) as your file origin. Our partnership
with Google in particular enables us to have direct connectivity to their cloud infrastructure.

Fastly POP locations

Our points of presence (POPs) on the internet are strategically placed at the center of the highest density Internet Exchange Points
around the world. Fastly's Network Map shows a detailed view of current and planned locations for all Fastly POPs. In addition, our
data centers APl endpoint provides a list of all Fastly POPs, including their latitude and longitude locations.

Once you're signed up for Fastly service (either through a test account or a paid plan) you can see a live, real-time visual
representation of the general regions of the world in which Fastly's POPs receive requests for your service.

How Fastly chooses POP locations

Geographic distribution is just one of the factors Fastly considers when building its global infrastructure. Other factors include
connectivity, provider diversity, and our ability to build a scalable, performant modern network centered around internet
infrastructure hubs to best support our customers' markets. Fastly's focus on automation, operational redundancy, and global
delivery when building our infrastructure means our POPs often combine multiple physical sites to better serve densely populated
markets.

Will Fastly ever adjust POP locations or service regions? How will | be notified?

Fastly continues to grow its network footprint, adding and combining new service POPs in the process. At times, expansion may
result in the addition of new billable regions to our network. We'll announce new POP locations and new billable regions in advance
through our network status page at status.fastly.com. Contact sales@fastly.com with specific contract or billing questions.

Self-provisioned Fastly services

You can configure or provision Fastly caching and video services personally, independent of Fastly staff, via the Fastly web
interface. Fastly calls this self-provisioning. Self-provisioning tasks include things like:

» creating and activating_ services

» adding domains and origin servers
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» configuring_load balancing

o modifying how services handle HTTP headers

o submitting_purge commands

Once provisioned, Fastly services can be activated immediately. If self-provisioned tasks fail to operate in an appropriate or
expected manner, you can find answers to a variety of frequently asked questions in Fastly's guides and tutorials. You can also
receive personalized assistance by submitting requests directly to Fastly's Customer Support staff.

Always-on DDoS mitigation

Fastly's globally distributed network was built to absorb DDoS attacks. As part of Fastly's standard CDN services, all customers
receive:

» Access to origin shielding. Fastly allows you to designate a specific point of presence (POP) to host cached content from
your origin servers. This POP acts as a shield that protects those servers from every cache miss or pass through the Fastly
network, reducing the load that directly reaches them.

» Automatic resistance to availability attacks. Before they're even processed by our caching_ infrastructure, we filter out Layer
3 and 4 attacks (e.g., Ping floods, ICMP floods, UDP abuse) as well as distributed reflection and amplification (DRDoS) attacks
that rely on anonymity to abuse internet protocols (e.g., DNS and NTP).

o Access to Fastly cache IP space. Fastly provides an APl endpoint to any customer who would like to know which IP
addresses our caches will use to send traffic from our CDN to your origin servers. We make this data available so you can
update firewalls at your origin to ensure only our cache traffic can access your resources.

o Custom DDoS filter creation abilities. Using custom VCL, we allow you to craft your own DDoS protection rules to protect
your network from complex Layer 7 attacks. Once you identify signs of a potential DDoS attack, you can mix and match Fastly
VCL with custom VCL to construct filter configurations based on a variety of client and request criteria (e.g., headers, cookies,
request path, client IP, geographic location) that block malicious requests before they hit your origin servers.

In addition to these standard DDoS protection services, Fastly offers a DDoS Protection and Mitigation Service. For more
information about this or any of our advanced services, including their subscription costs, contact sales-ddos@fastly.com.

B Shielding
Last updated: 2021-04-23

& https://docs.fastly.com/en/guides/shielding

As a content delivery network, Fastly works by having any one of our global points of presence (POP) respond to requests that
would otherwise be sent directly to your origin server. Because each POP acts independently, any time it doesn't have a cached
version of the requested resource, it will make a request directly to your origin, even if another POP may be in the process of
making the same request. You can reduce the load on your origin servers if you specify one of Fastly's POPs as an origin "shield."
Designating a shield POP ensures requests to your origin will come from a single POP, thereby increasing the chances of an end
user request resulting in a cache =HIT.

For example, consider end users in three regions: Lyon (France), Washington DC (United States), and Tokyo (Japan). Each of these
regions has a local Fastly POP available to them that caches information by default. If the user in Lyon requests a resource that is
not cached on the Fastly Paris POP, however, that POP will make a request to the origin server, cache the resources in the
response, and return the cached resource to the user.
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With shielding enabled, however, the POP you designate collects all requests to your origin server instead. For example, the Fastly
Virginia POP was designated as the shield for a server located in the AWS us-east-1 region (as show in the illustration below).
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In this scenario, if the user in Lyon requests a resource that isn't cached on the Fastly Paris POP, then that POP will forward the
request to the shield POP, in this case in Virginia. If the resource had been previously cached on the shield POP, then it would be
returned to the regional POP where it is then cached and returned to the user. Otherwise, the shield POP would make a request to
the origin server for the resource, cache the response and return it to the regional POP where it is also cached before being

returned to the user.

Fastly Virginia

Fastly Tokyo

For more advanced use cases, see Advanced shielding scenarios.

Enabling shielding

Fastly Help Guides
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© IMPORTANT

steps below.

If you are using Google Cloud Storage as your origin, you need to follow the steps in our GCS setup guide instead of the

Enable shielding with these steps:

1. Read the caveats of shielding information below for details about the implications of and potential pitfalls involved with

enabling shielding for your organization.

2. Log in to the Fastly web interface.

3. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

4. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

https://docs.fastly.com/en/guides/aio
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5. Click the Origins link. The Origins page appears.
6. Click the name of the Host you want to edit. The Edit this Host page appears.
7. From the Shielding menu, select the data center to use as your shield keeping the following in mind:

o Generally, we recommend selecting a data center close to your backend. Doing this allows faster content delivery because
we optimize requests between the shield POP you're selecting (the one close to your server) and the edge POP (the one
close to the user making the request). Read our guidance on choosing_ a shield location for more information.

o With multiple backends, each backend will have its own shield defined. This allows flexibility if your company has backends
selected geographically and different shield POPs are desired.

8. Click Update to save your changes.

9. If you have changed the default Host or have added a header to change the Host, add the modified hosthame to your list of
domains. Do this by clicking the Domains link and checking to make sure the Host in question appears on the page. If itisn't
included, add it by clicking the Create domain button.

» Domains 3 Domains

Domains are used to route requests to your service. Customers associate their domain names with their origin (content source)

Origins when provisioning a Fastly service.
Hosts 2
Health checks 0
. + .
Settings Create domain
IP block list Off

With shielding enabled, queries from other POPs appear as incoming requests to the shield. If the shield doesn't know about
the modified hostname, it doesn't know which service to match the request to. Including the origin's hostname in the domain
list eliminates this concern.

10. Click the Activate button to deploy your configuration changes.

Caveats of shielding

Shielding not only impacts traffic and hit ratios, it affects configuration and performance. When you configure shielding, be aware
of the following caveats.

Inbound traffic billing

Inbound traffic to a shield will be billed as regular traffic, including requests to populate remote POPs. Enabling shielding will incur
some additional Fastly bandwidth charges, but will be offset by savings of your origin bandwidth (and origin server load). Pass-
through requests will not go directly to the origin, they will go through the shield first.

Global HIT ratio calculation

Global HIT ratio calculation may seem lower than the actual numbers. Shielding is not taken into account when calculating the
global hit ratio. If an edge node doesn't have an object in its cache, it reports a miss. Local MISS/Shield HIT gets reported as a miss
and a hit in the statistics, even though there is no call to the backend. It will also result in one request from the edge node to the
shield. Local MISS/Shield MISS will result in two requests, because we will subsequently fetch the resource from your origin. For
more information about caching with shielding, see our shielding developer documentation.

Shield failover

If a specified shield POP is inaccessible for a request (e.g., because of intervening network issues), that request will go directly
from the edge node to your origin server, bypassing the shield.

Backends manually defined using VCL

You will be unable to manually define backends using VCL. Shielding at this level is completely dependent on backends being
defined as actual objects through the web interface or API. Other custom VCL will work just fine.

Automatic load balancing
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If you've selected auto load balancing, you can only select one shield total. You must use custom VCL to use multiple shields when
auto load balancing is set.

Sticky load balancing

Enabling sticky load balancing and shielding at the same time requires custom VCL. Sticky load balancers use client.identity tO
choose where to send the session. The client.identity defaults to the IP request header. That's fine under normal
circumstances, but if you enable shielding, the IP will be the original POP's IP, not the client's IP. Thus, to enable shielding and a
custom sticky load balancer, you want to use the following:

1 if (req.http.fastly-ff) {
2 set client.identity = req.http.Fastly-Client-IP;
3 }

Host header

You'll need to use caution when changing the Host header before it reaches the shield. Fastly matches a request with a Host
header. If the Host header doesn't match to a domain within the service, an error of 500 is expected. To ensure consistent behavior
of Fastly customer services and origins, we normalize the host header’s value to all lowercase in the vcl_hash subroutine. This
means that no matter how your site’s domain name is capitalized in the request, the hash subroutine will behave predictably. This
does not apply to any other parts of the URL, which remain case-sensitive.

Purging conflicts can occur if the Host header is changed to a domain that exists in a different service. For example, say Service A
has hostname a.example.com and Service B has hosthame b.example.com. If Service B changes the Host header to
a.example.com, then the edge will think the request is for Service B but the shield will think the request is for Service A. As a
precaution, you'll want to purge the object from both Service A and Service B to ensure that Fastly is retrieving the newest version
on the next request. If you're changing the Host header before it reaches the shield, the object is split across both services
because a.example.com and b.example.com are treated as separate objects. For information about the caveats to be aware of
when you change a Host header, see our article on Specifying_an override host.

VCL execution

VCL gets executed twice: once on the edge POP and again on the shield POP. Changes to beresp and resp can affect the caching
of a URL on the shield and edge. Consider the following examples.

Say you want Fastly to cache an object for one hour (3600 seconds) and then ten seconds on the browser. The origin sends
Cache-Control: max-age=3600 . YOU Unset beresp.http.Cache-Control and then reset cache-control t0 max-age=10. With
shielding enabled, however, the result will not be what you expect. The object will have max-age=3600 on the shield and reach the
edge with max-age=10.

A better option in this instance would be to use surrogate-Control and Cache-Control response headers. surrogate-Control
overrides cache-control and is stripped after the edge node. The max-age from cache-control will then communicate with the
browser. The origin response headers would look like this:

1 Surrogate-Control: max—-age=3600
2 Cache-Control: max-age=10

Another common pitfall involves sending the wrong vary header to an edge POP. For example, there's VCL that takes a specific
value from a cookie, puts it in a header, and that header is then added to the vary header. To maximize compatibility with any
caches outside of your control (such as with shared proxies as commonly seen in large enterprises), the vary header is updated in
vcl deliver , replacing the custom header with cookie . The code might look like this:
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vcl_recv {

1

2

3 if (req.http.Cookie ~ "ABtesting=B") {
4 set req.http.X-ABtesting = "B";

5 } else {

6 set req.http.X-ABtesting = "A";

7 I

8

9

10

11

12

13 sub vcl_fetch {

14

15 if (beresp.http.Vary) {

16 set beresp.http.Vary = beresp.http.Vary ", X-ABtesting";
17 } else {

18 set beresp.http.Vary
19 I

20 cen

21}

22

23

24

25 sub vcl deliver {

26

27 if (resp.http.Vary) {
28 set resp.http.Vary = regsub(resp.http.Vary, "X-ABtesting", "Cookie");
29 I

30 }

"X-ABtesting";

When combined with shielding, however, the effect of the above code will be that edge POPs will have cookie in the vary header,
and thus will have a terrible hit rate. To work around this, amend the above VCL so that vary is only updated with cookie when
the request is not coming from another Fastly cache. The rastly-rr header is a good way to tell. The code would look something
like this (including the same vcl_recv from the above example):

1

2

3 sub vcl_fetch {

4

5 if (beresp.http.Vary !~ "X-ABtesting") {

6 if (beresp.http.Vary) {

7 set beresp.http.Vary = beresp.http.Vary ", X-ABtesting";
8 } else {

9 set beresp.http.Vary = "X-ABtesting";

10 b

11 }

12

13}

14

15

16

17 sub vcl_deliver {

18

19 if (resp.http.Vary && !'req.http.Fastly-FF) {
20 set resp.http.Vary = regsub(resp.http.Vary, "X-ABtesting", "Cookie");
21 I
22}

POP maintenance

As part of our standard maintenance procedures, Fastly may perform maintenance on a POP that you have designated as an origin
shielding location. When this happens, the POP will remain in service, but we may bring individual machines within that POP in or
out of service as needed. Fastly may also decommission a POP. When this happens, Fastly will move your shielding location to a
neighboring data center on your behalf. Before standard maintenance starts, we will post a notification update to status.fastly.com,
but if you prefer to be individually alerted before the maintenance happens, you can open a support ticket by emailing
support@fastly.com, letting us know your customer ID, and requesting to be notified of upcoming shielding migrations at locations
where you shield. We will then contact you via email to announce upcoming migrations. If necessary, we'll ask you to perform
certain actions at a time that's convenient for you.

B Working with domains
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Last updated: 2021-10-05

& https://docs.fastly.com/en/guides/working-with-domains

Domains are used to route requests to your service. You associate your domain names with your origin when provisioning a Fastly
service so you can properly route requests to your website, and ensure that others cannot serve requests to that domain. For
example, you could enter www.example.com, blog.example.com, OF even use wildcards such as *.example.com. YOU can add, edit,
or remove domains from your service at any time.

w TIP

Due to limitations in the DNS specification, Fastly doesn't recommend using apex or second-level domains. An example of
an apex domain is example.com rather than www.example.com. Our guide on generating redirects at the edge discusses
how you can redirect all traffic for apex domains to WWW subdomains.

Before you begin

Be sure you learn about the web interface controls and how to work with services before you start working with your domains.

Creating a domain for the first time
Follow the steps below to add a domain to your service for the first time:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

www.example.com Example domain Add Cancel

» Setting the domain name

» What if | am using apex domains?

4. Fill out the domain creation fields as follows:

e In the Domain Name field, enter your domain name.

e In the Comment field, optionally enter a comment that describes the domain.
5. Click the Add button. Your new domain appears in the list of domains.
6. Click the Activate button to deploy your configuration changes.

7. If you haven't already, add a CNAME DNS record for your domain name to begin routing client traffic through Fastly services
instead of directly to your origin.

Creating additional domains
Follow the steps below to add additional domains to your service:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
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Domains

Domains are used to route requests to your service. Customers associate their domain names with their
origin (content source) when provisioning a Fastly service.

=+ Create domain

www.example.com # Test domain ]

4. Click the Create domain button. The domain creation fields appear.

www.example.com Example domain m Cancel

» Setting the domain name

» What if | am using apex domains?

5. Fill out the domain creation fields as follows:
e In the Domain Name field, enter your domain name.

« In the Comment field, optionally enter a comment that describes the domain.
6. Click the Add button. Your new domain appears in the list of domains.

7. Click the Activate button to deploy your configuration changes.

8. If you haven't already, add CNAME DNS records for your domain name to begin routing client traffic through Fastly services
instead of directly to your origin.

Creating a domain using the API

You can use Fastly's API to programmatically add domains to your service. To add a domain to your service, make the following API
call in a terminal application:

$ curl -H "Fastly-Key: FASTLY_API_TOKEN" -X POST https://api.fastly.com/service/<service_id>/version/<version_id>/domain -d
'name=www.example.com'

The response will look like this:

1 {

2 "comment": "",

3 "name": "www.example.com",

4 "service_id": '"<service_id>",
5 "version'": <version_id>

6

Domain creation limits

be able to adjust this number for you by working with you to set up and fine-tune domain handling in your service.

Testing a domain
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After you activate your service configuration, but before you change your DNS entries to send your domain to our servers, you can
check to see how your service is pulled through our network. Testing your domain can help you identify DNS issues or problems
with your Fastly configuration.

Using the web interface

To use the web interface to test your domain on Fastly before you make a final CNAME change, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

Domains

Domains are used to route reguests to your service. Customers associate their domain names with their
origin (content source) when provisioning a Fastly service.

=+ Create domain

www.example.com ¢ Test domain |0}

4. Click the Test domain link next to the domain you want to test.

5. Verify that your website appears in a new tab in your web browser.

Using command line utilities

To use command line utilities to test your domain on Fastly before you make a final CNAME change, you would:

o find the IP address of a Fastly pop

e add a domain Host entry to your hosts file

o test the domain in a web browser

Determining the IP address of a Fastly POP

Use the nslookup or dig command to determine the IP address of a Fastly POP.

w TIP

For non-TLS requests, use nonssl.global.fastly.net . For TLS requests, use the custom TLS CNAME record provided by
Fastly support. For more information about the Fastly TLS service, see our guide on TLS service options.

For example, running nslookup for nonssl.global.fastly.net returns:

$ nslookup nonssl.global.fastly.net
Server: 185.121.177.177
Address: 185.121.177.177#53

Non-authoritative answer:
Name: nonssl.global. fastly.net
Address: 151.101.56.204

N o ok WN P

Find the IP address at the bottom of the nslookup response. In this example, it's 151.101.56.204 .

Alternatively, running dig for nonssl.global.fastly.net returns:
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$ dig nonssl.global.fastly.net

1

2

3 ; <<>> DiG 9.8.3-P1 <<>> nonssl.global.fastly.net

4 ;; global options: +cmd

5 ;; Got answer:

6 ;; —>>HEADER<<- opcode: QUERY, status: NOERROR, id: 35146

7 ;; flags: gr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: @, ADDITIONAL: ©
8

9 ;; QUESTION SECTION:

10 ;nonssl.global.fastly.net. IN A

11

12 ;; ANSWER SECTION:

13 nonssl.global.fastly.net. 30 IN A 151.101.56.204

The IP address (A record) is in the answer secrIon of the dig results: 151.101.56.204 .

Modifying your hosts file

You can temporarily add a static IP address and domain Host entry to the hosts file on your computer. For example, if the domain
you are testing is www.example.com and one of the IP addresses returned by nslookup or a dig command is 151.101.56.204 , you
would add this entry to the file:

151.101.56.204 www.example.com

and save the changes.

w TIP

On machines running macOS or Linux, your hosts file is /etc/hosts . On Windows-based machines, it's
C:\Windows\System32\Drivers\etc\hosts .

Testing your domain

Test your domain to see how Fastly pulls it through our network by restarting your browser if it's already running, and then typing
your domain in the address field. You should now see the updated domain in the address field indicating requests are being sent to
the Fastly POP.

Alternatively, you can test the domain using a ping command to verify that your domain is being served by a Fastly POP address. In
this case, ping www.example.com would display the Fastly POP address 151.101.56.204 .

Be sure to remove the Host entry from your hosts file after you make CNAME changes to point your domain to Fastly.

Deleting a domain

Follow the steps below to delete a domain from your service:
1. On the Domains page, click the trash icon next to the domain you want to delete.
2. Click the Confirm and delete button to confirm you want to delete your domain.

3. Click the Activate button to deploy your configuration changes.

© IMPORTANT

To minimize the risk of unauthorized use of your domains, we strongly recommend modifying or deleting any DNS CNAME
records pointing to the Fastly hostname associated with the deleted domain. Follow the instructions on your DNS
provider's website.

What's next

Learn more about working with hosts and working with health checks as you continue to refine versions of your service
configurations.

B Working with health checks

Last updated: 2021-10-05
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& https://docs.fastly.com/en/guides/working-with-health-checks

Health checks monitor the status of your hosts. Fastly performs health checks on your origin server based on the Check frequency
setting you select in the Create a new health check page. The Check frequency setting you select specifies approximately how
many requests per minute Fastly POPs are checked to see if they pass. There is roughly one health check per Fastly POP per

period. Any checks that pass will be reported as "healthy."

Before you begin

Be sure you learn about the web interface controls and how to work with services before you start setting up health checks.

Creating a health check

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Origins link. The Origins page appears.

Hosts

Hosts are used as backends for your site. In addition to the IP address and port, the information is used to uniquely
identify a domain.

4 CREATE A HOST

192.02.0:80 7

www.example.com

TLS from Fastly to your host Shielding Health check Auto load balance

No — — No

Show all details

5. Click the Create health check button. The Create a health check page appears.
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Create a health check

Learn the basics in our health checks tutorial

Name + Required

A comment that describes your health check.

Request | HEAD v

An HTTP verb (i.e., HEAD, GET, or POST) and path to visit on your origins
when performing the check. Use a unigue path. For example, use /website-
healthcheck.txt, not / or /healthcheck.

Host header % Required
The Host header to set when making the request (e.g. example.com).

v Tips

Expected response | 200 OK v

The HTTP status code that signifies a healthy state.

Check frequency @ Low
) Medium
) High
) Custom...

Set how often this health check is performed. Checking frequently will
result in more origin requests. Learn more.

» Details of check frequency options

Threshold & Window 1 /2 + Required

Initial 1 % Required

Number of requests to assume as passing on deploy.

Interval & Timeout (ms) 60000 5000 % Reqguired

CREATE CANCEL

6. Fill out the Create a health check fields as follows:
e In the Name field, enter a human-readable identifier for the health check (e.g., west Coast Origin Check).

o From the Request menu, select an HTTP verb. In the Request field, enter the path to visit when performing the check. Use
a unique path. For example, use /website-healthcheck.txt, NOt / Or /healthcheck .

e In the Host header field, enter the HTTP Host header to set when making the request (e.g., example.com).

» From the Expected response menu, select the HTTP status code the origin servers must respond with for the check to
pass (usually 200 ox).

» In the Check frequency section, select a setting to control how often the health check is performed.
» Low: One request every minute from each data center, where "healthy" means 1 out of 2 must pass.

o Medium: One request every 15 seconds from each data center, where "healthy" means 3 out of 5 must pass.

» High: One request every 2 seconds from each data center, where "healthy" means 7 out of 10 must pass.

https://docs.fastly.com/en/guides/aio
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o Custom: A custom frequency you specify.

e In the Threshold & Window fields, enter the number of successes per total number health checks. For example, specifying
3/5 means 3 out of 5 checks must pass to be reported as healthy.

« In the Initial field, enter the number of requests to assume as passing on deploy. For example, if the Threshold & Window
field is set to 3/5 and the Initial field is set to 1, a backend would be marked as “unhealthy” until it passed two more
health checks to reach the required minimum.

e In the Interval & Timeout (ms) fields, enter times. Interval represents the period of time for the requests to run. Timeout
represents the wait time until request is considered failed. Both times are specified in milliseconds.

7. Click the Create button.

Your new health check now appears in the list of checks.

Assigning a health check

Health checks do nothing on their own, but they can be added as a special parameter to an origin server in your configuration.
1. Edit one of your existing origin servers by clicking the origin server's name. The Edit this host page appears.
2. From the Health checks menu, select the health check you just created.
3. Click Update.

Fastly will now use the health check to monitor the selected origin server.

Creating and assigning health checks using VCL

Health checks can also be created and assigned using VCL. See our developer documentation on health checks for more
information.

Troubleshooting

Fastly will periodically check your origin server based on the options chosen. Pay special attention to the HTTP Host header. A
common mistake is setting the wrong host. If the origin server does not receive a host it expects, it may issue a 301 or 302 redirect
causing the health check to fail. Also, Varnish requires the origin server receiving the health check requests to close the connection
for each request. If the origin server does not close the connection, health checks will time out and fail.

If an origin server is marked unhealthy due to health checks, Fastly will stop attempting to send requests to it. Once all of your
origin servers are marked unhealthy, Fastly will return a 503 error (service unavailable) to the client unless you tell it otherwise. You
can configure Fastly to attempt to serve stale content instead until your origin servers become available again.

What's next

Learn more about working with domains and working with hosts as you continue to refine versions of your service configurations.

B Working with hosts
Last updated: 2022-03-01

& https://docs.fastly.com/en/guides/working-with-hosts

To communicate with your origin servers, you can add and edit a host.

Before you begin

Be sure you learn about the web interface controls and how to work with services before you start working with your hosts.

Adding a host

To add a host, follow the steps below:
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1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Origins link. The Origins page appears.

5. Click the Create a host button. The Hosts field appears.

Hosts

Hosts are used as backends for your site. In addition to the IP address and port, the information is used
to uniquely identify a domain.

P—:’ustnamc or IPv4 address for the backend... Add Cancel

6. Fill out the Hosts field by entering the hostname or IP address of your origin server. Entering a hostname automatically
enables Transport Layer Security (TLS) and assigns port 443. Entering an IP address disables TLS and assigns port 80.

7. Click Add to add your host.

Editing a host

After you've created your host, you can edit the host's details by following the steps below:

1. In the Hosts area, click the pencil icon next to the Host you want to edit. The Edit this host page appears.

Edit this host

CONDITION  This will happen all the time unless you attach a condition.

Name My Origin Server Required

The name of your origin, such as My origin server.

Address origin.example.com Required

The IP address (or hostname) for your origin server.

2. Fill out the Edit this host fields as follows:

e In the Name field, enter the name of your server (for example, My origin server ). This name is displayed in the Fastly
web interface.

e In the Address field, enter the IP address (or hostname) of your origin server.

See Understanding the difference between certificate hosthame and SNI hosthame values for more information about
hostnames.

& Transport Layer Security (TLS) is recommended

Enabling TLS ensures a private and unmodified connection

hAativaan Cacthr AanAd vAnir Ariain carniar Cacths antAamatriaalhg
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Enable TLS?

Verify certificate?

Certificate hostname

SNI hostname

TLS CA certificate

» Advanced TLS options

Shielding

Health check

Auto load balance
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enables TLS for hosts on port 443.

Additionally, enabling TLS ensures your traffic can be routed
around internet performance issues using Fastly's
Precision Path capability.

@ Yes, enable TLS and connect securely

. 443
using port

O No, do not enable TLS. Instead connect
using port

O] Yes, verify the authenticity of the TLS certificate

@) No, do not verify my TLS certificate

www.example.com

This value is matched against the certificate Common Name (CN) or
a Subject Alternative Name (SAN).

» Need help looking up your Certificate hostname?

» What happened to SSL hostname?

Match the SNI hostname to the Certificate hostname. This value
identifies which certificate should be used for the request to origin.

» When is SNI hostname required?

CA certificate used to verify the certificate from origin. Must be in
PEM format.

» When should | specify TLS CA certificate?

Minimum TLS version, Maximum TLS version, Ciphersuites, TLS
client certificate, TLS client key

(none) v

The shield POP designated to reduce inbound load on your origins
by serving cached data. Learn more about POP request handling,
the caveats of shielding, and how to select the right

shield location for your origin.

(none) v

+ Create a health check

A small request assigned to test the state of your origin.

No v

Required

22/664



3/31/22,3:16 PM Fastly Help Guides

3. Configure the Transport Layer Security (TLS) controls as follows:

» From the Enable TLS? options, leave the default set to Yes if you want to enable TLS to secure the connection between
Fastly and your origin. To enable TLS, a valid SSL certificate must be installed on your origin server and port 443 (or the
specified port) must be open in the firewall. You can select No if you do not want to use TLS.

o From the Verify certificate? options, leave default set to Yes if you want to verify the authenticity of the TLS certificate.
Selecting No means the certificate will not be verified.

A WARNING

Not verifying the certificate has serious security implications, including vulnerability to man-in-the-middle attacks.
Consider uploading a CA certificate instead of disabling certificate validation.

e In the Certificate hosthame field, enter the hosthame associated with your TLS certificate. This value is matched against
the certificate common name (CN) or a subject alternate name (SAN) depending on the certificate you were issued.

e In the SNI hostname field, optionally enter the hostname of a different certificate to be used for the request to origin if you
are using Server Name Indication (SNI) to put multiple certificates on your origin. Alternatively, select the checkbox to
match the SNI hostname to the Certificate hosthame. This information also gets sent to the server in the TLS handshake.
See our guidance on understanding_the difference between certificate hosthame and SNI hostname values for additional
details.

e In the TLS CA certificate field, optionally provide a certificate in PEM format if you're using a certificate that is either self-
signed or signed by a certification authority (CA) not commonly recognized by major browsers. The PEM format looks like
this:

MIIDrzCCApegAWIBAEIQCDvEVPBCRrGhdWr TWZHHS jANBEkghkiGI9wABAQUFADER
MQswCOYDVQOGEW TVUZEVMBMGA T UECHMMRGLnaUNLlcnQgSW5 JMRkwF wYDVQOLExB3
d3cuZGlnawNlconQuyY29tMSAwHEYDVOQDExdEaWwdpQ2VydCEHbGI 1 YWweglUm3vdCED
QTAeFwdwN JExMTAWMDAWMDEaFwezMTExMTAWMDAWMDBEaMGExCzATBENYVBAYTALIVT
MRUWEWYDVQOKEwxEaWdpQ2VydCETbmMxGTAXEgNVBASTEHd 3dySkawdpY 2vydCs ]
b2@xIDAeBgNVBAMTFBRpZ21DZXIBIEdsb2ThbCESb29@IENBMIIBI JANBgkghk1G
SwOBAQEFAAOCADBAMIIBCgKCAQEAL jvhEXLegKTTo1eqUKKPC3e0yakK17hL011sE
CSOMAZONTJC3U/dDxGkAVE31jSLdhwZAATETzsdbg T/ fzTtxRULWZscFs3YnFoa7
nheVfes3ISKMIZtavegwsBmy/S1afvBf4q7 TuKNdaf 3pdmVmFaG5cIz ILvBTAGFpt
43C/dxC//AHZhdmoRBEYMgl 1GNXRor5H41dq9Joz+ELIYIvUXTO6hL+hgkpMf TTF
T19sd]legSzeRntwism30FBEglasv+zbMUZBfHWymeMr fv TvrTCOLUg7dEMtoM10/4
gdW7jVE/tRvo5S51iicMoxBN33shbyTAPOBEjtS ] 1etX+jkMOv IWIDAQABO ZMWY TAQ
BgNVHOSBAF BEBAMCAYYwWDwWYDVROTAQH/BAUWAWEE / zAdBgNVHQAEF gQUASSONVER
TLtmEKP1GxwD17I9@VUwWHwWYDVRA JBEBgwF o AUAISONVERTL tmBKP1GxvD17I 98V Uw
DQY TKoZIhvceNAQEFEQADEgEBAMucHEpIEXIK+t1ENESSsPTfrgTleXkIoy]Y /Esr
hMAtudXH/YTBHT jLuG2cenTnmCmrEbX jcKChzUyImZOMkXDiqwicvpOp/ 2PVEAdE
@60/nVsI8dW041PE jmPEPEfbtGhf YmbWOWSEfIttep3Sp+dWOIrWcBAI+@tKIIF
PnlUkia¥4IBIqDfvEBNZEYBEberOg0zWesRBc4L@nadUU+Krk2UB86UADILUJEVE]S
YSEY1Q5teDws0oBrp+uvFRTpZInBuThs4pFsivakuXclVzDAGySj4dzp3edatblk
CAUWTC29CTOFv1C5qfPrmAESrcilxpg@X40KPMbp 1 ZWYhd4=

4. To apply advanced TLS options, click the Advanced TLS options link and decide which of the optional fields to specify, if any.
For more information about these controls, see Advanced TLS options.

5. Configure the remaining Create a host controls as follows:

o From the Shielding menu, optionally select a POP to enable the shielding feature. For more information, see our guide on
shielding.

» From the Health check menu, optionally select a health check for this origin server. For more information, see our guide on
working with health checks.

» From the Auto load balance menu, optionally select Yes to enable load balancing for this origin server. For more
information, see our guide on load balancing.

 If you enabled load balancing, enter a weight in the Weight field.

e In the Override host field, optionally enter the hostname of your override Host header based on the origin you're using.
The value in this field will take precedence over anything you've set using the global override host configuration. To see
example Host headers for third-party services, refer to our developer documentation on overriding the Host header.

©® NOTE
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To override the incoming Host header on your origin using your Fastly service, refer to the Specifying the override
host guide.

6. Click the Advanced options link and decide which of the optional fields to change, if any:

e In the Maximum connections field, optionally enter the maximum number of connections for your backend. The default
limit is 200 connections per cache node to protect your origins from being overloaded.

e In the Error threshold field, optionally enter the number of errors allowed before an origin is considered down.

» In the Connection timeout field, optionally enter how long, in milliseconds, to wait for a connection timeout. The default is
1000 milliseconds.

» In the First byte timeout field, optionally enter how long, in milliseconds, to wait for a first byte timeout. The default is
15000 milliseconds.

e In the Between bytes timeout field, optionally enter how long, in milliseconds, to wait between bytes. The default is 10000
milliseconds.

7. Click the Update button. The new override host appears under the Show all details field of the Override host section and a
code block is added to the origin definition in your VCL that will look similar to the following:

1 Backend F_Host_ 1 {

2 .host = "...";

3 .host_header = "example.com";
4 .always_use_host_header = true;
5

6

8. Click the Activate button to deploy your configuration changes.

Advanced TLS options

If you enabled TLS on your host, there are some optional configurations you can apply by clicking the Advanced TLS options link.

Specifying acceptable TLS protocol versions

If your origin server is configured with support for modern TLS protocol versions, you can customize the TLS protocols Fastly will
use to connect to it by setting a Minimum TLS Version and Maximum TLS Version. We recommend setting both to the most up-to-
date TLS protocol, currently 1.3, if your origin can support it.

Use the openss1 command to verify your origin supports a given TLS protocol version. For example:

$ openssl s_client —connect origin.example.com:443 -tlsl_3

Replace -t1s1 3 with t1s1 2, t1s1 1 and tlsl 0 to test other protocol versions. Fastly does not support SSLv2 or SSLv3.

O IMPORTANT

In line with security best practices, Fastly recommends enabling servers with version 1.3 of the TLS protocol by default.
For backend connections from our edge nodes to customer origins, Fastly supports TLS 1.3, 1.2, 1.1, and 1.0 depending on
the versions of the protocol in use on the origin server. Fastly will continue to support TLS 1.0 based on the ServerHello
message as described in RFC 5246 if the server selects TLS 1.0 as the highest supported version.

Specifying acceptable TLS cipher suites

Fastly supports configuring the OpenSSL cipher suites used when connecting to your origin server. This allows you to turn specific
cipher suites on or off based on security properties and origin server support. The Ciphersuites setting accepts an OpenSSL
formatted cipher list. We recommend using the strongest cipher suite your origin will support as detailed by the Mozilla SSL
Configuration Generator.

Use the openss1 command to verify your origin supports a given cipher suite. For example:

$ openssl s_client —connect origin.example.com:443 —-tlsl_2 -cipher ECDHE-RSA-AES128-GCM-SHA256
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Replace -cipher ECDHE-RSA-AES128-GCM-SHA256 With the cipher suite to test.
Specifying a TLS client certificate and key

To ensure TLS connections to your origin come from Fastly and aren't random, anonymous requests, set your origin to verify the
client using a client certificate. Simply paste the certificate and private key in PEM form into the TLS client certificate text box.

© IMPORTANT

The private key must not be encrypted with a passphrase.

Then configure your backend to require client certificates and verify them against the CA cert they were signed with. Here are
some ways of doing that:

Fastly also supports securing your connection to origin with mutual TLS (mTLS).

Understanding the difference between certificate hosthame and SNI hosthname values
The following explains the difference between a certificate and SNI hostname value:

The certificate hosthame (ssl_cert_hostname). This hosthame validates the certificate at origin. It is always required. This value
should match the certificate common name (CN) or an available subject alternate name (SAN). It displays as ss1 cert hostname in
VCL. This doesn't affect the SNI certification. You can set this value in Certificate hostname field.

The SNI hostname (ssl_sni_hostname). This hostname determines which certificate should be used for the TLS handshake. SNI is
generally only required when your origin is using shared hosting, such as Amazon S3, or when you use multiple certificates at your
origin. SNI allows the origin server to know which certificate to use for the connection. This value displays as ssl1 sni hostname in
VCL. This doesn't affect the certificate validation.

The table below shows you what happens when you set the Certificate and SNI hostname values in the TLS settings:

If Certificate hosthame and SNI hosthame then the Certificate Validation value and the SNI value will
contains... contains... will be... be...
www.example.com nothing www.example.com nothing
www.example.com www.example.org www.example.com www.example.org

About the ssl_hosthame value (deprecated). The ss1 hostname value has been deprecated and replaced with
ssl cert hostname and ssl sni_ hostname . Use these two values instead.

© IMPORTANT

If you use an IP address for your .host value (i.e., by not entering a value in your certificate hostname), this will generate
an error where the certificate hostname specified in your service's origin TLS settings doesn't match either the Common
Name (CN) or available Subject Alternate Names (SANSs).

Using a wildcard certificate

If you're using a wildcard certificate, you can use any SNI hostname that matches the wildcard certificate. The SNI hosthame must
be a fully-qualified domain name (FQDN), per REC 6066.

The table below shows a variety of possible combinations of certificate and SNI hostnames that could be used with a wildcard
certificate for *.example.com:

Certificate hostname

www.example.com

https://docs.fastly.com/en/guides/aio

SNI hosthame

www.example.com
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Certificate hostname SNI hosthame
live.example.com live.example.com

*example.com www.example.com

If you set the certificate hostname to *.example.com, Fastly will treat it as a literal.

What's next

Learn more about working with domains and working with health checks as you continue to refine versions of your service
configurations.

B Working with services

Last updated: 2021-11-02

& https://docs.fastly.com/en/guides/working-with-services

A service is a user-defined set of caching rules and behavior for a website or application. You might create new services to do
things like:

e add a new website under your control to your list of web properties
e add a new domain to your growing list of existing domains already served by Fastly
« isolate traffic metrics for specific digital assets, like a site's images

Once created, you can edit and activate new versions of your services that include refinements and updates to your configuration
settings. The web interface also allows you to do other things with existing services, like compare them to each other, deactivate
or reactivate them, and delete them.

Before you begin

Before you begin working with services, be sure you understand how caching and CDNs work. You'll also need to understand the
Fastly web interface controls before using them to work with your services.

% TIP

This guide includes instructions for creating and interacting with both Deliver and Compute services. Our developer portal
provides more information on working with services that take advantage of Compute@Edge.

Creating a new service

You can create new Deliver and Compute services through the web interface.

Creating a new Deliver service
To create a new Deliver service, follow the steps below:
1. Log in to the Fastly web interface.
2. Click the Create service button. The Create service menu appears with the types of services you can create.

3. Select Deliver to create a new VCL-based service. A new, unnamed VCL service's configuration page appears.

4. Rename the service as necessary.

5. Optionally, add a comment to help you identify what you're working on.

6. Use the Domains fields to add a domain to the service.
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www.example.com Example domain

» Setting the domain name

» What if | am using apex domains?

7. Use the Hosts field to add a host to the service.

Hosts

Hosts are used as backends for your site. In addition to the IP address and port, the information is used
to uniquely identify a domain.

P—fuarnamu or IPvd address for the backend... Cancel

w TIP

Many customers setting up services specify an override host at the same time. See our guidance on overriding_a host
at the origin level if you're interested in exploring this functionality.

8. Test your service configurations by opening http://www.example.com.global.prod.fastly.net in a new browser window,
replacing www.example.com With your own website's domain name. Your website should appear, though it may take up to 60
seconds for new configuration settings to take effect.

w TIP

You can continue to explore various configuration settings for as long as you like before starting to serve traffic.

9. Click the Activate button at the top right of the screen. A confirmation window appears.

10. Click Confirm and Activate to confirm you want to activate your new service. The Deliver page appears with details about the
configuration settings you've applied.

11. Once you're ready, complete your service setup and start serving traffic through Fastly by setting_your domain's CNAME DNS
record to point to Fastly.

Creating a new Compute service

To create a new Compute service, follow the steps below:

©® NOTE

Some steps require using the Fastly CLI. If you haven't already, follow the steps for creating_an APl token, making sure it
has global scope. Then, download and install the Fastly CLI and use that token to authenticate your account before
continuing.

1. Log in to the Fastly web interface.
2. Click the Create service button. The Create service menu appears with the types of services you can create.
3. Select Compute to create a new Wasm-based service. A new, unnamed Wasm service's configuration page appears.

4. Rename the service as necessary.

5. Optionally, add a comment to help you identify what you're working on.
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6.

7.

10.

11.

12.

13.

14.

15.

16.

* TIP

After creating your Compute service, you can choose to complete the remaining configuration steps via the Fastly
CLI

Use the Domains fields to add a domain to the service.

www.example.com Example domain m Cancel

» Setting the domain name

» What if | am using apex domains?

Use the Hosts field to add a host to the service.

Hosts

Hosts are used as backends for your site. In addition to the IP address and port, the information is used
to uniquely identify a domain.

P—fuamamu or IPvd address for the backend... Cancel

% TIP

Many customers setting up services specify an override host at the same time. See our guidance on overriding_a host
at the origin level if you're interested in exploring this functionality.

. Using the Fastly CLI, create a new Compute@Edge project.

. Compile the project into a Wasm binary packaged for Fastly use. The package will be named <name>.tar.gz.

Return to your service in the Fastly web interface.
Click the Package link. The Package page appears.
Click Browse for Package to navigate to the package file on your system.

Test your service configurations by opening http://www.example.com.global.prod.fastly.net in a new browser window,
replacing www.example.com With your own website's domain name. Your website should appear, though it may take up to 60
seconds for new configuration settings to take effect.

% TIP

You can continue to explore various configuration settings for as long as you like before starting to serve traffic.

Click the Activate button at the top right of the screen. A confirmation window appears.

Click Confirm and Activate to confirm you want to activate your new service. The Compute page appears with details about
the configuration settings you've applied.

Once you're ready, complete your service setup and start serving traffic through Fastly by setting your domain's CNAME DNS

record to point to Fastly.

Editing your services

https://docs.fastly.com/en/guides/aio
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You might want to edit a version of an existing service to do things like:
e change the amount of time information is retained in cache memory for a service

o configure a service to temporarily serve stale content should your origin server need to be unavailable for an extended period
of time (for example, taken offline for maintenance)

o decrease the amount of time Fastly will wait for your origin server to respond to a request for content

Editing and activating versions of services

Fastly locks versions of services you've already activated to make rollbacks safer and provide version control. You can duplicate
(clone) any existing service version, active or inactive, and edit that cloned version. You must activate new versions of services to
deploy their configurations. Configuration changes are never automatically activated.

To make changes to a service and activate a new version, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button. The Edit configuration menu appears.

Add comment [ Edit configuration ]

(4] Clone version 16 (active) to edit

@) Edit version 20 (latest draft)

4. Select the appropriate service configuration action:
» Select Clone version [version number] (active) to clone the active version of the service for editing.
e Select Edit version [version number] (latest draft) to edit the latest draft of the service.
The service version page appears, listing the version.

5. Click Activate. The new version of the service is activated and appears in the event log.

Viewing all services

To view all your services, log in to the Fastly web interface. If you haven't yet created services, Fastly provides several options to
help you with ideas for getting started. If you've already created at least one service, however, the Home page appears displaying a
summary of all your services, sorted by requests per second, with starred services listed first.

Q, Search by ID, name, or domain... =+ Create service
9 = Show only services with WAF
¥¢ ¢  Service Configuration Requests per second Last 2 hours of requests
docs.example.com Version 1 N/A No traffic in the last 2 hours.

ABCDEFGHI01234567890

Real-time Stats

www.example.com N/A No traffic in the last 2 hours.

ABCDEFGHI01234567890

Real-time Stats

Example Unnamed Service 1 N/A No traffic in the last 2 hours.
ABCDEFGHI01234567890

Real-time Stats
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All services

Q, Search by ID, name, or domain...

e =

Show only services with WAF

¥¢ ¢  Service

docs.example.com
ABCDEFGHI01234567890

Real-time Stats

www.example.com
ABCDEFGHI01234567890

Real-time Stats

Example Unnamed Service 1
ABCDEFGHI01234567890
Real-time Stats

Example Unnamed Service 2
ABCDEFGHI01234567890
Real-time Stats

Example Unnamed Service 3
ABCDEFGHI01234567890

Real-time Stats

Fastly Help Guides

Configuration Requests per second

g Active ) Version1 N/A

Inactive N/A

Inactive N/A

Inactive N/A

Inactive N/A

If you have a lot of services, you can view a condensed list by clicking the icon with three lines above the list of services.

<+ Create service

Last 2 hours of requests

No traffic in the last 2 hours.

No traffic in the last 2 hours.

No traffic in the last 2 hours.

No traffic in the last 2 hours.

No traffic in the last 2 hours.

Showing 1—5 of 9 results < 1 2

Switching between services and service versions

To switch between services associated with your account, click the switcher icon to the right of the account name and ID and
select the appropriate service from the list that appears.

docs.example.com [~ ]

‘ Purge v H Check

Hit Ratio

89.3%

19:10:44 UTC

Service details

Created on: 2021-Aug-3

Service comment

ID: ABCDEFGHO123456789

Search services by ID or name

Service

docs.example.com
ABCDEFGHD123456789

Example Unnamed Service 1
ABCDEFGHD123456789

Example Unnamed Service 2
ABCDEFGHD123456789

Example Unnamed Service 3
ABCDEFGH0123456789

Example Unnamed Service 4
ABCDEFGHD123456789

Options v

Configuration

E Active

Inactive

Inactive

Inactive

Inactive

Showing 1—5 of 9 results

No comment added. 4 Service comment

https://docs.fastly.com/en/guides/aio

Version 1

30/664



3/31/22,3:16 PM Fastly Help Guides

To switch between versions of a specific service, click the switcher icon to the right of the version number and select the
appropriate version from the list that appears.

2’ Draft ) Version 2 Diff versions {} Show VCL

Version number Comment Last edited

Three sir Version 2 = 2 month ago
@ Add a ¢ Version 1 - 2 months ago

2 Addal

3 Activate your service. You can test safely, without impacting your traffic, until you update your DNS records.

Deleting a service

Fastly allows you to delete any service you create, along with all of its versions. Fastly does not offer a way to delete specific
versions of a service, however. Service versions are meant to be an historic log of the changes that were made to a service. To
undo changes introduced by a particular service version, you can always go back to a previous version and reactivate it or clone a
new service version based on any old version.

To delete any service along with all of its versions, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Options link and select Deactivate. The deactivate service warning appears.

4. Click the Confirm and deactivate button to confirm you want to deactivate your service and acknowledge that you no longer
want to serve traffic with it.

5. Click the Options link again and select Delete.

BdPsDED18qsG Switch services | Options |
Delete this service. Confirm on =
the next screen U Delete

The confirm delete window appears.
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Confirm that you wish to delete example service. Deleting a
service will delete all of its versions. Learn more

Confirm and delete

Cancel

6. Click the Confirm and delete button to confirm that you want to delete the service.

© IMPORTANT

To minimize the risk of unauthorized use of your domains, we strongly recommend modifying or deleting any DNS CNAME
records pointing to the Fastly hostname associated with the deleted service. Follow the instructions on your DNS
provider's website.

Other things you can do

In addition to creating or editing services, you can view all your services, star them to pin them to the top of the All services page,
rename them, compare versions of them, deactivate or reactivate specific versions of them, and delete them.

Starring services

If you have a lot of services, you can star the services you use most often to mark them as important and pin them to the top of the
Home page. Click the star next to a service to pin it to the top of the page.

All services
Q, Search by ID, name, or domain... =+ Create service
= e Show only services with WAF
% + Service Configuration Requests per second

docs.example.com | Real-time Stats | Historic Stats Version 1 N/A
www.example.com | Real-time Stats | Historic Stats N/A
Example Unnamed Service 1 | Real-time Stats | Historic Stats N/A
Example Unnamed Service 2 | Real-time Stats | Historic Stats N/A
Example Unnamed Service 3 | Real-time Stats | Historic Stats N/A

Renaming services
To rename your service, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Select the service name text box and enter a new service name.
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ear

Unnamed Service # ID: ABCDEFGHO01234567890  Options v ‘ + Create service

Version 1 {} show vCL F3 Add comment ‘ # Edit configuration v ’

4. Press enter. The newly renamed service name appears.

Adding comments to service versions

Service versions can include comments to label them (e.g., to identify reasons for changes in that version). You can add and update
version comments on both locked and activated service versions.

1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Add comment link in the upper right corner of the web interface.

docs.example.com ID: ABCDEFGH01234567890  Options v ‘ + Create service

T Active ) Version 1 {} Show VCL 2 Add comment ‘ /' Edit configuration v ’

The comment window appears.

Version 1

Comment Hello world!

One comment per version. Anyone can update the
comment. Maximum length is 512 characters.

5. In the Comment field, enter a meaningful comment for the version.

6. Click Save. The truncated version of the comment appears where the Add comment link used to be.
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docs.example.com ID: ABCDEFGHO01234567890  Options v ‘ + Create service ’

% Active ) Version1 {} Show VCL B Hello world! ‘ /' Edit configuration v ’

* TIP

You can view service version comments at any time by clicking the service version number to display the version selection
menu or by clicking the version comment icon to display the version comment in a separate window. Version comments
also appear in the event log to help with account activity monitoring.

Comparing different service versions

To compare two versions of a service, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Diff versions link. The Diff versions page appears.

Removals are highlighted in red and the additions and changes are highlighted in green. Any large blocks of unaffected
configuration lines can be expanded and viewed or collapsed and hidden by clicking on the plus (+) sign to the left of the
actual changes, next to the line numbers.

Diff Diff by:  YAML v
7 Expand All
-— 61 unmodified lines ——

62 62 weight: 100

63 63 cache_settings: []
64 comment: add PURGE security

64 comment: |-

65 remove remaining example.com conditions and headers.
66 correctly set per backend host override.
67 enable gzip.

65 68 conditions:

66 69 - name: asking for pdf
-— 20 unmodified lines ——
87 90 deleted_at:
88 91 extensions: c¢ss js html eot ico otf ttf json svg
89 updated_at: 2020-08-17 20:40:45.000000000 Z

92 updated_at: 2020-01-17 05:08:31. 000000000 7

nn n3 [ SRR PR

* TIP

You can change the compared service versions by clicking Switch versions and selecting a different version number
in the menu that appears.

Deactivating a service
To deactivate a service, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Options link and select Deactivate.
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ices Service ID: ABCDEFGH1234567890 Options A

Deactivates the currently active

service; Fastly will stop (= Deactivate
responding to this domain

The Deactivate service window appears.

Deactivate service

Enter the service name "www.example.com" to confirm that you wish to
deactivate this service.

To minimize the risk of unauthorized use of your domains, we
strongly recommend modifying or deleting any DNS CNAME
records pointing to the Fastly hostname associated with the
deactivated service.

Enter service name

Cancel

4. In the Enter service name field, enter the exact service name to deactivate.

5. Click the Confirm and deactivate button to confirm you want to deactivate your service and acknowledge that you no longer
want to serve traffic with it.

O IMPORTANT

To minimize the risk of unauthorized use of your domains, we strongly recommend modifying or deleting any DNS CNAME
records pointing to the Fastly hostname associated with the deactivated service. Follow the instructions on your DNS
provider's website.

You can also activate or deactivate a service via the API. Did you accidentally delete a service? We can help.

Reactivating a service

To reactivate a service, follow the steps below:
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1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click Activate. The service is reactivated.

5. If you removed the DNS CNAME records for the service's domains when you deactivated the service, you should add new
DNS CNAME records now.

Getting help with accidental service deletions

Services can be deactivated or deleted. Deactivated services can be reactivated at any time, but once they've been deleted you
must contact Customer Support to have them restored. When sending your request, remember to include:

e your customer ID
e your company name

e your service ID (the name of the service you want restored)

Customer Support will notify you when your service has been restored.

What's next

Learn more about working with domains, hosts, and health checks as you continue to refine versions of your service
configurations.

These articles describe key features of the Fastly web interface controls.

@ https://docs.fastly.com/en/guides/getting-started#_web-interface

B About the account menu

Last updated: 2021-11-30

& https://docs.fastly.com/en/guides/about-the-account-menu

The account menu provides you with access to your account's specific settings and its billing information as determined by the
roles and permissions you have been assigned. From here you can access your personal profile information and, if you have access
to multiple customer accounts, you'll see an option to switch accounts. The account menu also provides a way for you to contact
Support, contact Sales (sales@fastly.com), and log out of the web interface.

Before you begin

Be sure you know how to access the web interface controls before learning about each of the pages you'll encounter there.

About the Account menu

The account menu appears at the far right of the default control group:
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Example company
admin@example.com

& Account

i

Billing

9 Support

i Contact Sales

& Sign out

About the Account controls

Selecting Account from the account menu displays Company Profile and Personal Profile details tied to your account login. The
Company Profile details include:

o Company settings where you'll find details about your company (e.g., its name and the phone number, the account owner,
and various company _contacts used to streamline communication with Fastly), as well as the location to enable a login IP
allowlist, enable account-wide two-factor authentication, and cancel your account

» User management controls where you can control user invitations and configure their roles

o Account API tokens created by users within your account to control or restrict access to various services

» Audit log keeps track of events related to your account, users, and services

 Single sign-on lets you manage user authentication by enabling single sign-on (SSO)

Billing controls where you can review the charges to your account, change your credit card information, and update your
company's tax address

The Personal Profile details include:

» Your profile including your name and your email address

» Change password controls that allow you to update your current login password

» Two-factor authentication information where you can manage the multi-factor authentication controls for your personal login

o Personal API tokens where you can create and delete your personal APl tokens you need to control access to various
services and resources within your Fastly account

» Appearance controls that allow you to change the appearance of the web interface, such as enabling dark mode.

About the Billing controls
Selecting Billing from the account menu displays billing-related account details for your login, including:
 Invoice history with a complete history of the monthly bills for your Fastly account and their payment statuses

» Upgrade account where you can view your current account type and upgrade it to a paid account if you're currently using a
free developer trial

o Credit card where you can view and edit your credit card information

o Tax address where you can update your tax or billing address for your account

What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.

B About the Compute page
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Last updated: 2021-10-25

& https://docs.fastly.com/en/guides/about-the-compute-page

The Compute page serves a web-based alternative to using the Fastly CLI when working with your Compute services using the
Compute@Edge platform. The page allows you to define exactly how each instance of your Compute services should behave and
interact with its data sources. The Compute page appears automatically for logged in users with the appropriate access
permissions.

© IMPORTANT

This information is part of a limited availability release. For additional details, read our product and feature lifecycle
descriptions.

Before you begin

Be sure you know how to access the web interface controls before learning about each of the pages you'll encounter there.

About the Compute page

From the Compute page, you can access the Service summary tab, where you can review general service details including the
event log, duplicate (clone) service versions so you can edit them, and purge content.

The page also provides access to the Service configuration tab, with controls for managing_service configurations. Specifically
you can:

e manage the domains used to route requests to a Compute service
» manage the hosts used as backends for a site and how they should be accessed

e manage the health checks that monitor backend hosts

» specify how logging should be performed and where server logs should be sent

o upload your Compute@Edge compatible Wasm packages once you've built them with the Fastly CLI

Finally, the Compute page also provides a Learn tab with specific resources for Fastly's edge serverless compute platform,
including:

» details that help you select and learn about languages that can be used on Fastly's edge serverless computing platform
» steps for using the Fastly CLI and a link to the Fastly CLI reference documentation
« information about tools like Terraform to help you automate your workflows

e a way to experiment with code in the Fastly Fiddle so you can create ephemeral Fastly services without logging into a Fastly
account and learn how your requests and responses are handled by Fastly

What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.

B About the Deliver page

Last updated: 2021-10-25

& https://docs.fastly.com/en/guides/about-the-deliver-page

The Deliver page allows you to define exactly how each instance of your content delivery network (CDN) cache should behave and
control content from data sources. The Deliver page appears automatically for logged in users with the appropriate access
permissions.

Before you begin
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Be sure you know how to access the web interface controls before learning about each of the pages you'll encounter there.

About the Deliver page

The Deliver page is the key area of the web interface where you work with your CDN services and their configuration settings.
From here you can access the Service summary tab, where you can review general service details including the event log,
duplicate (clone) service versions so you can edit them, and purge content.

The Deliver page also provides access to the Service configuration tab, with the main controls for editing your service
configurations. Specifically you can edit:

o the domains used to route requests to a CDN service
o the hosts used as backends for a site and how they should be accessed

e the health checks that monitor backend hosts

e various request and cache settings, headers, and responses that control how Fastly caches and serves content for a CDN
service

e how logging should be performed and where server logs should be sent

« custom Varnish configuration language (VCL) files

e how conditions are mapped and used for a service at various times (e.g., during request processing, when Fastly receives a
backend response, or just before an object is potentially cached)

With the appropriate permissions, you can activate configuration changes immediately and roll back those changes just as quickly
should they not have the intended effect. The Deliver page also allows you to compare differences between two configuration
versions.

What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.

B About the Home page

Last updated: 2021-10-25

& https://docs.fastly.com/en/guides/about-the-home-page

Before you begin

Be sure you know how to access the web interface controls before learning about each of the pages you'll encounter there.

About the Home page

The Home page displays a summary of all your Deliver and Compute services, sorted by requests per second. It appears
automatically when users with the appropriate access permissions log in to the Fastly web interface. You can access it by clicking
Home next to the stopwatch icon once you've logged into your account.

The summary table of all services allows you to:

access the real-time and historic stats information for a particular service by clicking the related stats link next to the service
name

« understand the type of each service you control (Deliver and Compute)
e understand whether or not a particular service is active or inactive (and, if active, which version is active)
e open the current configuration settings for a service by clicking the active version number in the Configuration column

e view the number of requests received per second for a service in the Requests per second column
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» view small graphs of the total number of requests received for a service over a two hour period in the Last 2 hours of requests

column
Q, Search by ID, name, or domain... =+ Create service
9 = Show only services with WAF
% L  Service Configuration Requests per second Last 2 hours of requests
docs.example.com Version 1 N/A No traffic in the last 2 hours.

ABCDEFGHI01234567890

Real-time Stats

www.example.com Inactive N/A No traffic in the last 2 hours.
ABCDEFGHI01234567890

Real-time Stats

Example Unnamed Service 1 N/A No traffic in the last 2 hours.
ABCDEFGHI01234567890

Real-time Stats

You can also search for a specific service associated with a domain by typing the domain name in the Search by domain field. The
domain name you enter must be an exact match to find the desired service.

What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.

B About the Origin Inspector stats

Last updated: 2022-03-16

& https://docs.fastly.com/en/guides/about-the-origin-inspector-stats

Fastly's Origin Inspector builds on our existing_Stats interface by providing real-time and historic visibility into detailed response
data for traffic from your origin servers to Fastly.

© IMPORTANT

This information is part of a limited availability release. For additional details, read our product and feature lifecycle
descriptions.

Before you begin

Be sure you know how to access the web interface controls and pay specific attention to basic information about the Stats
interface before learning about the Origin Inspector specifics you'll encounter here.

About the Origin Inspector Stats page

Once Origin Inspector is enabled for your account, the Stats page gains additional navigation controls that appear below the
service name and ID details.
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www.example.com

e Overview Origins

About the Overview tab

For both real-time and historical stats, an Overview tab appears that provides stats details about your entire service as described
in our guide about the Stats page.

About the Origins tab summary dashboards

For each origin associated with your service, the Origins tab for both real-time and historic stats displays a small summary
dashboard providing immediate visibility into origin egress metrics.

Responses Bandwidth Status 1XX Status 2XX Status 3XX Status 4XX Status 5XX

1 507.7 Kbps O 1 0 0 0

Specifically, the summary dashboard describes:
» the number of responses received by Fastly from each of your origin servers.

e the bandwidth received from origin. The origin bandwidth calculation formula is response header bytes + response body
bytes .

e acount of each of the 1XX, 2XX, 3XX, 4XX, and 5XX HTTP status codes returned from your origin, grouped by type.

About the Origins tab graphs

Below the summary dashboard data, for both real-time and historic stats, two graphs appear for each origin associated with your
service. These graphs provide a visual representation of dashboard information over time. Specifically:

» a Response Status Codes graph detailing the number of responses from your origin.

e an Origin Bandwidth graph detailing the amount of bandwidth from your origin.

Viewing more origin details graphs

Below the Origins tab graphs, you'll notice a link to More origin details. Clicking this link displays the following additional graphs
about each origin in between the Response Status Codes and Origin Bandwidth graphs:

» Origin Latency metrics show the distribution of origin latency times, indicating how quickly your origin processes requests
when responding to Fastly.

« Status 5XX Details metrics show the breakdown between the number of HTTP Status 500 (Internal Server Error), 501 (Not
Implemented), 502 (Bad Gateway), 503 (Service Unavailable), 504 (Gateway Timeout), and 505 (HTTP Version Not
Supported) requests.

» Status 4XX Details metrics show the breakdown between the number of HTTP Status 400 (Bad Request), 401
(Unauthorized), 403 (Forbidden), 404 (Not Found), 416 (Range Not Satisfiable), and 429 (Too Many Requests) requests.

 Status 3XX Details metrics show the breakdown between the number of HTTP Status 301 (Moved Permanently), 302
(Found), and 304 (Not Modified) requests.
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o Status 2XX Details metrics show the breakdown between the number of HTTP Status 200 (Success), 204 (No Content), and
206 (Partial Content) requests.

How often graph data is updated

For real-time stats, the Origins tab graphs display data for the last 75 seconds and update continuously as more data is received by
each origin listed.

www.example.com
Responses Bandwidth Status 1XX Status 2XX Status 3XX Status 4XX Status 5XX
2 4.9 Mbps 0 1 0 1 0
Response Status Codes
2
O Info (1XX) nide (O Success (2XX) hide () Redirect (3XX) hide (O Client (4XX) hide O server (5XX) hide

10

8

6

4

2 A A I\

T T T T \J
75 sec ago 60 sec ago 45 sec ago 30 sec ago 15 sec ago Just now
Origin Bandwidth
4.9 Mbps

20 Mbps

15 Mbps

10 Mbps

" A A A A AAAL A
75 sec ago 60 sec ago 45 sec ago 30 sec ago 15 sec ago Just now

More origin details

For historic stats, you can specify the timeframe over which data is displayed for the Origins tabs graphs. By default, they retain
the same filters you set on the Overview tab.
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www.example.com
Responses Bandwidth Status 1XX Status 2XX Status 3XX
19,055 2.0 Gbps 0 18,904 0

Response Status Codes

191k Total *

O Info (1XX) hide () Success (2XX) hide () Redirect (3XX) hide

150

100
50 I
A A

Nov 23 05:12

Nov 22 14:48 Nov 22 19:36 Nov 23 00:24

Origin Bandwidth

2.0 GB Total *
25 MB
20 MB
15 MB

Nov 22 14:48 Nov 22 19:36 Nov 23 00:24 Nov 23 05:12

More origin details

What's next

Be sure to familiarize yourself with the fundamentals of working with stats graphs before continuing. Dig deeper into details about

(O Client (4XX) hide

I .AMJ I I“hnlilun.l. ..‘JLL;LL

Status 4XX Status 5XX

151 0

O Server (5XX) hide

0 Info (1XX)

2 Success (2XX)
0 Redirect (3XX)
0 Client (4XX)

0 Server (5XX)

L \ ﬁ W llJ.AAll.h . ‘ll L
AT Tue, 23 Nov 2021 14:16:37 UTC
Nov 23 10:00

Nov 23 10:00

all areas of the web interface controls before you move on to using them to work with services.

e

Nov 23 14:48

10 MB
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B About the Secure page

Last updated: 2022-02-02

& https://docs.fastly.com/en/guides/about-the-secure-page

The Secure page gives you access to the different security products Fastly has to offer. Note that you must contact

sales@fastly.com to have access to this page and these offerings.

Before you begin

Be sure you know how to access the web interface controls before learning about each of the pages you'll encounter there.

About the Secure page

From the Secure page, you can access the:

o TLS Management tab, where you can add HTTPS to your domains for additional privacy and data security for services. You

can either upload your own TLS certificates or have Fastly manage this for you.

» Edge Rate Limiting tab, where you can implement a rate limiting_policy to control the rate of requests sent to your origin

servers.

O IMPORTANT
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This feature is part of a limited availability release. For more information, see our product and feature lifecycle
descriptions.

« DDoS mitigation tab, where you can contact us for help with a current threat or to protect a specific event. Fastly’s high-
bandwidth globally distributed network was built with “always-on” DDoS mitigation designed to absorb DDoS attacks. If you
currently have a sustained DDoS threat risk or a short term or seasonal event to protect, however, you can also purchase a
DDoS Protection and Mitigation Service that provides additional Fastly resources to assist you with mitigating the service and
financial impacts of DDoS and related attacks.

» Next-Gen WAF tab, where you can contact us for information on the Fastly Next-Gen WAF (powered by Signal Sciences). You
can use a WAF to protect your applications from malicious attacks designed to compromise web servers.

« Fastly WAF tab, which lists the services where a version of the web application firewall (WAF) is enabled. You can use a WAF
to protect your applications from malicious attacks designed to compromise web servers. For more information about our WAF
offerings, see our guide on Fastly Next-Gen WAF (powered by Signal Sciences).

Security products note

No security product, such as a WAF or DDoS mitigation product, including those security services offered by Fastly, will detect or
prevent all possible attacks or threats. As a subscriber, you should maintain appropriate security controls on all web applications
and origins. The use of Fastly's security products do not relieve you of this obligation. As a subscriber, you should test and validate
the effectiveness of Fastly's security services to the extent possible prior to deploying these services in production, continuously
monitor their performance, and adjust these services as appropriate to address changes in your web applications, origin services,
and configurations of the other aspects of your Fastly services.

What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.

B About the stats for Compute services

Last updated: 2021-12-01

& https://docs.fastly.com/en/guides/about-the-stats-for-compute-services

The Stats page for Compute services allows you to monitor your real-time analytics and view your historical statistics for your
services on the web interface.

© IMPORTANT

This information is part of a limited availability release. For additional details, read our product and feature lifecycle
descriptions.

Before you begin

Be sure you know how to access the web interface controls and pay specific attention to basic information about the Stats
interface before learning about the Compute service specifics you'll encounter here.

Viewing the Real-time stats

The Real-time stats graphs allow you to separately monitor metrics for your services in real time, as they operate on a second-by-
second basis. In addition to a menu allowing you to select the specific data center from which to view data (it defaults to data from
all data centers), the top of the dashboard includes the following real-time cache activity:

Requests: the number of requests Fastly receives for your site per second.

Errors: the number of errors from your Wasm service, including exceeding limit errors.

Bits transferred (client): the total number of header and body bits sent and received by Fastly for your Wasm service.

Bits transferred (backend): the total number of header and body bits sent and received by Fastly to and from your Wasm

service's backend.
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o Bandwidth: the bandwidth served from Fastly's servers to your website's visitors.
 Memory Resource Limits Exceeded: the number of times that guests have exceeded their stack, heap, or global limits.

« RAM Usage: the amount of RAM used for your site by Fastly, including a maximum indicating the highest usage within the
timeframe and a static cap for usage.

» Total Wall Clock Time: the total, actual amount of time used to process your requests, including active CPU time.
e CPU Time: the amount of active CPU time used to process your requests.

e Logs: the number of logs sent to your endpoints from Fastly.

Log Bandwidth: the total bandwidth size of the logs sent to your endpoints from Fastly.
If you've just created your service, you might see a message saying there's nothing to see yet. This might be because:
» Not enough data is going to your site. If this is the case, visit the site yourself to trigger some traffic.

» You've made a CNAME change. If this is the case, it could take from a few minutes to hours for the change to propagate your
DNS servers. See how to edit your DNS record to point to Fastly for more information.

Once you start seeing real-time cache activity, you also can interact with your stats graphs.

Viewing the Historic stats

The Historic stats graphs provide a visual interface to our stats API for a selected Fastly service. You can also display historical
metrics aggregated across all your Fastly services by clicking All services. The graphs display metrics derived from your site's
statistical information. If you've just created your service, you might see a message saying there's nothing to see yet.

The displayed performance metrics help you optimize your Wasm service and analyze your service's traffic over time. These
metrics include the following:

o Requests metrics show you the total number of requests over time that were received for your site by Fastly.

e Response Status Codes metrics show you the number of HTTP Info (1xx), Success (2xx), Redirect (3xx), Client Errors (4xx),
and Server Errors (5xx) statuses served for your Wasm service using Fastly.

» Bytes transferred to client metrics show you the relative values of bytes transferred by Fastly for your Wasm service when
serving the body and header portion of the Wasm requests.

» Bytes transferred from client metrics show you the total relative values of bytes transferred to Fastly for your Wasm service
when receiving the body and header portion of the Wasm requests.

o Bytes transferred to backend metrics show you the relative values of bytes transferred to Fastly from your service’s backend
when serving the body and header portion of the Wasm requests.

» Bytes transferred from backend metrics show you the relative values of bytes transferred to Fastly from your service’s
backend when serving the body and header portion of the Wasm requests.

» Bandwidth metrics show you the amount of bandwidth served for your site by Fastly.

» Memory Resource Limits Exceeded metrics show you the number of times that guests have exceeded their stack, heap, or
global limits.

« RAM Usage metrics show you the amount of RAM used for your site by Fastly, including a maximum indicating the highest
usage within this timeframe and a static cap for usage.

» Total Wall Clock Time metrics show you the total, actual amount of time used to process your requests, including active CPU
time.

e CPU Time metrics show you amount of active CPU time used to process your requests.
e Logs metrics show the number of logs sent to your endpoints from Fastly.

o Log Bandwidth metrics show the total bandwidth size of the logs sent to your endpoints from Fastly.

What's next

Once you start to see your performance metrics, you also can interact with your stats graphs.
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B About the stats for Deliver services

Last updated: 2022-03-29

& https://docs.fastly.com/en/guides/about-the-stats-for-deliver-services

The Stats page for Deliver services allows you to monitor your real-time analytics and view your historical caching statistics for your
services on the web interface.

Before you begin

Be sure you know how to access the web interface controls and pay specific attention to basic information about the Stats
interface before learning about the Deliver service specifics you'll encounter here.

Viewing the Real-time stats

The Real-time stats graphs allow you to separately monitor caching for your services in real time, as they operate on a second-by-
second basis.

Requests Hits Misses Hit Ratio Errors Hit Time Miss Time
1 1 0 100.00% 0 0.00 N/A

per second per second per second 16:54:14 UTC per second milliseconds (avg) milliseconds (avg)

In addition to a menu allowing you to select the specific data center from which to view data (it defaults to data from all data
centers), the top of the dashboard includes the following real-time cache activity:

Requests: the number of requests Fastly receives for your site per second.
» Hits: the number of times requested data is found in cache and does not require making a fetch your origin server.
o Misses: the number of times requested data is not found in cache and has to be requested from your origin server.

» Hit Ratio: the percentage of content being accessed that is currently cached by Fastly. Also known as Fastly's definition of
cache hit ratio. While there are many ways to calculate cache hit ratio, at Fastly this is defined as the proportion of cache hits
(hits) to all cacheable content (hits + misses). If shielding is enabled, it can cause the hit ratio to be inaccurate.

e Errors: the number of error responses per second that occur as Fastly receives requests for your site.

» Hit Time: the average amount of time (in milliseconds) spent processing cache hits.

Miss Time: the average amount of time (in milliseconds) spent processing cache misses.

Below the real-time cache activity summary data, several graphs appear:

Global POP Traffic X Requests X
Mean: 96.23
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The graphed cache activity includes:

o Global POP Traffic: a heat map displaying global POP traffic through all POPs for your service.

Requests: a graph displaying the total number of requests received for your site by Fastly over time.

o Errors: a graph displaying the number of error requests that occurred over time.

» Hit Ratio: a graph displaying the percentage of content being accessed that is currently cached by Fastly over time.
» Bandwidth: a graph displaying the bandwidth served from Fastly's servers to your website's visitors.

» Image Optimizer: when enabled, a graph displaying the number of responses that came from the Fastly Image Optimizer
service over time.

« Image Optimizer (Videos): when enabled, a graph displaying the number of videos responses that came from the Fastly
Image Optimizer.

« Image Optimizer (Video Frames): when enabled, a graph displaying the number of video frames that came from the Fastly
Image Optimizer. A video frame is an individual image in a sequence of images that make up a video.

e Logs: a graph displaying the number of logs sent to your endpoints from Fastly.
» Log Bandwidth: a graph displaying the total bandwidth size of the logs sent to your endpoints from Fastly.

» Origin Latency: a histogram displaying the average amount of time to first byte (measured in milliseconds) on a cache miss or
pass. High origin latency means that your backends are taking longer to process requests.

If you've just created your service, you might see a message saying there's nothing to see yet. This might be because:
» Not enough data is going to your site. If this is the case, visit the site yourself to trigger some traffic.

» You've made a CNAME change. If this is the case, it could take from a few minutes to hours for the change to propagate your
DNS servers. See how to edit your DNS record to point to Fastly for more information.

Once you start seeing real-time cache activity, you also can interact with your stats graphs.

Viewing the Historic stats

The Historic stats graphs provide a visual interface to our stats API for a selected Fastly service. You can also display historical
metrics aggregated across all your Fastly services by clicking All services. The graphs display metrics derived from your site's
statistical information. If you've just created your service, you might see a message saying there's nothing to see yet.

The displayed caching and performance metrics help you optimize your website's speed. These metrics include the following:

» Hit Ratio metrics tell you how well you are caching content using Fastly. This metric represents the proportion of cache hits
(hits) to all cacheable content (hits + misses). Increasing your hit ratio improves the overall performance benefit of using
Fastly.

o Cache Coverage metrics show how much of your site you are caching with Fastly. This metric represents the ratio of
cacheable requests (i.e., non "pass" requests) to total requests. Improving your cache coverage by reducing passes can
improve site performance and reduce load on your origin servers.

o Caching Overview metrics compare Cache Hits, Cache Misses, Synthetic Responses (in VCL edge responses), and Passes (or
requests that cannot be cached according to your configuration).

The traffic metrics analyze your website's traffic as it evolves over time. These metrics include the following:

Requests metrics show you the total number of requests that were received for your site by Fastly.

Bytes Transferred metrics show you the total number of bytes transferred by Fastly for your service.

Header & Body Bytes Transferred metrics show you the relative values of bytes transferred when serving the body portion of
HTTP requests and the header portion of the requests.

Miss Latency metrics show the distribution of only the miss latency times for your origin.
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« Error Ratio metrics show you the ratio of error responses (4xx and 5XX status code errors) compared to the total number of
requests for your site. This metric allows you to filter types of error responses and quickly identify error spikes at given times.

e HTTP Info, Success, & Redirects metrics show the number of HTTP Info (1XX), Success (2XX), and Redirect (3XX) statuses
served for your site using Fastly.

o Status 3XX Details metrics show the breakdown between the number of HTTP Status 301s, 302s, 304s, and other 3XX
requests.

e HTTP Client and Server Errors metrics show the number of HTTP Client Errors (4XX), and Server Errors (5XX) served for your
site by Fastly.

o HTTP versions metrics show the number of requests using HTTP/1.1, HTTP/2, and HTTP/3 (QUIC) protocols.
o TLS versions metrics show the number of requests using TLS 1.0, TLS 1.1, TLS 1.2, and TLS 1.3 protocols.

e Logs metrics show the number of logs sent to your endpoints from Fastly.

o Log Bandwidth metrics show the total bandwidth size of the logs sent to your endpoints from Fastly.

o When enabled, Image Optimization Requests metrics show you the number of responses that came from the Fastly Image
Optimization service.

What's next

Once you start to see your caching and performance metrics, you also can interact with your stats graphs.

B About the Stats page

Last updated: 2022-03-16

& https://docs.fastly.com/en/guides/about-the-stats-page

The Stats page allows you to monitor your real-time analytics and view your historical caching statistics for your services on the
web interface.

Before you begin

Be sure you know how to access the web interface controls before learning about the details you'll encounter here.

©® NOTE

This page describes Stats details displayed when you haven't purchased any additional Fastly products. If you've
purchased Origin Inspector, be sure to read our guide about the Origin Inspector stats in addition to this one.

About the Stats page
On the Stats page you can access:
e Real-time stats information that allows you to monitor cache activity for your services
o Historic stats information that displays your historical stats derived from your site’s statistical information

The exact graphs displayed depend on your access permissions and the type of service you create, as well as other products and
features you may have purchased. Different stats graphs and navigation appear for:

e Deliver services

o Compute services

e Origin Inspector

The data on the Stats page may also appear grayed out or blank to some users, with no information displayed in the controls, when
a service hasn't yet received enough requests for Fastly to display meaningful information about it.
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Working with stats graphs

You can interact with and control your Real-time and Historic stats graphs as follows.

Limiting data viewed to specific data centers

By default, Real-time graphs display data from all data centers. To view data from a single, specific data center, select it from the
All datacenters menu.

Disabling smooth scrolling

The Real-time graphs update continuously. Leaving the graphs open for long periods of time, however, can occasionally lead to
higher CPU utilization. To improve performance, you can deselect the Smooth scrolling checkbox. The graphing animations may
not be as smooth when this checkbox is deselected.

Viewing the real-time stats timestamp indicator

Hovering the cursor over any part of a graph displays a timestamp indicator that updates itself as you move the mouse.
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Hiding and displaying the mean value

A dashed line indicating the mean value of the graph's data appears on some graphs. To hide the mean line, deselect the Mean
checkbox.

Logs =

164
Mean: 194.65

300 -'.
250 ' A A A A & ( |

200 7 5/ I Y YWou. 2SN
150 . " SV '

100

50

75 sec ago 50 sec ago 25 sec ago Just now
Tue, 23 Mar 2021181710 UTC

Expanding and minimizing graph views

You can expand and minimize the view of some of the graphs using the quadruple arrow button in the right-hand corner of the
graph to display an expanded view of the graph or special features it offers. Specifically:

https://docs.fastly.com/en/guides/aio 50/664



3/31/22,3:16 PM Fastly Help Guides

» the Global POP Traffic heat map displays a larger view of the graph as well as the traffic in each POP region, with continuously
updating data on the POP's current requests per second, the request error ratio, and the bandwidth going through that POP.

o the Requests, Errors, and Hit Ratio graphs expand to larger versions of themselves along with the already expanded versions
of the Bandwidth and Origin Latency graphs.

» the Origin Latency graph specifically includes a small gear icon in the upper right corner that allows you to change the interval
limit displayed by the graph from the default 15 second interval to a different time frame.

Viewing service version activation

Service version activations appear as vertical lines on the Historic graphs. Hovering your cursor over any line displays the version's
number and its activation timestamp.
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© IMPORTANT

You cannot retrieve minutely historical statistics data older than 35 days from the current date. Contact
support@fastly.com to discuss your minutely data needs.

Controlling the historic stats date displayed

You can control how you view the historic stats date ranges. For all displayed graphs, you can choose:

the exact local date and time range of the graphed data

how often to sample the data displayed

whether to view global data for the graphs or only data from a specific region

how to display the statistical values

Keep in mind, however, that data won't appear yet for time periods that haven't ended. Data aggregated per day is collected based
on UTC days and each day's data becomes available around 2am the following day. Data aggregated by hour becomes available
approximately 15 minutes after the end of each hour. Data aggregated by minute usually becomes available two minutes after the
end of the minute, but can take up to 15 minutes. If your use case requires data closer to real-time, consider using the real-time
stats instead.

Changing the stats displayed in historical graphs

You can change the statistics displayed in any historical graph to display an average, a 95th percentile, a minimum, a maximum, or a
total. When set to average, the graph displays the average (mean) as a dashed line.

To change the statistics displayed by all historical graphs, use the Display menu in the upper right corner, as shown below.
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To change the statistics displayed for a individual graph, click the menu below the graph's name, as shown below.
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You can also exclude certain data entirely from some graphs. For example, in the Status 3XX Details graph, you can click Show or
Hide or the corresponding color ship next to the specific 3XX errors (301, 302, etc.) to show or hide those error types, respectively.
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What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.

B About the web interface controls

Last updated: 2022-03-24

@ https://docs.fastly.com/en/guides/about-the-web-interface-controls

Fastly provides web interface access to all of its features and functions, which are also accessible using Fastly's application
programming_interface (API).

Before you begin

Before you begin learning about the Fastly web interface controls, it's useful to know the basics of content delivery and how
caching and CDNs work.
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Access to Fastly's web interface controls

Access to Fastly's web interface controls requires you to sign up for a Fastly account. Creating an account is free. Once you've
created an account, you can navigate to the controls via the Fastly login page at https://manage.fastly.com, either directly using
any standard web browser or by clicking a link at the top right of almost all pages at the Fastly website.

If it's your first time logging in, the controls may appear a bit empty. As you get started and create your first service, however, you'll
begin to see more, including:

o the Home page where you view summarized details about all your services
o the Stats page where you monitor real-time and historic caching-related details about a specific service
» the Deliver page where you define the settings that specifically control how cached content should behave and be delivered

o the Compute page where you can define how each instance of your Wasm services should behave and interact with its data
sources

o the Secure page where you access the different security products Fastly has to offer

e the account menu where you access account-specific settings, personal profile information, and billing-related details

Keep in mind that the controls that appear will be based on the roles and permissions assigned to you by whoever manages your
company's account access. Also, not all Fastly service features are enabled by default. The appearance of the web interface
controls may change from the defaults displayed once these services are enabled for your account.

Changing the appearance of the web interface

You can change the theme of the Fastly web interface. Follow these instructions to change the appearance for your personal
profile:

1. Log in to the Fastly web interface and click the Account link from the user menu. Your account information appears.
2. Click the Appearance link.

3. To enable dark mode, click the Dark mode switch.

off  Dark mode

Control the appearance of the Fastly web interface.

You can click the switch again to change the theme back to light mode.

Browser recommendations
We support a minimum display width of 768 pixels on the latest version of the following browsers:

e Google Chrome

o Firefox

o Safari

If you aren't using one of these browsers, then some visual styling may not be correct when using the Fastly web interface.

We strongly recommend updating your browser before beginning any debugging of Fastly services and before reporting problems
to Fastly Customer Support. You can find the latest, downloadable versions of all major browsers online. The list at Browse Happy
may help you.

What's next

Dig deeper into details about all areas of the web interface controls before you move on to using them to work with services.
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These articles provide basic instructions for configuring Fastly services after getting started.
E"

& https://docs.fastly.com/en/guides/configuration

These articles describe configuration settings and changes you can make to your cache settings when setting up Fastly
services.

& https://docs.fastly.com/en/guides/configuration#_caching

B Caching_configuration best practices

Last updated: 2021-04-23

& https://docs.fastly.com/en/guides/caching-best-practices

To ensure optimum origin performance during times of increased demand or during scheduled downtime for your servers, consider
the following best practices for your service's caching configurations.

Integrate Fastly with your application platform

You can optimize caching with Fastly by customizing your application platform settings. For instructions, see our documentation on
integrating third-party services and configuring web server software. We also provide a variety of plugins to help you directly
integrate Fastly with your content management system.

Check your cache hit ratio

The number of requests delivered by a cache server, divided by the number of cacheable requests (hits + misses), is called the
cache hit ratio. A high cache hit ratio means you've kept request traffic from hitting your origin unnecessarily. Requests come from
cache instead. In general, you want your cache hit ratio as high as possible, usually in excess of 90%. You can check your hit ratio
by viewing the Stats page for your service.

Set afallback TTL

The amount of time information can be retained in cache memory is considered its time to live or TTL. TTL is set based on the
cache related headers information returned from your origin server. You can specifically set a fallback TTL (sometimes called a
default TTL).

A WARNING

If you're using custom VCL, the fallback TTL will be specified in the VCL boilerplate and the fallback TTL configured via the
web interface or the API will not be applied. See our documentation on cache freshness and TTLs for more information.

* TIP

If there's no other source of freshness in the response, setting the fallback TTL to 0 seconds in the web interface will set

return(pass) in vel fetch.

We set a default fallback TTL that you can update at any time as follows:

1. Log in to the Fastly web interface.
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2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Settings link. The Settings page appears.

5. In the Fallback TTL area, click the pencil icon next to the TTL setting.

Fallback TTL
Edit the fallback TTL (3600 sec by default) to customize the catch-all TTL that is used for objects that don't have a specific TTL set.
Our guide: Fallback TTL

Fallback TTL (sec): 3600 #

6. In the Fallback TTL (sec) field, enter the new TTL in seconds.
7. Click Save to save your changes.

8. Click the Activate button to deploy your configuration changes.

© NOTE
See our Google Cloud Storage instructions if you're changing the default TTL for a GCS bucket.

Configure Fastly to temporarily serve stale content

If your origin becomes unavailable for an extended period of time (for example, being taken offline for maintenance purposes),
temporarily serving stale content may help you. Serving stale content can also benefit you if your site's static content is updated or
published quite frequently.

You can instruct Fastly to serve stale content by adding a stale-while-revalidate O stale-if-error Statement on your cache-
Control Of Surrogate-Control headers. Our guide to serving stale content describes this in more detail.

Decrease your first byte timeout time

After you have configured Fastly to temporarily serve stale, decreasing your first byte timeout time will cause stale content to be
served to the requestor faster while fetching fresh content from the origin. Decreasing your first byte timeout time as well as
serving stale will reduce unnecessary 503 first byte timeout errors. Decrease the first byte timeout time to your origin as follows:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Origins link. The Origins page appears.

5. In the Hosts area, find your origin server and click the pencil icon to edit the host. The Edit this host page appears.

6. Click the Advanced options link at the bottom of the page. The Advanced options controls appear.

7. In the First byte timeout field, enter the new first byte timeout in milliseconds. Approximately 15000 milliseconds is a good
default to start with.

8. Click Update to save your changes.

9. Click the Activate button to deploy your configuration changes.

Increase Cache-Control header times
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During times of increased demand, you can instruct Fastly to keep objects in cache as long as possible by increasing the times you
set on your Cache-Control headers. Consider changing the max-age On your cache-Control Of Surrogate-Control headers. Our
documentation on cache freshness describes this in more detail.

Configure caching actions for specific workflows

When you create a cache setting, the Action setting determines how the request will be handled. The action settings and the most
common workflow for each are described below.

» Do nothing now - Selecting this option will apply the request setting options, but won't force a lookup or a pass action.

» Pass (do not cache) - Selecting this option will make the request and subsequent response bypass the cache and go straight
to origin. Use this option if you need to conditionally prevent pages from caching or when using_conditions

» Restart processing (not common) - Selecting this option will restart processing of the request. Use this option if you need to
check multiple backends for a single request

» Deliver (not common) - Selecting this option will deliver the object to the client. Use this option if you need to create an
override condition.

Consider custom error handling

When downtime can't be avoided, standard error messages might not ensure the best user experience. Consider creating custom
error messages that include information specific to the request being made and pertinent to the user. Our guide to creating_error
pages with custom responses provides more detail.

Inform Fastly Customer Support

We like to be sure we're readily available for assistance during customer events. When you know in advance that an event is
forthcoming, contact support with details. Be sure to include details about:

the date and time of the event

the type of event happening

how long you expect it to last (if it's planned)

the Fastly services that might be affected

If the event you're planning is designed to validate the security of your service behind Fastly, be sure to read our guide to
penetration testing first.

B Controlling_caching

Last updated: 2021-12-16

& https://docs.fastly.com/en/guides/controlling-caching

When we store your content in cache, we calculate a Time to Live (TTL). The TTL is the maximum amount of time we will use the
content to answer requests without consulting your origin server. After the TTL expires, we may keep the content in storage, but
we won't use it to answer requests unless we're able to revalidate it with your origin.

There's no guarantee that the content will stay cached for the length of time specified in the TTL. Depending on the size of the
object and how popular it is relative to other objects, we may delete it before its TTL expires.

For more information about controlling how long Fastly caches your resources, start with our documentation on cache freshness. In
general, we will honor any Cache-Control headers you send to us from your origin.

Determining the TTL of an object

You can determine the TTL of an individual object as follows:

e If you've set the surrogate-Control: max-age, Cache-Control: max-age, OfF Expires headers, the TTL is whatever you
specified in those headers
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 If you've specified the TTL in the web interface or custom VCL, the TTL is whatever you specified

» If you've specified the TTL in the web interface or custom VCL and you've set the surrogate-Control: max-age, Cache-
Control: max-age, OF Expires headers, the TTL specified in the web interface might override the TTL specified in the origin
response

 If you haven't specified the TTL in the web interface or custom VCL and you haven't set the surrogate-Control: max-age,
Cache-Control: max-age, Of Expires headers, the TTL is 3600 seconds

You can change this limit on the Deliver page.

Setting different TTLs for Fastly cache and web browsers

Purging_objects from the Fastly cache is easy. Clearing the caches of users' web browsers is much harder. For that reason, it can
make sense to set different TTLs for content in the Fastly cache versus users' web browsers. You can set different TTLs for the
Fastly cache and web browsers through Surrogate-Control headers defined by the W3C. For example, if you wanted Fastly to
cache something for a year but you also wanted to set a maximum age of a single day for users viewing that object in a web
browser, then you could return the following HTTP headers:

1 Surrogate-Control: max—-age=31557600
2 Cache-Control: max—-age=86400

The Surrogate-Control header in this example tells Fastly to cache the object for a maximum of 31557600 seconds (one year). The
Cache-Control header in this example tells the browser to cache the object for a maximum of 86400 seconds (1 day).

* TIP

CDNs can't invalidate an end user's web browser cache. If your content is going to change frequently or if you want new
content immediately available to end users, the best strategy is to cache that content on Fastly and specifically instruct
browsers not to cache it. Then, when you purge the Fastly cache, an end user's browser will display the new version the
next time the content is requested.

One way to do this is to return the following headers:

1 Surrogate-Control: max—-age=31557600
2 Cache-Control: no-store, max—-age=0

This Surrogate-Control header tells Fastly to cache the object for a maximum of 31557600 seconds (one year). The
Cache-Control header tells the browser not to cache the object.

For Surrogate-Control, Fastly supports the max-age, stale-if-error, and stale-while-revalidate parameters.

For more information about controlling caching, see our documentation on cache freshness.

Conditionally preventing pages from caching
To conditionally prevent pages from caching, follow the steps below.
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Settings link. The Settings page appears.

5. Click the Create cache setting button to create a new cache setting. The Create a cache setting page appears.
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Create a cache setting

This will override your cache control headers. In most cases, use with conditions applied.

CONDITION  This will happen all the time unless you attach a condition.

Name Force Pass Required

The name of your cache setting, such as My cache setting.

TTL (seconds) 0

The TTL (Time To Live) entered will set the lifespan of the object within our
cache nodes.

Action Pass v

This setting decides how the request will be handled.

Stale TTL (seconds) 0

Stale TTL (Time To Live) is used by your application to serve stale content. It
determines how long to keep stale data after it has expired. Note there's
custom VCL required to complete this setup.

6. Fill out the Create a cache setting fields as follows:
« In the Name field, enter a descriptive name for the new cache setting (e.g., Force Pass ).

e Inthe TTL (seconds) field, enter o to set the lifespan of the object in our cache nodes to zero.

o From the Action menu, select Pass (do not cache) to pass the request and avoid caching it.

e In the Stale TTL (seconds) field, enter o to set the amount of time to serve stale content, in seconds, to zero.
7. Click the Create button. The new cache setting appears on the Settings page.

8. Click the Attach a condition link to the right of the newly created cache setting. The Create a new cache condition window
appears.
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Create a new cache condition

Learn the basics in our conditions tutorial

Name Cacheable URLs

Apply if... req.url !~ "~/(cacheable|images|assets)"

The expression to decide whether this is run.
Maximum length is 512 characters.

» Examples

> Advanced  Priority
option

9. Fill out the Create a new cache condition fields as follows:
e In the Name field, enter a descriptive name for the condition (e.g., cacheable URLs ).

e In the Apply if field, create a condition that matches the URLs to not cache. For example, you could enter req.url !~
"~/(cacheable|images |assets)" t0 set the condition to look for URLs that do not start with /cacheable, /images, Or
/assets . If the condition finds them, the URLs should be cached. If the condition doesn’t find them, the cache setting that

is set to rpass ensures the URLs are explicitly not cached.

10. Click the Save and apply to button.

11. Click the Activate button to deploy your configuration changes.

* TIP

You can use these steps to override default caching based on a backend response.

B Enabling API caching

Last updated: 2021-10-25

& https://docs.fastly.com/en/guides/enabling-api-caching
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Application Programming Interfaces (APIs) allow you to retrieve data from a variety of web services. Fastly makes it possible for you
to cache your APl so you can accelerate the performance of your service-oriented architecture. It optimizes your API's performance
by efficiently handling traffic bursts and reducing latency.

An example
Let's look at an example to learn how API caching works. Imagine we're an online magazine with articles on which users can make

comments. Each article can have many comments, and each comment is created by exactly one user.

Relational Schema
1

articles comments

©fastly 2013

We'll design a RESTful API specification and use it to manipulate and retrieve comments:

e GET /comment - Returns a list of all comments

GET /comment/:id - Returns a comment with the given ID

POST /comment - Creates a new comment

PUT /comment/:id - Updates a comment with the given ID

DELETE /comment/:id - Deletes a comment with the given ID

The create, read, update, and delete (CRUD) methods ensure the API can perform its basic operations, but they don't expose the
relational aspect of the data. To do so, you would add a couple of relational endpoints:

e GET /articles/:article id/comments - Get a list of comments for a given article
e GET /user/:user id/comments - Get all comments for a given user

Endpoints like these allow programmers to get the information they need to do things like render the HTML page for an article, or
display comments on a user's profile page. While there are many other possible endpoints we could construct, this set should
suffice for the purposes of this guide. Let's assume that the API has been programmed to use an Object-Relational Mapper (ORM),
such as ActiveRecord, when interacting with the database.

Determining which API endpoints to cache
Start by identifying the URLs you want to cache. We recommend splitting the specification endpoints into two groups.

The first group, called accessors, retrieves or accesses the comment data. These are the endpoints you want to cache using Fastly.
Using the example, four endpoints match this description:

e GET /comment

e GET /comment/:id

® GET /article/:article_id/comments
® GET /user/:user id/comments

The second group, called mutators, changes or mutates the comment data. These endpoints are always dynamic, and are therefore
uncacheable. Using the example, three endpoints match this description:

e POST /comment
e PUT /comment/:id
e DELETE /comment/:id

You should see a pattern emerging. Because the example APl is RESTful, we can use a simple rule to identify the accessor and
mutator endpoints: GET endpoints can be cached, but PUT, POST, and DELETE endpoints cannot.

Once you've gathered this information, you're ready to program the API to configure PURGE requests.
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Configuring PURGE requests

Don't be tempted to point at the PUT, POST, and DELETE endpoints as the place where data is modified. In most modern APIs,
these endpoints represent an interface to the actual model code responsible for handling the database modifications.

In the example, we assumed that we'd be using an ORM to perform the actual database work. Most ORMs allow programmers to
set special callbacks on models that will fire when certain actions have been performed (e.g., before or after validation, or after
creating a new record).

For purging, we are interested in whether a model has saved information to the database — whether it's a new record, an update to
an existing record, or the deleting of a record. At this point, we'd add a callback that tells the API to send a PURGE request to Fastly
for each of the cacheable endpoints.

For an ActiveRecord comments model, you could do something like this:

1 require 'fastly'

2

3 class Comment < ActiveRecord::Base

4 fastly = Fastly.new(api_key: 'FASTLY_API_TOKEN')

5

6 after_save do

7 fastly.purge "/comment"

8 fastly.purge "/comment/#{self.id}"

9 fastly.purge "/article/#{self.article_id}/comments"
10 fastly.purge "/user/#{self.user_id}/comments"
11 end
12 end

Keep two things in mind when creating the callback:

e The purge code should be triggered after the information has been saved to the database, otherwise a race condition could
be created where Fastly fetches the data from the origin server before the data has been saved to the database. This would
cache the old data instead of the new data.

e These URLs are being purged because they have content that changes when a comment is changed.

With the model code in place, the APl is now ready to be cached.

Setting up Fastly
The final step to enabling API caching involves setting up Fastly. You'll need to:

e Create a new service

e Add the domain for the API

» Add the origin server that powers the API

In addition, you can optionally create rules that tell Fastly how to work with the specific elements that are exclusive to your API.

©® NOTE

By default, Fastly will not cache PUT, POST, and DELETE requests. For more information, see our guide on default caching
behavior of HTTP methods.

Creating a new service

Follow the instructions for creating_.a new service. You'll add specific details about your APl server when you fill out the Create a
new service fields:

e In the Name field, enter a name for this service that helps you identify it's related to caching your API information (e.g., My arz

Service ).
e In the Domain field, enter the domain name associated with your API (e.g., api.example.com ).

e In the Address field, enter the IP address or hostname of your API server.

Adding the domain
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Follow these instructions to add the API's domain hame to your Fastly service:

1. On the Deliver page, click the Edit configuration menu and then clone the active version of the service. The Domains page
appears.

2. Click the Create domain button. The Create a domain page appears.

Domains

Domains are used to route requests to your service. Customers associate their domain names with their origin (content
source) when provisioning a Fastly service.

api.example.com Example APl domain m Cancel

b Setting the domain name

¥ What if | am using apex domains?

3. Fill out the Create a domain fields as follows:
e In the Domain Name field, enter the domain name for the API.

e In the Comment field, enter an optional comment that describes your domain.

4. Click Create. Your API's domain name appears in the list of domains.

Adding the origin server

Follow the instructions for working with hosts. You'll add specific details about your API server when you fill out the Create a host
fields:

» In the Name field, enter a name for the origin server that helps you identify it's related to caching your API information.

e In the Address field, enter the IP address (or hostname) of the API server.

B Implementing API cache control

Last updated: 2016-12-22

@ https://docs.fastly.com/en/guides/implementing-api-cache-control

This guide explains how to implement APl cache control. Once you've enabled API caching, and ensured purging works properly
with your cached data, you can set up specific headers like Cache-Control and Surrogate-Control to change when data is cached.

Understanding Cache-Control headers

In general, we assume that GET requests are cached and PUT, POST, and DELETE requests are not. For an ideal REST API, this rule
works well. Unfortunately, most APIs are far from ideal and require additional caching rules for some requests.

For these reasons, it's a good idea to set Cache-Control headers when migrating APIs to Fastly. Cache-Control, as defined by REC
7234 (the HTTP specification), includes many different options for appropriate handling of cached data. Specifically, Cache-Control
headers tell user agents (e.g., web browsers) how to handle the caching of server responses. For example:

e Cache-Control: private
e Cache-Control: max-age=86400

In the first example, private tells the user agent the information is specific to a single user and should not be cached for other
users. In the second example, max-age=86400 tells the user agent the response can be cached, but that it expires in exactly 86,400
seconds (one day).
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Fastly respects Cache-Control headers by default, but you can also use another proxy-specific header: Surrogate-Control.
Surrogate-Control headers are similar to Cache-Control headers, but provide instructions to reverse proxy caches like Fastly. You
can use Cache-Control and Surrogate-Control headers together. For more information about Cache-Control and Surrogate-Control
headers, see our documentation on cache freshness.

An updated example

Let's take a look at how the Cache-Control headers could be used in our original example, the comments API. Recall the API
endpoint that provided a list of comments for a given article:

GET /article/:article id/comments

When a user submits a comment for a given article, the response from this endpoint will be purged from the Fastly cache by the
comment model. It's hard to predict when content will change. Therefore, we'd like to ensure the following:

1. If the content doesn't change, it should stay cached in Fastly for a reasonable amount of time.
2. If the content does change, it should not be cached by the client longer than it needs to be.

The goal is to ensure that API responses will reach clients in a timely manner, but we also want to ensure that clients always have
the most up-to-date information. The first constraint can be solved by using the Surrogate-Control header, and the second
constraint can be solved by using the Cache-Control header:

1 Surrogate-Control: max-age=86400
2 Cache-Control: max—-age=60

These headers tell Fastly that it is allowed to cache the content for up to one day. In addition, the headers tell the client that it is
allowed to cache the content for 60 seconds, and that it should go back to its source of truth (in this case, the Fastly cache) after
60 seconds.

Implementing cache control

Migrating APIs isn't easy, even for experienced teams. When migrating an API to Fastly, we recommend separating the task into
three strategic endpoint migrations to make the process more manageable while still maintaining the validity of the API as a whole.

Preparing the API

To ensure that the API bypasses the cache during the piecewise migration, we must have every APl endpoint return a specific
control header:

Cache-Control: private

This header tells Fastly that a request to any endpoint on the API should bypass the cache and be sent directly to the origin. This
will allow us to serve the API via Fastly and have it work as expected.

©® NOTE

Modern web frameworks allow for blanket rules to be overridden by specific endpoints (for example, by the use of
middlewares). Depending on how the API has been implemented, this step might be as simple as adding a single line of
code.

Serving traffic with Fastly

The next step is configuring_a Fastly service to serve the API's traffic. After you save the configuration, there will be an immediate
speed improvement. This happens because Fastly's cache servers keep long-lasting connections to the API's origin servers, which
reduces the latency overhead of establishing multiple TCP connections.

Migrating endpoints

Now we can implement instant purge caching for each cacheable APl endpoint, one at a time. The order in which this is done
depends on the API, but by targeting the slowest endpoints first, you can achieve dramatic improvements for endpoints that need
them the most. Because each endpoint can be worked on independently, the engineering process is easier to manage.
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Excluding endpoints

The last step is deciding which APl endpoints you don't want Fastly to cache. To disable caching for endpoints, you'll need to add
new conditions for the endpoints. As you learned in Preparing_the API, using the cache-control: private header is another option
for disabling caching.

B Overriding caching defaults based on a backend response

Last updated: 2021-05-11

& https://docs.fastly.com/en/guides/overriding-caching-defaults-based-on-a-backend-response

In certain situations you may want to conditionally apply a different caching_policy based on a backend response. In this particular
case we have backend that on occasion returns 404 errors (e.g., document not found). We don't want those responses to be
cached for the full caching period of a day but only for 5 minutes. To override default caching we add a cache object and then
create conditions for it.

Creating the new Cache Object
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Settings link. The Settings page appears.

5. Click the Create cache setting button. The Create a cache setting page appears.
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Create a cache setting

This will override your cache control headers. In most cases, use with conditions applied.

CONDITION This will happen all the time unless you attach a condition.

Name About page cache setting Required

The name of your cache setting, such as My cache setting.

TTL (seconds) 300

The TTL (Time To Live) entered will set the lifespan of the
object within our cache nodes.

Action Deliver (not common) v

This setting decides how the request will be handled.

Stale TTL (seconds) 300

Stale TTL (Time To Live) is used by your application to

serve stale content. It determines how long to keep stale data
after it has expired. Note there's custom VCL required to
complete this setup.

0

6. Fill out the Create a cache setting fields as follows:
» In the Name field, enter a descriptive nhame for the new cache settings.

* Inthe TTL (seconds) field, enter the amount of time, in seconds, to cache the objects (e.g., 300).
e From the Action menu, select Deliver.

e In the Stale TTL (seconds) field, enter the amount of time to serve stale or expired responses, in seconds, should the
backend become unavailable (e.g., 300).

7. Click the Create button.

Creating an Override Condition for the new Cache Object
Once the object is created, add a condition to it.
1. Click the Attach a condition link to the right of the object.

2. Click Create cache setting button. The Create a new cache condition window appears.
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Create a new cache condition

Learn the basics in our conditions tutorial

Name Override cache default

Apply if.. beresp.status == 404

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO MY CACHE SETTING CANCEL

3. Fill out the Create a new cache setting fields as follows:
e In the Name field, enter a descriptive name for the new condition. For example, override cache default .

e In the Apply if field, enter an appropriate backend response header to specify when the condition will be applied. For
example, beresp.status == 404 .

4. Click the Save and apply to button.

5. Click the Activate button to deploy your configuration changes.

Other notes
You can use any backend response header in the Apply if field to make decisions on caching.

For example, beresp.http.Content-Type ~ "“text/html" can be used to specify different caching rules for HTML documents.

B Preventing_cache poisoning via HTTP X-headers

Last updated: 2020-08-14
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@ https://docs.fastly.com/en/guides/preventing-cache-poisoning

Fastly service configurations may be vulnerable to cache poisoning if they do not take into consideration the interaction between
HTTP "X-" headers used by backends to select content. This vulnerability can be mitigated using a VCL patch or by modifying
backend configurations.

When cache poisoning can occur

If one or more of your backends uses the contents of the X-Forwarded-Host, X-Rewrite-URL, or X-Original-URL HTTP request
headers to decide which of your users (or which security domain) it sends an HTTP response for, you could be impacted by
vulnerability. If your site’s Fastly configuration passes one of these headers to your backend and does not factor the contents of it
into the effective edge cache key (for example, explicitly or via the Vary HTTP response header), an attacker could potentially
cause the edge to store a response with arbitrary content inserted into a victim’s cache.

An attacker might be able to poison a Fastly customer URL by sending an HTTP request to a site that causes the affected backend
to respond with an attacker-controlled response. The malicious response object would be stored in the site’s cache at a poisoned
URL. An attacker could then potentially lure a victim site user into browsing the poisoned URL, where they would be served
malicious content.

How to mitigate cache poisoning

If your origin uses special values to select content for users or to otherwise select between security domains, consider
reconfiguring your origin server and applying any corresponding security updates as suggested in our original security advisory. In
addition, strip or normalize the values of X-Forwarded-Host, X-Rewrite-URL, or X-Original-URL in VCL.

To do this, set the vulnerable headers to a known-safe value or unset the headers completely. For example, the X-Forwarded-Host
header can be set to the value of the Host header via the following VCL snippet:

set req.http.x-forwarded-host = req.http.host;

The X-Original-URL header can be unset via the following VCL snippet:
unset reqg.http.x-original-url;

And X-Rewrite-URL can be unset via the following VCL snippet:

unset req.http.x-rewrite-url;

Alternatively, the values could be included in your cache key or Vary header to prevent caching of content across security domains.
See our guide to manipulating the cache key for more information.

Segmented Caching

]
Last updated: 2021-07-28

& https://docs.fastly.com/en/guides/segmented-caching

Fastly’s Segmented Caching feature allows you to cache resources of any size. Segmented Caching works by breaking resources
into smaller segments in Fastly’s cache then recombining or splitting these resources to respond to arbitrary size byte RrRange:
requests from clients. Once enabled, Segmented Caching improves performance for range: requests and allows Fastly to
efficiently cache resources of any size.

A WARNING

Fastly recommends enabling Segmented Caching on services that will be serving large resources. Without Segmented
Caching enabled, the resource size limits for your account depend on when you become a Fastly customer:
 If you created your account on or after June 17, 2020 and haven't enabled Segmented Caching, your Fastly services
have a maximum object size of 20 MB.

 If you created your account prior to June 17, 2020 and haven't enabled Segmented Caching, your Fastly services
have a maximum cacheable object size of 2 GB for requests without Streaming_Miss or 5 GB for requests with
Streaming Miss.
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How Segmented Caching works

When an end user makes a rRange: request for a resource with Segmented Caching enabled and a cache miss occurs (that is, at
least part of the range is not cached), Fastly will make the appropriate range: requests back to origin. Segmented Caching will
then ensure only the specific portions of the resource that have been requested by the end user (along with rounding based on
object size) will be cached rather than the entire resource. Partial cache hits will result in having the cached portion served from
cache and the missing pieces fetched from origin. (Requests for an entire resource would be treated as a byte range: request from
0 to end of resource.)

Once Fastly has all of the objects necessary to respond to an end user’s request, the Segmented Caching feature will assemble the
response by concatenating or pulling portions of objects. The requests back to origin, also called “inner requests,” will have a true
value for segmented caching.is inner reqg and requests from end users, also called “outer requests,” will have a true value for
segmented caching.is outer req. |f a request is made for an object without segmented caching enabled, both variables will have
a FALSE value.

©® NOTE

The feature will only go back to origin for missing objects needed to handle the end-client’s byte range: request. Cache
hits will occur based on having that portion of resource in cache even if the end user’s range exact request is unique.

Limitations and considerations

This feature has the following limitations and considerations you should take into account:

» Segmented Caching is not compatible with object compression and ESI. To use either of these features, you must ensure
Segmented Caching is disabled.

« Segmented Caching is not compatible with Fastly's Image Optimizer (10). If 10 is enabled, Segmented Caching is disabled
automatically.

o HTTP chunked transfer encoding between Fastly and origin isn't supported. Your origin server must frame responses to
Range: requests with the content-Length header.

« URL purges must be authenticated. Segmented caching allows you to purge all range objects for the resource by URL purge,
but authentication for URL purge needs to be enabled due to its underlying implementation. Make sure you’ve provided an
authorization token for URL purges as described in our purging_ documentation.

» Segmented Caching cannot be enabled based on resource size. The VCL code to enable Segmented caching must run
before the resource is requested from cache, so it is not possible to know how large it will be. However, it is possible to make
segmented caching conditional upon the URL (e.g. /video/ ) or file extension (e.g. *m4v), and this is a common use case for
resources which will benefit from it. Our instructions below contain an example of how to enable the Segmented Caching
feature based on extension.

» Resources cached prior to enabling Segmented Caching are not used. If you are enabling Segmented Caching on an existing
service, whole resources already in cache are ignored and Varnish will go back to origin to build range request objects. You
can choose to purge these or ignore them to be aged out of cache.

« Your cache hit ratio (CHR) will appear lower than it actually is because only outer requests are used in the calculation. For
example, if there is a request for the first 100 MB of a resource but Fastly only has 99 MB of 100 MB in cache, the entire
request will be counted as a miss in the CHR stat. In practice, only 1 MB had to be fetched from origin and you experienced
99% origin offload.

Enabling Segmented Caching
Use the following steps to enable Segmented Caching.

1. Determine which resources should use Segmented Caching.

* TIP

We recommend focusing on a set of file extensions or a well-defined URL structure that distinguishes the resources.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
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4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the Create your first VCL snippet button. The Create a VCL snippet page appears.
6. In the Name field, enter an appropriate name (e.g., Enable segmented caching).

7. From the Type (placement of the snippets) controls, select within subroutine.

8. From the Select subroutine menu, select recv (vcl_recv).

9. In the VCL field, add a VCL snippet that sets the reg.enable segmented caching VCL variable t0o true in vcl recv. For
example, to ensure proper caching of the large resources you've identified that contain MPEG-2-compressed video data, you
could add this VCL snippet in vcl_recv:

if (req.url.ext == "ts") {
set reqg.enable_segmented_caching = true;

H W N -

}

This snippet tells Fastly to look for requests for files with the ts extension and then enable Segmented Caching for those
files.

10. Click Create to create the snippet.

11. Click the Activate button to deploy your configuration changes.

These articles describe conditions and how to use them in VCL and the Fastly web interface.

& https://docs.fastly.com/en/guides/configuration#_conditions

BB About conditions

Last updated: 2018-05-11

& https://docs.fastly.com/en/guides/about-conditions

Conditions control how requests are processed. You can use them to add logic to any basic configuration object in a service and
have them control if and when that object is applied. Conditions require minimal programming. They allow you to wrap configuration
objects attached to your service in a VCL IF statement.

Before you start using conditions

Be sure you understand the construction of basic logical expressions before you start using conditions. Specifically, you should
understand basic C-style logical expression syntax (e.g., basic logic, operators such as && and precedence) when working with
conditions. A basic programming guide that deals with IF style expressions in either the C or Perl language (the Tizag_Perl tutorial is
a good one to start with). Even though they aren't directly applicable to our condition examples, the syntax of these languages is
similar to VCL.

A simple condition example

The simplest way to explain how Fastly handles conditions is this IF statement:

IF

this condition happens
THEN

respond this way

A W N -

A practical example can demonstrate this. The vast majority of the time, your site processes requests for information as usual, but
every so often customers mistype a search term or simply can't find what they're looking for and you're forced to display a 404 Not
Found error. You've realized that when that happens, the standard 404 Not Found errors on your website aren't as helpful as they
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could be. To fix this, any time your server can't find what a customer is looking for (a condition), you want to display a customized
404 message instructing customers to contact your support team for help (a response).

In plain English, the IF statement might look like this:

IF

404 Not Found is what we have to tell the customer
THEN

respond with the special Contact Support page

H W N -

The IF line in the example above is the condition you've set. The THEN line describes what will happen if that condition is met.

If you were to replace the English in the example above with VCL variables and a little bit of HTML, it might look like this instead:

IF
beresp.status == 404
THEN
respond with <html><body><hl>Can't find it?</hl><p>Contact support@example.com for help.</p></body></html>

H W N -

Interested in doing this? We have step-by-step instructions for creating error pages with custom responses.

Ideas for using conditions

Need some more ideas for when you could use conditions? Explore these:

Condition Response Learn how
Provide a customized robots.txt file defining which ) .
A web robot wants to crawl a ) Creating and customizing
) ) areas of your website should not be processed or .
particular area of your website a robots.txt file
scanned
Change the default caching time for only 404 Overriding_cachin
Your server needs to return a 404 g 9 ) y B g
responses from 3600 seconds (60 minutes) to 120 defaults based on a
Not Found response )
seconds (2 minutes) backend response
Users request a popular page on
) d . PoP bad Have Fastly redirect the page requests at the edge, Generating HTTP
your site but it's been moved to a ) ) . : .
without having to go back to your origin server for it redirects at the edge

different area

Types of conditions and when you can use them
We group conditions into three types:

e request conditions

e response conditions

» cache conditions

A condition's type dictates which configuration objects it can be applied to during a specific stage of the caching_process. In
addition, each stage of caching works with a different set of VCL variables that can be used to create conditions.

Condition Works with which VCL
type Applied when Fastly ... variables

client.*
Request processes a request server.*

reqg.*

client.*

server.*
Response |mocessesaresponsetoarequest

req.*

resp.*

https://docs.fastly.com/en/guides/aio 70/664


https://docs.fastly.com/en/guides/creating-error-pages-with-custom-responses
https://docs.fastly.com/en/guides/creating-and-customizing-a-robots-file
https://docs.fastly.com/en/guides/overriding-caching-defaults-based-on-a-backend-response
https://docs.fastly.com/en/guides/generating-http-redirects-at-the-edge
https://docs.fastly.com/en/guides/how-caching-and-cdns-work
https://varnish-cache.org/docs/2.1/reference/vcl.html#variables

3/31/22,3:16 PM Fastly Help Guides

Condition Works with which VCL
type Applied when Fastly ... variables
client.*
Cache receives a response from your origin, just before that response is server.*
(potentially) cached req. *
beresp. *

Where to go for more information

The Varnish Cache documentation provides a complete list of variables you can use to craft conditions. Keep in mind, however,
some of the variables Varnish allows may not be available or may have no meaning in the context of Fastly services. For more
information, see our Guide to VCL.

B Troubleshooting conditions
Last updated: 2018-09-21

& https://docs.fastly.com/en/guides/troubleshooting-conditions

If you are having problems using conditions, here are some common things to look for.

Check the Apply if field for if statements

Most problems with conditions occur in the Apply if parameter because it uses logical expressions to represent actual VCL
variables that specify when a condition should be applied to a configuration object. If you are having problems using conditions,
start by checking to see if you've putan if () statementin the wrong place. A condition's if statement is implied and doesn't need
to be placed in the Apply if field of the condition window. You only need to enter an evaluated expression (e.g., reqg.url ~

"~ /special/" ).

Check the construction of inverse regex matches

Consider if inverse regular expression (regex) matching might be the issue, especially if you're using it to exclude a particular URL in
your condition. When using the 1~ (inverse regex match) to build expressions that exclude particular URLs, be thoughtful when
also using the || or s&s& operators and multiple patterns.

For example, if you want to apply something to all URLs except those that start with /admin , the condition you'd enter into the

Apply if field would be req.url !~ "~/admin" . If you also wanted to exclude URLs starting with /internal , that expression would
be !(req.url ~ "*/admin" || req.url ~ ""/internal") .
% TIP

Keep in mind De Morgan's laws if you're using multiple conditions and negation.

Check for general regex formatting mistakes
Consider the following general regex issues that may have caused trouble:

 Is case sensitivity the problem? Varnish regex is case sensitive by default. To use a case insensitive check, you must use the
(2i) flag.

» Have you escaped forward slashes? Forward slashes don't need to be escaped in Varnish regex.

Our cheatsheet provides additional examples of using VCL with regular expressions.

B Using conditions

Last updated: 2018-10-02

& https://docs.fastly.com/en/guides/using-conditions
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Conditions use the Varnish Configuration Language (VCL) to define when a configuration object should be applied while
processing requests to a cache server. Once you understand some basics about conditions, use this guide to learn about how to
create conditions using the Fastly web interface and when to use them.

Where to find conditions
Conditions appear in two areas of Fastly's web interface:

e The Manage conditions page lists all conditions available to your configuration settings.

o Each configuration object displays conditions specifically attached to them.

Conditions on the Manage conditions page

The Manage conditions page provides an overview of all the conditions currently available to your service. You can see at a glance
which conditions are mapped to configuration objects. It allows you to create new conditions and search for existing ones.

To view conditions on the Manage conditions page:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Conditions link. A list of all conditions for your service appears.

For example, this service has one request condition available:

Manage conditions

An overview of how conditions are used and mapped in your service. Leamn more about how to apply
conditions and troubleshooting tips.

+ CREATE CONDITION Q Search conditions.

1 Request condition

IF Example Request Condition # i
req.url == "/foo/bar"
Priority 10 Type Request
THEN

Not applied to anything

The Example Request Condition shown above currently isn't applied to a configuration object (as indicated by "Not applied to
anything"). If it was, it would instead appear similar to this:
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1 Request condition

IF Example Request Condition #' ]

req.url == "/foo/bar"

Priority 10 Type Request

THEN

Example Request (header) Detach from condition
Request / Set

Show details

Conditions attached directly to a configuration object

Configuration objects appear differently in the web interface when conditions are attached to them. For example, this request
setting has no condition attached to it:

Request settings

Request Settings are used to customize Fastly's request handling. When used with Conditions the Request
Settings allow you to fine tune how specific types of requests are handled.

+ CREATE REQUEST SETTING

Example Request /' Attach a condition T

Show details

Once you click the Attach a condition link to create a new condition or attach an existing condition, however, the web interface
changes how the configuration object appears:

IF Example Request Condition #

req.url == "/foo/bar"

THEN

Example Request /' Detach from condition ~ Tif
Show details

By default, configuration objects hide the majority of details for any attached conditions. You can unhide those details by clicking
the Show details link. When expanded, the details vary depending on the type of condition.

Parts of a properly configured condition
Conditions require only a few parameters, making them appear deceptively simple. Specifically, they require:

e a Type parameter that classifies the condition being added. If added via the Manage conditions page, the type can always be
manually selected. If added via the Attach a condition link on a configuration object, the type is automatically applied
whenever possible.

o a Name parameter that serves human-readable identifier of the condition.

o an Apply if statement containing the logical expression to execute in VCL to determine if condition resolves as True or False.

Most problems with conditions occur in the Apply if parameter.

Performing matches on basic logical expressions
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Properly configured conditions can perform matches on complicated logical expressions specified in the Apply if parameter. For
example:

This logical expression ... Matches when ...

The client requesting a resource on your service has the IP

client.ip == "127.0.0.1"

127.0.0.1.
req.http.host == "example.com" The Host header of the incoming request is example.com.
req.method == "POST" && req.url ~ ""/api/articles/" The request is a POST and the URL begins with /api/articles/ .

The client.ip, reqg.http.host, reqg.method, and reqg.url conditions shown above all represent configuration variables in VCL.

Using operators to perform matches on complex logical expressions

You could also get creative and create a more complex condition used by Fastly that might have an Apply if parameter that looked
like this:

req.http.host == "www.example.com" && (req.url I~ "/foo" && req.url !~ "/bar" && req.url !~ "~/baz")

This condition tells the cache server that the Host should equal www.example.com and the URL cannot match /foo or /bar or
/baz . You might use this type of condition when you have multiple variables or options and want to fine-tune your results. In this
example, you are indicating that you don't want URLs that contain foo, bar, or baz by using the following operators:

This operator ... Does this ...
() groups expressions and restricts alteration to part of the regex
&& ensures each equation is true

1~ excludes any URLs that include the specified variables

An example of adding conditions

The scenario: You want to add a new origin server that handles a specific portion of your API requests. Some requests to this API
must be cached differently than other requests to your API, so you want to set special headers for specific types of requests.
Specifically, you don't want your new origin server to cache PUT, POST, or DELETE requests because they're special for this
particular APl and send back extra, time dependent, meta-information in each response. And finally, you want to track the
effectiveness of doing this. To accomplish all of this using conditions via the Fastly web interface, you would:

1. Create a new origin server to handle the special API traffic.

2. Create a new condition that tells the cache how to route some of the API requests to that origin server.

3. Create a new cache setting_object to ensure the origin server caches only the correct responses.

4. Create a new condition that specifies when the cache settings object should be applied.

5. Create a new header to track the specific type of API requests.

6. Create a new response condition to make sure that the header is only set on specific type of request.

7. Check your work.

Create a new origin server

To create a new origin server that will handle the special API traffic, follow the instructions for working with hosts. You'll add
specific details about your API server when you fill out the Create a host fields:

e In the Name field, enter a name for your API server (for example, special API Server ).

e In the Address field, enter the IP address (or hostname) of the API server.

Create a request condition
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Once you've created a new origin server to handle the special API traffic, tell the cache how to route requests to this origin server
by creating a request condition.

1. In the Hosts area, click the Attach a condition link next to the name of the origin server you just created. The Add a condition
to window appears.

2. You can either select an available condition or you can click the Create a new request condition button. The Create a new
request condition window appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name Special API Request

Apply if.. req.url ~ "A/special/"

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO SPECIAL API SET HEADER CANCEL

3. Fill out the Create a new request condition fields as follows:
e In the Name field, enter a descriptive name for the new condition (for example sSpecial API Request ).

e In the Apply if field, enter the appropriate request condition that will be applied (for example, req.url ~ "*/special/"
could address all requests related to the special API server).

4. Click the Save and apply to button to create the new condition for the host.

Create a cache settings object

https://docs.fastly.com/en/guides/aio 75/664



3/31/22,3:16 PM Fastly Help Guides

Requests are now are being properly routed to the new origin server. Next, create a cache settings object to ensure Fastly doesn't
cache any responses from PUT, POST, or DELETE requests. They're special for this particular APl and send back extra, time
dependent, meta-information in each response.

1. Click the Settings link. The Settings page appears.

2. In the Cache Settings area, click the Create cache setting button. The Create a cache setting page appears.

Create a cache setting

This will override your cache control headers. In most cases, use with conditions applied.

CONDITION  This will happen all the time unless you Attach a condition

Name My cache setting Required

The name of your cache setting, such as My cache
setting.

TTL (seconds)
The TTL (Time To Live) entered will set the lifespan of the
object within our cache nodes.
Action Pass (do not cache) =
This setting decides how the request will be handled.
Stale TTL (seconds)

Stale TTL (Time To Live) is used by your application to
serve stale content. It determines how long to keep stale
data after it has expired. Note there's custom VCL required
to complete this setup.

CREATE CANCEL

3. Fill out the Create a cache setting fields as follow:
e In the Name field, enter a descriptive name for the new cache settings.
e Leave the TTL (seconds) field set to its default value.
e From the Action menu, select Pass (do not cache).
e Leave the Stale TTL (seconds) field set to its default value.

4. Click the Create button.

Create and apply a condition to the cache settings object
Create a new condition that specifies when the cache settings object should be applied.

1. In the Cache Settings area, click the Attach a condition link next to the name of the cache setting you just created. The Add
a condition to window appears.

2. Click Create a new cache condition button. The Create a new cache condition window appears.
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Create a new cache condition

Learn the basics in our conditions tutorial

Name Special APl Origin Response *

Apply if.. req.method ~ "PUTIPOSTIDELETE" && beresp.status *
== 200

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO MY CACHE SETTIG CANCEL

3. Fill out the Create a new cache condition fields as follows:
e In the Name field, enter a descriptive name for the new condition (for example, special API Origin Response ).

« In the Apply if field, enter the appropriate request condition that will be applied (for example, req.method ~
"PUT | POST | DELETE" && beresp.status == 200 ).

4. Click the Save and apply to button to create the new condition for the cache setting.

Create a new header

To make sure you can track the effectiveness the new API, create a new header so you can use it to gather information about the
special API requests as they happen.

1. Click the Content link. The Content page appears.

2. In the Headers area, click the Create header button to create a new header. The Create a header page appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Special API Set Header Required

The name of your header, such as My header.

4»

Set

4»

Type / Action  Response

The type of header and the action performed on it.

Destination  http.super Required

The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source "Thanks for asking!" Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore ifset  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

3. Fill out the Create a header fields as follows:
e In the Name field, enter a descriptive name for the new header (for example, special API Set Header ).

From the Type menu, select Response and from the Action menu, select Set.

In the Destination field, enter the name of the header that will be affected by the action (for example, http.super ).

In the Source field, enter a description of the source where the content for this header comes from (for example, "Thanks

for asking!").

Leave the Ignore if set and Priority fields set to their default settings.

4. Click Create.

Create a response condition for the new header
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Once the header is created, create an associated condition to ensure this header is only set on that special type of request.

1. In the Headers area, click the Attach a condition link next to the name of the new header you just created. The Create a new
response condition window appears.

Create a new response condition

Learn the basics in our conditions tutorial

Name Special APl Response Condition *

Apply if.. | req.url ~ "A/special” & resp.status == 200 *

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO SPECIAL API SET HEADER CANCEL

2. Fill out the Create a new response condition fields as follows:
e In the Name field, enter a descriptive name for the new condition (for example, special API Response Condition ).

e In the Apply if field, enter the appropriate request condition that will be applied (for example, req.url ~ "*/special" &s&

resp.status == 200 ).

3. Click the Save and apply to button to create the new condition for the header.

Check your work

Before activating the configuration, review the generated VCL to see how Fastly converted the objects and conditions into actual
VCL. For the example shown above, the VCL for the request condition appears as:
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if (req.url ~ "~/special/") {
set req.backend = F_Special_API_Server;

}

Uu b WN B

The cache settings and condition VCL appears as:

if (req.method ~ "PUT|POST|DELETE" && beresp.status == 200) {
set beresp.ttl = 0s;
set beresp.grace = 0s;
return(pass);

}

U B WN R

And the new header response condition VCL appears as:

if (req.url ~ ""~/special” && resp.status == 200) {

set resp.http.super = "Thanks for asking!";

}

SO U A WN PR

As you become more familiar with the VCL syntax and programming, look at the generated VCL to see if the configuration is doing
what you think it is doing (most VCL is pretty simple once you know what the variables are referring to).

These articles describe how to create your own VCL files with specialized configurations.

& https://docs.fastly.com/en/guides/configuration#_custom-vcl

B About VCL Snippets

Last updated: 2019-05-13

& https://docs.fastly.com/en/guides/about-vcl-snippets

VCL Snippets are short blocks of VCL logic that can be included directly in your service configurations. They're ideal for adding
small sections of code when you don't need more complex, specialized configurations that sometimes require custom VCL. Fastly
supports two types of VCL Snippets:

o Regular VCL Snippets get created as you create versions of your Fastly configurations. They belong to a specific service and
any modifications you make to the snippet are locked and deployed when you deploy a new version of that service. You can
treat regular snippets like any other Fastly objects because we continue to clone them and deploy them with a service until
you specifically delete them. You can create regular snippets using either the web interface or via the API.

» Dynamic VCL Snippets can be modified and deployed any time they're changed. Because they are versionless objects (much
like Edge Dictionaries or ACLs at the edge), dynamic snippets can be modified independently from service changes. This
means you can modify snippet code rapidly without deploying a service version that may not be ready for production. You can
only create dynamic snippets via the API.

Limitations of VCL Snippets

e Snippets are limited to TMB in size by default. If you need to store snippets larger than the limit, contact support@fastly.com.

e Snippets don’t currently support conditions created through the web interface. You can, however, use if statements in
shippet code.

e Snippets cannot currently be shared between services.

B Accept-Language header VCL features
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Last updated: 2018-05-11

& https://docs.fastly.com/en/guides/accept-language-header-vcl-features

Fastly provides a number of extensions to VCL, including functions to parse and normalize the aAccept-Language header.

Language lookup

We've implemented Lookup functionality as defined by REC 4647, section 3.4.

Syntax

accept.language lookup(<available languages>, <default>, <priority list>)

Argument Explanation

A colon-separated list of languages to choose from. Typically the languages that the origin can
provide. For example: en:de:fr:pt:es:zh-CN

available languages

default The default language to return if none from the priority 1ist match. For example: en

The accept-Language header. A comma-separated list of languages, optionally accompanied by

priority list .
weights (g-values). For example: pt-BR,pt;g=0.8,en-US;q=0.6,en;q=0.4

Return values

The best matching language (as per the RFC) is returned. If none are found, the default language is returned, unless a weight of
zero ( g=0 ) was indicated by the priority list, in which case nuLL is returned.

Examples

1 set req.http.Normalized-Language =
2 accept.language_lookup("en:de:fr:pt:es:zh-CN", "en", req.http.Accept-Language);

The above would result in Normalized-Language: pt given an Accept-Language: pt-BR,pt;g=0.8,en-US;g=0.6,en;g=0.4 header.

accept.language lookup("en", "nl", "en-GB") resultsin en, as each subtag is removed and the match retried when a tag does
not match.

accept.language lookup("en:nl", "nl", "en-GB,nl;g=0.5") resultsin en still, evenif n1 is a more exact match, because the g-
value of nl is lower, and that has precedence. Exactness just does not come into the equation.

accept.language lookup("en-US:nl", "nl", "en-GB,nl;g=0.5") resultsin nl, because subtags are not removed from the
available languages, only from language tags on the priority list.

accept.language lookup("en-US:nl", "nl", "en-us,nl;g=0.5") resultsin en-us, as the lookup is case insensitive.

accept.language lookup("en-US:nl", "nl", "en-GB,nl;g=0") resultsin nurL (the value, not a string) since en-cB and en do not
match, and n1 (the default) is listed as unacceptable.

If g=0 for the default language is to be ignored, the following VCL can be used:

set req.http.Normalized-Language =
accept.language_lookup("en-US:nl", "nl", req.http.Accept-Language);
if ('req.http.Normalized-Language) {

set req.http.Normalized-Language = "nl";

}

N o ok W N R

Language filter (Basic)

We've implemented Basic Filtering functionality as defined by REC 4647, section 3.3.1. The implementation is not exact when the
wildcard tag ( * ) is used. If a wildcard is encountered and no matches have been found yet, the default is returned. If there are
matches, those are returned and the remainder of the priority list is ignored. There is no implementation of Extended Filtering, but if
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you are in need you could always file a feature request with Support.

Syntax

accept.language filter basic(<available languages>, <default>, <priority list>, <limit>)

Argument Explanation

A colon-separated list of languages choose from. Typically the languages that the origin can

available languages .
provide. For example: en:de:fr:pt:es:zh-CN
default The default language to return if none from the priority list match. For example: en

The accept-Language header. A comma-separated list of languages, optionally accompanied by

priority list .
weights (g-values). For example: pt-BR,pt;g=0.8,en-US;q=0.6,en;q=0.4

limit The maximum amount of languages returned.

Return values

The best matching language (as per the RFC) is returned. If none are found, the default language is returned, unless a weight of
zero ( g=0) was indicated by the priority list, in which case wnuLL is returned.

Examples

1 set req.http.Filtered-Language =
2 accept.language_filter_basic("en:de:fr:pt:es:zh-CN", "en", req.http.Accept-Language, 2);

The above would result in Filtered-Language: pt,en given an Accept-Language: pt-BR,pt;g=0.8,en-US;qg=0.6,en;qg=0.4 header.

accept.language filter basic("en", "nl", "en-GB", 2) resultsin en, as each subtag is removed and the match retried when a
tag does not match.

accept.language filter basic("en:nl", "nl", "en-GB,nl;qg=0.5", 2) resultsin en,nl, evenif nl is a more exact match,
because the g-value of nl is lower, and that has precedence. Exactness just does not come into the equation.

accept.language filter basic("en-US:nl", "nl", "en-GB,nl;g=0.5", 2) resultsin nl, because subtags are not removed from
the available languages during the search.

accept.language filter basic("en-US:nl", "nl", "en-us,nl;g=0.5", 2) resultsin en-us,nl, as the lookup is case insensitive.

accept.language filter basic("en-US:nl", "nl", "en-GB,nl;g=0", 2) resultsin nurL (the value, not a string) since en-cB and
en do not match, and n1 (the default) is listed as unacceptable.

If g=0 for the default language is to be ignored, the following VCL can be used:

set req.http.Filtered-Language =
accept.language_filter_basic("en-US:nl", "nl", req.http.Accept-Language, 2);
if (!'req.http.Filtered-Language) {

set req.http.Filtered-Language = "nl";
I

N oo s WN P

accept.language filter basic("en:nl:de:fr", "nl", "en-GB,*;g=0.5", 2) results in en and
accept.language filter basic("en:nl:de:fr", "nl", "*", 2) resultsin nil.

B Authenticating before returning_a request

Last updated: 2018-10-18

& https://docs.fastly.com/en/guides/authenticating-before-returning-a-request

Performing authentication before returning a request is possible if your authentication is completely header-based and you do
something like the following using custom VCL:
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1 sub vcl_recv {
2
3 /* unset state tracking header to avoid client sending it */
4 if (req.restarts == 0) {
5 unset req.http.X-Authed;
6 }
7
8 if ('req.http.X-Authed) {
9 /* stash the original URL and Host for later x/
10 set req.http.X-0rig-URL = req.url;
11
12 /* set the URL to what the auth backend expects x/
13 set req.url = "/authenticate";
14
15 /* Auth requests won't be cached, so pass x/
16 return(pass);
17 b
18
19 if (req.http.X-Authed == "true") {
20 /* were authed, so proceed with the request */
21 /* reset the URL %/
22 set req.url = req.http.X-0rig-URL;
23
24 } else {
25 /* the auth backend refused the request, so 403 the client %/
26 error 403;
27 ¥
28
29
30
31 ...etc...
32 }
33
34 sub vcl deliver {
35
36 /x if we are in the auth phase */
37 if (!'req.http.X-Authed) {
38
39 /x if we got a 5XX from the auth backend, we should fail open x/
40 if (resp.status >= 500 && resp.status < 600) {
41 set req.http.X-Authed = "true";
42 b
43
44 if (resp.status == 200) {
45
46 /* the auth backend responded with 200, allow the request and restart x/
47 set req.http.X-Authed = "true";
48 } else if (resp.status == 401) {
49
50 return(deliver);
51
52 } else {
53
54 /* the auth backend responded with non-200, deny the request and restart */
55 set req.http.X-Authed = "false";
56 ¥
57
58 restart;
59 ¥
60
61
62
63 ..etc...
64 }
© NOTE

Be sure to change /authenticate to whatever your authentication endpoint is.

A WARNING

Caching authentication might result in users receiving responses intended for other authenticated users. For example, if
you cache the response from the /authenticate endpoint for User A, User B could receive the same response when

logging in.
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If you feel like you can cache the authentication, then add the appropriate headers to the hash in vcl hash and return(lookup)
instead of (pass) .

B Basic authentication

Last updated: 2021-08-16

& https://docs.fastly.com/en/guides/basic-authentication

Basic authentication is a simple way of protecting a website at the edge. Users enter a username and password combination to
access pages protected by basic authentication. You can use basic authentication to restrict access to low-risk assets like testing
and staging environments.

A WARNING

Basic authentication shouldn't be used to restrict access to sensitive information. See the security considerations section
for more information.

Implementing basic authentication

Follow our HTTP basic auth example to implement basic authentication using custom VCL or Compute@Edge.

Using basic authentication with GCS

To use basic authentication with Google Cloud Storage (GCS) as a origin server, add a request header to delete the
http.Authorization header and prevent it from being sent to GCS. That header causes GCS to respond with a "Not Authorized"
message instead of your request.

Security considerations
There are several security considerations you should take into account before using basic authentication:
o Basic authentication can't protect high-risk information. Don't use it to restrict access to sensitive information.

o If you're not using TLS, the password will be transmitted over the wire in Base64 encoding. The encoded string could easily be
captured using an application like Wireshark and converted to plaintext.

e The password is cached by the user's web browser, and it can be permanently saved by the user's web browser.

Using access control lists

As an alternative to basic authentication, you can use access control lists (ACLs) to restrict access to your assets by allowlisting a
set of IP addresses. To allowlist IP addresses with an ACL, add custom VCL to Fastly's boilerplate VCL.

acl local {
"localhost";
"192.168.1.0"/24; /* and everyone on the local network */
I "192.168.1.23"; /* except for the dial-in router */

SO Ul ks WN P

See our ACL guides for more information.

B Custom responses that don't hit origin servers

Last updated: 2019-09-11

& https://docs.fastly.com/en/guides/custom-responses-that-dont-hit-origin-servers

Fastly can send custom responses for certain requests that you don't want to hit your origin servers.
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Creating a quick response

Fastly provides features that allow you to quickly enable and configure responses for a robots.txt file and 404 and 503 errors. For
more information, see our guides on creating_and customizing_a robots.txt file and creating_error pages with custom responses.

Creating an advanced response

You can create an advanced response to specify the HTTP status code, MIME type, and content of the response. For example, if
you wanted to restrict caching to a URL subtree that contains images and scripts, you could configure Fastly to return an aTTP 404
Not Found response to requests for anything other than /content/* or /scripts/* . To illustrate how to implement this example,
we'll show you how to create a response and corresponding request condition.

Follow these instructions to create an advance response:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Set up advanced response button. The Create a synthetic response page appears.

Create a synthetic response

More on how synthetic responses work in our tutonal.

CONDITION This will happen all the time unless you Attach a condition

Mame Required

The name of your response, such as My response.

Status | 200 OK s

The HTTP status code to include in the header of the response.

MIME Type
The media type to put into the Content-Type header which informs the
browser how to display the response. Common MIME types are
application/json, text/plain, text/html.
Response

The content to be served when delivering the response.

6. Fill out the Create a synthetic response fields as follows:
e In the Name field, enter a human-readable name for the response. For example Return Not Found .

e From the Status menu, select an HTTP code to return to the client. For example, 404 Not Found .
e In the MIME Type field, enter the MIME type of the response. For example, text/html .
e In the Response field, enter the plaintext or HTML content to return to the client. For example page not found.

7. Click the Create button to create the response. The new response appears in the Responses area of the Content page.
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Responses

Responses allow you to create custom HTTP responses that exist entirely on Fastly's cache servers.

+ CREATE RESPONSE

Return Not Found / Attach a condition T
Status: 404 (text htmi)

Creating the request condition
Follow these instructions to attach a request condition to the response you just created:

1. Click the Attach a condition link next to the response that you just created. The Add a condition window appears.

Add a condition to Return Not Found

Learn the basics in our conditions tutorial

Sefect a condition (9 total)

ar

CREATE A NEW CONDITION

CANCEL

2. Click the Create a new condition button. The Create a new condition window appears.
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Create a new condition

Learn the basics in our conditions tutorial

Type Request ¥

Learn more about the different types of conditions.

Name Return Not Found

Apply if.. I ( req.url ~ "A/(Content|Scripts)/" )

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO RETURN NOT FOUND CANCEL

3. Fill out the Create a new condition fields as follows:
o From the Type menu, select the type of condition you want to create.

e In the Name field, enter a human-readable name for the condition. For example, Return Not Found .

e In the Apply if field, enter the request condition you want inserted into a VCL if statement. For example, ! ( req.url -
"~/(Content|Scripts)/" ) .See below for more examples of request conditions.

4. Click the Save and apply to button. The Responses area now displays the condition that must be met in order for your
response to begin being used.
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Responses

Responses allow you to create custom HTTP responses that exist entirely on Fastly's cache servers.

+ CREATE RESPONSE

IF Return Not Found /#
' ( reg.url ~ "A/(ContentlScripts)/" )

THEN
Return Not Found /' Detach from condition  Tif
Stafus: 404 text htmi)

5. Click the Activate button to deploy your configuration changes.

Example request conditions

Respond only if URLs don't match a certain mask, in this case /content/* Or /Scripts/*:
!' (req.url ~ "7~/(Content|Scripts)/")
Respond only if URLs match /secret/* or are Microsoft Word or Excel documents ( *.doc and =*.x1s file extensions):
' (req.url ~ "~/secret/" || req.url ~ "\.(xls|doc)$")
Ignore POST and PUT HTTP requests:
req.method == "POST" || req.method == "PUT"
Deny a spider or crawler using user-agent "annoying robot" :
req.http.user-agent ~ "annoying_robot"
Prevent a specific IP from connecting, in this case the IP 225.0.0.1:
client.ip == "225.0.0.1"

Use geographic variables to block traffic from a specific location (e.g., China):

client.geo.country_code == "CN"

Match the client.ip against a CIDR range, such as 240.24.0.0/16 (this requires first creating an ACL object in VCL):

client.ip ~ ipRangeObject

B Enabling URL token validation

Last updated: 2021-06-30

& https://docs.fastly.com/en/guides/enabling-url-token-validation

Token validation allows you to create URLs that expire. Tokens are generated within your web application and appended to URLs in
a query string. Requests are authenticated at Fastly's edge instead of your origin server. When Fastly receives a request for the
URL, the token is validated before serving the content. After a configurable period of time, the token expires.

Adding custom VCL
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To enable token validation, you'll need to create a Varnish configuration named vcl recv and add the following example code to it.

* TIP

You can also use the custom VCL and Compute@Edge examples in our time-limited URL tokens documentation.

if (fastly.ff.visits_this_service == 0 && req.restarts == 0) {
declare local var.token STRING;
declare local var.token_expiration STRING;
declare local var.token_signature STRING;
declare local var.to_sign STRING;

set var.token = querystring.get(req.url, "token");
set req.url = querystring.filter(req.url, "token");

if (var.token == "") {
error 403;

}

if (var.token !~ "~(\d{10,11}) ([a-f0-9]1{40})s") {
error 403;

}

set var.token_expiration = re.group.l;
set var.token_signature = re.group.2;

set var.to_sign = req.url + var.token_expiration;

if ('digest.secure_is_equal(var.token_signature, regsub(digest.hmac_shal(digest.base64_decode("YOUR%SECRETSKEYSINSBASEG
%HERE"), var.to_sign), "~ox", ""))) {
error 403;

}

if (time.is_after(now, std.integer2time(std.atoi(var.token_expiration)))) {
error 410;

b
b
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Be sure to generate your own key for use with this VCL (the example key shown here will intentionally cause an error). Due
to limitations in VCL, the binary form of the key should not contain NUL (0x00) bytes. In Linux, use the command:

$ while (b=$(openssl rand -base64 32) ; echo $b; echo $b | base64 -d | hd | grep " 00 " > /dev/null); do :; done | t
ail -1

In macQOS, use the command:

$ while (b=$(openssl rand -base64 32) ; echo $b; echo $b | base64 -D | hexdump | grep " 00 " > /dev/null); do :; don
e | tail -1

The custom VCL code above checks for two things:
« It verifies the signature supplied matches the signature of the token
It ensures the current time is less than the expiration time specified in the token

If the signature is invalid, Varnish returns a 403 response. If the signature is valid but the expiration time has elapsed, Varnish
returns a 410 response. The different response codes are helpful for debugging.

The token information

A token is expected in the 2token= GET parameter. Tokens take the format [expiration] [signature] and look like this:

1441307151_4492125946a2e8e1414a8bb53dab8abbalcf4615

The full request URL with the token looks like this:

http://www.example.com/foo/bar.html?token=1441307151_4492f25946a2e8e1414a8bb53dab8abbalcf4615

The signature validation

The key found in digest.hmac _shal can be any string. The one in this example was generated with the following command:

$ openssl rand —-base64 32

The example key YOUR$SECRET$KEY$IN$BASE64%HERE Will intentionally cause an error if you use it. You must replace it with your own
randomly generated secret key.

A WARNING

Anyone who learns your key can bypass your token validation, so it's critical that you keep it secret.

Configuring your application

You'll need to write custom code in your application to generate tokens and authenticate with Varnish. We provide examples in our
token functions repository on GitHub. Review the examples in the repository to learn how to generate custom tokens within your
application.

Testing
To test your configuration, append a token generated by your application to a URL in a query string. For example:
http://www.example.com/foo/bar.html?token=1441307151 4492f25946a2e8el414a8bb53dab8abbalcf4615

If the token is valid, you will receive a normal response. If it is invalid, you will receive a 403 response.

Troubleshooting NUL bytes

You should verify that your secret key is devoid of NUL bytes. If the Base64-decoded string contains a NUL byte (0x00), then that
byte and any bytes following it will not be included in the response. See Base64 decoding for more information.
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B Guideto VCL

Last updated: 2021-04-20

& https://docs.fastly.com/en/guides/guide-to-vcl

Fastly’s Edge Cloud services use the Fastly Varnish Configuration Language (VCL), a scripting language used to configure and add
logic to Varnish caches. Fastly VCL allows you to generate and compile changes to your Fastly services. These changes can be
distributed to all Fastly caches worldwide and then loaded and activated without requiring maintenance windows or service
downtime. Fastly VCL is generated automatically per your service configurations specified via the web interface.

VCL and what you can do with it

We allow you to create your own VCL files with specialized configurations. Your custom VCL files can be uploaded into Fastly
caches and activated.

You can also mix and match custom VCL and Fastly VCL, using them together at the same time. You will never lose the options on
the Fastly web interface when you use custom VCL, but keep in mind that custom VCL always takes precedence over any VCL
generated by the web interface. Be mindful of where your custom VCL sits in the default VCL.

© IMPORTANT

Personal data should not be incorporated into VCL. Our Compliance and Law FAQ describes in detail how Fastly handles
personal data privacy.

Embedding inline C code in VCL

Currently, we don't provide embedded C access to our users. Fastly is a shared infrastructure. By allowing the use of inline C code,
we could potentially give a single user the power to read, write to, or write from everything. As a result, our varnish process (i.e.,
files on disk, memory of the varnish user's processes) would become unprotected because inline C code opens the potential for
users to do things like crash servers, steal data, or run a botnet.

We appreciate feedback from our customers. If you are interested in a feature that requires C code, contact support@fastly.com.
Our engineering team looks forward to these kinds of challenges.

Where to learn more about VCL and Varnish

Fastly's Developer Hub provides a reference of Fastly VCL for programming custom edge logic on VCL services. You can also
discover more about learning to build on the Fastly platform using VCL and the current best practices involved.

The official Varnish documentation is a good place to start when looking for online information. In addition, Varnish Software, who
provides commercial support for Varnish, has written a free online book.

Roberto Moutinho's book Instant Varnish Cache also provides information.

B Isolating header values without regular expressions

Last updated: 2020-09-24

& https://docs.fastly.com/en/guides/isolating-header-values-without-regular-expressions

Fastly supports the ability to extract header subfield values without regular expressions in a human-readable way. Headers
subfields are headers with a body syntax style similar to valuel=123valuel23; testValue=asdf true; staff user=true; Of max-
age=0, surrogate-control=3600 These headers include Cookie, Set-Cookie, Cache-Control, or a custom header. Fastly allows you
to isolate these key values with the following syntax:

req.http.Header-Name: key—name

For example, if a cookie request from a client was valuel=123valuel23; testValue=asdf true; staff user=true; , you could
isolate the staff user value using this logic:
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set req.http.Staff-User = req.http.Cookie:staff_user;

The same can be accomplished by using the subfield function:

set req.http.Staff-User = subfield(req.http.Cookie, "staff_user", ";");

You can add this logic using VCL Snippets or using a custom header.

A WARNING

The subfield function as well as the : accessor cannot be used for set-cookie headers.

Using VCL Snippets
To execute this logic based on the value of staff user within req.http.cookie using a VCL Snippet, you would:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click Create Snippet. The Create a VCL snippet page appears.
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Create a VCL snippet

VCL snippet guide

Name Staff User Cookie Required

. This specifies the location in which to place the snippet
Type (placement of the snippet) P P PP

O init - inserts the snippets above all subroutines (good for defining backends,
access control lists, tables)

@ within subroutine - inserts the snippets within a subroutine (following any

boilerplate code and preceeding any objects) .
recv (vcl_recv) v

O none (advanced) - requires you to manually insert the snippet using custom
VCL

« if (req.http.Cookie:staff_user ~ "true") |{
# some logic goes here
return(pass);

}

VCL

> Advanced option  Priority

CREATE CANCEL

6. In the Name field, enter an appropriate name (e.g., staff User Cookie).
7. From the Type controls, select within subroutine.
8. From the Select subroutine menu, select recv (vcl_recv).

9. In the VCL field, add the following condition:

if (req.http.Cookie:staff_user ~ "true") {

return(pass);

U B WN -

¥

10. Click Create to create the snippet.

11. Click the Activate button to deploy your configuration changes.

Using a custom header

You can isolate the value of staff user from cookie t0 the header req.http.staff user by creating.a custom header with the
following settings:
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CONDITION

Name

Type / Action

Destination

Source

Ignore if set

Priority

Fastly Help Guides

Create a header

Learn more about this section in our headers tutorial.

This will happen all the time unless you attach a condition.

Staff User Header

The name of your header, such as My header.

<>

Request y Set

The type of header and the action performed on it.

http.staff_user

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

req.http.Cookie:staff_user

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

No =

If switched to Yes, the action will not be performed if the header in Destination
exists.

10 Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

Fill out the Create a header fields as follows:

e In the Name field, enter staff User Header.

https://docs.fastly.com/en/guides/aio

From the Type menu, select Request, and from the Action menu select Set.
In the Destination field, enter http.staff user.

In the Source field, enter req.http.Cookie:staff user.

From the Ignore if set menu, select No.

In the Priority field, enter 10.

Required

Required

Required
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This will send the staff user header in every inbound request.

©® NOTE

You can use the attach a condition link to only create this header when it's needed. See our Using_ Conditions docs for
more information.

wr

Manipulating_the cache key

Last updated: 2018-09-04

S

https://docs.fastly.com/en/guides/manipulating-the-cache-key

Before you begin

If your origin uses special values (e.g., request headers) to select content for users or to otherwise direct requests to appropriate
security domains, consider including those values in your cache key or Vary header. Doing so will prevent you from accidentally
caching content across security domains and could prevent malicious attackers from poisoning your cache.

Redefining the cache key

A WARNING

By default, Fastly uses the URL and the Host of a request (plus a special, internal Fastly variable for purging purposes) to
create unique HTTP objects. Although Fastly allows you to explicitly set the cache key to define this more precisely,
changing the default behavior risks the following:

1. If you add too much information to the cache key, you can significantly reduce your hit ratio.

2. If you make a mistake when explicitly setting the cache key, you can cause all requests to get the same object.

3. If you add anything to the hash, you will need to send a purge for each combination of the URL and value you add in
order to purge that specific information from the cache.

To avoid these dangers, consider using_the Vary header instead of following the instructions below.

Explicitly setting the cache key

You can set the cache key explicitly (including attaching_conditions) by adding a request setting via the Settings page in the
configuration controls and including a comma-separated list of cache keys. The values of the cache keys listed are combined to
make a single hash, and each unique hash is considered a unique object.

For example, if you don't want the query string to be part of the cache key, but you don't want to change req.url so that the
query string still ends up in your logs, you could use the following text for the hash keys:

reg.url.path, req.http.host

In the web interface, the text would appear in the Cache keys field:
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~ Advanced options

Override host

The Host header to be sent to your origins, regardless of the Host header in
the initial end user request. For example, if your origin is Amazon, you would
send the S3-bucket-name as your host header.

Timer support | Not selected s

Whether or not to include the response time on MISSES from the origin server.
Select No to hide this. Learn more about understanding the X-Timer header.

Maximum stale age (seconds)

The maximum time in seconds during which stale object content remains in
Fastly's cache nedes. Learn more about serving stale content.

FY

Force miss Mot selected =

Select Yes to ignore a cached object and retrieve a new version from your
origin, which will remain in cache after the request is complete. To refresh the
object, use the API's Purge function instead. To bypass the object entirely,
select Pass in the Action field instead.

Request collapsing  Enabled s

By default, request collapsing is turmed on. Before using this advanced
feature, read about request collapsing. Select to disable using
req.hash_ignore_busy.

Cache keys req.url, req.http.host, req.http.Fastly-SSL

The hash keys or criteria used to define caching. You must send the same
criteria when making a purge request.

Warning: Changing Fastly's default cache behavior is risky. Learn about
manipulating the cache key.

As a general rule, you should always have reqg.url as one of your cache keys or as part of one.

Purging adjustments when making additions to cache keys

Because purging works on individual hashes, additions to cache keys can complicate purging URLs. However, it can also be
simplified.

For example, if you were to change your cache key to just req.url and not the default req.url, req.http.host, then purging
http://foo.example.com/file.html would also purge http://bar.example.com/file.html . Keep in mind this is because they're
actually the same object in the cachel!

On the other hand, if you were to change your cache key reqg.url, req.http.host, req.http.Fastly-sSSL, you would have to
purge http://example.com/ and https://example.com/ individually.

In the latter case, if you were to use the Vary header instead of changing the cache key, you could still have different content on
the two URLs, yet purge them with a single purge. In this case you would add a new Cache Header, use http.vary as the
Destination, and use the following as the Source:

if(beresp.http.Vary, beresp.http.Vary ",", "") "Fastly-SSL"

Using a cookie as a cache key

You can use a cookie as a cache key or just check for the presence of a cookie set to a specific value by controlling its request
conditions. Both methods are simple and shown in the steps below.
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To use a cookie as a cache key

Using a cookie as a cache key looks complicated but it's actually quite simple. Let's say your cookie is called "MyCookie" and it
looks like mycookie=.

Create new headers

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header page appears.

Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Required

The name of your header, such as My header.

Type / Action  Request v Set =
The type of header and the action performed on it.

Destination Required
The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore if set  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL
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6. Fill out the Create a header fields as follows:
e In the Name field, enter set MyCookie Header Default.

From the Type menu, select Request, and from the Action menu select Set.

In the Destination field, enter http.x-MyCookie .

In the Source field, enter "o" (with quotes).

Leave the Ignore if set menu set to the default, No.

In the Priority field, enter a number representing the order in which the header rule should execute. The default is set to
10 for new headers.

7. Click the Create button. The new header appears in the Headers area of the Content page.

8. Click the Create header button again and create a second new header by filling out the fields as follows:
e In the Name field, enter set MyCookie Header from Cookie .

From the Type menu, select Request, and from the Action menu select Set.
e In the Destination field, enter http.x-MyCookie .

e In the Source field, enter req.http.cookie:mycookie .

» Leave the Ignore if set menu set to the default, No.

 In the Priority field, enter a larger number than the priority of previous header you just created. For example, if you left the
default priority set to 10, enter 20.

9. Click the Create button. The second header appears in the Headers area of the Content page.

Headers

Headers allow you to determine how you want content served to your users.

4+ CREATE HEADER

Set MyCookie Header Default / Attach a condition T
Request / Set

Show details

Set MyCookie Header from Cookie /' Attach a condition T
Request / Set

Show details

Attach conditions to the new headers

1. Click the Attach a condition link next to the set MyCookie Header from Cookie header. The add a condition window appears.

2. Click the Create a new request condition button. The Create a new request condition window appears.
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Create a new request condition

Learn the basics in our conditions tutorial

Name

Apply if.. Up to 512 characters..

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO SET MYCOOKIE HEADER FROM COOKIE CANCEL

3. Fill out the fields of the Create a new request condition page as follows:
e In the Name field, enter Has MyCookie cookie.

« In the Apply if field, enter req.http.cookie:mycookie .

4. Click the Save and apply to button. The Headers area now displays the condition that must be met in order for your header to
begin being used.
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Headers

Headers allow you to determine how you want content served to your users.

=+ CREATE HEADER

Set MyCookie Header Default /' Attach a condition T
Request / Set

Show details

IF Has MyCookie cookie #

req.http.cookie:mycookie

THEN
Set MyCookie Header from Cookie # Detach from condition T
Request / Set

Show details

5. Click the Settings link. The Settings page appears.
6. Click the Create request setting button. The Create a request setting page appears.
7.In the Name field, enter set Hash from Cookie.
8. Click the Advanced options link. The Advanced options appear.
9. In the Cache keys field, enter req.url, reg.http.host, reqg.http.X-MyCookie
10. Click the Create button. The new request appears in the Request settings area.

11. Click the Attach a condition link next to the new request. The Add a condition window appears.

Add a condition to Set Hash from Cookie

Learn the basics in our conditions tutorial

Select a condition (7 total)

ar

CREATE A NEW REQUEST CONDITION

CANCEL

12. From the Select a condition menu, select Has MyCookie cookie . The Request settings area now displays the condition that
must be met in order for your request to begin being used.
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Request settings

Request Settings are used to customize Fastly's request handling. When used with Conditions the Request
Settings allow you to fine tune how specific types of requests are handled.

+ CREATE REQUEST SETTING

IF Has MyCookie cookie #
req.http. cookie:mycookie

THEN
Set Hash from Cookie Detach from condition T

Show details

13. Click the Activate button to deploy your configuration changes.

To check for the presence of a cookie set to a specific value
An alternative way if you're just checking for the presence of the cookie set to some specific value (e.g., 1):
1. Add a new Request setting where the Cache key field is set to req.url, req.http.host, "Has mycookie" .

2. Add a condition to that Request setting where the Apply if field contains reqg.http.cookie:mycookie .

B Response Cookie handling

Last updated: 2021-05-10

& https://docs.fastly.com/en/guides/response-cookie-handling

The traditional way to read response cookies in VCL is to inspect either the beresp.http.Set-Cookie Or theé resp.http.Set-Cookie
variables and then extract values using regular expressions. However this is not ideal since attempting to parse potentially
complicated or quoted strings with regular expressions is brittle and prone to being tripped up by edge cases. It also doesn't allow
for reading multiple headers with the same name such as when an origin sends multiple set-cookie headers. Because of these
two reasons Fastly supports a method for extracting a named value out of set-cookie headers no matter how many there are.

To access a hamed value simply use the function with either beresp or resp depending on what part of the request you're in - so
either

setcookie.get_value_by_name(beresp, '"name')

or

setcookie.get_value_by_name(resp, '"name')

as appropriate, replacing "name" with whatever the name of the value is. So for example, given this HTTP response from an origin

HTTP/1.1 200 OK

Cache-Control: max—age=60

Content-Type: text/html; charset=utf-8
Content-Length: 80806

Accept-Ranges: bytes

Date: Tue, 11 Aug 2015 19:00:04 GMT
Age: 123

Connection: keep-alive

Set-Cookie: one=a; httponly; secure
Set-Cookie: two=b or not to b; httponly

S ©W 00 NO ULhS, WN -

=

then using the function like this
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1 set resp.http.X-0ne
2 set resp.http.X-Two

setcookie.get_value_by_name(resp, "one");
setcookie.get_value_by_name(resp, "two'");

will set resp.http.x-one to be "a" and resp.http.x-Two t0 "b or not to b".

This logic can be used in uploaded custom VCL, as well as throughout the web interface. For example:

Create a header

Learn more about this section in our headers tutorial.

CONDITION This will happen all the time unless you attach a condition.

Name x-One header

The name of your header, such as My header.

Type [/ Action Response v Set v

The type of header and the action performed on it.

Destination http.x-One

The name of the header that will be affected by the selected
action. For example: http.Content-Type, http.Set-Cookie,
http.Via, http.Location, or http.Access-Control-Allow-Origin.

Source setcookie.get_value_by name(resp, "name")

New content for the header. Can be a static value (e.g., string
or number) or a dynamic value (e.g., existing header or a GeolP
value). Remember to use quotes for string values.

Ignore if set No v

If switched to Yes, the action will not be performed if the
header in Destination exists.

Priority 10 Required

The order in which the header rules execute within the
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condition. Lower numbers execute first.

B Support for the Edge-Control header

Last updated: 2021-08-19

& https://docs.fastly.com/en/guides/support-for-the-edge-control-header

VCL provides the building blocks to access information inside the Edge-Control response header field from the origin. We support
this by honoring cache-maxage from Edge-Control as the time to live (TTL) of the object on the Fastly edge, and honoring
downstream-ttl from Edge-Control as the TTL to be sent down from the Fastly edge to the end user's browser.

In order to incorporate this Edge-Control header support, use VCL Snippets to update your vcl fetch:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click Create Snippet. The Create a VCL snippet page appears.
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Create a VCL snippet

VCL snippet guide
Name Edge-Control Header parse_time_delta Required

Type (placement of the snippet) This specifies the location in which to place the snippet

O init - inserts the snippets above all subroutines (good for defining
backends, access control lists, tables)

@ within subroutine - inserts the snippets within a subroutine (following any
boilerplate code and preceding any objects)

fetch (vcl_fetch) v

O none (advanced) - requires you to manually insert the snippet using
custom VCL

1~ if (parse_time_delta(beresp.http.Edge-Control:cache-maxage) >= 0) {
VCL 2 set beresp.ttl = parse_time_delta(beresp.http.Edge-Control:cache-maxage);
3

> Advanced option  Priority

6. In the Name field, enter an appropriate name (e.g., Edge-Control Header parse time delta ).
7. From the Type controls, select within subroutine.
8. From the Select subroutine menu, select fetch (vcl_fetch).

9. In the VCL field, add the following conditions:

1 if (parse_time_delta(beresp.http.Edge-Control:cache-maxage) >= 0) {
2 set beresp.ttl = parse_time_delta(beresp.http.Edge-Control:cache-maxage);

3 1}

10. Click Create to create the snippet.

11. Click Create Snippet. The Create a VCL snippet page appears.
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Type (placement of the snippet)

VCL

» Advanced option

Fastly Help Guides

Create a VCL snippet

VCL snippet guide
Edge-Control Header downstream-ttl handling Required

This specifies the location in which to place the snippet

O init - inserts the snippets above all subroutines (good for defining
backends, access control lists, tables)

@ within subroutine - inserts the snippets within a subroutine (following any
boilerplate code and preceding any objects)

deliver (vcl_deliver) v

O none (advanced) - requires you to manually insert the snippet using
custom VCL

1~ if (fastly.ff.visits_this_service == 0) {
2~ if (resp.http.Edge-Control:downstream-ttl == "-1") {

3 set resp.http.Cache-Control = "no-cache, no-store, must-revalidate, proxy-revalidate,

private, max-age=0, s-maxage=0";
4 set resp.http.Expires = "1970-01-01 00:00:00";
5+ } else if (parse_time_delta(resp.http.Edge-Control:downstream-ttl) >= @) {

6 set resp.http.Cache-Control:max-age = parse_time_delta(resp.http.Edge-Control:downstream
-ttl);
7 H
8 unset resp.http.Edge-Control;
9 }
Priority

12. In the Name field, enter an appropriate name (e.g., Edge-Control Header downstream-ttl handling ).

13. From the Type controls, select within subroutine.

14. From the Select subroutine menu, select deliver (vcl_deliver).

15. In the VCL field, add the following conditions:

age=0";

}

O 00 NOoO Ul hs WN B

}

16. Click Create to create the snippet.

if (fastly.ff.visits_this_service == 0) {
if (resp.http.Edge-Control:downstream-ttl == "-1") {
set resp.http.Cache-Control =

set resp.http.Expires = "1970-01-01 00:00:00";
} else if (parse_time_delta(resp.http.Edge-Control:downstream-ttl) >= 0) {

set resp.http.Cache-Control:max—-age = parse_time_delta(resp.http.Edge-Control:downstream-ttl);

unset resp.http.Edge-Control;

17. Click the Activate button to deploy your configuration changes.
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The subfield function parses the Edge-Control field for subfields, and the parse time delta function converts time values like
"7m" into a number of seconds. You can then use that number of seconds to populate beresp.ttl (the TTL of the object on the
Fastly edge) or you can use it to construct a Cache-Control header field for downstream. The parse time delta function will
return -1 if the subfield is not well-formed as a time value, or if it is entirely absent. The above snippet honors cache-maxage and
downstream-ttl from Edge-Control if present and usable.

B Understanding_ the different PASS action behaviors

Last updated: 2018-08-01

@ https://docs.fastly.com/en/guides/understanding-the-different-pass-action-behaviors

Passing with a request setting and with a cache setting triggers very different behavior in Varnish. Within VCL, passing with a
request setting is the same as return(pass) in vcl recv. Passing with a cache setting is the same as return(pass) in
vcl fetch. If you are familiar with Varnish 3+, passing with a cache setting is equivalent t0 return(hit for pass) .

Using a request setting

Passing with a request setting translates within your generated VCL t0 return(pass) in vcl recv. Varnish will not perform a
lookup to see if an object is in cache and the response from the origin will not be cached.

Create a request setting

CONDITION This will happen all the time unless you Attach a condition

Na me M:'pr r&quESt SEtting Requirad

The name of your request setting, such as My request setting.

Action Pass (do not cache)

A

Force a VCL action to happen. Options are:

Do nothing now - Mo action.

Lookup - Force an immediate lookup in the cache.
Pass - Force a request to the origin server.

Learn about how are request settings applied.

Force TLS Mot selected 4

Select Yes to force unencrypted requests over to TLS, return a 301 Moved
Permanently response 1o any unencrypted request, and redirect to the TLS
equivalent. See our TLS encryption guide for more info.

X-Forwarded-For | Leave O

Stipulate how the X-Forwarded-For header should be treated. Learn about
how to manipulate the X-Forwarded-For header.

v Details for X-Forwarded-For options

Passing in this manner disables request collapsing. Normally simultaneous requests for the same object that result in cache misses
will be collapsed down to a single request to the origin. While the first request is sent to the origin, the other requests for that
object are queued until a response is received. When requests are passed in vcl recv, they will all go to the origin separately
without being collapsed.

Using a cache setting

Passing with a cache setting translates within your generated VCL t0 return(pass) in vcl fetch. At this point in the flow of a
request, Varnish has performed a lookup and determined that the object is not in cache. A request to the origin has been made;
however, in vcl_fetch we have determined that the response is not cacheable. In Fastly's default VCL, this can happen based on the
presence of a set-cookie response header from the origin.
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Create a cache setting

This will override yvour cache control headers. In most cases, use with conditions applied.

COMDITION This will happen all the time unless you Attach a condition

Mame Required

The name of your cache setting, such as My cache setting.

TTL (seconds)
The TTL {Time To Live) entered will set the lifespan of the object within our
cache nodes.
Action Pass (do not cache) 4
This setting decides how the request will be handled.
Stale TTL (seconds)

Stale TTL (Time To Live) is used by vour application to serve stale content. It
determines how long to keep stale data after it has expired. Note there's
custom VCL required to complete this setup.

CREATE CANCEL

Passing in vcl fetch is often not desirable because request collapsing is not disabled. This makes sense since Varnish is not
aware in vcl recv that the object is uncacheable. On the first request for an object that will be later passed in vcl fetch, all other
simultaneous cache misses will be queued. Once the response from the origin is received and Varnish has realized that the request
should be passed, the queued requests are sent to the origin.

This creates a scenario where two users request an object at the same time, and one user must wait for the other before being
served. If these requests were passed in vcl recv, neither user would need to wait.

To get around this disadvantage, when a request is passed in vcl fetch, Varnish creates what is called a hit-for-pass object.
These objects have their own TTLs and while they exist, Varnish will pass any requests for them as if the pass had been triggered in
vel recv . For this reason, it is important to set a TTL that makes sense for your case when you pass in vcl fetch. All future
requests for the object will be passed until the hit-for-pass object expires. Hit-for-pass objects can also be purged like any other
object.

Even with this feature, there will be cases where simultaneous requests will be queued and users will wait. Whenever there is not a
hit-for-pass object in cache, these requests will be treated as if they are normal cache misses and request collapsing will be
enabled. Whenever possible it is best avoid relying on passing in vcl fetch.

Using req.hash_always_miss and req.hash_ignhore_busy

Setting reg.hash _always_miss forces a request to miss whether it is in cache or not. This is different than passing in vcl recv in
that the response will be cached and request collapsing will not be disabled. Later on the request can still be passed in vcl fetch
if desired.

A second relevant variable is reqg.hash ignore_ busy . Setting this to true disables request collapsing so that each request is sent
separately to origin. When reg.hash ignore busy is enabled all responses will be cached and each response received from the
origin will overwrite the last. Future requests for the object that are served from cache will receive the copy of the object from the
last cache miss to complete. req.hash ignore busy is used mostly for avoiding deadlocks in complex multi-Varnish setups.

Setting both these variables can be useful to force requests to be sent separately to the origin while still caching the responses.

B Uploading custom VCL

Last updated: 2020-08-14

& https://docs.fastly.com/en/guides/uploading-custom-vcl
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Fastly allows you create your own Varnish Configuration Language (VCL) files with specialized configurations. By uploading custom
VCL files, you can use custom VCL and Fastly VCL together at the same time. Any time you upload VCL files, you can preview the
VCL prior to activating a new version of your service. Keep in mind that your custom VCL always takes precedence over VCL
generated by Fastly.

© IMPORTANT

Personal data should not be incorporated into VCL. Our Compliance and Law FAQ describes in detail how Fastly handles
personal data privacy.

Uploading a VCL file

Follow these instructions to upload a custom VCL file:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Custom VCL tab. The Custom VCL page appears.

5. Click the Upload a new VCL file button. The Upload a new VCL file page appears.

Upload a new VCL file

Our VCL tutorial will help you get started with creating VCL files.

Name My custom VCL Required

For included files, this name must exactly match the include statement in the
main VCL file.

Config file ‘ UPLOAD FILE ‘custnm.vcl

6. In the Name field, enter the name of the VCL file. For included files, this name must match the include statement in the main
VCL file. See how to include additional VCL configurations for more information.

7. Click Upload file and select a file to upload. The name of the uploaded file appears next to the button.

© IMPORTANT

Don't upload generated VCL that you've downloaded from the Fastly web interface. Instead, edit and then upload a
copy of Fastly's VCL boilerplate to avoid errors.

8. Click the Create button. The VCL file appears in the Varnish Configurations area.

9. Click the Activate button to deploy your configuration changes.

Editing a VCL file

To edit an existing VCL file, follow these instructions:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Custom VCL tab. The Custom VCL page appears.

https://docs.fastly.com/en/guides/aio
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5. In the Varnish Configurations area, click the VCL file you want to edit. The Edit an existing VCL file page appears.

Edit an existing VCL file

Our VGL tutorial will help you get started with creating VCL files.

Mame My custom VCL Required

For included files, this name must exactly match the include statement in the
main VCL file.

Existing file View Source  Download

Configfile | REPLACE FILE |

6. In the Name field, optionally enter a new name of the VCL file.
7. Click the Download link to download the appropriate file.
8. Make the necessary changes to your file and save them.

9. Click the Replace file button and select the file you updated. The selected file replaces the current VCL file and the file name
appears next to the button.

10. Click the Update button to update the VCL file in the Fastly application.

11. Click the Activate button to deploy your configuration changes.

Including additional VCL configurations

To make your full VCL configuration easier to maintain, you can split it up into multiple files that are accessed by a main VCL file.
This allows you to separate out chunks of logic (for example, logic that has a specific purpose or that might change frequently) into
as many separate files as makes sense.

1. Start by isolating a portion of VCL and placing it in a separate file. The name of the file doesn't matter, nor does the file
extension. A foo.vcl file will work just as well as a bar.txt file.

2. Upload the file to include it in your Varnish configurations and give it a unique name when you fill out the Name field at the
time of upload (for example, you could call it 1ncluded vcL ). The uploaded file will appear in the Varnish Configurations area
along with your main VCL file.

Main VCL File / View Source  Download T
Main
Included VCL /' View Source  Download Set as Main T

3. Enter the name of the included VCL file on a separate line in the main VCL configuration file. For example, your Included VCL
file would get added to the main VCL file in a single line like this:

include "Included VCL";

4. Continue uploading VCL files and then including them in your main VCL using the syntax include "<vcL FILE>"; where <vcL
FILE> exactly matches the name you entered in the Name field.

* TIP

Our guide to manually creating access control lists demonstrates a common example of using included VCL.
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L )

Previewing VCL before activation

Follow these instructions to preview VCL prior to activating a service version:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Show VCL link.

<{ www.example.com  switchsenices  Service ID: ABCDEFGH123457890  Options v

@ Version 53 (draft) Switch versions Clone Diff versions Show VCL

The VCL preview page appears.

B Using dynamic VCL Snippets

Last updated: 2021-10-25

& https://docs.fastly.com/en/guides/using-dynamic-vcl-snippets

Dynamic VCL Snippets are one of two types of snippets that allow you to insert small sections of VCL logic into your service
configuration without requiring custom VCL (though you can still include snippets in custom VCL when necessary).

You can only create dynamic snippets via the API. Because they are versionless objects (much like Edge Dictionaries or ACLs at the
edge), dynamic snippets can be modified independently from changes to your Fastly service. This means you can modify snippet
code rapidly without deploying a service version that may not be ready for production.

Creating and using a dynamic VCL Snippet

Using the curl command line tool, make the following API call in a terminal application:

$ curl -X POST -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet -H "Fastly-Key:FASTLY_API_T
OKEN" —-H 'Content-Type: application/x-www—form-urlencoded' ——data $'name=my_dynamic_snippet_name&type=recv&dynamic=1&content
=if ( req.url ) {\n set req.http.my-snippet-test-header = "true";\n}"';

Fastly returns a JSON response that looks like this:

1 |

2 "service_id": "<Service Id>",

3 "version": "<Editable Version>",

4 "name": "my_dynamic_snippet_name",

5 "type": "recv",

6 "priority": 100,

7 "dynamic": 1,

8 "content": null,

9 "id": "decafbadl2345",

10 "created_at": "2016-09-09T20:34:51+00:00",

11 "updated_at": "2016-09-09T720:34:51+00:00",

12 "deleted_at": null

13 }

© NOTE
The returned JSON includes "content": null. This happens because the content is stored in a separate, unversioned
object.

Viewing dynamic VCL Snippets in the web interface

https://docs.fastly.com/en/guides/aio 110/664


https://docs.fastly.com/en/guides/about-vcl-snippets
https://docs.fastly.com/en/guides/uploading-custom-vcl
https://docs.fastly.com/en/guides/about-edge-dictionaries
https://docs.fastly.com/en/guides/about-acls
https://docs.fastly.com/en/guides/using-dynamic-vcl-snippets
https://docs.fastly.com/en/guides/using-dynamic-vcl-snippets

3/31/22,3:16 PM Fastly Help Guides

You can view a list of dynamic VCL snippets. You can also view just the source of a specific snippet or a specific snippet's location
in generated VCL.
Viewing a list of dynamic VCL Snippets
To view the entire list of a service's dynamic VCL Snippets directly in the web interface:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate VCL service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the VCL Snippets link. The VCL Snippets page appears listing all dynamic VCL Snippets for your service in the Dynamic
snippets area.

Dynamic snippets

These are the dynamic snippets currently in use. You can only edit them via the AP| because they are not versioned.

My snippet that is dynamic View source  Show in generated VCL

Priority: 10

Ype: init
My other snippet that is dynamic View source  Show in generated VCL
Priority: 10

Ype: init

My third snippet that is dynamic View source  Show in generated VCL
Priority: 10
Type: init

Viewing the source of a specific shippet

You can view just the source of a specific snippet:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate VCL service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the View Source link to the right of the name of the snippet. A view source window appears.

Viewing the location of a specific snippet in generated VCL

You can view a specific snippet's location in generated VCL:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate VCL service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the Show in Generated VCL link to the right of the name of the snippet. The Generated VCL window appears.

Fetching a list of all dynamic VCL Snippets

To list all dynamic VCL Snippets attached to a service, make the following API call in a terminal application:
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$ curl =X GET -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet -H "Fastly-Key:FASTLY_API_TO
KEN"

Fetching an individual dynamic VCL Snippet

To fetch an individual snippet, make the following API call in a terminal application:

$ curl -X GET -s https://api.fastly.com/service/<Service ID>/snippet/<my_dynamic_snippet_id> -H "Fastly—-Key:FASTLY_API_TOKE
NII

Unlike fetching_reqgular VCL Snippets, you do not include the version in the URL and you must use the ID returned when the snippet
was created, not the name.

Updating an existing dynamic VCL Snippet

To update an individual snippet, make the following API call in a terminal application on an editable version of your service
configuration:

$ curl =X PUT -s https://api.fastly.com/service/<Service ID>/snippet/<my_dynamic_snippet_id> —-H "Fastly-Key:FASTLY_API_TOKE
N" -H 'Content-Type: application/x-www—form-urlencoded' —--data $'content=if ( reqg.url ) {\n set req.http.my-snippet-test-hea
der = \"affirmative\";\n}"';

Deleting an existing dynamic VCL Snippet

To delete an individual snippet, make the following API call in a terminal application on an editable version of your service
configuration:

$ curl -X DELETE -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet/<my_dynamic_snippet_name>
-H "Fastly—Key:FASTLY_API_TOKEN"

Including dynamic snippets in custom VCL

By specifying a location of none for the type parameter, snippets will not be rendered in VCL. This allows you to include snippets
in custom VCL using the following syntax:

include "snippet::<snippet name>"

The same VCL Snippet can be included in custom VCL in as many places as needed.

Example use: blocking site scrapers

Say you wanted to implement some pattern matching against incoming requests to block someone trying to scrape your site. Say
also that you've developed a system that looks at all incoming requests and generates a set of rules that can identify scrapers
using a combination of the incoming IP address, the browser, and the URL they're trying to fetch. Finally, say that the system
updates the rules every 20 minutes.

If, during system updates, your colleagues are also making changes to the rest of your Fastly configuration, you probably don't
want the system to automatically deploy the latest version of the service since it might be untested. Instead you could generate the
rules as a Dynamic VCL Snippet. Whenever the snippet is updated, all other logic remains the same as the currently deployed
version and only your rules are modified.

B Using regular VCL Snippets

Last updated: 2018-08-09

& https://docs.fastly.com/en/guides/using-regular-vcl-snippets

Regular VCL Snippets are one of two types of snippets that allow you to insert small sections of VCL logic into your service
configuration without requiring custom VCL (though you can still include snippets in custom VCL when necessary).
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Unlike dynamic snippets, regular snippets can be created via the web interface or via the API. They are considered versioned
objects. They belong to a specific service and any modifications you make to the snippet are locked and deployed when you deploy
a new version of that service. We continue to clone them and deploy them with a service until you specifically delete them.

Creating a regular VCL Snippet

You can create regular VCL Snippets via the web interface or via the API.

Via the web interface
To create a regular VCL Snippet via the web interface:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click Create Snippet. The Create a VCL snippet page appears.

Create a VCL snippet

VCL snippet guide

Name Required

Type (placement of the snippet) This specifies the location in which to place the snippet

O init - inserts the snippets above all subroutines (good for defining backends,
access control lists, tables)

@® within subroutine - inserts the snippets within a subroutine (following any
boilerplate code and preceeding any objects)

recv (vcl_recv) v

O none (advanced) - requires you to manually insert the snippet using custom
VCL

VCL

» Advanced option  Priority

CREATE CANCEL
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6. In the Name field, enter an appropriate name (for example, Example Snippet ).

7. Using the Type controls, select the location in which the snippet should be placed as follows:
o Select init toinsert it above all subroutines in your VCL.

e Select within subroutine to insert it within a specific subroutine and then select the specific subroutine from the Select
subroutine menu.

e Select none (advanced) to insert it manually. See Including_regular snippets in custom VCL for the additional manual
insertion requirements if you select this option.

8. In the VCL field, enter the snippet of VCL logic to be inserted for your service version.

9. Click Create to create the snippet.

Via the API

To create a regular VCL Snippet via the API, make the following API call using the curl command line tool in a terminal application:

$ curl =X POST -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet -H "Fastly—-Key:FASTLY_API_T
OKEN" -H " fastly-cookie™ -H 'Content-Type: application/x-www—-form-urlencoded' —-data $'name=my_regular_snippet&type=recv&dyn
amic=0&content=if ( req.url ) {\n set req.http.my-snippet-test-header = "true";\n}';

Fastly returns a JSON response that looks like this:

1 {

2 "service_id": "<Service Id>",

3 "version": "<Editable Version>",

4 "name": "my_regular_snippet",

5 "type": "recv",

6 "content": "if ( req.url ) {\n set reqg.http.my-snippet-test-header = \"true\";\n}",
7 "priority": 100,

8 "dynamic": 0,

9 "id": "56789exampleid",
10 "created_at": "2016-09-09T20:34:51+00:00",
11 "updated_at": "2016-09-09T20:34:51+00:00",
12 "deleted_at": null
13}

© NOTE

When regular VCL snippets get created, an id field will be returned that isn't used. The field only applies to dynamic VCL
Snippets. In addition, the returned JSON includes a populated content field because the snippet content is stored in a
versioned object.

Viewing regular VCL Snippets in the web interface
You can view a list of regular VCL snippets. You can also view just the source of a specific snippet or a specific snippet's location in
generated VCL.
Viewing a list of regular VCL Snippets
To view the entire list of a service's regular VCL Snippets directly in the web interface:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the VCL Snippets link. The VCL Snippets page appears listing all available VCL snippets for your service.
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Domains

Origins
Hosts

Health checks

Settings

IP block list
Override host

Serve stale

Force TLS and HSTS
Default PCI

Apex redirects
Request settings

Cache settings

Content

Headers

Gzips
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VCL snippets

VCL snippets are blocks of VCL logic that are inserted into your configuration. They are simple to use and do not require
knowledge of Custom VCL. This section adds regular snippets, dynamic VCL snippets are available via the API.

<+ Create snippet

Snippet example 3 # View Source Show in Generated VCL

Priority: 100

Type: init

Snippet example 2 # View Source Show in Generated VCL
Priority: 100

Type: init

Snippet example 1 v View Source Show in Generated VCL

Priority: 100
Type: recv

Viewing the source of a specific snippet

You can view just the source of a specific snippet:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the View Source link to the right of the name of the snippet. A view source window appears.

Viewing the location of a specific snippet in generated VCL

You can view a specific snippet's location in generated VCL:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the Show in Generated VCL link to the right of the name of the snippet. The Generated VCL window appears.

Fetching regular VCL Snippets via the API

You can fetch regular VCL Snippets for a particular service via the API either singly or all at once.

Fetching an individual regular VCL Snippet

To fetch an individual snippet, make the following API call in a terminal application:

W

W

W

$ curl -X GET —-s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet/<Snippet Name e.g my_regular
_snippet> -H "Fastly-Key:FASTLY_API_TOKEN"

Unlike fetching dynamic VCL Snippets you include the version in the URL and you must use the name of the snippet, not the ID.

Fetching a list of regular VCL Snippets

To list all regular VCL Snippets attached to a service, make the following API call in a terminal application:

$ curl -X GET -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet/ -H "Fastly—-Key:FASTLY_API_T

OKEN"
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Updating an existing regular VCL Snippet

You can update existing regular VCL Snippets via the web interface or via the API.

Via the web interface
To update an individual snippet via the web interface:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the pencil icon next to the name of the snippet to be updated.

Example Snippet # View Source  Show in Generated VCL T
Frianty: 100
Type: init

The Edit snippet page appears.
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Edit snippet

VCL snippet guide

Name Example Snippet Required

Type (placement of the snippet)  This specifies the location in which to place the snippet

® init - inserts the snippets above all subroutines (good for defining
backends, access control lists, tables)

_) within subroutine - inserts the snippets within a subroutine
{following any boilerplate code and preceeding any objects)

_) none (advanced) - requires you to manually insert the snippet
using custom VCL

Example Snippet VCL
VCL P pp

> Advanced option Priority

UPDATE CANCEL

6. Update the snippet's settings or VCL as appropriate.

7. Click Update to save your changes.

Via the API

To update an individual snippet via the API, make the following API call in a terminal application:

$ curl =X PUT -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet/<Snippet Name e.g my_regular
_snippet> -H "Fastly—-Key:FASTLY_API_TOKEN" -H 'Content-Type: application/x-www—form-urlencoded' --data $'content=if ( req.ur
1 ) {\n set req.http.my-snippet-test—header = \"affirmative\";\n}"';

Deleting an existing regular VCL Snippet

You can update existing regular VCL Snippets via the web interface or via the API.

Via the web interface

1. Log in to the Fastly web interface.
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2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click the trashcan icon to the right of the name of the snippet to be updated.

Example Snippet # View Source  Show in Generated VCL T
Frianty: 100
Type: init

A confirmation window appears.

Are you sure you want to delete "Example
Snippet” snippet?

CONFIRM AND DELETE

CANCEL

6. Click Confirm and Delete.

Via the API

To delete an individual snippet via the API, make the following API call in a terminal application:

$ curl —X DELETE -s https://api.fastly.com/service/<Service ID>/version/<Editable Version>/snippet/<Snippet Name e.g my_regu
lar_snippet> -H "Fastly—-Key:FASTLY_API_TOKEN"

Including regular snippets in custom VCL

Snippets will not be rendered in VCL if you select none (advanced) for the snippet type in the web interface or specify a location of
none for the type parameter in the API. This allows you to manually include snippets in custom VCL using the following syntax:

include "snippet::<snippet name>"

The same VCL Snippet can be included in custom VCL in as many places as needed.

Example use: location-based redirection

Say that you work at a large content publisher and you want to redirect users to different editions of your publication depending on
which country their request comes from. Say also that you want the ability to override the edition you deliver to them based on a
cookie.

Using regular VCL snippets, you could add a new object with the relevant VCL as follows:
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1 if (req.http.Cookie:edition == "US" || client.geo.country_code == "US") {

2 set req.http.Edition = "US";

3 set req.backend = F_US;

4 } elseif (req.http.Cookie:edition == "Europe" || server.region ~ "7~EU-" ) {
5 set req.http.Edition = "EU";

6 set req.backend = F_European;

7 } else {

8 set req.http.Edition = "INT";

9 set req.backend = F_International;

10 }

This would create an Edition header in VCL, but allow you to override it by setting a condition. You would add the Edition header
into Vary and then add a false condition (e.g., !reg.url) to your other backends to ensure the correct edition of your publication
gets delivered (Remember: VCL Snippets get added to VCL before backends are set.)

B VCL regular expression cheat sheet

Last updated: 2018-08-02

& https://docs.fastly.com/en/guides/vcl-regular-expression-cheat-sheet

Fastly VCL uses a subset of Perl Compatible Regular Expression (PCRE) syntax. This is case sensitive and forward slashes don't
need to be escaped. To disable case sensitivity, add (2i) to the start of your expression.

Basic matching

reg.url == "/phrase"

Matches only if reg.url is exactly /phrase.

reg.url ~ "phrase"

Matches phrase anywhere.

Matching at the beginning or end of a string

reqg.http.host ~ "“www"

Matches if req.http.host starts with www .

reg.url ~ "\.jpg$"

Matches if req.url ends with .jpg.

Multiple matches
req.url ~ "\.(png|jpg|css|js)$"

Matches if req.url ends with either .png, .jpg, .css,o0Or .js.
reg.url ~ "\.php(\7.%x)?%"

Matches if req.url ends with .php, .php?foo=bar Or .php?, but not .phpa.

©® NOTE

You can also use reg.url.ext to find the file extension specified in a URL. For example, in the request
www.example.com/1/hello.gif?foo=bar, req.url.ext Will contain gif.

req.url ~ "\.[abclservers"
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Matches if req.url ends with .aserver, .bserver Or .cserver.

Matching wildcards
req.url ~ "jp.gs"

Matches if req.url ends with jpeg, jpag, and jpog, but doesn't match if req.ur1 ends with jpg. It also matches if any other
character is between the jp and the g.

reg.url ~ "jp.*xg$"

Matches jp followed by O or more random characters ending with the letter g ( jpeg, jpg, and jpeeeeg all match).

Capturing matches

1 set req.http.Foo = "abbbccccc";

2 if (req.http.Foo ~ "~(a+) (b+)(c+)") {
3 set resp.http.matcho re.group.o;
4 set resp.http.matchl re.group.1;
5

6

7

set resp.http.match2 re.group.2;
set resp.http.match3 re.group.3;

The re.group.[0-9] Objects allow you to capture matches. The re.group.0 object evaluates to the entire matched string even if
no capture groups have been supplied. You can use these objects to replace this example:

1 if (req.url ~ "(?i)\?.*some_query_arg=(["&]*)") {
2 set req.http.Thing-I-Want = regsub(req.url, "(?i)\7.%some_query_arg=(["&]*).*", "\1");
3 1

You can use re.group to greatly simplify the previous example:

1 if (req.url ~ "(?i)\?.xsome_query_arg=(["&]*)") {
2 set req.http.Thing-I-Want = re.group.1;
3 1

You could even get really fancy and do something like this:

set req.http.Thing-I-Want = if(req.url ~ "(?1)\?.*%some_query_arg=(["&]*)", re.group.1, "");

Replacing content

set req.http.host = regsub(req.http.host, "“www\.","");

Removes a leading www. from the host, if present.

set req.http.api-test = regsub(req.http.host, "“www\.","api.");

Sets the api-test header to contain the host-header, but replaces a leading www. with api. :

Host: www.example.com —>
Host: www.example.com
api-test: api.example.com
Host: example.com —>
Host: example.com
api-test: example.com

SO Ul WN PR

set req.url = regsuball(req.url, "/+", "/");

Changes all occurrences of multiple slashes in the URL to a single slash. For example, //docs///intro.html Will be transformed to
/docs/intro.html .
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| §

These articles describe how to move rapid key/value pair decision logic to the edge using dictionaries.

@ https://docs.fastly.com/en/guides/configuration#_dictionaries

B About Edge Dictionaries

Last updated: 2022-03-02

& https://docs.fastly.com/en/guides/about-edge-dictionaries

Edge Dictionaries are a type of container that allow you to store data as key-value pairs that can be used in a service without being
attached to a single version.

Using Edge Dictionaries, you can turn frequently repeated statements like this:

1 if (something == "valuel”) {

2 set other = "resultl";

3 } else if (something == "value2") {
4 set other = "result2";

5 }

into a single function that acts as constant, like this:

1 table <ID> {

2 "KEY_STRING": "VALUE_STRING",
3 "KEY_STRING2": "VALUE_STRING2",
4 .

58 }

This allows you to easily make changes to these statements without it being tied to a specific version.

When Edge Dictionaries might be useful
o Content sharing and social media outlets updating large referer block lists
» Mobile advertisers validating a key to prevent cache-bust guessing

o Customers authenticating valid user keys at the edge (see private Edge Dictionaries

o Global publishers redirecting users to a specific country site based on geo-location
e Image providers performing token checks for certain objects
o Advertising technology companies blocking bad actors at edge

o Customers deploying web interface versions with simple value change via API

How dictionaries work

Edge Dictionaries are made up of dictionary containers and the dictionary items within them. Once you attach a dictionary
container to a version of your service and that service is activated, the data in it becomes versionless. This means you can add to
and update the data an Edge Dictionary contains at any time after it is created, without ever incrementing a service's version.

For example, say you have a referer block list that changes frequently and you want to associate it with a service. Any time that
service's configuration changes, especially if the configuration rolls back to a previous version, you would want the block-listed
referer domains to continue to remain with the service configuration instead of being removed. Edge Dictionaries would help you do
this.

How to create and use dictionaries

To create an Edge Dictionary and use it within your service, start by creating an empty dictionary container and then add its entries
in a working version of a service that's unlocked and not yet activated. You can create dictionaries:
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 via the Fastly web interface).

e via VCL snippets.

o via the Fastly API.

* TIP

You can create a private Edge Dictionary to store dictionary items that can't be listed or read via the web interface or the
API.

Limitations and considerations
When creating Edge Dictionaries, keep the following things in mind:

» Edge Dictionaries created with custom VCL cannot be manipulated using the API or the web interface. If you create a
dictionary container using custom VCL, that dictionary must always be manipulated via custom VCL. Dictionaries uploaded via
custom VCL aren't versionless.

» Dictionary containers, item keys, and their values have specific limits. Dictionary containers are limited to 1000 items.
Dictionary item keys are limited to 256 characters and their values are limited to 8000 characters. If you find your dictionaries
approaching these resource limits, contact us at support@fastly.com. We may be able to help you figure out more efficient
ways to do things.

» Dictionary item keys are case sensitive. The names of dictionary items are case sensitive. When designing your Edge
Dictionaries, be sure to take this into account.

o The contents of Edge Dictionaries are stored as VCL. Personal data should not be incorporated into VCL. Our Compliance
and Law FAQ describes in detail how Fastly handles personal data privacy.

When making changes to Edge Dictionaries, keep the following things in mind:

 When you delete a dictionary container, you'll only delete it from the service version you're editing. Dictionary containers
are tied to versions and can be cloned and reverted. When using Edge Dictionaries, we want you to be able to do things like
delete a dictionary container from a current version of your service in order to roll back your configuration to a previous
version using as few steps as possible.

 When you delete a dictionary container, we don't delete the dictionary items inside it. The dictionary items in a dictionary
container are versionless. When you change service versions, we want you to still be able to access the data.

» Dictionary item deletions are permanent. Because we don't store data, if you delete a dictionary item, the entry is gone
forever from all service versions.

» Eventlogs don't exist for Edge Dictionary changes. If you add, update, or remove a dictionary item, there will be no record of
it. The only record of a change will exist when you compare service versions to view the point at which the dictionary
container was associated with the service version in the first place.

© IMPORTANT

Personal information, secrets, or sensitive data should not be included in dictionaries or incorporated into VCL. In addition,
we do not maintain version histories of your dictionaries. Our Compliance and Law FAQ describes in detail how Fastly
handles personal data privacy.

wr

Working_with Edge Dictionaries using_ the web interface

Last updated: 2022-03-02

S

https://docs.fastly.com/en/guides/working-with-dictionaries-using-the-web-interface

Edge Dictionaries are a type of container that allow you to store data as key-value pairs that can be used in a service without being
attached to a single version. Edge Dictionaries are made up of dictionary containers and dictionary items. You use dictionary items
to create and store the key-value pairs, which are then added to a dictionary container. The dictionary container is attached to a
service version but can be updated at any time after it is created, without ever incrementing a service's version.
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You can work with dictionaries using the web interface, custom VCL snippets, or Fastly API. You can also create private edge
dictionaries.

Before you begin

Before working with edge dictionaries, be sure to review our About edge dictionaries guide to familiarize yourself with how edge
dictionaries work, common use cases, and limitations to using dictionaries.

Working with dictionaries in the web interface

You can create and interact with edge dictionaries using the web interface.

Viewing dictionaries created using the web interface
To view a dictionary via the web interface, navigate to the dictionary management area of your service:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Dictionaries link under Data. Existing dictionaries, if any, associated with the currently selected service version
appear.

©® NOTE

Remember that dictionary containers are versioned. If you don't see an dictionary attached to your service, check the
service version to make sure you're looking at the right one.

Creating a dictionary via the web interface

Creating a dictionary via the web interface requires you to create a dictionary container and then create the items that will exist in
it.

Creating a dictionary container

Start by creating a dictionary container using the following steps:

-_—

. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Dictionaries link under Data. The Dictionaries page appears.

5. Click Create a dictionary. The dictionary container name field appears.

6. In the Name of dictionary field, enter a descriptive name for the dictionary (e.g., Example Dictionary ).

7. Click the Add button. The empty dictionary container you created appears.

8. Click the Activate button to deploy your configuration changes to the service version you're editing.

Creating a dictionary item

Once you've created a dictionary container, add items into it:
1. Click the Add item link. The dictionary item fields appear.
2. In the Key field, enter the unique identifier for some item of data (e.g., example.com).
3. In the Value field, enter the value associated with the unique identifier (e.g., yes)

4. Click the Add button. The key-value pair appears in the dictionary container. This addition will become effective immediately.
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Example Dictionary # T
KEY VALUE DATE ADDED
+ Add item
example.com Yes | 2-Mov-2018
22:42:37T UTC

1 item

Using a dictionary via the web interface

Once you've created a dictionary, you can start using it. To use a dictionary via the web interface, you'll need to create and add a
header. Follow the steps below:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header window appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name  Redirect lookup Required

The name of your header, such as My header.

<

Set

<>

Type / Action = Request

The type of header and the action performed on it.

Destination url Required

The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source table.lookup(redircts, req.url) Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore if set | No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter the name of your header rule (for example, Redirect lookup ).

o From the Type menu, select Request, and from the Action menu, select Set.

e In the Destination field, enter the name of the header affected by the selected action (e.g., url).

e In the Source field, enter where the content for the header comes from (e.g., table.lookup(redirects, reqg.url) ).
e From the Ignore if set menu, select No

e Leave the Priority field as is.

7. Click the Create button to create the header. A new header appears on the Content page.
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Once you've created a header, you can create a condition to specify when to use the dictionary:
1. Click the Attach a condition link next to new header you just created. The Add a condition message appears.

2. Click the Create a new request condition button. The Create a new condition page appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name My dictionary condition

Apply if.. table.lookup(redirects, req.url)

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO THIS HEADER CANCEL

3. In the Name field, enter a name for your condition (e.g., My dictionary condition)
4. In the Apply if field, enter a condition (e.g., table.lookup(redirects, reqg.url) )
5. Click the Save and apply to button.

6. Click the Activate button to deploy your configuration changes.

Editing a dictionary container via the web interface
You can edit the name of a dictionary container that was created via the web interface in any unlocked service version:

1. Find a dictionary associated with an unlocked version of your service.

2. Click the pencil icon next to the dictionary container name.

3. Change the name, then click the Save button.
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Editing a dictionary item via the web interface

You can edit the dictionary items within a container at any time. To edit the key-value pair in a dictionary container that was created
via the web interface:

1. Find any dictionary associated with your service in which the key-value pairs appear. Because dictionary items are
versionless, the service version you choose doesn't matter. Choose the one that makes the most sense to you.

2. Hover your cursor over a dictionary item, then click the pencil icon that appears.
3. Edit the key or value as necessary.
4. Click the Save button. The changes you make will be immediately applied to your configuration. If your dictionary container
has already been associated with a deployed service version, those changes will happen live.
Deleting a dictionary via the web interface

Keeping in mind their limitations, dictionary containers and the items within them can be deleted via the web interface.

Deleting a dictionary container

You can delete a dictionary container that was created via the web interface in any unlocked service version:

1. Find a dictionary associated with an unlocked version of your service.
2. Click the trash can icon in the top right corner of the dictionary.
3. Click the Confirm and delete button.

4. Click the Activate button to deploy your configuration changes to the service version you're editing.

Deleting a dictionary entry

You can delete the dictionary entries within a container at any time. To delete a key-value pair included in a dictionary container
that was created via the web interface:

1. Find any dictionary associated with your service in which the key-value pairs appear. Because dictionary items are
versionless, the service version you choose doesn't matter. Choose the one that makes the most sense to you.

2. Hover your cursor over a dictionary item, then click the trash can icon that appears.

3. Click the Confirm and delete button.

Working with dictionaries using VCL snippets

You can create and interact with edge dictionaries using custom VCL snippets. Edge Dictionaries created with custom VCL cannot
be manipulated using the API or the web interface. If you create a dictionary container using custom VCL, that dictionary must
always be manipulated via custom VCL. Dictionaries uploaded via custom VCL aren't versionless.
Viewing dictionaries created by VCL snippets
To view a dictionary under the VCL Snippets link, follow the steps below:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the VCL Snippets link. The snippet titles associated with the currently selected service version appear.

5. To view the contents of the dictionary, click the View source button.

Creating a dictionary using VCL snippets

To create a dictionary using VCL snippets, follow the steps below:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
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3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL snippets link. The VCL Snippets page appears.

5. Click Create snippet. The Create a VCL snippet page appears.

Create a VCL snippet

VCL snippet guide

Name Example Dictionary Required

Type (placement of the snippet) This specifies the location in which to place the snippet

@ init - inserts the snippets above all subroutines (good for defining backends,
access control lists, tables)

O within subroutine - inserts the snippets within a subroutine (following any
boilerplate code and preceeding any objects)

O none (advanced) - requires you to manually insert the snippet using custom
VCL

1~ table redirects {
VCL 2 "/sourcel”: "/destl",

3 "/source2": "/dest2"
4

}

> Advanced option  Priority

CREATE CANCEL

6. In the Name field, enter an appropriate name (e.g., Example Dictionary ).
7. From the Type (placement of the snippet), select init.

8. In the VCL field, create a table and add key-value pairs. For example, if you want to create a table that redirects a URL to
another path:

table redirects {
"/sourcel": "/destl",
"/source2": "/dest2"

}

A WN -

where the table is a set of key-value pairs that you can reference in your code. You can replace the contents of this table with
different key-value pairs.
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9. Click Create to create the snippet.

Using a dictionary with VCL snippets
Once you've created a dictionary, you can start using it.
To start using your dictionary with VCL Snippets, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL snippets link. The VCL Snippets page appears.

5. Click Create snippet. The Create a VCL snippet page appears.

Create a VCL snippet

VCL snippet guide

Name URL redirect Required

Type (placement of the snippet) This specifies the location in which to place the snippet

O init - inserts the snippets above all subroutines (good for defining backends,
access control lists, tables)

@ within subroutine - inserts the snippets within a subroutine (following any
boilerplate code and preceeding any objects)

recv (vcl_recv) :

O none (advanced) - requires you to manually insert the snippet using custom
VCL

1- if (table.lookup(redirects, req.url)) {
set req.url = table.lookup(redirects, req.url);

veL
3}

> Advanced option  Priority

CREATE CANCEL

6. In the Name field, enter an appropriate name (e.g., URL redirect ).
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7. From the Type (placement of the snippet) controls, select within subroutine.
8. From the Select subroutine menu, select recv (vcl_recv).

9. In the VCL field, add a condition to use the table you created in Creating_a dictionary using VCL Snippets. For example, if you
need to rewrite your URL destination, you could use:

1 if (table.lookup(redirects, req.url)) {
2 set req.url = table.lookup(redirects, req.url);
3 1

where table.lookup checks the dictionary for the desired contents you want. The first parameter is the table being looked in
and the second parameter is the key you're looking for. If the key exactly matches the second parameter, that value is
returned. Be aware that regex doesn't work with a dictionary lookup.

10. Click Create to create the snippet.

11. Click the Activate button to deploy your configuration changes.

Editing a dictionary using VCL snippets

You can edit the dictionary name and the condition that was created using VCL Snippets in any unlocked service version:
1. Find a dictionary associated with an unlocked version of your service.
2. Click the pencil icon next to the dictionary. You can now make changes to the name and the condition.
3. Click the Update button once you're finished with your changes.

4. Click the Activate button to activate the version you made the edits in and view the changes in your VCL.

Deleting a dictionary using VCL snippets

You can delete a dictionary using VCL Snippets by following the steps below. Keep in mind the limitations involved when deleting a
dictionary.

1. Find a dictionary associated with an unlocked version of your service.
2. Click the trash can icon on the top right corner of the snippet
3. Click the Confirm and delete button.

4. Click the Activate button to deploy your configuration changes to the service version you're editing.

Private edge dictionaries

Private Edge Dictionaries store dictionary items that can't be listed or read via the web interface or the API.

Limitations and considerations
When creating private Edge Dictionaries, keep the following things in mind:

e You can create, read, update, and delete a private dictionary

You cannot update the write only attribute of a dictionary

You can create, update, and delete items that belong to a private dictionary

You cannot view items that belong to a private dictionary via the API

Depending on how your service is configured, data stored in private Edge Dictionaries can be sent in headers and to log
streaming_endpoints.

A WARNING

To edit or delete dictionary items in a private dictionary, you'll need to remember the keys of the dictionary items.
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Creating a private dictionary container
To use a private dictionary container, start by creating an empty one within an unlocked version of a service.

Before a private Edge Dictionary can be manipulated, its private dictionary container must be associated with at least one service
version that is not locked and not active so that the service becomes aware of the private dictionary's existence.

For example, if you were creating a my example dictionary private dictionary via the API, you would make an API call by running
this command:

$ curl -X POST -H 'Fastly-Key: FASTLY_API_TOKEN' -d 'name=my_example_dictionary&write_only=true' https://api.fastly.com/serv
ice/<service_id>/version/<version_number>/dictionary

which would return:

i {

2 "created_at": "2017-05-03T16:11:41+00:00",
3 "deleted_at": null,

4 "id": "<dictionary_id>",

5 "name": "my_example_dictionary",

6 "service_id": '"<service_id>",

7 "updated_at": "2017-05-03T16:11:41+00:00",
8 "version": <version_number>,

9 "write_only": true

10 }

You can start adding_dictionary items after you've created the dictionary. Don't forget to activate the service when you're finished.

Viewing private dictionaries in VCL

The contents of private Edge Dictionaries are hidden in VCL. The private dictionary's metadata is displayed, as shown below:

1 table my_example_dictionary {
2
3
4
5
6 ¥
What's next

Explore custom VCL examples for using edge dictionaries on Developer Hub.

O IMPORTANT

Personal information, secrets, or sensitive data should not be included in dictionaries or incorporated into VCL. In addition,
we do not maintain version histories of your dictionaries. Our Compliance and Law FAQ describes in detail how Fastly
handles personal data privacy.

These articles describe configuration settings and changes you can make to your domains and origins when setting up Fastly
services.

@ https://docs.fastly.com/en/guides/configuration#_domains-and-origins

B Changing_ origins based on user location

Last updated: 2018-08-01

& https://docs.fastly.com/en/guides/changing-origins-based-on-user-location
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Fastly allows you to change origin servers based on the user's geographic location. This is useful when you need to serve different
content to users who are in different locations. For example, you could change origin servers to serve a restricted version of your
website to users in a different country.

Using the web interface

You can use the web interface to create the headers and the condition.

Creating the header for the default origin server

First, create a header for the default origin server to serve content to the majority of users. Follow these instructions to create the
header:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header window appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION This will happen all the time unless you attach a condition.

Name Set primary origin * Required

The name of your header, such as My header.

Type / Action Request v Set v

The type of header and the action performed onit.

Destination backend % Required

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

Source F_global * Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

Ignore if set No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 * Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter the name of your header rule (for example, set default origin).

From the Type menu, select Request, and from the Action menu, select Set.

In the Destination field, enter backend .

In the Source field, enter the name of the origin server you want to serve content to the majority of users (here it's
F global ). Preview the VCL to find the name of the origin server.

From the Ignore if set menu, select No.
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 In the Priority field, enter 10.

7. Click the Create button.

Creating the header for the restricted origin server

Now, create a header for the restricted origin server to serve content to the users residing in the countries specified in the
condition. Follow these instructions to create the header:

1. Click the Content link. The Content page appears.

2. Click the Create header button. The Create a header window appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Set restricted origin Required

The name of your header, such as My header.

<>

Type / Action  Request v Set

The type of header and the action performed on it.

Destination backend Required

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

Source F_restricted_content Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

Ignore ifset  No vy

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 11 Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

3. Fill out the Create a header fields as follows:
e In the Name field, enter the name of your header rule (for example, set restricted origin).

o From the Type menu, select Request, and from the Action menu, select Set.
e In the Destination field, enter backend .

» In the Source field, enter the name of the restricted origin server you want to serve content to the users residing in the
countries specified in the condition (here it's F restricted content ). Preview the VCL to find the name of the origin
server.

o From the Ignore if set menu, select No.
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e In the Priority field, enter 11.

4. Click the Create button.

Creating a condition for the restricted origin header

Finally, create a condition for the restricted origin header. The condition checks the geolocation header. If the user's geolocation
matches a location specified in the condition, Fastly uses the restricted origin server. Follow these instructions to create the

condition:
1. Click the Content link. The Content page appears.

2. In the Headers section, click the Attach a condition link next to the Set restricted origin header. The Create a new request
condition window appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name From Restricted Location

"AS" |1
IIEU"

Apply if.. client.geo.continent_code

client.geo.continent_code

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO SET RESTRICTED ORIGIN CANCEL

3. Fill out the Create a new request condition fields as follows:
e In the Name field, enter a descriptive name for the new condition (for example, From Restricted Location ).

« In the Apply if field, enter a request condition. For example, to send all users in Asia and Europe to the restricted origin
server, enter client.geo.continent code == "AS" || client.geo.continent code == "EU" . See Geolocation-related VCL

features for more information.
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4. Click the Save and apply to button.

5. Click the Activate button to deploy your configuration changes.

Using custom VCL

If you'd prefer not to use the web interface, you can use custom VCL to configure your service to change origin servers based on
the user's geographic location. Use the following VCL as a starting point:

1

2 set req.backend = F_global;

3

4

5 if (client.geo.continent_code == "AS" || client.geo.country_code == "FR" || client.geo.country_code == "DE") {
6 set req.backend = F_restricted_content;

7 b

B Failover configuration

Last updated: 2021-02-19

& https://docs.fastly.com/en/guides/failover-configuration

This guide describes how to configure a failover origin server. A failover (backup) server ensures you can maintain availability of
your content if your primary server is not available.

Before you begin

Before you configure failover, keep in mind the following:

o To configure a failover origin server you must make sure you have health checks configured for your primary server. If you
configure your failover server but don't configure health checks on the primary server, the failover won't work properly if your
primary server stops responding.

» Many customers configure load balancing at the same time they configure failover functionality. Our guide on configuring load
balancing can show you how.

Configuring a failover origin server
Once you've confirmed health checks are configured, you must:

1. Turn off automatic load balancing on both the primary origin server and the server that will become your failover.

2. Create headers that configure both the primary and failover origin servers.

3. Create a header condition that specifies exactly when to use the failover server.

Turn off automatic load balancing

To configure a failover origin server you must turn off automatic load balancing for both the server that will act as your primary
origin server and the server that will become your failover origin server.

—_

. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

w

. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Origins link. The Origins page appears.

al

. Click the name of the origin server you want to configure. The Edit this host page appears.

6. From the Auto load balance menu, select No.

N

. Click the Update button to apply the changes.
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Configure the primary and failover origin servers
Once you've turned off automatic load balancing, create two new request headers, one each for your primary and failover servers.
1. Click the Content link. The Content page appears.

2. Click the Create header button to create the first request header for your primary server. The Create a header window
appears.

Create a header

Learn more about this section in our headers tutorial.

CONDITION This will happen all the time unless you attach a condition.

Name Set primary origin * Required

The name of your header, such as My header.

Type / Action Request v Set v

The type of header and the action performed onit.

Destination backend % Required

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

Source F_global * Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

Ignore if set No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 * Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

3. Fill out the Create a header fields as follows:
« In the Name field, enter a descriptive name for the header. This name is displayed in the Fastly web interface.
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o From the Type menu, select Request, and from the Action menu, select Set.

e In the Destination field, enter the name of the header that will be affected by the selected action.

» In the Source field, enter the name of your primary server. Preview the VCL to find the name of the server.

o Leave the Ignore if set and Priority controls at their default settings.

4. Click the Create button to create the first header. A new header appears on the Content page.

5. Click the Create header button to create a second request header for your failover server. The Create a header window

appears.

CONDITION

Name

Type / Action

Destination

Source

Ignore if set

Priority

https://docs.fastly.com/en/guides/aio

Create a header

Learn more about this section in our headers tutorial.

This will happen all the time unless you attach a condition.

Set failover origin * Required

The name of your header, such as My header.

Request v Set v

The type of header and the action performed onit.

backend % Required

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

F_mirror % Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

11 % Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL
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6. Fill out the Create a header fields as follows:

In the Name field, enter a descriptive name for the header. This name is displayed in the Fastly web interface.
From the Type menu, select Request, and from the Action menu, select Set.

In the Destination field, enter the name of your failover server. Preview the VCL to find the name of the server.

In the Source field, enter where the new content for the header comes from.
Leave the Ignore if set control at the default setting.

In the Priority field, enter a number at least one higher than the priority you set on the primary server's request header. For
example, if you left the first header's priority set to the default, 10, you would set the second header's priority to 11 or
higher.

7. Click the Create button to create the second header. A new header appears on the Content page.

Specify when to use the failover server

Once you've configured your primary and failover servers, create an associated header condition that specifies exactly when the
failover server should be used.

1. On the Content page, click the Attach a condition link next to the new header you just created for the failover origin server.
The Create a new request condition window appears.
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Create a new request condition

Learn the basics in our conditions tutorial

Name Primary Down

Apply if.. req.restarts > @ || !req.backend.healthy

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO PRIMARY DOWN CANCEL

2. Fill out the Create a new request condition fields as follows:
e In the Name field, enter a descriptive name for the new condition (for example, Primary Down ).

e In the Apply if field, enter the appropriate request condition that will be applied. For example, reqg.restarts > 0 ||
lreq.backend.healthy would tell the system only to use the failover server if the number of restarts is more than 0 or the
origin is unhealthy.

3. Click the Advanced Options link.
4. In the Priority field, enter 11.
5. Click the Save and apply to button to create the new condition for the header.

6. Click the Activate button to deploy your configuration changes.

B 1Pv6 support

Last updated: 2021-10-06

& https://docs.fastly.com/en/guides/ipv6-support
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Fastly has integrated IPv6 into its technology stack. By enabling IPv6, visitors on IPv6 connections can access your websites and
applications. This can be done without any changes to your backend infrastructure.

Enabling IPv6

To enable traffic to be served over IPv6 and IPv4 addresses, follow the instructions below appropriate to your CNAME record.

If you're using one of our TLS products, you can find your CNAME records in the HTTPS and network tab, under DNS details. If the
name ends in map.fastly.net, it is a customer-specific hostname. Otherwise, it is a Fastly-shared hostname.

©® NOTE

Fastly doesn't support IPv6 connections to origin servers.

Switching to dualstack for Fastly-shared hosthames

You can enable IPv6 dualstack (IPv4 and IPv6) functionality for your hostname by prefixing your CNAME record with dualstack .
For example, if you have traffic on an IP address pool nicknamed j.sni (which supports a minimum TLS version of 1.2, a maximum
TLS version of 1.3, does not support ORTT, and offers HTTP/2), then you could use the following dualstack options:

e dualstack.j.sni.global.fastly.net (dualstack global map)
e dualstack.j.sni.us-eu.fastly.net (dualstack NA/EU)

If you are using m.ss1 (which supports a minimum and maximum TLS version of 1.2 and HTTP/1.x only), then you could use the
following dualstack options:

e dualstack.m.ssl.global.fastly.net (dualstack global map)

e dualstack.m.ssl.us-eu.fastly.net (dualstack NA/EU)

w TIP

For more information on updating your CNAME record, see our instructions on updating your CNAME record with your DNS
provider.

Enabling IPv6 on customer-specific hosthames

If you have a customer-specific hostname, contact support@fastly.com and we'll provide you with a parallel IPv6 map or enable
dualstack on your current one. By default, maps will be HTTP/2 enabled and have a global billing region set. Be sure to specify any
required changes when having a new map created.

Enabling Anycast IPv6 addresses for apex domains

If you use our Anycast IPv4 addresses for apex domains, contact Fastly Support and we’ll provide you with the appropriate
Anycast IPv6 addresses.

Geolocation features for IPv6

Fastly's geolocation features work with IPv6 addresses.

VCL variable

You can track whether a request came in as an IPv6 request with the req.is_ipvée VCL variable as well as by the IPv6 format itself
when logging_sh.

Testing IPv6

©® NOTE

If you're using our free shared domain to serve HTTPS traffic, check out our alternate instructions, for testing IPv6 instead.
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Once you're up and running with IPv6, test IPv6 by entering a dig command in a terminal application to make sure your map returns
AAAA records. For example, you can type something similar to this:

$ dig www.example.com AAAA +short

where www.example.com is the domain that you're testing.
Your output should appear similar to the following:
2606:2800:220:1:248:1893:25c8:1946

You can also use a tool like What's my DNS and choose the AAAA option to see how clients around the world are resolving to your
CNAME record.

Performance implications

connect over either IPv4 or IPv6, whichever is faster. Happy Eyeballs chooses IPv6 over IPv4 when all else is equal.

B Maintaining separate HTTP and HTTPS requests to origin servers

Last updated: 2018-10-03

@ https://docs.fastly.com/en/guides/maintaining-separate-http-and-https-requests-to-backend-servers

It is common to use the same origin web application to serve both HTTP and HTTPS requests and let the application determine
which actions to take to secure communications depending on the incoming protocol. Fastly allows users to set this up to preserve
this functionality within their servers. To set Fastly up to send HTTP requests to the non-secure service and HTTPS requests to the
secure service, configure two origins, one each for the secure and non-secure ports, then set up the conditions under which
requests will be sent there.

Create multiple origins

Begin by configuring the same origin address with a different port as a separate origin server. Follow the instructions for working
with hosts. You'll add specific details about the non-secure server (port 80 ) when you fill out the Create a host fields:

e In the Name field, enter a name for the non-secure server (for example, server Name (plain) ).
e In the Address field, enter the address of the non-secure server (for example, server.example.com ).
 In the Transport Layer Security (TLS) section, set Enable TLS? to No.

Follow the instructions for working with hosts to create another origin server, this time for your secure server. You'll add specific
details about the secure server (port 443 ) when you fill out the Create a host fields:

e In the Name field, enter a name for the non-secure server (for example, server Name (secure) ).
e In the Address field, enter the address of the non-secure server (for example, server.example.com ).

 In the Transport Layer Security (TLS) section, leave the Enable TLS? default set to Yes.

Conditionally send traffic to origins

To conditionally determine which server receives secure and non-secure requests, Fastly relies on the presence or absence of a
specific header when the backend is selected. When an incoming connection is received over TLS, Fastly sets the
req.http.fastly-ssl header to determine which server to use.

Set a condition for this header on each origin by following the steps below.

1. On the Origins page, click the Attach a condition link next to the name of the non-secure server. The Create a new request
condition window appears.
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Create a new request condition

Learn the basics in our conditions tutorial

Name Use non-secure

Apply if.  !req.http.fastly-ssl

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO MY HEADER CANCEL

2. Fill out the Create a new request fields as follows:
e In the Name field, enter the name of the condition specifying use of the non-secure server (for example, Use non-secure ).

e In the Apply if field, enter !req.http.fastly-ssl.
o Leave the priority set to its default value.
3. Click the Save and apply to button to create the new condition.

4. On the Origins page, click the Attach a condition link next to the name of the secure server. The Create a new request
condition window appears.
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Create a new request condition

Learn the basics in our conditions tutorial

Name Use secure

Apply if.. req.http.fastly-ssl

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO MY HEADER CANCEL

5. Fill out the Create a new request condition window as follows:
« In the Name field, enter the name of the condition specifying use of the secure server (for example, use secure).

e In the Apply if field, enter req.http.fastly-ssl.
o Leave the priority set to its default value.
6. Click the Save and apply to button to create the new condition.

7. Click the Activate button to deploy your configuration changes.

B Routing_ assets to different origins

Last updated: 2019-05-23

& https://docs.fastly.com/en/guides/routing-assets-to-different-origins

Some customers have assets stored on multiple origin servers and want to route various requests to specific, different servers
based on criteria they supply (e.g., asset type, file directory, Host header). Fastly offers customers the ability to set conditions on
their origins, which simply adds an if statement block to your VCL.
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Basic setup: Create conditions for each origin
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Origins link. The Origins page appears.

5. Click the Attach a condition link to the right of the name of an origin server. The Create a new request condition window
appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name Hosts

Apply if.. req.http.host ~ "www.example.com"

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO 192.0.2.0 CANCEL

6. Fill out the Create a new request condition fields as follows:
e In the Name field, enter a human-readable name for the condition.

e In the Apply if field, enter the conditions that you want to apply to your origin server. For example, for hosts, you could
enter req.http.host ~ "www.example.com" . Or, for content-type / URL, you could enter req.url ~ ".(jpg|png|gif)
($]\2)".
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7. Click the Save and apply to button. The new condition appears on the Origins page.

8. Click the Activate button to deploy your configuration changes.

Backup setup: Create a header

What if you have a condition already assigned to your origin? Although you can group request conditions on the origin with an 'and'
or 'or' clause, there can only ever be one condition rule attached to that origin. If you want to separate your request conditions
instead of grouping them, you can use header rules to route assets to different origins instead.

1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header page appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Image Backend Required

The name of your header, such as My header.

<4»

Type / Action  Request v Set

The type of header and the action performed on it.

Destination backend Required

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

Source Image_Backend Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

Ignore ifset  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter Image Backend (or any meaningful, preferred name).

From the Type menu, select Request, and from the Action menu, select Set.

In the Destination field, enter backend.

In the Source field, enter Image Backend . (This should match the name of your global origin server. You can see the exact
name if you look at your VCL. Click on the VCL button at the top of the page.)

From the Ignore if set menu, select No.

e In the Priority field, enter 10.
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7. Click the Create button. The new header appears on the Content page.

8. On the Content page, click the Attach a condition link next to the header you just created. The Create a new request
condition window appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name Redirect Images

Apply if.  req.url ~ "\.(jpglpnglgif)($I\?)"

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO IMAGE BACKEND CANCEL

9. Fill out the Create a new request condition fields as follows:
e In the Name field, enter rRedirect Images (or any meaningful, preferred name).

e In the Apply if field, enter req.url ~ "\.(jpg|png|gif)($|\?2)".
10. Click the Save and apply to button. The condition appears on the Content page.

11. Click the Activate button to deploy your configuration changes.

w TIP

Our about guide provides more information about working with conditions.

Use VCL Snippets to specify an origin

You can also use VCL Snippets to specify an origin. Once you've created your origin, you can conditionally route traffic to it.
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1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the VCL Snippets link. The VCL Snippets page appears.

5. Click Create Snippet. The Create a VCL snippet page appears.

Create a VCL snippet

VCL snippet guide

Name Send Images to Images Backend Required

Type (placement of the snippet) This specifies the location in which to place the snippet

O init - inserts the snippets above all subroutines (good for defining backends,
access control lists, tables)

@ within subroutine - inserts the snippets within a subroutine (following any
boilerplate code and preceeding any objects)
A

recv (vcl_recv) v

O none (advanced) - requires you to manually insert the snippet using custom

VCL
VCL 1+ if (req.url.ext ~ "(jpglpnglgif)") {
2 set req.backend = Image_Backend;
-1

> Advanced option  Priority

CREATE CANCEL

6. In the Name field, enter an appropriate name (e.g., send Images to Images Backend ).
7. From the Type controls, select within subroutine.
8. From the Select subroutine menu, select recv (vcl_recv).

9. In the VCL field, add the following condition:

1 if (reqg.url.ext ~ "(jpg|png|gif)") {
2 set req.backend = Image_Backend;

3 }

10. Click Create to create the snippet.
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11. Click the Activate button to deploy your configuration changes.

B Setting up redundant origin servers

Last updated: 2018-10-02

& https://docs.fastly.com/en/guides/setting-up-redundant-origin-servers

Sometimes you want to set up two different origin servers, one as a primary and one as a backup in case the primary becomes
unavailable. You can do this via the web interface or using custom VCL.

©® NOTE

Each Fastly service can be configured with up to five origin servers. Contact sales@fastly.com to enable more than five
origin servers per service in your account.

Using the web interface
Set up redundant origins via the web interface using these steps.
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Origins link. The Origins page appears.

5. In the Health Checks area, define a health check and assign it to the primary origin server.

6. In the Hosts area, find your secondary origin server and click the Attach a condition link.

4+ CREATE A HOST

192.168.1.1:80 ¢ Attach a condition  Tif
Secondary Origin Server

TLS from Fastly to your host Shielding Health check Auto load balance

No — West Coast Origin Check No

Show all details

The Add a condition window appears.

Add a condition to Secondary Origin Server
Learn the basics in our conditions tutorial

Select a condition (7 total)

ar

CREATE A NEW REQUEST CONDITION

CANCEL
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7. Click Create a new request condition. The Create a new request condition window appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name Primary Unhealthy

Apply if.. I'req.backend.healthy

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO SECONDARY ORIGIN SERVER CANCEL

8. Fill out the Create a new request condition fields as follows:
e In the Name field, enter the name of your request condition (for example, Primary Unhealthy ).

e In the Apply if field, enter !req.backend.healthy .

9. Click the Save and apply to button. The Hosts area now displays the condition that must be met (Primary Unhealthy) in order
for your secondary origin server to begin being used.
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4 CREATE A HOST

IF Primary Unhealthy #
Ireq.backend. healthy

192.168.1.1:80 7 Detach from condition  Tif
Secondary Origin Server

TLS from Fastly to your host Shielding Health check Auto load balance

No - West Coast Origin Check No

Show all details

Once you've added the condition to your secondary origin server, the VCL generated by Fastly will reflect the new condition.

10. Preview the VCL, and confirm the following snippets appear in vcl recv:

1
2 set reg.backend = F_primary;
1
2 if (!'req.backend.healthy) {
3 set req.backend = F_secondary;
4 }
5
Using custom VCL

Set up redundant origins with custom VCL using these steps.

1. In the Fastly web interface, define a health check and assign it to the primary origin server.

2. Copy the boilerplate VCL from our guide on mixing Fastly VCL with custom VCL, and paste it into a new file.

3. Replace the vcl recv sub with:

1 sub vcl recv {
2

3 set reqg.backend = F_<primary_origin>;
4 if (!'req.backend.healthy) {
5 set req.backend = F_<secondary_origin>;
6 b

7 if (req.method != "HEAD" && reqg.method != "GET" && req.method != "FASTLYPURGE") {
8 return(pass);
9 b

10 return(lookup);

11 }

To find the exact backend names, view the generated VCL.

4. Upload your VCL file.

B Specifying.an override host

Last updated: 2022-03-01

& https://docs.fastly.com/en/guides/specifying-an-override-host
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If you want to rewrite the Host header being sent to your origin regardless of the Host used in the initial request, specify an
override host. Use this if you have multiple domains tied to a service and want them all served by the same origin, if the domain
your origin is expecting is different than one specified in your Fastly service, or if the Host header being sent to your origin is
different from the Host used in the initial request. You most likely won't need to use this feature.

You can override the Host header being sent to your origin by specifying the domain name of your override Host on the Settings
page for a specific service or by specifying_a host on the Origins page for a specific Host.

Here are some examples of when to use an override host:

e When using backends such as Amazon S3, Google Cloud Storage, or Heroku, you want to ensure you use the proper Host
header so these providers know how to route requests directly to your content. Each provider uses the Host header to
associate requests with your account's storage location. For example, if you set up your origin using Amazon S3, you send the
name of your S3 bucket as your Host header. Amazon is set up so that it only accepts Host headers that have the same name
as the bucket hosting your content. A request to your-domain.com must be re-written to <BUCKET>.s3.
<REGION>.amazonaws.com, OF else the request is denied.

e You have a service that contains three sites: www.abc.com, www.myexample.com, and www.mysite.com and you have one origin.
You can have the same origin respond to each domain by overriding the Host header to one accepted by your origin, for
example, origin.example.com. The result will be that a request to www.abc.com, www.myexample.com, OF www.mysite.com
returns content from origin.example.com.

©® NOTE

If you've initially set an override Host globally and then switch the configuration to set an override Host per origin, this will
temporarily increase cache MISS and origin traffic because the Host header that Fastly was using for the cache lookup
was changed from the client's original Host header. Once a new object is cached with the new host, cache HIT will be
served.

Overriding a host at the origin level

You can add an override Host per origin if you're using an origin that requires a specific hostname to be passed to it. Once you've
added a host, follow the steps below:

—_—

. Log in to the Fastly web interface.

N

. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

w

. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Origins link. The Origins page appears.

&)

. In the Hosts area, click the pencil icon next to the Host you want to edit. The Edit this Host page appears.

6. In the Override host field, enter the hostname of your override Host header based on the origin you're using. The value in this
field will take precedence over anything you've set using the global override Host configuration. For example:

 If you're using Amazon S3 as your origin, enter <BUCKET>.s3.<REGION>.amazonaws.com .

 If you're using Google Cloud Storage as your origin, enter <BUCKET>.storage.googleapis.com.

* TIP

To see other examples of Host headers for third-party services, refer to our developer documentation on
overriding the Host header.

7. Click the Update button. The new override Host appears under the Show all details field of the Override host section and a
code block is added to the origin definition in your VCL that will look similar to the following:

Backend F_Host_1 {
+host = "...";
.host_header = "example.com";
.always_use_host_header = true;

SO Uk, WN B

8. Click the Activate button to deploy your configuration changes.
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Overriding a host globally

©® NOTE

Use the global override if you only have one backend. If you do use the global override, be sure to read all the caveats
below.

You can globally override a Host if your service has multiple domains to serve but they are all same assets (e.g.,
assetsl.example.com and assets2.example.com) and you want to normalize them (e.g., assets.example.com ). To globally override
a host, follow the steps below:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Settings link. The Settings page appears.

5. Click the Override host switch. The Override host header field appears.

@ Override host

Override the host header being sent to your origin regardless of the host used in the initial request. Only required if the domain your origin is expecting
is different than those that Fastly hosts.

QOur guide: Override host

Override host header: SAVE CANCEL

6. In the Override host header field, enter the hostname of your override Host based on the origin you are using:
o If you are using Amazon S3 as your origin, enter <yourbucket>.s3.amazonaws.com.

» If you are using Google Cloud Storage as your origin, enter <your bucket name>.storage.googleapis.com.

7. Click the Save button. The new override host header appears in the Override host section.

8. Click the Activate button to deploy your configuration changes.

Caveats about using the global override host
There are situations when you may not want to use an override host:

e Forcing TLS and enabling HSTS. You may experience problems if you enable this setting along with the force TLS and enable
HSTS setting. Instead of enabling this setting, create a new request setting and specify the override host in the advanced
options.

» Using multiple origins. When you specify a Host override, you're specifying what hostname is actually sent to your origin. If
you have a service with two different origins and each origin requires a different hostname, specifying a Host override for all
requests results in one origin not returning valid responses. If you specify a default hostname that matches only one of the
origins, then no content is returned from the other origin requests.

©® NOTE

If you want to serve content from multiple backends, you should conditionally route to them. Refer to Routing assets
to different origins for more information.

» Shielding is enabled. If you enable a Host override along with shielding and the specified override host doesn't match to a
domain within the service, the shield won't route the request properly and an error of 500 is expected. Refer to Shielding for
more information.

©® NOTE
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To ensure consistent behavior of Fastly customer services and origins, we normalize the host header’s value to all
lowercase in the vcl hash function. This means that no matter how your site’s domain name is capitalized in the
request, the hash function will behave predictably. This does not apply to any other parts of the URL, which remain
case-sensitive.

B Using Fastly with apex domains

Last updated: 2021-11-05

@ https://docs.fastly.com/en/guides/using-fastly-with-apex-domains

Some customers use only their second-level or apex domain (e.g., example.com rather than www.example.com) as their canonical
domain. Due to limitations in the DNS specification, we don't recommend placing a CNAME record at the apex domain or using the
CNAME Flattening features offered by some DNS providers (e.g., ALIAS or ANAME).

Instead, we offer anycast IP addresses for content that must be hosted on a second-level or apex domain. Our anycast options
allow you to add A (IPv4) or AAAA (IPv6) records that point your apex domain at Fastly, prioritizing either performance or cost,
depending on the option you choose.

© IMPORTANT

Because anycast addressing methods don't offer Fastly as much flexibility in routing requests, our anycast options may not
be as performant as our CNAME-based system. We recommend using our CNAME-based system for as much content as
possible, particularly for large resources or streaming video.

* TIP

Our guide on generating redirects at the edge discusses how you can redirect all traffic for apex domains to WWW
subdomains.

Anycast options

Fastly offers the following anycast options to all paid customers.

Global anycast option

Fastly offers anycast IP addresses that allow you to use our entire global network to route requests to the nearest Fastly POP (from
a network perspective), without regard to the billing region in which that POP resides.

Choose this option to prioritize traffic routing performance and to avoid restricting traffic to specific POPs. We'll provide you with a
list of anycast IP addresses, which you then enter into your DNS records.

Billing Zone anycast options

© IMPORTANT

Billing Zone anycast options are part of a limited availability release. For more information, see our product and feature
lifecycle descriptions.

Fastly offers anycast IP addresses that allow you to prioritize where requests get routed based on the cost of its travel through
groups of specific billing regions called zones.

Choose one of these options to prioritize cost savings over routing performance:

o Maximum Billing Zone (MBZ) 100: This option includes only the Fastly POPs located in the North America and Europe billing
regions.

« Maximum Billing Zone (MBZ) 200: This option includes all Fastly POPs in MBZ 100 as well as those in the billing regions of
Asia, Australia and New Zealand, and South America. It does not include POPs in the South Korea, India, and Africa billing
regions.
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Availability versus routing accuracy

© IMPORTANT

Fastly prioritizes service availability over routing accuracy. Fastly will not offer invoice credits for traffic delivered from
Fastly POPs outside of intended billing zones when that traffic is intentionally diverted to preserve the integrity or
performance of Fastly services, for scheduled maintenance, or when the traffic routing changes are outside of Fastly’s
control.

Because most anycast routing on the public internet is outside of our direct control, we cannot guarantee traffic routed to us will
never arrive at POPs in higher billing zones. When routing changes on the public internet shift your traffic to higher priced Fastly
POPs, however, we will make our best effort to investigate the cause and work with all parties involved to correct any problems
discovered.

In addition to factors outside of our control, Fastly performs traffic engineering on a regular basis to ensure the availability of all
Fastly services during incidents and scheduled maintenance to our network. When necessary, we may temporarily choose to route
traffic to POPs outside of the chosen Billing Zones.

If you observe traffic being served from Fastly POPs outside of the intended Maximum Billing Zone, then before opening a support
ticket:

e Check the Fastly Service Status page. Verify that there are no events that would explain the temporary rerouting of your
traffic.

e Check the DNS records for your impacted domain names. Only the Fastly provided Billing Zone anycast IP addresses should
be present in the DNS records of your impacted domain names.

If neither of the above issues explain your observed Fastly POP routing issue, open a support ticket within 30 days of the Fastly
invoice date that reflects the billed traffic in question by emailing support@fastly.com.

Finding anycast IP addresses

When you choose a Billing Zone anycast option, we'll provide you with the list of anycast IP addresses for you to enter into your
DNS records. Fastly will use these addresses to serve traffic only from the POPs included in the zones listed above, even if those
POPs are unlikely to give the best performance for any given request.

When you have TLS configured

If TLS is configured for your Fastly service, you can obtain your global anycast IP addresses in the Fastly web interface by following
these steps:

1. Log in to the Fastly web interface and click the Secure link. The TLS domains page appears, displaying any domains for which
you have TLS enabled.

2. Click the More details link for the domain you would like to route to Fastly via the global anycast option. The domain’s details
page appears.
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Domain TLS status Certificate TLS Configuration

example.com ® Enabled Fastly managed certificate (ABCDEFGH1234567) Production config Disable TLS
axpires In a year

“ Hide details...

In order to complete the setup and to start serving TLS traffic, you must make sure you have one of the following records set up with your DNS provider:

TLS configuration TLS versions HTTP protocols Certificate being used

Production config 1.2 and 1.3 HTTP1.1 and HTTR/2 Fastly managed certificate
[ABCDEFGH1234567)

DNS details

~ Global

Global DNS lands traffic across Fastly's worldwide network. This has the best
international performance with regional pricing applied to all traffic.

CNAME records A records AAAA records (IPvE)
example.sni.global fastly.net 151.101.2.133, 151.101.66.133, 151.101.130.133, 2a04:4e42:900:115, 2a04:4242:900:99,
151,101.194.123 2a04:4e42:200:645

¥ HW. America & Europe (MBZ100)

v Reduced Billing Zone (MBZ200)

¥ custom

Add tls configuration...

The A Records section contains the global anycast IP addresses for you to enter into your DNS records of this domain.

When you don’t have TLS configured

If you don’t have TLS configured for the domain you would like to use with the global anycast option or would like to use one of the
new Billing Zone anycast options, you can request your anycast IP addresses by contacting support@fastly.com. We'll provide you
with the anycast IP addresses appropriate for the option you choose so you can enter those addresses into your DNS records. Be
sure to enter all of them to ensure maximum availability and reliability. We don’t charge extra for these options, however, you must
be using one of Fastly's paid plans (with or without a contract) to take advantage of them.

w TIP

Fastly's billing regions can be found on our pricing page. We announce changes to these regions via our network status
page.

Apex domain problems and their workarounds

The DNS instructions in REC1034 (section 3.6.2) state that, if a CNAME record is present at a node, no other data should be
present. This ensures the data for a canonical name and its aliases cannot be different. Because an apex domain requires NS

records and usually other records like MX to make it work, setting a CNAME at the apex would break the "no other data should be
present” rule.

In general, the problem with apex domains happens when they fail to redirect to their www equivalents ( example.com points
nowhere instead of pointing t0 www.example.com ). Two workaround options exist:

» only use Fastly for APl or AJAX calls, images, and other static assets (e.g., serve example.com yourself and CNAME to Fastly
for assets at assets.example.com).

o redirect from the apex domain to the version proxied by Fastly (e.g., redirect any requests for example.com to

www.example.com ).

Neither workaround, however, is ideal.

© IMPORTANT

To use TLS with an apex domain, explicitly add it to a certificate using one of our TLS products. For wildcard entries on our
shared certificates, add an apex domain as a separate SAN entry.

( ]
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B Using Fastly's global POP network
Last updated: 2020-05-19

& https://docs.fastly.com/en/guides/using-fastlys-global-pop-network

Fastly operates a domain name system (DNS) service specifically written to optimize getting your traffic to Fastly. This optimization
automatically routes your traffic to the nearest Fastly POP (in terms of network proximity) on our global network and reroutes
around internet outages and other disturbances.

Directing your traffic through Fastly's global network

To take advantage of Fastly's global network, use a fully qualified domain name (FQDN) when you create domains in the Fastly web
interface and make sure you've properly configured your CNAME DNS records.

You can use an apex domain (e.g., example.com instead of www.example.com) as your canonical domain and still take advantage of
Fastly's global network by pointing your apex DNS record at IPs on Fastly’s anycast network.

Limiting traffic to a subset of POPs

Fastly allows you to configure traffic routing choices that best suit your specific needs by prioritizing a subset of POPS through
which your traffic travels. For example, you can specify that Fastly prioritizes the use of only North American and European Union
(EU) POPs. For more information, read about our Billing_zone anycast options.

These articles describe configuration settings and changes you can make to your headers when setting up Fastly services.

& https://docs.fastly.com/en/guides/configuration#_headers

B Adding or modifying headers on HTTP requests and responses

Last updated: 2018-08-16

& https://docs.fastly.com/en/guides/adding-or-modifying-headers-on-http-requests-and-responses

HTTP header fields are components of the header section of request and response messages in the Hypertext Transfer Protocol
(HTTP). They define the operating parameters of an HTTP transaction. When you create and configure headers, you can determine
how you want your content served to your users. The following steps show you how to add and edit headers.

Create new headers

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header window appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Required

The name of your header, such as My header.

Type / Action  Request = Set =
The type of header and the action performed on it.

Destination Required
The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore if set  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter the name of your header rule (for example, My header ).

From the Type menu, select Request, and from the Action menu, select Set.
e In the Destination field, enter the name of the header affected by the selected action.
e In the Source field, enter where the content for the header comes from.

« From the Ignore if set menu, select No if you want the header in the Destination field modified or select Yes if you don't
want it modified.

e In the Priority field, enter the order the header rules execute.

The Field description table below provides additional details about each of these controls.
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7. Click the Create button.

8. Click the Activate button to deploy your configuration changes.

Edit headers

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the name of the header you want to edit. The Edit this header page appears.

Edit this header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name My header Required

The name of your header, such as My header.

Type / Action  Request ’ Set :
The type of header and the action performed on it.

Destination http.header Required
The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source | "string value" Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore if set  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

UPDATE CANCEL
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6. Fill out the Edit this header fields as follows:
e In the Name field, enter the name of your header rule (for example, My header ).

o From the Type menu, select Request, and from the Action menu, select Set.

e In the Destination field, enter the name of the header affected by the selected action.

e In the Source field, enter where the content for the header comes from.

o From the Ignore if set menu, select No if you want the header in the Destination field modified or select Yes if you don't
want it modified.

 In the Priority field, enter the order the header rules execute.

7. Click the Update button.

8. Click the Activate button to deploy your configuration changes.

Field description table

This table describes what each field in the Header window means:

Field

Name

Type

Action

Destination

Source

Regex

Substitution

Ignore if set

Priority

https://docs.fastly.com/en/guides/aio

Description

The Name field specifies a memorable word or phrase that allows you to recognize and remember a particular
Header rule.

The Type menu can be set to Request, Response, or Cache. Selecting Request modifies the request coming
from the user, and this will carry through to the request that gets sent to your origin server. Selecting
Response affects the HTTP response that is sent back to the user. Selecting Cache affects the HTTP
response that your origin server returns before it gets stored on Fastly servers, meaning whatever changes
you make there will be remembered on a cache hit.

The Action menu can be set to Set, Append, Delete, Regex, and Regex All. Selecting Set (the default) will
write a value into the header (potentially overwriting it, if it already exists). Selecting Append will add a value
onto the end of a header or set it if it doesn't exist. Selecting Delete will remove a header. When selected, it
hides the Source field in the Header window. Selecting Regex allows you to perform a find and replace on
specific text and is based on a regular expression you type in. When selected, the Regex and Substitution
controls appear in the Header window. Selecting Regex All allows you to perform the same function as Regex
but it performs a find and replace multiple times. When selected, the Regex and Substitution controls appear
in the Header window.

The Destination field determines the name of the header that is going to be affected by our Action. Because
header rules can be used to affect more than just HTTP headers, your input to this field should be formatted
like this: http.Header-Name .

The Source field is available on Set, Append, Regex, and Regex All actions. This field becomes hidden in the
Header window when you select Delete from the Action menu. It determines where the new content for the
header comes from. There are a plethora of options for Source. The simplest is a static string such as "my
static string" (including the quotes). Other options include client.ip, reqg.http.Another-Header , and
client.geo.city . See the list of Common Sources below for more common sources of new content.

The Regex field only appears in the Header window when you select Regex or Regex All from the Action
menu. It allows you to perform a find and replace on specific text and is based on a regular expression that
you type in.

The Substitution field only appears in the Header window when you select the Regex and Regex All from the
Action menu. It replaces the text that was removed by the regex expression with the text you typed in the
Substitution field.

By default this is set to No, which means that if the header you are modifying already exists, it will be
modified.

The Priority field determines the order in which the header rules execute (e.g., a priority of T means the
header rule executes first). This can be important if you set headers and then set other headers based on the
earlier ones.
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Common sources of hew content

Name

reg.http.Fastly-

Client-IP

client.

client.

ip and

server.

identity

identity

server

.region

server.

datacenter

reg.http.*

beresp.

status

beresp.

http.*

resp.status

resp.http.*

client.

geo.*

Valid
Types

Request,
Cache,
Response

Request,
Cache,
Response

Request,
Cache,
Response

Request,
Cache,
Response

Request,
Cache,
Response

Request,
Cache,
Response

Request,
Cache,
Response

Cache
Cache

Response

Response

Request,
Cache,
Response

Description

The true IP address of the client.

The client IP address. These variables are available, but may not always display the
source IP address. For instance, they may show the edge node IP when shielding is
enabled. For the true client IP address, use reg.http.Fastly-Client-IP .

IMPORTANT: In some cases, client IP data may be considered sensitive. Make sure you

protect the sensitive IP data you stream or store.

A unique identifier for the Fastly server processing the request.

The region in which the Fastly server resides.

The data center in which the Fastly server resides.

The URL of the HTTP Request from the client.

The headers from the HTTP Request, access as: reqg.http.HeaderName

The status returned from the origin server.

The headers from the origin's HTTP Response, access: beresp.http.HeaderName

The status that is going to be returned to the client.

The headers in the HTTP Response to be returned to the client, access:

resp.http.HeaderName

Geolocation values for the client's IP.

B Enabling cross-origin resource sharing (CORS)

Last updated: 2021-02-23

& https://docs.fastly.com/en/guides/enabling-cross-origin-resource-sharing

Enabling Cross-Origin Resource Sharing (CORS) allows a server to indicate that other origins can request sub-resources, like
scripts and stylesheets, from it. These origins might use a different scheme (HTTP vs HTTPS) or an entirely different domain or
port. This guide describes how to add an Access-control-Allow-Origin header, which is sufficient for simple scenarios, and is
often useful when using static bucket providers like Amazon S3 and Google Cloud Storage as an origin.

© IMPORTANT

We recommend only enabling CORS when you have sub-resources on your server that you want other origins to load,
especially if you allow requesting code from any origin, as it makes things less secure.
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To enable CORS, set up a custom HTTP header for your service by following the steps below.

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header page appears.

CONDITION

Name

Type / Action

Destination

Source

Ignore if set

Priority

Create a header

Learn more about this section in our headers tutorial.

This will happen all the time unless you attach a condition.

CORS S3 Allow

The name of your header, such as My header.

Cache = Set

4>

The type of header and the action performed on it.

http.Access-Control-Allow-Origin

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

I%n

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

No =

If switched to Yes, the action will not be performed if the header in Destination
exists.

10 Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:

https://docs.fastly.com/en/guides/aio

Required

Required

Required
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* In the Name field, enter a descriptive name for the new header (e.g., cors s3 allow ). This name is displayed in the Fastly
web interface.

o From the Type menu, select Cache, and from the Action menu, select Set.
e In the Destination field, enter http.Access-Control-Allow-Origin .

e In the Source field, enter "*" to allow requesting code from any origin or specify a single origin location
(https://example.com). If specifying an origin, ensure CORS rules are applied in vcl_deliver .

o Leave the Ignore if set menu and the Priority field set to their default values.
7. Click the Create button. The new header appears on the Content page.

8. Click the Activate button to deploy your configuration changes.

© IMPORTANT

Objects already cached won't have this header applied until you purge them.

Test it out

Running the command:

$ curl -I example.tld/path/to/resource

should include similar information to the following in your header:

1 Access-Control-Allow-0rigin: http://example.tld
2 Access—-Control-Allow-Methods: GET
3 Access—Control-Expose-Headers: Content-Length, Connection, Date...

* TIP

Access-Control-Allow-Methods and Access-Control-Expose-Headers are examples of additional headers you can add
with CORS. For more information about these headers, see MDN Web Docs.

B Removing headers from backend response

Last updated: 2018-08-16

& https://docs.fastly.com/en/guides/removing-headers-from-backend-response

You can remove headers from any backend response. This may be necessary if your application automatically sets headers. For
example, Drupal can set the following Expires and Cache-Control headers to prevent caching:

1 Expires: Sun, 19 Nov 1978 05:00:00 GMT
2 Last-Modified: Wed, 18 Jul 2012 18:52:16 +0000
3 Cache-Control: no-cache, must-revalidate, post-check=0, pre-check=0

To remove a header from the backend response, add a new header as follows:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header window appears.

https://docs.fastly.com/en/guides/aio 165/664


https://developer.fastly.com/reference/vcl/subroutines/deliver/
https://docs.fastly.com/en/guides/purging-a-url
https://developer.mozilla.org/en-US/docs/Web/HTTP/CORS#the_http_response_headers
https://docs.fastly.com/en/guides/removing-headers-from-backend-response
https://docs.fastly.com/en/guides/removing-headers-from-backend-response

3/31/22,3:16 PM Fastly Help Guides

Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Remove Expire Headers Required

The name of your header, such as My header.

Type / Action  Cache s Delete s
The type of header and the action performed on it.
Destination http.Expires Required

The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or hitp.Access-
Control-Allow-Origin.

Ignore ifset  No v
If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter a descriptive name for the header rule (e.g., Remove Expire Headers ).

From the Type menu, select Cache, and from the Action menu, select Delete

In the Destination field, enter the name of the header (e.g., http.Expires ).

From the Ignore if set menu, select No.

In the Priority field, enter 10.
7. Click the Create button.

8. Click the Activate button to deploy your configuration changes.

w TIP

You may also be interested in our information on setting_ content type based on file extension.

B Setting Content Type based on file extension

https://docs.fastly.com/en/guides/aio 166/664


https://docs.fastly.com/en/guides/setting-content-type-based-on-file-extension
https://docs.fastly.com/en/guides/setting-content-type-based-on-file-extension

3/31/22,3:16 PM Fastly Help Guides

Last updated: 2018-08-16

@ https://docs.fastly.com/en/guides/setting-content-type-based-on-file-extension

In some situations you may want to override the content type that a backend returns. To do that you will need to create a new
header object and an associated condition.

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header page appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name  Add Content Type Required

The name of your header, such as My header.

Type / Action  Cache v Set =
The type of header and the action performed on it.

Destination http.Content-Type Required
The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or hitp.Access-
Control-Allow-Origin.

Source "application/javascript; charset=utf-8" Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore if set  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter an appropriate name (e.g., Add content Type ).

o From the Type menu, select Cache, and from the Action menu, select Set.
e In the Destination field, enter http.content-Type .
e In the Source field, enter the content type you want to match, such as "application/javascript; charset=utf-8".
o From the Ignore if set menu, select No.
 In the Priority field, enter 10.
7. Click the Create button.

Once you have created the header object, apply_a condition. Otherwise, that particular object is applied to all requests.
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1. Click the Attach a condition link to the right of the new header name. The Create a new cache condition window appears.

Create a new cache condition

Learn the basics in our conditions tutorial

Name Files ending with .js

Apply if..  req.url.ext == "js"

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO ADD CONTENT TYPE CANCEL

2. Fill out the Create a new cache condition fields as follows:
e In the Name field, enter a descriptive name, such as Files ending with .js.

« In the Apply if field, enter the condition that matches your request, such as req.url.ext == "js" (to match the request
for files ending in .js).

3. Click the Save and apply to button to create the new condition.

4. Click the Activate button to deploy your configuration changes.

w TIP

You may also be interested in our guide to Removing headers from backend response.

B Understanding the X-Timer header

Last updated: 2018-08-01
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& https://docs.fastly.com/en/guides/understanding-the-xtimer-header

If you look at the raw headers returned with a response from a Fastly cached asset, you will notice some extra headers tacked on.
One in particular is X-Timer. This header provides timing information about the journey of a request from end to end.

Here are two examples of X-Timer headers:
e 51392947468.641059399,Vvs0,VE0 (a cache HIT)
e 51392951663.217806578,VS0,VE31 (a cache MISS)

Let's break these headers down into their parts, separated by commas, and examine what each part means.

s1392947 468 .6 41059399, vso0, VE?@O
S 139295166 3 . 2 7 6 7 8 , vsO0, VE 31
\ ) \ ) | J
| | |
Unix time stamp Varnish Varnish

Start End

The first section of the header, starting with s, represents a Unix timestamp of the start of the request on our edges.

The next section, vs or "varnish start," represents the start of the varnish part of the request's journey. This should always be 0
(we've got to start counting somewhere).

And the last section, ve or "varnish end," represents the sum of the length of the trip. For cache HITs, the length of the trip will
nearly always be O (not actually zero, but less than a millisecond is rounded down). For cache MISSs, the number represents the
number of milliseconds it took to retrieve the data from your origin server and send the response back to the requester. In the
example above, it took 31ms to retrieve the data.

* TIP

You can use VCL functions and variables to control dates and times.

These articles provide basic instructions for and examples of setting up and beginning to use the Fastly Image Optimizer.

& https://docs.fastly.com/en/guides/configuration#_image-optimization

B About Fastly Image Optimizer

Last updated: 2021-03-04

@ https://docs.fastly.com/en/guides/about-fastly-image-optimizer

Fastly's Image Optimizer (Fastly 10) manipulates and transforms your images in real time and caches optimized versions of them.
When an image is requested from your origin server, Fastly IO can perform one or more transformation tasks before serving and
caching the optimized version. For example, you can resize, adjust quality, crop and trim, serve responsive images, and more.

A WARNING

Only send image content through Fastly I0. Non-image content can't be optimized using it, but will still be counted and
charged as an image optimization request, which may cost you more.

Before you begin
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Contact sales to request access to Fastly 10. Be sure to include the Service ID of the service for which image optimization should
be enabled.

Enable shielding for your origins. Services that use image optimization are required to enable shielding. Our guide to enabling
shielding provides more information on how to set this up.

When setting up shielding, be sure to choose a shield location as geographically close to your image's origin as possible. Read our
guidance on choosing_a shield location for more information. Also, take special note of the step immediately following your
shielding location selection in that guide. If the Host header for the service has been changed from the default, you must ensure
the new hostname is added to the list of domains.

Setting up image optimization
Once we've enabled it for your service, you can set up image optimization by following this process:

1. Add a header.

2. Create a request condition.

3. Test an image.

Add the Fastly Image Optimizer header

Once image optimization has been activated for your service ID and confirmed via email, configure your service by adding the
Fastly Image Optimizer header.

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header page appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Fastly Image Optimizer Required

The name of your header, such as My header.

<»

Set

<>

Type / Action  Request

The type of header and the action performed on it.

Destination | http.x-fastly-imageopto-api Required

The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source "fastly" Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignoreifset  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 1 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

6. Fill out the Create a header window as follows:
e In the Name field, enter Fastly Image Optimizer .

o From the Type menu, select Request, and from the Action menu, select Set.
e In the Destination field, enter nhttp.x-fastly-imageopto-api .

* In the Source field, enter "fastly" . By default, the Fastly Image Optimizer removes any additional query string parameters
that are not part of our image API. If your source image requires delivery of additional query string parameters from origin
then enter "fastly; gp=+*" instead.

o From the Ignore if set menu, select No.
e In the Priority field, enter 1.

7. Click Create to create the new header.
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* TIP

For more help with adding or modifying headers, see our guide.

Create a request condition
To ensure only your image assets are routed via the Fastly Image Optimizer, create a request condition.
1. Click the Attach a condition link next to the rFastly Image optimizer header. The Add a condition window appears.

2. Click the Create a new request condition button. The Create a new request condition window appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name Fastly Image Optimizer Request Condition

Apply if.. req.url.ext ~ "(?i)A(giflpngljpe?glwebp)$"

s
The expression to decide whether this is run. Maximum
length is 512 characters.
» Examples
> Advanced option  Priority
SAVE AND APPLY TO FASTLY IMAGE OPTIMIZER CANCEL

3. Fill out the Create a new request condition window as follows:
e In the Name field, enter a descriptive name for the new condition (for example, Fastly Image Optimizer Request

Condition).

» In the Apply if field, enter the appropriate request condition. For example, req.url.ext ~ "(2i)"(gif|png|jpe?g|webp)$"
will send all files with gif, png, jpg, jpeg, and webp extensions via the Fastly Image Optimizer. Likewise, reqg.url ~
"~/images/" Will send all files in the images directory via the Fastly Image Optimizer.

4. Click the Save and apply to button to create the new condition for the header.
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* TIP

For more help using conditions, see our guide.

Confirm everything is working

Once you've activated your changes, check to see if the Fastly Image Optimizer is processing your image request by typing the
following command on the command line:

$ echo -n "Image Width: " ; curl -sI https://www.fastly.io/image.jpg?width=200 | grep -i "Fastly-Io-Info:" | cut -d' ' -f6 |
cut -d= -f2 | cut -dx -f1

Replace https://www.fastly.io/image.jpg?width=200 with the full image URL and width of the image you're testing.

The command line output will display the image's width, which should match the width API parameter you added to your image. For
example, the output might be:

Image Width: 200

Configuring default image settings

The Fastly Image Optimizer supports a variety of image formats and applies specific settings to all images by default. Use the
Fastly web interface to review and adjust the default settings as appropriate. Changes to other image settings, including most
image transformations, require issuing API calls.

Image Optimizer default settings

These settings will be used as fallbacks when no transformation rules are applied in the URL query string or in your VCL.

Default settings #

Auto WebP? Default WebP (lossy) quality Default JPEG format
No 85% auto

Default JPEG quality Allow upscaling? Resize filter

85% Yes lanczos3

Service limits

Maximum input dimensions Maximum input file size Maximum output dimensions
12,000 px 52,428,800 Bytes 8,192 px

To review and edit the default image settings via the web interface, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Image optimization link. The Image Optimizer default settings appear.
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Image Optimizer default settings

These settings will be used as fallbacks when no transformation rules are applied in the URL query string or in your VCL.

Default settings /'

Auto WebP? Default WebP (lossy) quality Default JPEG format
Mo 85% auto

Default JPEG quality Allow upscaling? Resize filter

85% Yes lanczos3

Service limits

Maximum input dimensions Maximum input file size Maximum output dimensions
12,000 px 02,428,800 Bytes 8,192 px

5. Click the pencil icon next to the Default settings. The Edit default settings window appears.

Edit default settings

Image Optimizer settings guide.

Auto WebP? ® No (default) - Use the origin image file type or chosen format.

) Yes - Deliver WebP images to supported browsers.

Default WebP (lossy) quality 85 %

Default JPEG format ® Auto (default) - Preserve the origin image JPEG format.
(_ Baseline - Display the image when it has fully downloaded.

) Progressive - Display the image using low resolution first, then incrementally
improve the quality as downloading continues.

Default JPEG quality 85 %

Allow upscaling? ' No (default) - Recommended.

® Yes - Allow upscaling.

» Advanced options Resize filter

UPDATE CANCEL

6. Adjust the Edit default settings as follows:
» From the Auto WebP controls, leave the settings at their default or select Yes to convert images to the WebP format in
browsers that support it. When you use the default setting, No, Fastly uses the image file type instead.
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 In the Default WebP (lossy) quality field, leave the settings at their default or enter the compression level for lossy file-
formatted images. Fastly uses 85 for the default quality but you can specify any whole number between 1 and 100.

» From the Default JPEG format controls, leave the settings at their default or select the JPEG type to use when delivering
the image. By default, Fastly sets the JPEG type to Auto to deliver images with the output type matching the input type.
You can also select Baseline to display the image line by line starting from top left and going to the bottom right, or
Progressive to display a blurry image that becomes clear as it loads.

 In the Default JPEG quality field, leave the settings at their default or enter the compression level for quality of lossy file
formats. Fastly uses 85 for the default quality but you can specify any whole number between 1 and 100.

» From the Allow upscaling controls, leave the settings at their default or select Yes to return images larger than the original
source file so they can fit the requested dimensions.

7. Click the Advanced options link. The Resize filter controls appear.

~ Advanced options

Enable Animated GIF to Video

Resize filter

@ No (default) - Recommended

QO Yes - Each image frame delivered as video is counted as an optimized
image request. Learn more before enabling.

@ Lanczos3 (default) - Use the Lanczos3 filter to increase the ability to
detect edges and linear features within an image and uses sinc resampling
to provide the best possible reconstruction.

O Lanczos2 - Use the same filter as Lanczos3 but with a less accurate
approximation of the sinc resampling function.

O Bicubic - Use an average of a 4x4 environment of pixels, weighing the
innermost pixels higher.

Q Bilinear - Use an average of a 2x2 environment of pixels.

O Nearest - Use the value of nearby translated pixel values.

8. Adjust the Advanced options settings as follows:
o From the Enable Animated GIF to Video controls, leave the settings at their default or select Yes to enable Animated GIF
to video functionality. Each video frame will be counted and charged as an image optimizer request.

o From the Resize filter controls, select the image quality filter to use when resizing and generating new images to use a
higher or lower number of pixels. By default, Fastly uses the Lanczos3 filter. You can also choose Lanczos2, Bicubic,

Bilinear, and Nearest.

Using advanced image settings

To go beyond the basic image optimization and transformation settings in the Fastly web interface, you must change your existing
image URLs by adding Fastly API query string parameters. For example, if your image source existed at
http://www.example.com/image.jpg, you would need to add 2<paraMETER=VALUE> t0 the end of the URL to create the proper query

string structure for Fastly to transform the image.

Our Fastly Image Optimizer API describes each of the available image transformations in detail and includes the exact API pattern
you can add to URLs, along with a description and example of how to use each parameter and its values. These examples perform
transformations and optimizations on our www.fastly.io/image.jpg URL S0 you can see exactly how they work before you change
your image URLs. Additionally, it provides details you should know before you start adding Fastly image transformation URL API
query string parameters to your existing image URLSs.
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Debugging

Running into problems? See our details on image optimization debugging for more information.

This article describes a product that may use third-party cloud infrastructure to process or store content or requests for content. For more information, see

our cloud infrastructure security and compliance program.

These articles provide information about distributing requests across multiple servers to optimize resource use and avoid
overloading any single resource.

& https://docs.fastly.com/en/guides/configuration#_load-balancing

B About Dynamic Servers

Last updated: 2018-07-27

@ https://docs.fastly.com/en/guides/about-dynamic-servers

Fastly's Load Balancer allows you to create pools of origin servers that you dynamically manage using Fastly's Dynamic Servers
feature to distribute and direct incoming requests. The benefits include:

o support for any infrastructure deployments including any type of server instances and one or more data centers, regions, or
cloud providers

 high availability of web applications when using health checks
o compatibility with TLS termination, HTTP/2, and IPv6

o server stickiness without requiring a cookie-based approach

implement any number of request routing rules/conditions to select a pool of origin servers

To set up Dynamic Servers, you attach a pool to a service, then add versionless origin servers that are stored separately from your
VCL configuration. You can use the Fastly API to programmatically add, remove, and update pools and origin servers.

© IMPORTANT

This information is part of a limited availability release. For additional details, read our product and feature lifecycle
descriptions.

How Dynamic Servers work

Like Edge Dictionaries and ACLs, Dynamic Servers have two major components: the pool and origin servers within it. Pools act as
containers for origin servers that store the hostnames or IP addresses of servers to which incoming requests can be directed. Each
pool is attached to a version of a service, but origin servers are versionless and any changes will become effective immediately.

When Dynamic Servers might be useful

Dynamic Servers might be useful for organizations that need to load balance requests among origin servers. They can be used to:
e evaluate new server instance types and new software deployments.
e independently scale individual microservices.

More specifically, they can be used as:

» Local Server Load Balancer (LSLB) where they are used to balance requests among origin servers within in a single region,
such as AWS EC2 instances in the US East region, or within a single data center or on-premises location.
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« Global Server Load Balancer (GSLB) where they are used to load balance requests among origin servers across any
geographically distributed infrastructure deployments such as:
« within multiple regions of an Infrastructure as a Service (laaS) provider (e.g., AWS, GCP, Microsoft Azure).

» between multiple laaS providers (e.g., AWS, GCP, Microsoft Azure).

e as part of hybrid infrastructure deployments that include a combination of on-premises origin servers or data centers and
laaS providers.
Getting started

You'll need to follow these steps:

1. Create a pool in a working version of a service that's unlocked and not yet activated.

2. Add at least one origin server to the newly created pool, keeping in mind the limitations.

3. Activate the version of the service you associated with the pool.

Once the pool is created, properly associated, and filled with origin servers, it can be called in your service.

Limitations

Keep the following limitations in mind as you use Dynamic Servers:

Each Fastly service can be configured with up to five origin servers. Origin servers count as origins for the purposes of
these limits. Contact sales@fastly.com to enable more than five origin servers per service in your account.

» Pools cannot be created with custom VCL. If you create a pool using the API, you can use the API to make changes to it and
use custom VCL to interact with it.

» Pools need at least one enabled server entry. Origin servers cannot be deleted when a pool only has one enabled entry left.

» Origin server deletions are permanent. If you delete an origin server, it is permanently removed from all service versions and
cannot be recovered.

« When you delete a pool, you'll only delete it from the service version you're editing. Pools are tied to versions and can be
cloned and reverted. When using pools, we want you to be able to do things like delete a pool from a current version of your
service in order to roll back your configuration to a previous version using as few steps as possible.

« Eventlogs don't exist for origin server changes. If you use the API to add, update, or remove an origin server, there will be no
record of it. The only record of a change will exist when you compare service versions to view the point at which the pool was
associated with the service version in the first place.

B Creating and using_pools with Dynamic Servers

Last updated: 2018-04-25

& https://docs.fastly.com/en/guides/creating-and-using-pools-with-dynamic-servers

Fastly's Load Balancer allows you to create pools of origin servers that you dynamically manage using Fastly's Dynamic Servers
feature to distribute and direct incoming requests. A pool is responsible for balancing requests among a group of origin servers. In
addition to load balancing, pools can be configured to attempt retrying failed requests. Pools have a quorum setting that can be
used to determine when the pool as a whole is considered up in order to prevent problems following an outage as origin servers
come back up.

© IMPORTANT

This information is part of a limited availability release. For additional details, read our product and feature lifecycle
descriptions.

Creating a pool
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To start using Dynamic Servers, you'll need to create an empty pool within a version of a service that's unlocked and not yet
activated. Make the following API call in a terminal application:

$ curl -vs -H "Fastly-Key: FASTLY_API_TOKEN" -X POST https://api.fastly.com/service/<service_id>/version/<service_version>/p
ool —-d 'name=<pool_name>&comment=<comment>"

The response will look like this:

1 A

2 "between_bytes_timeout": "10000",
3 "comment": '"<comment>",

4 "connect_timeout": "1000",

5 "created_at": "2016-08-01T14:43:22+00:00",
6 "deleted_at": null,

7 "first_byte_timeout": "15000",

8 "healthcheck": null,

9 "id": "2IpWU5CGzPpbpGsABSDops",
10 "max_conn_default": "200",

11 "max_t1ls_version": null,

12 "min_t1ls_version": null,

13 "name": '"<pool_name>",

14 "quorum": "75",

15 "request_condition": null,
16 "service_id": '"<service_id>",
17 "shield": null,
18 "tls_ca_cert": null,
19 "t1ls_cert_hostname": null,
20 "t1s_check_cert": 1,
21 "tls_ciphers": null,
22 "tls_client_cert": null,
23 "tls_client_key": null,
24 "t1s_sni_hostname": null,
25 "type": "random",
26 "updated_at": "2016-08-01T14:43:22+00:00",
27 "use_tls": 0,
28 "version": '"<service_version>"
29 }

Be sure to activate the new version of the service you associated with the pool after adding at least one origin server.

©® NOTE

Each Fastly service can be configured with up to five origin servers. Contact sales@fastly.com to enable more than five
origin servers per service in your account.

Viewing pools

To view a list of all pools attached to a particular version of a service, make the following API call in a terminal application:

$ curl -vs -H "Fastly-Key: FASTLY_API_TOKEN" https://api.fastly.com/service/<service_id>/version/<service_version>/pool

The response will look like this:
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1

2 A

3 "between_bytes_timeout": "10000",
4 "comment": "just my first pool",
5 "connect_timeout": "1000",

6 "created_at": "2016-08-01T14:43:22+00:00",
7 "deleted_at": null,

8 "first_byte_timeout": "15000",

9 "healthcheck": null,

10 "id": "2IpWU5CGzPpbpGsABSDops",
11 "max_conn_default": "200",

12 "max_tls_version": null,

13 "min_t1ls_version": null,

14 "name": "SP_Prod_Pool_1",

15 "quorum": "75",

16 "request_condition": null,
17 "service_id": "<service_id>",
18 "shield": null,
19 "tls_ca_cert": null,
20 "t1ls_cert_hostname": null,
21 "t1s_check_cert": 1,
22 "tls_ciphers": null,
23 "tls_client_cert": null,
24 "tls_client_key": null,
25 "t1s_sni_hostname": null,
26 "type": "random",
27 "updated_at": "2016-08-01T14:43:22+00:00",
28 "use_tls": 0,
29 "version": '"<service_version>"
30 }
31 ]

To see information related to a single pool (in this example, sp pProd Pool 1) attached to a particular version of a service, make the
following API call in a terminal application:

$ curl -vs —-H "Fastly—-Key: FASTLY_API_TOKEN" https://api.fastly.com/service/<service_id>/version/<service_version>/pool/<poo
1_name>

The response will look like this:

1 {

2 "between_bytes_timeout": "10000",
3 "comment": "just my first pool",
4 "connect_timeout": "1000",

5 "created_at": "2016-08-01T14:43:22+00:00",
6 "deleted_at": null,

7 "first_byte_timeout": "15000",

8 "healthcheck": null,

9 "id": "2IpWU5CGzPpbpGsABSDops",
10 "max_conn_default": '"200",

11 "max_t1ls_version": null,

12 "min_t1ls_version": null,

13 "name": "SP_Prod_Pool 1",

14 "quorum": "75",

15 "request_condition": null,

16 "service_id": '"<service_id>",

17 "shield": null,

18 "tls_ca_cert": null,

19 "t1s_cert_hostname": null,
20 "t1s_check_cert": 1,
21 "tls_ciphers": null,
22 "tls_client_cert": null,
23 "tls_client_key": null,
24 "t1ls_sni_hostname": null,
25 "type": "random",
26 "updated_at": "2016-08-01T14:43:22+00:00",
27 "use_t1ls": 0,
28 "version": "<service_version>"
29 }

Deleting a pool

Deleting a pool deletes the pool and all of its associated server entries. To delete a pool, make the following API call in a terminal
application:
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$ curl -vs -H "Fastly-Key: FASTLY_API_TOKEN" -X DELETE https://api.fastly.com/service/<service_id>/version/<service_version
>/pool/<pool_name>

The response will look like this:

1 {
2 "status":"ok"
3 1}

B Creating.and using_server entries with Dynamic Servers

Last updated: 2018-04-25

& https://docs.fastly.com/en/guides/creating-and-using-server-entries-with-dynamic-servers

Fastly's Load Balancer allows you to create pools of origin servers that you dynamically manage using Fastly's Dynamic Servers
feature to distribute and direct incoming requests. An origin server is an address (IP address or hostname) of a server to which the
Dynamic Servers feature can forward requests. Fastly can then select any one of the origin servers based on a selection policy
defined for the pool.

© IMPORTANT

This information is part of a limited availability release. For additional details, read our product and feature lifecycle
descriptions.

Creating an origin server

To add an origin server to the pool, make the following API call in a terminal application:

$ curl -vs —-H "Fastly—-Key: FASTLY_API_TOKEN" —-X POST https://api.fastly.com/service/<service_id>/pool/<pool_id>/server -d 'a
ddress=<hostname_or_ip_address>"'

The response will look like this:

1 |

2 "id": "6kEuoknxiaDBCLiAjKqyXqg",

3 "'service_id": "<service_id>",

4 "pool_id": "<pool_id>",

5 "weight": "100",

6 "max_conn": '"200",

7 "port": "80",

8 "address": '"<hostname_or_ip_address>",

9 "comment": "",

10 ""disabled": false,

11 "created_at": "2016-06-20T08:20:36+00:00",
12 "updated_at": "2016-06-20T08:20:36+00:00",
13 "deleted_at": null

14 }

©® NOTE

Each Fastly service can be configured with up to five origin servers. Contact sales@fastly.com to enable more than five
origin servers per service in your account.

Viewing origin servers
To see information related to a single origin server, make the following API call in a terminal application:

$ curl -vs -H "Fastly-Key: FASTLY_API_TOKEN" https://api.fastly.com/service/<service_id>/pool/<pool_id>/server/<hostname_or_
ip_address>

The response will look like this:
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To view a list of all origin servers attached to a particular pool, make the following API call in a terminal application:

$ curl -vs

{

"id": "6kEuoknxiaDBCLiAjKqyXq",

"service_id": "<service_id>",
"pool_id": "<pool_id>",

"weight": "100",

"max_conn": '"200",

"port": "80",

"address": '"<hostname_or_ip_address>",
"comment": "",

""disabled": false,
""created_at": "2016-06-20T08:20:36+00:00",
"updated_at": "2016-06-20T08:20:36+00:00",
"deleted_at": null

The response will look like this:
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Enabling and disabling origin servers

You can enable or disable an origin server to control whether or not traffic is sent to it. Disabling an origin server allows you to

"id": "6kEuoknxiaDBCLiAjKqyXq",

"service_id": "<service_id>",
"pool_id": "<pool_id>",

"weight": "100",

"max_conn'": "200",

"port": "80",

"address": '<hostname_or_ip_address>",
""comment": "",

""disabled": false,
"created_at": "2016-06-20T08:20:36+00:00",
"updated_at": "2016-06-20T08:20:36+00:00",
"deleted_at": null

remove it from the pool temporarily.

Enabling an origin server

Origin servers are enabled by default. To enable an origin server that has been disabled, make the following API call in a terminal

application:

$ curl -vs -H "Fastly-Key: FASTLY_API_TOKEN" -X POST https://api.fastly.com/service/<service_id>/pool/<pool_id>/server -d 'a

ddress=<hostname_or_ip_address>&disabled=false'
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"id": "6kEuoknxiaDBCLiAjKqyXq",

"service_id": "<service_id>",
"pool_id": "<pool_id>",

"weight": "100",

""max_conn": "200",

"port": "80",

"address'": '"<hostname_or_ip_address>",
""comment": "",

""disabled": false,
""created_at": "2016-06-20T08:20:36+00:00",
"updated_at": "2016-06-20T08:20:36+00:00",
"deleted_at": null

Disabling an origin server

Fastly Help Guides

-H "Fastly—-Key: FASTLY_API_TOKEN" https://api.fastly.com/service/<service_id>/pool/<pool_id>/servers

To disable an origin server, make the following API call in a terminal application:
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$ curl -vs -H "Fastly-Key: FASTLY_API_TOKEN" -X POST https://api.fastly.com/service/<service_id>/pool/<pool_id>/server —-d 'a
ddress=<hostname_or_ip_address>&disabled=true'

1 A

2 "id": "6kEuoknxiaDBCLiAjKqyXq",

3 "service_id": "<service_id>",

4 "pool_id": "<pool_id>",

5 "weight": "100",

6 "max_conn": '"200",

7 "port": "80",

8 "address": '"<hostname_or_ip_address>",

9 "comment": ""
10 "disabled": true,
11 ""created_at": "2016-06-20T08:20:36+00:00",
12 "updated_at": "2016-06-20T08:20:36+00:00",
13 "deleted_at": null
14 }

Deleting an origin server

To permanently delete an origin server, make the following API call in a terminal application:

$ curl -vs —-H "Fastly—-Key: FASTLY_API_TOKEN" —-X DELETE https://api.fastly.com/service/<service_id>/pool/<pool_id>/server/<se
rver_id>

The response will look like this:

1 {

2 "status":"ok"
Sl

©® NOTE

Pools must have at least one origin server. The API won't allow you to delete the last origin server in the pool.

wr

Load-balancing_configuration

Last updated: 2021-10-25

S

https://docs.fastly.com/en/guides/load-balancing-configuration

This guide describes how to automatically load balance between two or more origin servers. Load balancing distributes requests
across multiple servers to optimize resource use and avoid overloading any single resource.

Before you begin
Before you configure load balancing, keep in mind the following:

» To prevent errors when shielding is enabled, all backends in the automatic load balancing group must use the same shielding
location.

» Conditions on your origin server can directly change how automatic load balancing behaves. Be sure to review conditions
behavior to ensure automatic load balancing works properly.

» Many customers configure failover at the same time they configure load balancing functionality. Our guide on configuring
failover can show you how.

Enabling load balancing
To enable load balancing across two or more origin servers, follow the steps below:
1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
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3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Origins link. The Origins page appears.

5. Click the name of the Host you want to edit. The Edit this Host page appears.

6. From the Auto load balance menu, select Yes.

7. In the Weight field, enter the percentage of the total traffic to send to the origin server.

* TIP

When you specify a whole number in the Weight field, you specify the percentage of the total traffic to send to a
specific origin server. Each origin server receives the percentage (<weight>/<total>) of the total traffic equal to the
number you specify. For example, if you have two origin servers, A and B, setting the weight to 50 on both splits the
traffic between them equally. Each origin server receives 50 percent of your total traffic. If you increase the weight on
origin server A to 55 and decrease the weight on origin server B to 45, the percentage of traffic changes to 55
percent and 45 percent respectively.

8. Click the Update button.

9. Repeat steps 5, 6, 7, and 8 for each origin server you want to include in the automatic load balancing group.

©® NOTE

Each Fastly service can be configured with up to five origin servers. Contact sales@fastly.com to enable more than
five origin servers per service in your account.

10. Click the Activate button to deploy your configuration changes.

Using conditions with load balancing

You can set conditions on origin servers or headers to change how load balancing works.

Setting conditions on origin servers

When you set conditions on origin servers, you can potentially change how automatic load balancing works. The load balancing
autodirector groups servers together based on like conditions, giving you the flexibility to effectively create subsets of the
autodirector by assigning a condition to one group of origins and another condition to another set of origins. If each group of origin
servers has a different condition that affects load balancing, the auto load function will not randomly load balance between the
different servers.

Setting conditions on headers

Conditions can also be assigned to a server through a header. For example, you have three servers called F_Fastly,
F_Second_backend, and F_Third_backend and want all URLs with a certain prefix to default to the second server. First, you'd create
a header.

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. In the Headers area, click the Create header button to create a new header. The Create a header page appears.
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Create a header

Learn more about this section in our headers tutorial.

CONDITION  This will happen all the time unless you attach a condition.

Name Media Requests Required

The name of your header, such as My header.

4>

Set

<>

Type / Action  Request

The type of header and the action performed on it.

Destination backend Required

The name of the header that will be affected by the selected action. For example:
http.Content-Type, http.Set-Cookie, http.Via, http.Location, or http.Access-
Control-Allow-Origin.

Source F_Second_backend Required

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for string
values.

Ignore if set  No v

If switched to Yes, the action will not be performed if the header in Destination
exists.

Priority 10 Required

The order in which the header rules execute within the condition. Lower numbers
execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter a descriptive name for the new header (for example, Media Requests ).

From the Type menu, select Request and from the Action menu, select Set.

In the Destination field, enter the name of the header that will be affected by the action (for example, backend ).

In the Source field, enter the name of the origin server the content for this header comes from (for example,
F_Second backend ).

Leave the Ignore if set and Priority fields set to their default settings.
7. Click Create.

After the header is created, you'd create a new condition to apply if the URL matches the desired prefix.
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1. In the Headers area, click the Attach a condition link next to the name of the new header you just created. The Create a new
request condition window appears.

Create a new request condition

Learn the basics in our conditions tutorial

Name Media Files

Apply if..  req.url="A/media"

The expression to decide whether this is run. Maximum
length is 512 characters.

» Examples

> Advanced option  Priority

SAVE AND APPLY TO MEDIA REQUESTS CANCEL

2. Fill out the Create a new request condition fields as follows:
e In the Name field, enter a descriptive name for the new condition (for example, Media Files).

» In the Apply if field, enter the request condition that will be applied (for example, reqg.url=""/media" ).
o Leave the priority set to its default value.

3. Click the Save and apply to button to create the new condition for the header.

4. Click the Activate button to deploy your configuration changes.

The generated VCL below illustrates the autodirector set for all three servers. Within the section sub vel_recv, the default origin
server is set to the autodirector and, if the media condition is met, requests are forwarded to the second server. If the condition is
not met, requests are forwarded to one of the three servers at random.
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1 director autodirector_ random {

2 {

3 .backend = F_Second_backend;

4 .weight = 100;

5 H

6 .backend = F_Third_backend;

7 .weight = 100;

8 H

9 .backend = F_Fastly;
10 .weight = 100;
11 ¥
12}
13
14 sub vcl_recv {
15
16 if (req.restarts == 0) {
17 if ('req.http.X-Timer) {
18 set req.http.X-Timer = "S" time.start.sec "." time.start.usec_frac;
19 }
20 set req.http.X-Timer = req.http.X-Timer ",VS0";
21 ¥
22
23
24 set req.backend = autodirector_;
25
26
27
28
29 if (req.url ~ "~/media") {
30
31
32 set req.backend = F_Second_backend;
33 ¥
34
35
36
37 }

§

These articles describe how to adjust the performance of Fastly's services beyond standard configuration methods.

& https://docs.fastly.com/en/guides/configuration#_performance

B Enabling automatic gzipping

Last updated: 2022-02-16

& https://docs.fastly.com/en/guides/enabling-automatic-gzipping

Fastly supports gzip data compression to speed up information transmission. The Fastly gzip feature dynamically fetches content
from origin, compresses it, and then caches it. There are two ways to enable gzip:

» Based on file extension. Enable the default gzip policy to compress content in files with the following extensions: css js

html eot ico otf ttf json svg.

» Based on content type. Set up an advanced gzip policy to customize the content and conditions for compression.

Compression can reduce the size of responses which reduces the bandwidth you use and thus can reduce your total bill.

© IMPORTANT

Fastly provides support for Brotli compression as part of a limited availability release. To enable this feature for your
account, contact support@fastly.com. For more information, see our product and feature lifecycle descriptions.

Enabling gzip
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To dynamically gzip cacheable content based on file extension or content-type, follow the steps below to enable the default gzip
policy:

1. Log in to the Fastly web interface.

2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.

3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Default gzip policy switch to enable gzip.

6. Click the Activate button to deploy your configuration changes.

Setting up an advanced gzip policy

To customize the content that's compressed and the conditions under which this compression occurs, follow the steps below:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.
5. Click the Set up advanced gzip button. The Create a gzip page appears.

6. Click the Override these defaults link. Additional gzip fields appear.

Create a gzip

More on how to enable gzip in our gzip tutorial.

CONDITION  This will happen all the time unless you  Attach a condition

Name Example Default Gzip Policy Required

The name of your gzip policy, such as My Gzip Policy.

Extensions  css js html eot ico off ttf json svg

Enter the file extensions for each file type you wish to have dynamically gzipped,
separated by spaces.

Content Types text/html applications/x-javascript text/css application/javascript
text/javascript application/json applications/vnd.ms-fontobject
applications/x-font-opentype applications/x-font-truetype applications/x-
font-ttf application/xml font/eot font opentype font /otf image/svg+xml
image/vnd.microsoft.icon text/plain text/xml

Enter the content-type for each type of content you wish to have dynamically
gzipped, separated by spaces.

CREATE CANCEL

7. Fill out the Create a gzip fields as follows:
e In the Name field, enter an arbitrary name for your new gzip rule.

 In the Extensions field, enter the file extension for each file type to be dynamically gzipped, separated by spaces. Only
enter the three- or four-letter string representing the file extension.
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» In the Content Types field, enter the content-type for each type of content to dynamically gzip, separated by spaces. Do
not use regular expressions.

8. Click the Create button. The new gzip policy appears.

9. Click the Activate button to deploy your configuration changes.

* TIP

Because gzip is one of the most common reasons to vary output based on a request header, Fastly will normalize the value
of Accept-Encoding On incoming requests. For more information, see our documentation on the Accept-Encoding header.

Limitations and considerations
This feature has the following limitations and considerations you should take into account:
e The automatic gzip feature can only compress cacheable content.
o Content already compressed at origin will be cached as-is. We will not attempt to re-compress it.

e As a best practice, we recommend compressing content at the origin whenever possible to improve performance and reduce
costs (e.g., cloud egress charges).

B Enabling HTTP/3 for Fastly services

Last updated: 2022-03-29

& https://docs.fastly.com/en/guides/enabling-http3-for-fastly-services

This guide describes how to enable HTTP/3 for your Fastly services.

About HTTP/3

HTTP/3 uses a web transport protocol standard called QUIC that you can offer to end user clients as an optional upgrade from
HTTP/1.1 and HTTP/2 connections. End user clients will initially connect to your Fastly service using an earlier version of HTTP and
will only attempt to use HTTP/3 if the Fastly service offers it.

Unlike the TCP transport protocol used by earlier versions of HTTP, QUIC requires that all connections be secured and uses TLS 1.3
to secure them. Like TLS 1.3, QUIC also supports the optional O-RTT feature to help reduce the latency of resumed connections.

Prerequisites
To use HTTP/3 on Fastly’s edge cloud services, you will need:

» a Fastly user account assigned the role of superuser

e relevant domains you will be using for HTTP/3 added to a properly configured Fastly service

e access privileges to modify DNS records for the domains you will be using

Limitations and key behaviors

o Fastly currently only supports HTTP/3 for end user connections, as that is where we expect the primary benefits of these
protocols will be seen. We do not support HTTP/3 between Fastly and your origin servers.

e The QUIC transport protocol used by HTTP/3 requires all connections to be secured using TLS 1.3. This means that when you
configure domains to offer HTTP/3, you are also configuring them offer TLS 1.3 to clients using HTTP/1.1 or HTTP/2.

Enabling HTTP/3 for Fastly services

To enable HTTP/3 for your Fastly services, start by configuring HTTP/3 on your domains and then configure your services to offer
HTTP/3 on client connections.
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Configuring HTTP/3 on your domains

To configure HTTP/3 on a new domain, refer to Setting up TLS 1.3 for a new domain.

To configure HTTP/3 on an existing domain, complete the following:

1. Log in to the Fastly web interface and click the Secure link. The TLS domains page appears, displaying any domains for which
TLS has been or can be enabled.

2. Find the domain on which you plan to offer HTTP/3 and use the TLS configuration and DNS details column to verify whether
HTTP/3 has been enabled.
e If the column has a value of either vTTP/3 & TLS v1.3 Or HTTP/3 & TLS v1.3 + ORTT, then the domain already supports
HTTP/3. Continue to the next section to offer HTTP/3 support for traffic to that domain from your service.

 If the column does not display an HTTP/3 value, follow the steps to enable TLS 1.3 for this domain before proceeding to
the next section.

Offering HTTP/3 from your Fastly service

HTTP/3 is designed as an optional upgrade to end user client connections. This means that end user clients will initially connect to
your Fastly service using an earlier version of HTTP and will only attempt to use HTTP/3 if the Fastly service offers it.

Use the HTTP/3 switch to configure your service to offer HTTP/3:
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Settings link. The Settings page appears.
5. Click the HTTP/3 switch to configure your service to offer HTTP/3.
6. Click the Activate button to deploy your configuration changes.

If you are configuring your service using VCL directly (either via regular VCL snippets or custom VCL methods), you can use the
following VCL in the receive (vcl recv ) sub-routine to configure your service to offer HTTP/3:

h3.alt_svc();

Sending your HTTP/3 traffic to Fastly

Unless you use Fastly's dedicated IP addresses, then as a final step to enabling HTTP/3, you must ensure the DNS records of your
domains are routing users to the correct HTTP/3 enabled Fastly addresses by using one of the following CNAMEs:

ORTT enabled? IPv4 and IPv6 dual stack routing IPv4-only routing
Yes dualstack.n.sni.global.fastly.net n.sni.global.fastly.net
No dualstack.m.sni.global.fastly.net m.sni.global.fastly.net

Testing client compatibility with your Fastly service

If you want test a browser or other client for HTTP/3 support, Fastly has created a publicly available HTTP/3 test page to verify
client support. Using the client, navigate to https://http3.is and the resulting page will let you know whether or not HTTP/3 was
successfully used to request the page. If the request did not use HTTP/3, the page will also let you know which IETF draft versions
are currently being used by Fastly. You can use that information to update your client or client configurations to use one of those
supported versions.

Keep in mind that even if correctly configured, the first request from a browser (or its first request after a time-out period set by the
browser’s developers) to any HTTP/3 enabled web site will always use a lower version of HTTP because it has not yet seen the
HTTP/3 offer. If you don't see the HTTP/3 success page on your first request, be sure to perform a reload in the browser to give it
an opportunity to use HTTP/3 for subsequent requests.

Serving HTTP/3 traffic

https://docs.fastly.com/en/guides/aio 190/664


https://docs.fastly.com/en/guides/enabling-tls-1-3-through-fastly#setting-up-tls-13-for-a-new-domain
https://docs.fastly.com/en/guides/enabling-tls-1-3-through-fastly#applying-tls-13-to-an-existing-domain
https://docs.fastly.com/en/guides/using-regular-vcl-snippets
https://docs.fastly.com/en/guides/uploading-custom-vcl
https://docs.fastly.com/products/dedicated-ip-addresses
https://http3.is/

3/31/22,3:17 PM Fastly Help Guides
Once you've configured your services appropriately, requests made to the domains on those services should be capable of
supporting HTTP/3 if they are being made from a client that supports these protocols.

If the QUIC connections and HTTP/3 requests are successful, the clients will continue using them for all subsequent requests and
connections for those domains. Should problems occur with the QUIC connections or HTTP/3 requests, clients are expected to
automatically fall back to a standard HTTP/1.1 or HTTP/2 connection over TCP. You should verify that your chosen client implements
this fallback if this is a priority for you.

Monitoring your HTTP/3 traffic

You can monitor HTTP/3 requests using Fastly’s Real-Time Log Streaming feature and the Historic stats. We have also added a
number of VCL variables specifically related to HTTP/3 and QUIC.

Disabling HTTP/3

You can disable HTTP/3 support on a Fastly service by either activating a previous service version where HTTP/3 is not enabled or
by creating a new service configuration version and disabling the HTTP/3 switch before activation.

B Failure modes with large files

Last updated: 2020-12-18

& https://docs.fastly.com/en/guides/failure-modes-with-large-objects

If you haven't enabled Segmented Caching, you may encounter the following failure modes when working with large objects.

* TIP

Large objects can cause inefficiencies in content distribution networks. The Segmented Caching feature can help resolve
these large object inefficiencies. Fastly recommends enabling Segmented Caching on services that will be serving large
objects. Without Segmented Caching enabled, object size limits for your account depend on when you become a Fastly
customer:
o If you created your account on or after June 17, 2020 and haven't enabled Segmented Caching, your Fastly services
have a maximum object size of 20 MB.

o If you created your account prior to June 17, 2020 and haven't enabled Segmented Caching, your Fastly services
have a maximum cacheable object size of 2 GB for requests without Streaming_Miss or 5 GB for requests with
Streaming Miss.

Maximum object size limits

If the response from the origin has a content-Length header field that exceeds the maximum object size, Fastly will generate a
503 Response object too large response to the client. If no content-Length header field is returned, Fastly will start to fetch the
response body. If, while fetching the response body, we determine that the object exceeds the maximum object size, we will
generate a status 503 Response object too large response to the client.

If N0 content-Length header field is present and the Streaming_Miss feature is enabled, Fastly will stream the content back to the
client. However, if while streaming the response body Fastly determines that the object exceeds the maximum cacheable object
size, it will terminate the client connection abruptly. The client will detect a protocol violation, because it will see its connection
close without a properly terminating O-length chunk.

Origin read failures

If reading the response body from the origin fails or times out, the problem will be reported differently depending on whether or not
you’ve enabled Streaming Miss to act when the object is fetched. Without Streaming Miss, a S03 response will be generated. With
Streaming Miss, however, it is already too late to send an error response since the header will already have been sent. In this case,
Fastly will abruptly terminate the client connection and the client will detect a protocol violation. If the response was chunked, the
client will see its connection close without a properly terminating O-length chunk. If Content-Length was known, the client will see
the connection close before the number of bytes given.
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B HTTP/2 server push

Last updated: 2021-12-15

& https://docs.fastly.com/en/guides/http2-server-push

HTTP/2 server push allows you to set up rules that enable Fastly to pre-emptively load and then send responses to an HTTP/2-
compliant client before that client requests them. You can initiate an HTTP/2 server push via a response header or VCL function.

Server push with the 1ink response header

Fastly recognizes 1ink headers with the preload keyword sent by an origin server and pushes the designated resource to a client.
For example, this 1ink response header triggers an HTTP/2 push:

link: </assets/jquery.js>; rel=preload; as=script

We support multiple 1ink headers and multiple assets in one 1ink header:

link: </assets/jquery.js>; rel=preload; as=script, </assets/base.css>; rel=preload; as=style

Additional attributes used in the 1ink header can further control server push and how the header itself is handled. If no additional
attributes are included, the 1ink header will trigger server push and be forwarded to the client:

link: </assets/jquery.js>; rel=preload; as=script

If used with the nopush directive, the header will not trigger a push and will be passed as is to the client:

link: </assets/jquery.js>; rel=preload; as=script; nopush

If used with the x-http2-push-only directive, the header will trigger a server push but will be subsequently removed and not
forwarded to the client:

link: </assets/jquery.js>; rel=preload; as=script; x-http2-push-only

The attributes can be mixed and matched if needed:

link: </assets/jquery.js>; rel=preload; as=script, </assets/base.css>; rel=preload; as=style; nopush, </assets/main.css>; re
l=preload; as=style; x-http2-push-only

Link headers and Amazon S3 buckets

cache setting_condition like this one:

set beresp.http.Link = beresp.http.x-amz-meta-Link

Server push with the h2.push() function

Server push can also be triggered with the nh2.push() VCL function. The asset to be pushed is passed to the function as a
parameter. For example:

1 sub vcl_recv {

2

3

4 if (fastly_info.is_h2 && req.url ~ "~/index.html")
5 {

6 h2.push("/assets/jquery.js");

7 ¥

8 }

The h2.push() function triggers server push as soon as it's called, which removes the need for a 1ink header to arrive with a
server response. This means assets can be pushed to the client before the response for the request that triggered the push is
received from the server, accelerating their delivery.

https://docs.fastly.com/en/guides/aio 192/664


https://w3c.github.io/preload/
https://docs.fastly.com/en/guides/amazon-s3
https://docs.fastly.com/en/guides/controlling-caching
https://docs.fastly.com/en/guides/http2-server-push
https://docs.fastly.com/en/guides/http2-server-push

3/31/22,3:17 PM Fastly Help Guides

B Making query strings agnostic

Last updated: 2018-08-01

& https://docs.fastly.com/en/guides/making-query-strings-agnostic

Under normal circumstances, Fastly would consider these URLs different objects that are cached separately:
o http://example.com
e http://example.com?asdf=asdf
e http://example.com?asdf=zxcv
It is possible, however, to have them all ignore the query string and return the same cached resource.
1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.
4. Click the Content link. The Content page appears.

5. Click the Create header button. The Create a header window appears.
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CONDITION

Name

Type / Action

Destination

Source

Ignore if set

Priority
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Create a header

Learn more about this section in our headers tutorial.

This will happen all the time unless you attach a condition.

New query string name

The name of your header, such as My header.

4>

Request = Set

The type of header and the action performed on it.

url

The name of the header that will be affected by the selected action. For
example: http.Content-Type, http.Set-Cookie, http.Via, http.Location, or
http.Access-Control-Allow-Origin.

req.url.path

New content for the header. Can be a static value (e.g. string or number) or a
dynamic value (e.g. existing header or a GeolP value). Please use quotes for
string values.

No =

If switched to Yes, the action will not be performed if the header in Destination
exists.

10 Required

The order in which the header rules execute within the condition. Lower
numbers execute first.

CREATE CANCEL

6. Fill out the Create a header fields as follows:
e In the Name field, enter a description for the header (e.g., New query string name).

o From the Type menu, select Request, and from Action menu, select Set.

e In the Destination field, enter ur1.

e In the Source field, enter req.url.path.

o From the Ignore if set menu, select No.

» Set the Priority field to whatever priority you want.
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7. Click the Create button to create the new header. The new header you created appears on the Content page.
8. Click the Activate button to deploy your configuration changes.
The request will be sent to the origin as a URL without the query string.

For more information about controlling caching, see our documentation on cache freshness.

B Precision Path

Last updated: 2021-09-17

@ https://docs.fastly.com/en/guides/precision-path

Fastly can automatically detect and, in real time, route around transient connection problems that occur when fetching content
from your origin servers or when delivering content to end users from Fastly's Edge Cloud. Fastly uses different, automated
techniques depending on where we observe a connection problem. This page describes two capabilities that Precision Path uses to
automatically improve fetching and delivery of content to your users: origin connection rerouting and edge connection rerouting.

Origin connection rerouting

It's critical for Fastly to maintain high performance and reliable access to your origin services to fetch new or updated content when
needed. The inability to do so, even temporarily, can result in S5xx HTTP server errors being returned to end users, regardless of
how resilient and performant connections may be. Based on historical observations of our worldwide network, we estimate a
significant portion of 5xx errors served to end users are due to the impact of transient internet performance issues (commonly
called internet weather) on the connections between Fastly's point of presence (POP) locations and our customers' origin services.
Origin rerouting is designed to address this.

How origin connection rerouting works

Our origin connection rerouting capability monitors Fastly's connections to your origin services for signs of internet weather and, if
detected, automatically attempts to route around them so they don't impact your services. The vast majority of the time you won't
notice changes to those connections in your Fastly services because there will be no issues to route around. However, when the
default route from one of our POPs across the internet to your origins experiences a severe enough problem, it will automatically
test other available routes to your origin and, if any successful alternatives are found, will select the most viable alternative route
with which to re-establish the connection. All of this will happen before TCP timeouts occur on the end user connection, thereby
avoiding S5xx errors being returned to end users.

Requirements

Precision Path's origin connection rerouting only works for origin connections using TLS. If your Fastly service has not been
configured to use a TLS connection between Fastly and your origin server, you can enable TLS by following the instructions in our
guide on working with hosts.

No special requirements are necessary to take advantage of Fastly's origin connection rerouting. This capability is enabled by
default for all Fastly services using TLS for origin and shielding connections.

Many Fastly customers protect their origin services from security threats by implementing either a firewall service or IP address
access control lists (ACLs). While this is a good security practice, you could be inadvertently blocking a subset of Fastly IP
addresses from accessing your origins if these configurations aren't updated regularly.

To successfully implement origin connection rerouting on your Fastly services, ensure you aren't blocking any Fastly IP addresses.
Fastly provides an API for you to obtain a complete list of the IPv4 and IPv6 address ranges owned by Fastly. Any firewalls or ACLs
protecting your origin services should be updated to ensure all these IP address ranges are allowed to connect to your origins.

Monitoring

Fastly's real-time log_streaming feature can be used to monitor for origin connection rerouting events that may occur on your Fastly
services. The following VCL variables can be used to monitor origin connection rerouting activity:

e beresp.used alternate path_to_origin - This boolean value indicates whether or not the request to origin was made over
an alternate route selected by the origin connection rerouting mechanism. Counting the number of true values for this variable
over any given time period in your logs will indicate how many times this origin rerouting mechanism has been triggered.
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e beresp.backend.src_ip - This variable indicates which Fastly source IP was used to make the request to origin. For most
connections, this will be one of the most frequently used Fastly server IP addresses used for default routes across the
Internet. If the origin rerouting mechanism was triggered by a problem with the original connection attempt over the default
route, then this value will show an alternate Fastly server IP address from a pool of IPs reserved for alternate routes between
that POP and your origin.

e beresp.backend.alternate ips - This variable lists all the possible source IP addresses available to the origin rerouting
mechanism for the Fastly server handling this origin connection. This information can be used to identify the set of valid Fastly
IP addresses from which you may see connection attempts to your origin from this Fastly server.

Edge connection rerouting

When delivering content from Fastly to your end users, Fastly tracks the health of every TCP connection. When we observe
connection-impacting degradation (e.g., congestion), we automatically switch delivery to a new TCP connection to route around
the issue. This automatic mitigation is enabled by default on all of our POPs and applies to all Fastly traffic. No additional
configuration is required.

No special requirements are necessary to take advantage of Fastly's edge connection rerouting. All traffic delivered from Fastly's
POPs is assessed for connection issues and the fast path failover feature is applied only when necessary.

Support

For more information on Precision Path or its individual features, contact support@fastly.com.

B Serving stale content

Last updated: 2021-04-21

& https://docs.fastly.com/en/guides/serving-stale-content

Fastly can optionally serve stale content when there is a problem with your origin server or if new content is taking a long_time to
fetch from your origin server. For example, if Fastly can't contact your origin server, our POPs will continue to serve cached content
when users request it. These features are not enabled by default.

* TIP

For more information on serving stale content, see our documentation on staleness and revalidation.

Serving old content while fetching new content

Certain pieces of content can take a long time to generate. Once the content is cached it will be served quickly, but the first user to
try and access it will pay a penalty.

1 i
> WAITING... >
Customer A Requests Object X Object X Response to Customer A

2 8.0—8

Customer B Requests Object X Object X Response to Customer B

This is unavoidable if the cache is completely cold, but if this is happening when the object is in cache and its TTL is expired, then
Fastly can be configured to show the stale content while the new content is fetched in the background.
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TIME >

28,88

>

Customer A Requests Object X Object X Response to Customer A

Background Fetch... ﬁ _— - ﬂ

Customer B Requests Object X Object X Response to Customer B

Fastly builds on the behavior proposed in REC 5861 "HTTP Cache-Control Extensions for Stale Content" by Mark Nottingham,
which is under consideration for inclusion in Google's Chrome browser.

Enabling serve stale

©® NOTE

If you've already enabled serving stale content on an error via custom VCL, adding this feature via the web interface will
set a different stale TTL. To avoid this, check your custom VCL and remove the stale-if-error Statement before enabling
this feature via the web interface.

To enable serving stale content on an error via the web interface for the default TTL period (43200 seconds or 12 hours), follow the
steps below.

1. Log in to the Fastly web interface.
2. From the Home page, select the appropriate service. You can use the search box to search by ID, name, or domain.
3. Click the Edit configuration button and then select the option to clone the active version. The Domains page appears.

4. Click the Settings link. The Settings page appears.

@ This functionality may also be achieved using custom VCL. Check your custom VCL to avoid any duplication.

Serve stale content on origin failure
When Fastly can't connect to the origin, continue to serve the current "stale” content to satisfy requests instead of showing end-users an error.

Our guide: Serving stale content

5. Click the Serve stale switch to automatically enable serving stale content for the default TTL period of 43200 seconds (12
hours).

6. Click the Activate button to deploy your configuration changes.

Manually enabling serve stale

You can manually enable serving stale content by adding a stale-while-revalidate Or stale-if-error directive to either the
Cache-Control or Surrogate-Control headers in the response from your origin server. For example:

Cache-Control: max-age=600, stale-while-revalidate=30

will cache some content for 10 minutes and, at the end of that 10 minutes, will serve stale content for up to 30 seconds while new
content is being fetched.

Similarly, this statement:
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Surrogate-Control: max-age=3600, stale-if-error=86400

instructs the cache to update the content every hour (3600 seconds) but if the origin is down then show stale content for a day
(86400 seconds).

Alternatively, these behaviors can be controlled from within VCL by setting the following variables in vcl_fetch:
set beresp.stale while revalidate = 30s;

set beresp.stale if error = 86400s;

Interaction with grace

Stale-if-error works exactly the same as Varnish's grace variable such that these two statements are equivalent:
set beresp.grace = 86400s;

set beresp.stale if error = 86400s;

However, if a grace statement is present in VCL it will override any stale-if-error statements in any Cache-Control or Surrogate-
Control response headers.

Setting beresp.stale if error either via header or via VCL does nothing on its own. In order to serve stale, follow the instructions
below.

Serving stale content on errors

In certain situations where your origin server becomes unavailable, you may want to serve stale content. These instructions provide
an advanced configuration that allows all three possible origin failure cases to be handled using VCL.

In the context of Varnish, there are three ways an origin can fail:
e The origin can be marked as unhealthy by failing health checks.
 If Varnish cannot contact the origin for any reason, a 503 error will be generated.
e The origin returns a valid HTTP response, but that response is not one we wish to serve to users (for instance, a 503).

The custom VCL shown below handles all three cases. If the origin is unhealthy, the default serve stale behavior is triggered by
stale-if-error . In between the origin failing and being marked unhealthy, Varnish would normally return 503s. The custom VCL
allows us to instead either serve stale if we have a stale copy, or to return a synthetic error page. The error page can be
customized. The third case is handled by intercepting all 5XX errors in vcl fetch and either serving stale or serving the synthetic
error page.

A WARNING

Do not purge all cached content if you are seeing 503 errors. Purge all overrides stale-if-error and increases the requests
to yo