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Java Module Overview

The Signal Sciences Java module can be deployed in several ways:

e As a Servlet filter

¢ As a Jetty handler

¢ As a Netty handler

¢ With Dropwizard

e On WebLogic servers

Kubernetes Installation Overview
About Signal Sciences on Kubernetes

We recommend starting with the most common deployment scenario Agent + Module if you are unsure what module to start with. After
installing Agent + Module, try out the other options listed below.

Get Started

To start installing Signal Sciences on Kubernetes, choose your deployment option:

Upgrading Introduction

¢ Upgrading an Agent

¢ Upgrading the NGINX Module
e Upgrading the Apache Module
¢ Upgrading the IIS Module

Cloud WAF Overview
What is Cloud WAF?

Cloud WAF is a hosted solution designed for customers that may not have full autonomy over their infrastructure and therefore do not wish to

install a Signal Sciences agent and module into their respective environments.

For environments such as these, Cloud WAF is an easily deployable option that provides the same full security capabilities of other Signal
Sciences agent-based deployment options with matching actionable insights, reporting and DevOps tool integrations.

Uniquely compared to other Cloud WAFs that customers may be used to, the Signal Sciences Cloud WAF shares a unified management
console with all other deploymention options thus providing actionable information and key metrics quickly in a single centralized interface
for your entire organization.

How does it work?

Cloud WAF uses the same technology as our other agent-based deployment options under the hood, which means that as a customer, you
have full flexibility to deploy wherever your application operates.
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For additional information about how the Cloud WAF solution works, see our Cloud WAF product page and data sheet.

What is required?

The install process for Cloud WAF can be completed in seconds, the only requirements for deployment are:

1. A simple DNS change
2. Your application’s TLS/SSL certificate information

After the DNS change propagates, confirm that Cloud WAF is protecting your applications by viewing the request data populated in the
console.

Note: Ensure that your DNS registrar has the ability to create aliases/CNames at the apex (or root) of the domain. If your DNS
provider does not support this common feature set, we can recommend several DNS providers based on your implementation.
Reach out to your rep for more information.

Announcements
New Identity Provider Integration - Manage users with Okta

We have updated our official Okta integration to support automated provisioning, de-provisioning, and management of users. If you use Okta
as your Identity Provider, you can easily install or update the Signal Sciences integration from the Okta Integration Marketplace.

After configuring the integration, any existing Signal Sciences users will be automatically matched to existing Okta users that have identical
email accounts.

Customers can use Okta “groups” to assign Signal Sciences roles and site memberships to users in that group.
From Okta, you can:

¢ Create users in Signal Sciences

¢ Delete users from Signal Sciences
« Edit users’ site memberships

e Edit users' role

Learn more by visiting our official documentation site.

Moved - Rate Limited IPs list

As of February 24, the Rate Limited IPs list, previously available as a tab on the Events page (under the Monitor menu), is now available on
the brand-new Observed IPs page (also under Monitor menu).

You can also find new Suspicious IP and Flagged IP lists on the Observed IPs page. To learn more about Observed IPs, read our
announcement or visit our documentation site.

New Observed IPs page

We've introduced a new Observed IPs page in the Signal Sciences console, found underneath the Monitor menu.

This page is your one-stop-shop to find information about what we're calling “Observed IPs.” There are three stateful IP statuses we
represented on lists: Suspicious IPs, Flagged IPs, and Rate Limited IPs. Now, you can find all of these lists in one convenient view.
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New Dashboards and Templated Rules Page

We are excited to announce today the launch of APl and ATO Protection Dashboards, a new set of features dedicated to identifying, blocking,
and analyzing malicious behavior that attackers use against web applications and APIs. Now available on the Signal Sciences console, these
new dashboards surface security telemetry from over 20 new signals for advanced attack scenarios such as account takeover, credit card
validation, and password reset.

For more information, view our blog post about the features.

To configure and activate your new templated rules, login to the management console and select templated rules, or navigate directly to the
new dashboards from any site’s home dashboard.

New Request Volume Graph

A new Request Volume graph is included in the first position of the default Overview system dashboard on every site. The graph represents
the number of requests hitting a site over a given timeframe, along with average RPS. The graph can also be added to any custom dashboard.

To learn more about your site's Overview Page and how to customize dashboards, head over to the relevant docs page.

Deprecated - Weekly Summary Page

The Weekly Summary page is no longer available as of September 9. The summary’s information and functionality can now be accessed from
site-level dashboards (with the release of the new Request Volume card) Any existing links to the Weekly Summary will be redirected to the
site’s Overview dashboard with a seven-day lookback.

Learn more about dashboards and how to customize them by visiting the relevant docs page.

New Client IP Headers setting

You can now set the real client IP of incoming requests across all agents via the console Ul. The new setting replaces the need to update the
/etc/sigsci/agent.conf file on each agent to specify the real client IP.

To use the new feature, visit site settings > agent configurations in your console and scroll down to the Client IP Headers section. Learn more

New request to site rule converter

Our latest introduction to the console makes it easier than ever to use data from a request to create a new site rule. To use the tool, click
“"View request detail” for any request in the requests page, then look for the new “Convert to rule” button. With the new menu, you can select
from the available request data to jumpstart the process of creating a rule.

API Access Token updates

We've made a number of improvements to APl Access Token security, management, and visibility for corp Owners.
Security:

e Corp Owners can set an expiration TTL that applies to all tokens. The expiration countdown is based on the token's creation timestamp.

e Corp Owners can create a list of IP or ranges that all tokens needs to be used from (ie. a corporate network) otherwise APl access will
result in a 400-error

e Corp Owners can restrict token usage on a user-by-user basis. See below.

* These restrictions can be enabled or disabled from the Corp Manage > User Authentication page

Restrictions by user:

¢ When per-user restrictions are enabled, globally users cannot create or use tokens unless they are given explicit permission by the corp
Owner

¢ Important: If users have existing tokens when this feature is enabled, these existing tokens will be disabled (not deleted) until
permissions are given to their owners, and then they will resume working. Users just need permission once.

* Permission is granted to users from the Corp Manage > Corp Users > Edit User page

Visibility and management:

e Corp Owners can see all the tokens created and in use across the corp from the brand new Corp Manage > APl Access Tokens page

e Corp Owners can view info about the tokens (like creator and IP), as well as info related to the changes above, like expiration, status
(Disabled by Owner, Expired, Active)

¢ When they turn on Restrictions by User, a corp Owner can use this page to see who needs permission and which tokens are disabled
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‘New rules conditions

We are pleased to announce the introduction of several new rules conditions that will help give you better visibility into abusive or anomalous
behavior on your applications.

* Response Conditions Use Response code or Response header as conditions in request rules or signal exclusion rules for finer
detail when adding or removing a signal. Combine response conditions with request conditions to gain greater insight into the results of
client requests.

* Custom Signals Use custom signals as conditions in request rules to improve workflows or create more complex rule logic.

Learn more

SSO Bypass

A couple updates to the feature formerly known as API Users:

1. We're no longer using the term “API Users" in the console or the API. Instead, these are now “users with SSO Bypass.” The intent of this
attribute is to enable organizations to invite third-parties to access their SigSci instance — for example, a contractor who is outside the
organizations SSO setup. While users with SSO Bypass can still connect to the API, we recommend users create API Access Tokens to
connect services or automations to our API.

2. Users with SSO Bypass can now use Two-Factor Authentication (2FA). Corps with SSO enabled can continue to invite users from outside
their organization’s SSQO, like contractors, now with the added protection of 2FA.

Templated rules response header and value conditions

You can now add optional response header name and value conditions to ATO templated rules, which include:

* Login Success
* Login Failure
® Registration Success

® Registration Failure

We're excited to give you these additional levels to protect your apps against ATO and excessive authentication attempts! If you have any
questions about these changes, reach out to us at support@signalsciences.com.

Example for the Login Success templated rule:

Templated Rules / Edit

Successful Logins; Indicates a successful login

1. Configure rules to tag requests with the Loginsuccess - signal

If a request's POST path equals Enabled

Learn more

and the response code equals
and the response header name equals (optional)

and the response header value equals (optional)

Agent 1x and 2x End-of-Life

We will disable all agents older than 3.0 on March 31, so if you have any agents between 1.x to 2.x please upgrade them before March 31.
We've improved our newer agent versions to be much more efficient and secure. If you need help upgrading, let us know at
support@signalsciences.com. If you're wondering if this affects you, don't worry! We've been reaching out to anyone this impacts to help
them upgrade and we'll make sure that no one is left behind.

Multiple custom dashboards
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and card Iayout Every card type is moveable, mcludmg default cards like the Flagged IPs card. Owners, Admins, and Users can edit and view
all of a site's dashboards, and Observers can view them.

Find out more about custom dashboards in our latest blog post and learn how to create and customize dashboards by visiting our
documentation.

Changes to the User API

We've made a few changes to our user roles lately, and we updated the APl response for /api/v0/corps/_/users to return new values.
The new values are already available for use. The old values are still available as well, but they will be deprecated Friday, September 27, 2019.

Old value New value

corpOwner owner
corpAdmin admin
corpUser user

corpObserver observer

Announcing Corp Rules

Take advantage of corp rules in order to create rules that apply to all, or a select number of sites within your corp. In the corp level navigation,
simply navigate to Corp Rules > Corp Rules. From this page, manage existing corp rules, or add a new rule with the existing rules builder.
Select the global scope to apply the rule to all sites within the corp, or select specific sites that you'd like the rule to apply. Note, this is a corp
level feature available to corp owners and admins. For more information on rules look at our documentation

Dashboard navigation changes

We've made some big changes to the dashboard navigation. We've launched a few new features recently, with a focus on elevating some
configurations from the site-level to multi-site- or global-level. We wanted to update the nav to make it clearer and more consistent.

We took a look at making sure each navigation item is in the right menu, and that the menu names are parallel at both the corp- and site-
level. Think “Corp Rules" versus “Site Rules.” You'll also notice a few items and page names have changed as well. For example, “Activity” is
now “Audit log." See a full list of changes below:

Renamed and reorganized categories:

¢ Library is now “Corp Rules”

¢ Corp Tools is now “Corp Manage"

¢ Configure is now split up into “Site Rules” and "Site Manage”

e Corp Rules and Site Rules categories now only contain pages that directly relate to rules.

¢ We added the words “Corp"” and “Site” in front of pages that have a corp/site equivalent to prevent confusion between corp and site
levels (e.g., rules, lists, signals, integrations, audit log).

¢ We removed 2 pages from the navigation to prevent duplicate access points: Corp Overview and Monitor View. Corp Overview was
removed since it can be accessed by clicking on your corp name. Monitor View was removed because it can be accessed on the Site
Overview page.

¢ Site Settings is now underneath Site Manage to prevent overcrowding in the nav.

¢ Site Audit Log (formerly Activity) was moved to Site Manage to stay consistent with Corp Audit Log being underneath Corp Manage

Page nomenclature changes include:

e "“Activity” is now "Audit Log”

e "Settings” is now “User Authentication”

e "Week in Review” is now “"Weekly Summary”
e "Data Privacy” is now “Redactions”

e "Dashboards” is now “Signals Dashboards”
e "Custom Alerts" is now "Site Alerts”
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Event page updates

We have launched some great new improvements to the Events page. Read about the updates below or see them for yourself.
1) We've added filters to the Events page to make it easier to triage and review events. You can filter by IP, signal, and status (Active/Expired).

2) Scrolling and navigation has been improved. First, we've made navigation elements “sticky” so they follow the user as they scroll up and
down the page. Second, we've added a new interaction that automatically scrolls the user to the top of the page when they select a new
event, reducing the amount of scrolling you have to do when reviewing multiple events.

3) We also have always-persistent Next Event and Previous Event buttons that make it easy to cycle through and review events. We think this
will make it easy to manage the reviewing workflow when there are a lot of events.
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Corp Owners and Admins can now assign multiple existing users to a site at once.

Corp Owners and Admins can now assign multiple existing users to a site at once. This provides business unit leaders and site managers an
easy way to add their entire team to a new site at once. This feature can be accessed by Owners from the Corp Users page (under the Corp
Tools menu) or by Owners and Admins from the Site Settings page. Note: The flow is restricted to users that are already existing in the
corp. New users can't be invited from the flow.

Check out our documentation to learn more.

User Management Updates

The Ul for the corp-level Users Page has been improved to give Owners a better experience when managing and editing users across their
entire corp. We've added enhanced filtering so users can now focus on specific sites or roles. This also lays the groundwork for some highly
requested user management features.

We have also enhanced the Site Settings Page usability with an easier-to-use tabbed layout. Important: With this update, the legacy Site
Users page has been deprecated and moved to the Users tab.

Announcing Corp Signals

Corp Signals allow you to centrally manage and report on signals that are specific to your business at the corp-level rather than on individual
sites! For example, you can create a single corp-level “OAuth Login” signal that can be used in any site rule which will then show up on the
Corp Overview page. Learn more.

Stay on top of your corp activity

With corp integrations, you can receive alerts on activity that happens at the corp level of your account. Events relating to authentication, site
and user administration, corp rules, and more can be sent to the tools you use for your day-to-day workflow. These are the same events you
see in the Corp Activity section of the dashboard.

The following events are available for notification:

* New releases of our agent and module software
¢ New feature announcements

¢ Sites created/deleted

¢ SSO enabled/disabled on your corp

e Corp Lists created/updated/deleted

¢ Corp Signals created/updated/deleted

e Users invited

¢ User MFA enabled/updated/disabled

e Users added/removed

¢ User email bounced

¢ APl access tokens created/updated/deleted

Currently, we offer integrations with Slack, Microsoft Teams, and email. Please visit the Corp Integrations page to configure one today.

Brand new Corp Overview

We have redesigned the Corp Overview page from the ground up to give you better tools to analyze security trends across your entire
organization. It has been enhanced to allow you to:

Visualize attack traffic: New request graphs offer a high-level view of traffic across all of your monitored properties, as well as site-by-site
breakdowns down of attack traffic and blocked attack traffic.

View corp-level Signal counts: For the first time in the dashboard, you can view the total number of requests tagged with specific Signals
across your whole corp using the Signal Trends table. See what security trends are affecting your properties and adjust your security strategy
accordingly.

Filter, filter, filter: We've added filtering and pagination tools to just about every aspect of the Corp Overview, allowing you to specify the
data you want to see. Filter by site or Signal to zoom in on request data, or use the powerful new timerange selector to report day-, week-, or
month-over-month.

Visit the Corp Overview page to see for yourself. It can be accessed by clicking on your corp name in the navigation, or by selecting Corp

Tools > Overview.
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tl;dr: Roles and permissions have been updated. Corp Admin is a brand-new role, and existing Corp Owners and Corp Users with multiple
site roles experienced some permission updates. Check out the changes below.

What's new?

We've made some changes to our roles and permissions. These changes are designed to make it simpler to manage users across multiple
sites at once, and will allow us to introduce some powerful new features in the near future.

Owner has full access and full owner permissions across every site within their corp. This isn't a substantial change; previously Corp Owners
could set themselves as members of any and all sites. We're just simplifying the process of granting these permissions.

Admin is a brand new role we created to make it simpler for users to manage multiple sites. The Admin has Site Admin permissions on
specific sites, meaning they can invite users and can edit configurations and agent mode (blocking/non-blocking). Admins do not have
visibility into sites they do not manage and have limited visibility into corp-level or multi-site features.

User manages specific sites, including configurations and agent mode (blocking/non-blocking). Users do not have visibility into sites they do
not manage and have limited visibility into corp-level or multi-site features.

Observer views specific sites in a read-only mode and has limited visibility into corp-level or multi-site features.

Role Siteaccess User management privileges Change agent blocking mode Configure rules and other settings

Owner  All sites Invite, edit, delete, security policies Every site Every site
Admin  Specific sites Invite to specific sites Specific sites Specific sites
User Specific sites No Specific sites Specific sites
Observer Specific sites No No No

How was | affected by the update?

If you were previously a Corp Owner: you now have access to every site within your corp and are granted Site Owner permissions by default.
Previously, Corp Owners could optionally choose to be members of sites. This option is no longer available.

If you were previously a Corp User:
« If you were either a Site Owner or Site Admin on any site in your corp, you are now an Admin across all your site memberships.
¢ If you were a Site User or a Site Observer on sites (and not a Site Owner or Site Admin) , you are a User on those same sites.

¢ However, if you only had the Site Observer role across all of your site memberships, you are an Observer with visibility limited to those
same sites.

Questions or concerns? Check out our Customer Support portal.

Updated APT and YUM repo signing keys

Due to a change with our package hosting provider, we have updated the GPG keys for our YUM and APT repositories. Updated GPG URLs
are now listed in all relevant installation instructions.

If you have scripts for automated deployment, you will need to update the scripts with the new GPG key URL to ensure they continue to work:

Old URL: https://yum.signalsciences.net/gpg.key Or https://apt.signalsciences.net/gpg.key New URL:
https://yum.signalsciences.net/release/gpgkey Or https://apt.signalsciences.net/release/gpgkey

Note: If you're using NGINX 1.9 or earlier, then you will instead want to use the legacy URL of:
https://yum.signalsciences.net/nginx/gpg.key

Introducing Corp Lists!

Corp Lists are a new feature that allow Corp Owners to manage Lists at the corp-level which can be used by any site-level rule. You can find
Corp Lists by going to Library > Corp Lists in the corp-level navigation.

For example, you can centrally manage a list of OFAC-sanctioned countries, or scanner IPs that you may want to block or allow across
multiple sites.

Learn more about Lists here.

Customize the Monitor View
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Check out the new Custom Signals page!
Custom Signals enable you to gain visibility into traffic that's specific to your application. You can create these signals either on the Custom
Signals page (Configure > Custom Signals) or, more commonly, when creating or editing a Rule.

The new Custom Signals page now shows:

1. The number of requests tagged with a particular signal in the past 7 days.
2. The number of Rules that add that signal.
3. The number of Alerts that use that signal.

This additional data makes it easier to determine whether a Custom Signal is working correctly or is no longer used by any Rules or Alerts.

Check out our fresh new status page!

Be sure to subscribe to our new status page at https://status.signalsciences.net/ so that you can receive alerts in the rare occasion that Sigsci
has an unexpected event. Please note that you'll need to resubscribe to this new page if you were previously subscribed to the old status
page.

Rules Simplification

Starting today, November 8th, we'll be rolling out a new unified Rules page.

Previously Request Rules (rules that allow you block, allow, or tag requests) and Signal Rules (rules that allow you to exclude signals for
specific criteria) were managed on two distinct pages. Now Request and Signal Rules can be viewed, managed, and filtered from a single

page.

Why are we making this change?

In addition to simplifying the number of pages in the product you need to go to manage rules, this change lays the groundwork for future
changes to more easily share rules across sites.

How will this change affect me?

From a user-facing perspective, this change should be minimal — existing URLs will be redirected and you will create and manage rules from
a single page.

Where can | learn more about rules?

Full documentation for rules is available here.

Coming soon: Updated roles and permissions

tl;dr: Roles and permissions will be changing in January. Corp Admin is a brand-new role, and existing Corp Owners and Corp Users with
multiple site roles will experience permission updates. Review the changes below and prepare your organization.

What's new?

We're making some changes to our roles and permissions. These changes are designed to make it simpler to manage users across multiple
sites at once, and will allow us to introduce some powerful new features in the near future.

Role

Owner
Has access to corp features, can edit settings on every site, and can make changes to user accounts.

Admin
Has access to corp features, can edit settings on every site, and can invite new users.

@) User
Can edit settings on specific sites, including agent blocking mode.

Observer
Can view data and read-only settings on specific sites.

https://docs fastly.com/signalsciences/all-content/ 9/300


https://status.signalsciences.net/
https://docs.fastly.com/signalsciences/using-signal-sciences/features/rules/
https://docs.fastly.com/signalsciences/

12/17/21, 1:44 PM Signal Sciences Documentation Archive - Signal Sciences Help Center

) Signal Sciences
Now part of fastly Q

“Admin is a brand new role we created to make it simpler for users to manage multiple sites. The Admin has Site Admin permissions on
specific sites, meaning they can invite users and can edit configurations and agent mode (blocking/non-blocking). Admins will not have
visibility into sites they do not manage and will have limited visibility into corp-level or multi-site features.

User will manage specific sites, including configurations and agent mode (blocking/non-blocking). Users will not have visibility into sites they
do not manage and will have limited visibility into corp-level or multi-site features.

Observer will view specific sites in a read-only mode and will have limited visibility into corp-level or multi-site features.

Role Siteaccess User management privileges Change agent blocking mode Configure rules and other settings

Owner  All sites Invite, edit, delete, security policies Every site Every site
Admin  Specific sites Invite to specific sites Specific sites Specific sites
User Specific sites No Specific sites Specific sites
Observer Specific sites No No No

How will | be affected when the roles are updated?

If you are currently a Corp Owner: you will have access to every site within your corp and will be granted Site Owner permissions by default.
Currently, Corp Owners can optionally choose to be members of sites. This option will no longer be available.

If you are currently a Corp User:
« If you are either a Site Owner or Site Admin on any site in your corp, you'll become an Admin across all your site memberships.
¢ If you are a Site User or a Site Observer on sites (and not a Site Owner or Site Admin) , you will be a User on those same sites.

¢ However, if you only have the Site Observer role across all of your site memberships, you will become an Observer with visibility limited
to those same sites.

Questions or concerns? Check out our Customer Support portal.

Personal APl Access Tokens

Personal API Access Tokens are permanent tokens that can be used instead of passwords to authenticate against the API. This allows SSO
and 2FA users to easily access the APl without the additional workaround. Furthermore, these tokens can be used directly against API
endpoints without having to authenticate and obtain a session token.

Introduction
What is the Signal Sciences architecture?

The Signal Sciences platform is an application security monitoring system that proactively monitors for malicious and anomalous web traffic
directed at your web servers. The system is comprised of three key components:

¢ A web server integration module
¢ A monitoring agent
¢ Our cloud-hosted collection and analysis system

The module and agent run on your web servers within your infrastructure, analyzing and acting on malicious traffic in real-time as it is
detected. Anomalous request data is collected locally and uploaded to our collectors, allowing us to perform out-of-band analysis of
malicious inbound traffic.

Additional details can be found here: Architecture

Installation Process

Getting started with Signal Sciences typically takes less than five minutes and is just a few simple steps depending on your web server
(NGINX, Apache).

To get started jump over to our Install Guides

Blocking

Unlike other security products you may have seen before, Signal Sciences’ customers actually use our product in blocking mode.

What is a decision?
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attacks from across all of your agents, and when enough attacks are seen from a single IP, the backend reaches a decision to flag that IP.
Agents will pull those decisions and either log (when the agent mode is set to “not blocking”) or block (when set to “blocking”) all subsequent
requests from that IP that contain attacks.

For more information, see blocking.

The Overview Page

The overview page gives you an immediate idea about activity for attacks or oddities against the sites that are being managed by Signal
Sciences. These include graphs for OWASP Injection Attacks and different types of Anomalies. From any of these graphs you can drill in by
clicking requests or highlighting the time period you are interested directly on the graph itself. This page mainly serves as the jumping off
point to drill down into more granular detail.

Acme Corp | Corp Rules ~  Corp Manage ~  Help ~ My Profile ~
Production Requests Agents Monitor Site Rules Site Manage
Signal Sciences Demo Site oottt ot Vi agents
Overview Edit dashboard #  Monitor view @ “1d  1day ago -

OWASP Injection Attacks Scanners Flagged IPs

Ps flagged for exceeding thresholds
1k &k

. | | | EZ 192.228.100.250 m
l 1 ‘ \ l | empexe View
Ll I 1l ¥
. ' i "' TR || b, b klle. Ll e il . ot il oMy ana e i 3 minutes ago
E G Al 12 PM & PM Al
== 74.208.126.189 m
B Attack Tooling @ Backdoor iow
@S0l @XSS W CMDEXE @ Traversal | cwoexe View
Forceful Browsing @ Private File 34 minutes ago
BE 82.34.115.70 [ Active ]
© Quick look = View requests @ Quick look = View requests ICMDE’(E View
3 hours ago
Traffic Source Anomalies Request Anomalies
963 View all flagged IPs
‘ .‘!,;:1u|!.‘.m..h i ‘ v ‘ Suspicious IPs
12 M & PM ue 9 6 AM Ps approaching Signal thresholds
@ Tor Traffic @@ Datacenter Malicious IP @ Null Byte I No UA Invalid Encoding =1 174.47107.197
B SigSci Network (site) B Blocked Request I saul View
5 hours ago
%) Network
@ Quick look = View requests @ Quick look = View requests
B 5.148.149.172
I Funds Transfer (site) View
= 2 hours ago
Response Anomalies Account Takeover

Flagged on other \"’@"Nelwork sites

Requests

The Requests view of Signal Sciences is a very powerful interface for finding information on the different types of requests that are coming
through. The requests that are sent to Signal Sciences are going to be either threats or anomalous tagged requests. If you're familiar with the
Elastic Search syntax the syntax for Signal Sciences search is very similar. For more advanced search information, see search syntax.

Here is an example search where we are looking at results from within the last 6 hours, returning a 404 code, the response time being greater
than or equal to 2, and the path contains “mainfile.php”
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Production

Requests

from:-6h httpcode:404 path:~mainfile.php responsemillis:>=2

Show search examples

Request

Jul 9, 6:48:14 AM PDT
GET www.acmecorp.com
/forum/mainfile.php

View request detail

Jul 9, 5:05:56 AM PDT
GET www.acmerocketcycles.com
/forum/mainfile.php

View request detail

1-20f 2 Show 100 +

Signals Dashboard

Signal Sciences Documentation Archive - Signal Sciences Help Center

Signals [/ Payloads

| sigscip 98.164.214.77

Requests

| sigsciNetwork (site) ~ 98.164.214.77 - View rule

| nrreaca 404

| sigscip  107.170.164.220

| sigsciNetwark (site)  107.170.164.220 - View rule

| nrreaca 404

Agents Monitor = Site Rules ~

Site Manage ~ @ Blocking

‘ Download as ~ |

Time -~ Attacks - Anomaly - Response code -~

Source

El 98.164.214.77
ip98-164-214-77.0c.0c.cox.net

SigSei (Demo/vl1.0.1) nktonowvpn

E1 107.170.164.220
web01l.blinkstyle.com

SigSei (Demo/vl1.0.1) nktonowvpn

Sea

Refresh

Response

Agent: 200
Server: 404
Status: Allowed
Response size: 31B

Response time: 3 ms

Agent: 200
Server: 404
Status: Allowed
Response size: 31B

Response time: 5 ms

In the Signals Dashboard view Monitor > Signals Dashboard there are breakdowns of the individual signals that are being tracked in your
Signal Sciences deployment. There are the out of the box Attacks and Anomalies plus any custom signals that are being tracked. These

Dashboards give you a more detailed view into the activity that is happening in your environment.
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—Production Requests Agents  Monitor - SiteRules - Site Manage - W JEEEIITRy

-1d  1day ago -

Signals Dashboard

Charts display timeseries data for a given signal on this site

¥! Corp signals Country Block (corp) > Patient Records (site) » Patient Details (site) >

+| Country Block (corp)

| il

+| Patient Records (site)
+| Patient Details (site)
Funds Transfer (site)

Account Link (site) SQL Injection > Cross Site Scripting > Command Execution >

¥ OWASP Injection Attacks

SQL Injection
Cross Site Scripting ,_.._...‘... S ._......|....J..... .JJ ..“ e .hhhi.h A hh.h[lliﬂl )

Command Execution

AIBA YRR IR

Directory Traversal

Directory Traversal > Attack Tooling > Backdoor >

<

Scanners

Attack Tooling

Backdoor e

i Iy ml m_[m ] |} I Dl ] ‘ l,

AIBA YRR YRS

¥ Traffic Source Anomalies
Forceful Browsing > Private Files » Tor Traffic >

v | Tor Traffic

<

Datacenter Traffic

+| Malicious IP Traffic

| Request Anomalies il ki Jﬂk J.lhllJ-.“J‘ thl[dlﬂ T ey

cal Rl Bn

NGINX Module Overview

Choose your NGINX version number followed by your OS to view the correct set of installation instructions. To find your NGINX

version run nginx -v

NOTE: If you are using the EPEL repository with CentOS 7 or 8, you will want to install the nginx-module-sigsci-
epel_nxo0.x86_64 module.

Step 1 of 2

Choose your version

NGINX.org

1.14.1 or higher
1.10.0 - 1.141

1.9 or lower
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Releases 17-19

Note: The NGINX modules provided by Signal Sciences are built for specific distributions of NGINX (typically those provided by
NGINX.org) and may not be compatible with a custom build of NGINX. If switching to an NGINX.org distribution is not an option,
open a support ticket and/or contact your Signal Sciences account team for assistance.

Agent Installation Overview
About Agents

The Signal Sciences Agent is a small daemon process which provides the interface between your web server and our analysis platform. An
inbound web request is passed to the agent, which then decides whether the request should be permitted to continue, or whether it should
take action.

To start installing an agent, choose your OS

Apache Module Overview

Compatibility v

Onir Anache madiile ic dictrihiited in hinarv form ac an Anache chared madiile and ciinnnrte Anache vercinn 2 2 and 2 4

Installation: Getting Started

Installation Introduction

Signal Sciences supports multiple installation methods. You can deploy directly onto your hosting environment via traditional Module-Agent
process, Agent-only configured to operate as a reverse proxy, or you can use Signal Sciences' hosted Cloud WAF solution. Signal Sciences
supports traditional, VM-based architectures as well as modern container-based ones. Integrations with several Platforms-as-a-Service
(PaaS) are also available. Below are all the installation options available to get Signal Sciences up and running.

Cloud WAF

The easiest method for deploying Signal Sciences is to take advantage of our Cloud WAF solution. Cloud WAF is a hosted solution that
doesn't require you to install the Signal Sciences agent and module directly onto your environment.

Module-Agent Installation Process

Signal Sciences can also be deployed directly onto your hosting environment. Getting started deploying Signal Sciences typically takes less
than five minutes and is just a few simple steps depending on your web server (NGINX, Apache, etc).

More information about the Signal Sciences Agent and Module can be found in How It Works.

The Signal Sciences installation process is very simple and can be done with three steps:

Step 1: Agent Installation

The Signal Sciences Agent is a small daemon process which provides the interface between your web server and our analysis platform. An
inbound web request is passed to the agent, which then decides whether the request should be permitted to continue, or whether it should
take action.

Learn how to install an agent

Step 2: Module Installation

The Signal Sciences Module is the architecture component that is responsible for passing request data to the agent. The module deployment
is flexible and can exist as a plugin to the web server, a language or framework specific implementation, or can be removed if running the
agent in reverse proxy mode.

Learn how to install a module

Step 3: Verify Agent and Module Installation

1. Log into the Signal Sciences console.
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Note: Until there has been at least one request since the agent and module were installed, the module information won't be listed.
Once there is traffic the module information will be populated.

Containers and Kubernetes

Signal Sciences supports multiple deployment patterns in Kubernetes. You will likely have to customize configurations for Signal Sciences to
work in your own Kubernetes app. The documentation provides several Kubernetes deployment examples, using the Docker sidecar container
pattern.

Learn how to install in Kubernetes

Agent-Only Installation

The Signal Sciences agent can work with an optional module to increase deployment flexibility. If you don’t want to install a module, the
following agent-only options are available.

Agent Reverse Proxy Mode

The Agent can be configured to run as a reverse proxy allowing it to interact directly with requests and responses without the need for a
module. Running the Agent in reverse proxy mode is ideal when a module for your web service does not yet exist or you do not want to
modify your web service configuration - for example, while testing the product. In this mode, the agent sits inline as a service in front of your
web service.

Learn how to run the Agent in Reverse Proxy

Envoy Proxy Integration

The Signal Sciences agent can integrate directly with Envoy, a cloud-native reverse proxy, to inspect and protect web traffic. Envoy v1.11.0 or
later is recommended, however, Envoy v1.8.0 or later is supported with limited functionality.

Learn how to install Envoy Proxy

Istio Service Mesh Integration

The Signal Sciences agent can integrate with Isio Service Mesh to inspect and protect north/south and east/west traffic in microservices
architecture applications. Full Istio integration is only possible in Istio v1.3 or later due to the required extensions to EnvoyFilter introduced in
that release.

Learn how to install Istio

PaaS

The Signal Sciences agent can be easily deployed by Platform as a Service (PaaS). We worked with multiple vendors to integrate our
technologies directly into their platforms to simplify deployment.

View PaaS platforms

Using Signal Sciences

Once Signal Sciences is installed, there are no rules or signatures to configure to get immediate visibility and protection against common
attack types.

Now that you have Signal Sciences installed, learn how to use Signal Sciences.

Modules Overview
About Modules

Before you begin installing a module, make sure that you've already installed an agent.

The Signal Sciences Module is the architecture component that is responsible for passing request data to the agent. The module deployment
is flexible and can exist as a plugin to the web server, a language or framework specific implementation, or can be removed if running the
agent in reverse proxy mode.

After you install a module, verify your agent and module installation.

Web Server Module Options
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¢ HAProxy Module Install
e HAProxy SPOE Module Install
¢ Kong Plugin Install

Language or Framework Specific Module Options (RASP)

e Java Module Install

¢ Node.js Module Install

¢ .Net Module Install

¢ .Net Core Module Install
¢ Python Module Install

¢ PHP Module Install

¢ Golang Module Install

e IBM HTTP Server

No Module Option

e Cloud WAF
¢ Reverse Proxy Mode

PaaS Overview
About Platform as a Service (PaaS)

The Signal Sciences agent can be easily deployed by the PaaS platforms listed below. The installation process is compatible with any of the
language buildpacks.

Platforms

* VMware Tanzu

e Heroku

e |IBM Cloud

¢ OpenShift

e Azure App Service

If you prefer to install the agent by OS, refer to the Agent Installation Overview.

Developer Introduction

e API Documentation

e Using Our API

e Terraform Provider

e Extracting Your Data

e Data Flows

¢ X-SigSci-* Request Headers

FAQ Introduction

General Troubleshooting
Is someone available to help me with console and/or agent/module issues?

Our whole team is at your disposal to help with any issues you have. Call, text, or email us with issues. And if all else fails, contact us.

Basics
What platforms does SigSci support for the module/agent?

Our supported platforms are documented on our Compatibility and Requirements page.

If you want to install on another version, OS, or a something new altogether, contact us. Sometimes we can spin up a new version as fast as a
day.

Does SigSci provide an API?

https://docs fastly.com/signalsciences/all-content/ 16/300


https://docs.fastly.com/signalsciences/install-guides/nginx-module/nginx-module-overview/
https://docs.fastly.com/signalsciences/install-guides/apache-module/apache-module-overview/
https://docs.fastly.com/signalsciences/install-guides/other-modules/iis/
https://docs.fastly.com/signalsciences/install-guides/other-modules/haproxy-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/haproxy-spoe-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/kong/
https://docs.fastly.com/signalsciences/install-guides/java-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/nodejs-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/dotnet/
https://docs.fastly.com/signalsciences/install-guides/other-modules/dotnet-core/
https://docs.fastly.com/signalsciences/install-guides/other-modules/python-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/php-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/golang-module/
https://docs.fastly.com/signalsciences/install-guides/other-modules/ihs/
https://docs.fastly.com/signalsciences/install-guides/cloud-waf/cloud-waf-intro/
https://docs.fastly.com/signalsciences/install-guides/reverse-proxy/
https://docs.fastly.com/signalsciences/install-guides/paas/vmware-tanzu/
https://docs.fastly.com/signalsciences/install-guides/paas/heroku/
https://docs.fastly.com/signalsciences/install-guides/paas/ibm-cloud/
https://docs.fastly.com/signalsciences/install-guides/paas/openshift/
https://docs.fastly.com/signalsciences/install-guides/paas/azure-app-service/
https://docs.fastly.com/signalsciences/install-guides/agent-installation/agent-install-intro/
https://docs.fastly.com/signalsciences/api/
https://docs.fastly.com/signalsciences/developer/using-our-api/
https://registry.terraform.io/providers/signalsciences/sigsci/latest
https://docs.fastly.com/signalsciences/developer/extract-your-data/
https://docs.fastly.com/signalsciences/developer/module-flows/
https://docs.fastly.com/signalsciences/developer/x-sigsci-headers/
https://dashboard.signalsciences.net/support/tickets/new
https://docs.fastly.com/signalsciences/install-guides/compatibility/
https://docs.fastly.com/signalsciences/

12/17/21, 1:44 PM Signal Sciences Documentation Archive - Signal Sciences Help Center

) Signal Sciences
Now part of fastly Q
“Where does Signal Sciences host the Services?

Signal Sciences is hosted across multiple availability zones in Amazon AWS.

What does Signal Sciences need firewall access to?

See Architecture.

What are the limits of Signal Sciences features?

Feature Limit
Alerts 50
Lists 25 per corp + 25 per site
ItemsinalList 5000
Signals 100 per corp + 100 per site

Request Rules 1000 per corp + 1000 per site
Signal Exclusions 1000 per corp + 1000 per site
Rate Limit Rules 10 per site

Redactions 100
What are the default timeouts for the Signal Sciences modules?

When the module receives a request, it sends it to the agent for processing. The module then waits for a decision from the agent (whether or
not to block) for a set amount of time before defaulting to allowing the request through. The default timeouts vary by module type and are

listed below:

Module Timeout
Windows IS 200ms
NET 200ms
.NET Core 200ms

All other modules 100ms
What does it mean for a feature to be listed as “experimental”?

Features listed as “experimental” are not fully developed and are subject to change. Use caution when building automated processes
involving these features as their functionality may change as they progress.

Account
How do | add more users?

See User Management.

How do | add a new site?

See Site Management.

How do I install the Signal Sciences module/agent on a new site?

Go to Installation Process and follow the instructions. Any questions? Contact us.

How do | navigate between sites?

To switch between sites, click on the site selector on the left side of the top navigation bar and select from the list of sites enabled on your
account. This functionality will appear only if you have more than one site set up for your organization and if you have permissions to view
multiple sites.

Example Corp |

) Manage Sites
Example Site 9

* v Example Site
Overview ’ ™"
Staging
Production

How do | know what version I'm running?

Agent version information can be viewed on the Agents page of the console:
1. Log into the Signal Sciences console.
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“How can | be notified when a new agent or module version is released?

You can subscribe to release notifications through any of the available Corp Integrations. The releaseCreated integration event will trigger
the integration to notify you when a new agent or module version is released.

Walkthrough

After successfully installing Signal Sciences, learn how to test and take full advantage of our product:

1. Testing with attack tooling
2. Investigating an attack
3. Testing blocking mode
4. Making security visible

Features

¢ Rules

¢ Rate Limit Rules

e Templated Rules

e Lists

e Custom Signals

e Site Alerts

¢ Events

¢ Observed Sources

e Custom Response Codes
¢ Corp Management

e Overview Page

¢ Corp Overview Report

¢ Using Single Sign-On

¢ IDP Provisioning

¢ Linking Fastly Accounts

¢ Audit Logs

¢ Verifying data privacy

¢ Verifying performance and reliability
¢ Header Links

Integration Introduction

There are two types of integrations, Corp Integrations and Site Integrations:

Corp Integrations

Corp integrations notify you about activity within your corp, including changes to users, sites, and settings. Currently only Owners can create
and modify Corp Integrations. The following integrations are available as Corp Integrations:

¢ Mailing List
¢ Microsoft Teams
e Slack

Site Integrations

Site integrations notify you about activity within specific sites, such as IP flagging events, changes to custom rules, and changes to site-level
settings. All integrations are available as Site Integrations:

¢ Datadog

¢ Generic Webhooks
e JIRA

¢ Mailing List

¢ Microsoft Teams
¢ OpsGenie

e PagerDuty

¢ Pivotal Tracker

e Slack
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Troubleshooting
Apache module fails to load

(The following information has been confirmed for RHEL/CentOS deployments using the default yum module installation.)

The default install location for the SigSci Apache module is /etc/httpd/modules but some systems may have Apache loading it's config
from a non-standard directory. When this happens the yum installer will not install mod_signalsciences.soto /etc/httpd/modules but
instead to the following path:

/usr/lib64/httpd/modules/mod signalsciences.so

If Apache fails to restart after the module installation because it cannot locate mod_signalsciences. so change the LoadModules line in
httpd.conf to reflect the correct location on the target system.

How do | configure the agent to use a proxy for egress traffic?

The agent can be configured to use a local proxy for egress traffic to the Signal Sciences cloud infrastructure by setting the HTTPS PROXY
environment variable. To do this simply add export HTTPS PROXY=ip.or.host.name to /etc/default/sigsci-agent. Restart the
agent and verify the configuration.

How can | view requests that have been blocked or allowed by rules?

Normally, requests that are immediately blocked or allowed by rules will not be visible in the console. To add visibility to immediately blocked
or allowed requests, configure the rule to add a custom signal to the requests. A representative sample of requests that have been tagged
with a custom signal will be listed in the Requests page of the console and can be found by searching for the custom signal.

Changing Hostname for Web Servers
The agent asks the OS for The hostname configuration by default. The agent can be configured to use a custom hostname in one of two

ways:

1. Via the command line: -server-hostname="": server hostname

2. In the config file with "server-hostname = value"

Agent or module is not detected

When the module and agent have been successfully installed you will be able to see them reporting within the Agents page of the console. In
many cases, customers first realize there may be a problem with their configuration when they have started the agent and everything appears
to be running normally but the agent or module are not listed correctly.
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troubleshooting steps:
1. Check if the agent is running:
©o ps -aef | grep sigsci-agent
2. Try restarting the agent with:
o sudo restart sigsci-agent
3. If the agent is running, ensure communication between the agent and the cloud-hosted backend isn't blocked by your firewall.

o The Signal Sciences agent communicates with the following endpoints outbound via port 443/TCP:
= c.signalsciences.net
" sigsci-agent-wafconf.s3.amazonaws.com
" sigsci-agent-wafconf-us-west-2.s3.amazonaws.com
= Additional information about firewall restrictions can be found in Architecture
4. Review any log files for error messages:

o 1ls -1 /var/log/sigsci-agent
o tail -n 20 /var/log/sigsci-agent
B. If the agent is not starting and nothing is written to the log files, check what messages are displayed if you run the agent manually:

o stop sigsci-agent

/usr/sbin/sigsci-agent
6. Run the debug tool and send the output, along with a detailed description of the issue and all log files, to our Support team.
o /usr/sbin/sigsci-agent-diag

Module is not detected

Alternatively, although the console may show that the agent is reporting, the module may be listed as “undetected”. There are a few possible
causes to this scenario and the following steps are intended to help troubleshoot this condition:

1. It is necessary to send a request through the system in order for the module to report to the agent. Generating a manual 404 to the
server in question is the easiest way to start seeing traffic validated on the console. Allow up to 30 seconds from the time of the request
for the module to report and the console to display the anomaly.

2. Confirm the steps for module installation specific to your web server, and any optional configuration changes, have been made
correctly. Module installation instructions can be found here.

3. Restart the web server after module installation.

4. If the module is still not reporting and no data is showing in the console, check for issues related to domain socket permissions. By
default, the agent and module are configured to use /var/run/sigsci.sock as the local domain socket under Linux operating
systems and will require sufficient privileges to run properly:

o If using Red Hat/CentOS, check for SELinux:
® sestatus
= |f SE Linux is enabled refer to the SELinux support guide
o If using Ubuntu check for AppArmor and adjust security profiles if necessary:
© sudo apparmor_status
5. If the module is still not reporting, reach out to our Support team with a detailed description of the issue and the following logs:
o NGINX or Apache error. log, lIS error logs (default $SystemDrive%\inetpub\logs\LogFiles)

o If NGINX is your web server, capture the output of:
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your httpd.conf normally located in /etc/httpd/conf/httpd.conf.

Agent not receiving request data when integrated with Ambassador

The Ambassador configuration may not have AuthService defined, which is required for the Signal Sciences agent to receive request data.
AuthService is enabled by default; if the agent is not receiving requests, run kubectl get authservice to check on the status of this
service.

What is a “499" status code?

You may occasionally see the Signal Sciences agent return a status code of “499". A "499" status code indicates the client closed the
connection mid-request.

Why are my F5 load balancer health checks failing when going through the Signal Sciences
reverse proxy?

F5 load balancer health checks use HTTP/0.9 by default. However, the SigSci reverse proxy does not support HTTP/0.9 because Go—which
the Signal Sciences agent is written in—does not support it. This results in the F5 healthchecks failing with 400 “Bad Request” response
codes.

To resolve this, force the F5 health checks to use HTTP/1.0 or HTTP/1.1 instead. Specify the HTTP version in the Send String, which will force
the monitor to send an HTTP/1.0 or 1.1 request instead.

Below is an example of an HTTP/0.9 GET request:

GET /index.html
By specifying HTTP/1. 0, it will instead become an HTTP/1.0 GET request:
GET /index.html HTTP/1.0

For additional information about altering the F5 health check requests, see F5's official documentation.

What flags are available for configuring the agent?

The following options were derived from running the command sigsci-agent -help and can be used as command line flags, set in
/etc/sigsci/agent.conf or setas ENV vars.

Refer to our Configuration Options to view all flags.

Generated environment variables:

SIGSCI_RPC ADDRESS
SIGSCI RPC VERSION
SIGSCI_ACCESSKEYID
SIGSCI_SECRETACCESSKEY
SIGSCI_MAX CONNECTIONS
SIGSCI_MAX BACKLOG
SIGSCI_MAX PROCS
SIGSCI_MAX RECORDS
SIGSCI SAMPLE PERCENT
SIGSCI_UPLOAD URL

SIGSCI UPLOAD INTERVAL
SIGSCI UPLOAD SEND EMPTY
SIGSCI DOWNLOAD URL
SIGSCI DOWNLOAD INTERVAL
SIGSCI SERVER HOSTNAME
SIGSCI CLIENT IP HEADER
SIGSCI REVERSE PROXY
SIGSCI REVERSE PROXY LISTENER
SIGSCI REVERSE PROXY UPSTREAM
SIGSCI DEBUG LISTENER
SIGSCI DEBUG RPC SERIAL
SIGSCI DEBUG GC PERCENT
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SIGSCI DEBUG LOG BLOCKED REQUESTS
SIGSCI DEBUG LOG RULE UPDATES
SIGSCI DEBUG LOG WEB INPUTS
SIGSCI DEBUG LOG WEB OUTPUTS
SIGSCI DEBUG LOG UPLOADS

SIGSCI DEBUG LOG PROXY REQUESTS
SIGSCI DEBUG LOG CONNECTION ERRORS
SIGSCI DEBUG LOG RPC DATA
SIGSCI DEBUG STANDALONE

SIGSCI DEBUG LOG ALL THE THINGS
SIGSCI DEBUG DISABLE PROCESSING
SIGSCI LEGAL

SIGSCI VERSION

SIGSCI SITE KEYS

Installing the Java Module as a Servlet Filter
Requirements
¢ A Servlet 3.x compliant Java servlet container (e.g., Tomcat 7.0.x.+, Jetty 9+, GlassFish 3.0+, etc)

Supported Application Types

The Signal Sciences servlet filter module can be easily deployed to a variety of Servlet 3.0+ Java application servers (i.e. Apache Tomcat,
Jetty, Glassfish, Resin, etc). The module is compatible with application servers deployed on both Linux and Windows servers running the
Signal Sciences agent.

Agent Configuration

Like other Signal Sciences modules, the servlet filter supports both unix domain sockets and TCP sockets for communication with the Signal
Sciences Agent. By default, the agent uses Unix Domain Sockets with the address set to unix: /var/run/sigsci.sock. It is possible to
override this or specify a TCP socket instead by configuring the rpc-address parameter in the Agent.

Additionally, ensure the agent is configured to use the default rpc-Version (which is rpc-version=0). This can be done by verifying the
parameter rpc-version is not specified in the agent configuration or if it is specified, ensure that is specified with a value of 0. Below is an
example Agent configuration that overrides the default unix domain socket value:

accesskeyid = “<YOUR AGENT ACCESSKEYID>™“
secretaccesskey = “<YOUR AGENT SECRETACCESSKEY>™“
rpc-address = "127.0.0.1:9999"

Installation

1. Download or access the Java module:

Download manually v
1 NDownlnad the 1ava madiile at httnea:/ldl cinnaleciences netlcincri-mandiile-iavalcincci-mandiile-iava lateat tar az

Access with Maven v

For lava nroiects 11cina Maven far hiiild or denlavment the Sianal Sriences lava mndiileq can he inatalled hv addina the followina ta the
2. Update your application’s web . xm1 with filter and filter-mapping entry.

Add the following stanza to your application’s deployment descriptor within the existing <web-app> </web-app> section. Note that

the filter supports the use of either unix domain sockets or tcp sockets for the rpcServerURI parameter. Ensure that the value

specified here matches the address specified in your Agent configuration. Specify the value using the following formats based on
socket type:
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<web-app>
<filter>
<filter-name>SigSciFilter</filter—-name>
<filter-class>com.signalsciences.servlet.filter.SigSciFilter</filter-class>
<async-supported>true</async-supported>
<init-param>
<param-name>rpcServerURI</param-name>
<param-value>unix:/var/run/sigsci/sigsci.sock</param-value>
</init-param>
<init-param>
<param-name>expectedContentTypes</param-name>
<param-value>application/x-java-serialized-object</param-value>
</init-param>
<init-param>
<param-name>excludeIpRange</param-name>

<param-value>192.168.0.1-192.168.0.5,192.169.0.10-192.169.0.12,193.168.0.1,192.168.10.1-192.168.1

</init-param>
<init-param>
<param-name>excludeCidrBlock</param-name>
<param-value>192.168.14.0/24,193.165.0.0/28,192.168.11.0/24</param-value>
</init-param>
<init-param>
<param-name>excludePath</param-name>
<param-value>/test/exit, /hello, /bonus</param-value>
</init-param>
<init-param>
<param-name>excludeHost</param-name>
<param-value>localhost,127.0.0.2</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>SigSciFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>
</web-app>

3. Restart the Application Server.

Note: If you want coverage across all web applications in your Application Server instance, the jar files in step one should be
placed in the server classpath (in Tomcat that would be $CATALINA HOMES%/1ib). The filter and filter-mapping entries detailed in
step 2 should be applied to default deployment descriptor for the container (in Tomcat that would be

%$CATALINA HOMES%/conf/web.xml). Additional Agent configuration options are detailed on the agent configuration page.

Module Configuration

Option Default Description

required, . . . . .
rpcServerURI The unix domain socket or tcp connection to communicate with the agent.
P tcp:/127.0.0.1:9999 P °

rpcTimeout required, 300ms  The timeout in milliseconds that the RPC client waits for a response back from the agent.

. . The maximum time in seconds that the server response time will be evaluated against (i.e. to see if it
maxResponseTime optional, no default . L
exceeds this value) to determine if the module should send a post request to the agent.

. . The maximum size in bytes that the server response size will be evaluated against (i.e. to see if it
maxResponseSize optional, no default . .
exceeds this value) to determine if the module should send a post request to the agent.

. The maximum POST body size in bytes that can be sent to the Signal Sciences agent. For any POST
maxPost optional, no default . . L . .
body size exceeding this limit, the module will not send the request to the agent for detection.

This can be set to true to workaround missing request body when handling requests

asyncStartFix optional, false .
asynchronously in servlets.
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= example “4U3 429 bU3"
excludeCidrBlock optional, no default A comma-delimited list of CIDR blocks or specific IPs to be excluded from filter processing.
excludelpRange optional, no default A comma-delimited list of IP ranges or specific IPs to be excluded from filter processing.

. A comma-delimited list of paths to be excluded from filter processing. If the URL starts with the
excludePath optional, no default . L L . "
specified value it will be excluded. Matching is case-insensitive.

. A comma-delimited list of host names to be excluded from filter processing. Matching is case-
excludeHost optional, no default

insensitive.
Sample module configuration:
Module configuration changes are made inthe <!-- Signal Sciences Filter --> section of your application’s web.xml file:
<!-- Signal Sciences Filter -->

<filter>
<filter-name>sigSciFilter</filter-name>
<filter-class>com.signalsciences.servlet.filter.SigSciFilter</filter-class>
<async-supported>true</async-supported>
<init-param>
<param-name>rpcTimeout</param-name>
<param-value>500</param-value>
</init-param>
<init-param>
<param-name>asyncStartFix</param-name>
<param-value>true</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>sigSciFilter</filter-name>
<url-pattern>/*</url-pattern>
</filter-mapping>

<!-- end Signal Sciences Filter -->

IIS Module Install
Requirements

e Windows Server 2008R2 (Windows 7) or higher (64-bit)

e IS 7 or higher

« Verify you have installed the Signal Sciences Windows Agent. This will ensure the appropriate folder structure is in place on your file
system.

Caveats

¢ We currently only support 64-bit and 32-bit application pools on Windows 2012 or higher. We only support 64-bit application pools on
Windows Server 2008R2.

¢ Additionally, we only support 64-bit OSes. For older or 32-bit versions of Windows, it is possible to deploy the Signal Sciences Agent as
a reverse proxy. If you have questions or require assistance with older or 32-bit versions of Windows, reach out to our support team.

¢ |IS Module v2.0 and higher includes a utility—sigscictl.exe—that will output diagnostic info. The information provided by this utility
is useful for troubleshooting issues and checks, among other things, whether or not 32-bit app pools are enabled on your server.

Download

The latest version of the IIS module can be downloaded in MSI (Recommended) or a legacy ZIP archive.
https://dl.signalsciences.net/?prefix=sigsci-module-iis/
Alternatively, the [IS module is also downloadable via Nuget

Installation

The IIS Module is available as an MSl installer (recommended) or as a legacy ZIP archive. The install packages contain a DLL that must be
configured as an IS native module and a configuration schema that must be registered with IIS. This configuration and registration with IIS is
done automatically by the MSI package, or must be done manually if using the legacy ZIP archive.
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Double-click (or right-click -> install) the MSI file to install it. Alternatively, for unattended installation, use the following command. This
command will not display any output, but will install into $PROGRAMFILES%\Signal Sciences\IIS Module by default. It will also register
the Signal Sciences module and configuration with IIS.

msiexec /qn /i sigsci-module-iis latest.msi

If you require an alternative install location, specify it with the INSTALLDIR=path option to the msiexec.exe command above (e.g.,

msiexec /gn /i sigsci-module-iis latest.msi INSTALLDIR=D:\Program Files\Signal Sciences\IIS Module).
Note: You may be prompted for Administrator credentials if the login session is not already running as an Administrator.

At this point the installation is complete.

For advanced configuration, refer to the Configuration section.

To confirm that the module DLL has been registered with IIS, run the following from a terminal running as Administrator to verify the
SignalSciences module is listed:

"$PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Get-Modules

Output should look similar to the following:

IIS Global Modules:

HttpLoggingModule %$windir$%\System32\inetsrv\loghttp.dll
UriCacheModule $windir$\System32\inetsrv\cachuri.dll
FileCacheModule %$windir$\System32\inetsrv\cachfile.dll
TokenCacheModule %$windir$\System32\inetsrv\cachtokn.dll
HttpCacheModule %$windir$\System32\inetsrv\cachhttp.dll

StaticCompressionModule $windir%\System32\inetsrv\compstat.dll

DefaultDocumentModule
DirectoryListingModule
ProtocolSupportModule
StaticFileModule
AnonymousAuthenticationModule
RequestFilteringModule
CustomErrorModule

ApplicationInitializationModule

SignalSciences C:\Program Files\Signal Sciences\IIS Module\SigsciIISModule.dll bit
To confirm that the module configuration has been registered, run the following from a terminal running as Administrator to output the current
configuration.
"$PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Get-Configs
Output should look similar to the following (may also list sites individually):
C:\WINDOWS\system32\inetsrv\config\schema:
Date Size Name
2020-02-13 03:12:562 677 SignalSciences_schema.xml
"SignalSciences" Configuration Section (Global):
Attribute Value
agentHost
agentPort 737
statusPagePath
https://docs fastly.com/signalsciences/all-content/ 25/300
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AnomalySize 524288
AnomalyDurationMillis 1000
TimeoutMillis 200

Full diagnostics information can be displayed with the following command:
"$PROGRAMFILES%$\Signal Sciences\IIS Module\SigsciCtl.exe" Info

Upgrade from previous ZIP install using the MSI

If you previously used the ZIP archive to install, then it is recommended that you upgrade via the MSI package. The MSI v1.10.0 or later can be
installed over top of an older ZIP file installation following the instructions above.

Legacy install and configuration using the ZIP archive

Note: This method may not be supported in the future. It is recommended to install via MSI even if you previously used the ZIP
archive.

Install IIS Module via ZIP Archive

1. Extract the ZIP archive contents to the IIS Module install directory (C: \Program Files\Signal Sciences\IIS Module)
2. Open a terminal running as Administrator
3. Run the following in the Administrator terminal:

cd "$PROGRAMFILES%\Signal Sciences\IIS Module"
.\SigsciCtl.exe Install

This will configure IIS to load the Signal Sciences module and register the configuration schema with IIS.

Note: If you need to install into an alternative location, then you will need to run the Register-Module -file DLL-path,
Register-Config -file XML-path and optional Configure-Module commands with the SigsciCtl.exe utility (see
SigsciCtl.exe Help for more information). Ensure, however, that the SigSciIISModule.dl1 is not located under the
C:\Users)\ directory or its sub-directories. For security, Windows prevents DLL files from being loaded from any location under
C:\Users\.

Uninstall 1I1S Module via ZIP Archive

1. Open a terminal running as Administrator
2. Run the following in the Administrator terminal:

cd "\$PROGRAMFILES%\Signal Sciences\IIS Module"
.\SigsciCtl.exe Uninstall

Configuration

Typically, configuration changes are not necessary. By default the module will use port 737 to communicate with the agent (or, in v2.0.0+, if
the agent was configured to use an alternate port, it will use that port). The configuration can be set via the MSl installer, the new
SigsciCtl.exe utility in v2.0.0+, IS Manager Ul, via PowerShell, or using the appcmd.exe utility. Configuring via MSl or SigsciCtl.exe
utility is recommended.

To set a configuration option when installing the MSI, just specify the option on the commandline in option=value format.via as follows:
msiexec /qn /i sigsci-module-iis latest.msi agentHost=203.0.113.182 agentPort=737
To set a configuration option via Sigscictl.exe utility after install, use the Configure-Module command such as follows:
"$PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Configure-Module agentHost=203.0.113.182 agentPort=737
To view the active configuration via the sigscicCtl.exe utility the Get-Configs command such as follows:
"$PROGRAMFILES%\Signal Sciences\IIS Module\SigsciCtl.exe" Get-Configs

This should output something similar to the following:

C:\WINDOWS\system32\inetsrv\config\schema: Date Size Name ———————————————————— -
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To list the configuration using PowerShell, run:

(Get-IISConfigSection -SectionPath "SignalSciences") .RawAttributes
To reset the configuration to defaults using PowerShell, run:
Clear-WebConfiguration -Filter SignalSciences -PSPath 'IIS:\'
To set a configuration option via the appcmd . exe command line tool use the -section:SignalSciences option such as follows:
"$SYSTEMROOT%\system32\inetsrv\appcmd.exe" set config -section:SignalSciences -agentPort:737
To list the configuration using appcmd . exe, run (default values will not be shown):
"$SYSTEMROOT%\system32\inetsrv\appcmd.exe" list config -section:SignalSciences
To reset the configuration to defaults using appcmd. exe, run:
"$SYSTEMROOTS\system32\inetsrv\appcmd.exe" clear config -section:SignalSciences
Note: Ensure that the same port number is used by the both the module and the agent configurations.

Upgrading

To upgrade the IS module, you will need to download and install the latest version of the module and verify the configuration is still valid.

Cloud WAF Certificate Management
Uploading a Certificate for use within Cloud WAF

In this section we'll provide more information and details that are needed to upload an SSL/TLS certificate through the console for use within
Cloud WAF. As of today, we only support certificates that are provided to us. Most commonly issued certificates are supported, including
self-signed certificates.

Prerequisites
Before uploading your SSL/TLS certificate, ensure that your private key is not password protected, and certificate information is PEM

formatted.

At this time, no more than 26 certificates can be uploaded and each certificate must contain no more than 100 hostnames.

Manage certificates

1. Log into the Signal Sciences console.
2. From the Corp Manage menu, select Cloud WAF Certificates. The Cloud WAF certificate management page appears.
3. The Cloud WAF certificate management page allows you to:

o Upload certificates.

o Manage existing certificates.

About the certificate
To proceed with uploading a certificate, we'll need information about the certificate and details from the certificate itself.

¢ Name: This names the cert within our system and makes managing certificates easier. Ensure that your name is more than 4
characters.

¢ Domain(s): This is the FQDN that you intend to protect with Cloud WAF. Note that the domain you input here must match what’s in the
certificate. If uploading a multi-domain SAN certificate, it is only necessary to include the domains that you intend to protect with Cloud
WAF. Our default behavior is to grab all the hostnames in the certificate if no FQDNs are specified in this field.

* Region: The region that is selected here should be the area geographically closest to the upstream origin housing your web property.
Reach out to your account rep if you're uncertain on which region to select.

Certificate details

Once the name and domain(s) have been input and the region selected, provide the certificate information.

Note: Key/certificate information must be uploaded unencrypted and in PEM formatting.
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o Also known as the intermediate certificate. The certificate chain is not required for self-signed certificates.

What happens after my certificate has been uploaded?

Once your certificate has been successfully uploaded, your account rep will reach out to you once provisioning has been completed and will
provide you with next steps.

Deleting a Certificate

Once a certificate has been uploaded, it can be deleted from the view certificates section. Certificates cannot be deleted if we are in the
process of provisioning your cloud WAF.

1. Click View to the far right of the certificate. The view certificate page appears.
2. Click Delete certificate in the upper-right corner of the screen.

Limits
¢ Certificates must be PEM encoded and private key must not be password protected.
¢ Domains: At this time we can support no more than 100 domains in a single deployment.

¢ Certificates: At this time we cannot support more than 26 certificates per deployment.

Signal Sciences Agent Container Image
Docker Hub

The official signalsciences/sigsci-agent container image is now available from the Signal Sciences account on Docker Hub. This
image can be pulled via signalsciences/sigsci-agent:latest (or replace latest with a version tag). If you need to modify this image
or want to build it locally, then follow the instructions below.

Custom sigsci-agent Dockerfile

It is possible to build on top of the existing sigsci-agent container image using FROM, but some care needs to be taken as the Dockerfile is
set up to run commands as the sigsci user instead of root. If you use the recommended Dockerfile, then you may need to change to the
root user, then back to the sigsci user after any system modifications are done.

Example: Installing an Additional Package

# Start from the official sigsci-agent container

# Change to root to install a package
apk --no-cache add mypackage

# Change back to the sigsci user at the end for runtime

Build the Signal Sciences Agent Docker Container Image

The recommended sigsci-agent Dockerfile is now included in the tarball sigsci-agent distribution. To build the image, you should
download and unpack this archive and follow the instructions in the README.md from this archive.

Example:

curl -O https://dl.signalsciences.net/sigsci-agent/sigsci-agent latest.tar.gz
mkdir sigsci-agent && tar zxvf sigsci-agent latest.tar.gz -C sigsci-agent
sigsci-agent

make docker

This will build the recommended sigsci-agent container image by unpacking the tarball and running make docker from the unpacked
directory to build the image tagged with signalsciences/sigsci-agent:latest and signalsciences/sigsci-agent:<version>
It is possible to use a custom name with the tags by setting IMAGE NAME (e.g., make IMAGE NAME=custom-prefix/sigsci-agent

docker).
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docker build . -t your-tag:your-version

Ubuntu NGINX 1141+
Add the Package Repositories

We'll first add in the Signal Sciences apt repositories as this simplifies the installation process.
Ubuntu 20.04 “focal”

Cut-and-paste the following script into a terminal:

sudo apt update
sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ focal main" | sudo tee /etc/apt/sources.list.d/sigs

Ubuntu 18.04 "bionic”

Cut-and-paste the following script into a terminal:

sudo apt update
sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ bionic main" | sudo tee /etc/apt/sources.list.d/sig

Ubuntu 16.04 “xenial”

Cut-and-paste the following script into a terminal:

sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ xenial main" | sudo tee /etc/apt/sources.list.d/sig

Ubuntu 14.04 “trusty”

Cut-and-paste the following script:

sudo apt-get install -y apt-transport-https wget
wget -gqO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ trusty main" | sudo tee /etc/apt/sources.list.d/sig

Ubuntu 12.04 "precise”

Cut-and-paste the following script:

sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -
sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ precise main" | sudo tee /etc/apt/sources.list.d/si¢

Install the module with apt

Then install the module by running the following command, replacing “NN.NN" with your Nginx version number:

sudo apt-get install nginx-module-sigsci-nxo=1.NN.NN*

Update the Nginx configuration

Edit your nginx.conf file located by default at /etc/nginx/nginx.conf.
Add the following lines to the global section. For example after the pid /run/nginx.pid; line add:
load module /etc/nginx/modules/ngx http sigsci module.so;

Restart the Nginx web service

sudo service nginx restart

Rules
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Site rules can be managed by going to Site Rules > Site Rules.

Request rules

Request rules allow you to define arbitrary conditions and either block, allow, or tag requests indefinitely or for a specific period of time.

The below example request rule blocks all requests to the /1ogin page from the IP address 198.51.100.50.

¢ The first condition has IP Address selected for the “Field” Equals selected for the “Operator” and 198.51.100.50 entered for the

"Value".

¢ The second condition has Path selected for the “Field"”, Equals selected for the “Operator” and /1ogin entered for the “Value”.

¢ The "Action type" is set to Block.

Type

® > Request ‘ Rate limit

Signal exclusion

Block, allow, or tag requests Execute at a rate limit Exclude a system signal
Conditions
All of the following are true
Field Operator
IP Address Equals
Field Operator
Path Equals
Add condition Add group
Actions
Action type
Block

Default response: 406 Change response

Add action

Request fields

Field Type
Agent name String Text or wildcard
Country Enum  ISO countries
Domain String  Text or wildcard
IP address IP Text or wildcard, supports CIDR notation
Method Enum GET, POST, PUT, PATCH, DELETE,
Path String Text or wildcard

POST parameter Multiple Name (string),
Query parameter Multiple Name (string),
Request cookie Multiple Name (string),
Request header Multiple Name (string),

Response code String Text or wildcard

https://docs fastly.com/signalsciences/all-content/

Value
Value
Value

Value

Properties

(string)
(string)
(string)

(string),

HEAD,

Value

Value
198.51.100.50 @ Delete condition
Value
/login @ Delete condition
TRACE
(IP)
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=Scheme Enum http, https
Signal Multiple Type (signal), Parameter name (string), Parameter value (string)
User agent String  Text or wildcard

Signal exclusion rules

Signal exclusion rules allow you to define arbitrary conditions to exclude a specific system signal.

The below example signal exclusion rule prevents POST requests originating from a list of known internal IP addresses from being tagged with

the NO-CONTENT-TYPE signal.

e The "Signal” is set to No Content Type.
¢ The first condition has Method selected for the “Field”, Equals selected for the “Operator”, and POST selected for the “Value".
* The second condition has IP address selected for the “Field", Is in list selected for the “Operator”, and the Developer IPs (IP) list

selected for the "Value”.

Type
Request Rate limit ® D Signal exclusion
Block, allow, or tag requests Execute at a rate limit Exclude a system signal
o
Signal
Signal

No Content Type

The built-in signal to exclude

Conditions
All of the following are true
Field Operator Value
Method Equals POST & Delete condition
Field Operator Value
IP Address Isin list Developer IPs (IP) @ Delete condition
Add list Preview list
Add condition Add group

Signal exclusion fields
Signal exclusion rules have the same fields as request rules as well as additional fields specific to the particular signal that's being excluded.

Field Type Properties
Parameter name String Text or wildcard
Parameter value String Text or wildcard
Rate limit rules

See Rate Limit Rules for information about using rate limit rules.

Templated rules

See Templated Rules for information about using templated rules.

Converting Requests to Rules
Individual requests in the Requests page can be converted into pre-populated rules, enabling you to easily allow, block, and tag similar

requests.

https://docs.fastly.com/signalsciences/all-content/ 31/300


https://docs.fastly.com/signalsciences/images/documentation/rules/signal-exclusion.png
https://docs.fastly.com/signalsciences/using-signal-sciences/features/rules/#request-fields
https://docs.fastly.com/signalsciences/using-signal-sciences/features/rate-limit-rules/
https://docs.fastly.com/signalsciences/using-signal-sciences/features/templated-rules/
https://docs.fastly.com/signalsciences/

12/17/21, 1:44 PM

Signal Sciences Documentation Archive - Signal Sciences Help Center

) Signal Sciences

Now part of fastly

2. Locate or search for the request you want to convert into a rule.

3. Click View request detail.

4. Click Convert to rule in the upper-right corner.

B. Select the type of rule you want to make (e.g., request, rate limit, or signal exclusion).

6. Select which characteristics of the request you want to convert into rule conditions. For example, selecting “IP Address” and “Path” will
create conditions in the rule that look for the IP address and path featured in the request.

7. Click Continue.

8. You will be taken to a pre-built rule with conditions featuring the request characteristics you selected. Modify the rule as needed, such
as by adding and editing rule conditions.

9. Finish setting up the rule by setting:

o What action it should take (e.g., block, allow, or tag requests).
o Whether it should be enabled or disabled.
o If it should automatically be disabled after a set period of time.
o A description of the rule.

10. Click Create site rule.

Operators

When creating rules, operators (“equals”,

non

is in list", etc.) are used to specify the logic of your rule when matching conditions. For example,

the "equals” operator is used to check if a value in the request matches the value in the rule condition exactly—for example, to match a

specific IP address or path.

Operator
Equals

Does not
equal

Contains

Does not
contain
Like
(wildcard)

Not like
(wildcard)

Matches
(regexp)
Does not
match

(regexp)

Isin list

Is not in list

Wildcards

Function

Checks if the request value matches the rule condition value exactly

Checks if the request value does not match the rule condition value exactly

Checks if the rule condition value being checked is contained within the request value; for
example, to check if a substring is found within a larger string

Checks if the rule condition value being checked is not contained within the request value;
for example, to check if a substring is not found within a larger string

Allows the use of wildcard characters in matching; checks if the request value matches the
rule condition value

Allows the use of wildcard characters in matching; checks if the request value does not
match the rule condition value

Allows the use of regular expressions in matching; checks if the request value matches the
rule condition value

Allows the use of regular expressions in matching; checks if the request value does not
match the rule condition value

Checks if the request value matches any of the values in a specific list

Checks if the request value does not match any of the values in a specific list

Example Match
203.0.113.169 Equals
203.0.113.169
203.0.113.169 Does not equal
192.0.2.191
thisisanexamplestring
Contains example
thisisanexamplestring

Does not contain elephant
bats Like (wildcard) [bcr]ats

bats Not like (wildcard)
[hps]lats

bats Matches (regexp)
(blclr)ats

bats Does not match (regexp)

(hlpls)ats

203.0.113.169Isin list
“"Known IP Addresses”
192.0.2.191 Is notin list
"Known IP Addresses”

The “Like (wildcard)” operator supports 0-or-many wildcards (*), single-character wildcards (?), character-lists ([abc]), character-ranges

([a-cl, [0-9]), alternatives ({cat,bat, [fr]at}), and exclusions ([ !abc], [!0-9]).

If you need to match a literal *, 2, [, or ] character, escape them with the \ character. For example: \ *.
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3egular expressions are not supported with the “Like (wildcard)” operator. If you want to use regular expressions, you must use the “Matches
(regexp)” operator.

Case sensitivity

All fields in rules are case sensitive with the exception of header names.

For example, if you create a rule that looks for a header named X-Custom-Header, it will match on requests with headers named x-
Custom-Header and x-custom-header because header names aren't case sensitive. However, if the rule looks for the value Example-
Value, it will only match on Example-Value and not example-value because all other rule fields—such as header values in this example—
are case sensitive.

Path syntax best practices
Always use leading slashes

For a URL like https://example.com/some-path, the correct path syntax to use would be /some-path.

Use relative paths instead of absolute URLs

For example, if the absolute URL to the login page on your site is https://example.com/login, then /login is the correct path syntax to
enter when configuring your login signals.

Take care when using trailing characters in your paths

Since our path syntax uses exact matching, trailing characters can sometimes return zero matches. Consider an example where the path to
your login page is https://example.com/login/:

e /login/ will return a match
e /login with not return a match

JSON POST body

When creating rules that inspect the JSON body of POST requests, Post Parameter names require a leading /. For example, if the JSON
payload is:

"EooM

Then the name of the Post Parameter will need to be /foo in the rule.

Conditions
All of the following are true
Field Operator
Post Parameter Exists where
All of the following are true
Field Operator Value
Name Equals [foo B Delete
Field Operator Value
Value Equals bar B Delete
\ Add condition |

[ Add condition | | Add group |

The leading / on of Post Parameter name facilitates nested values. For example, /foo/bar for a payload such as:
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Geolocation

Geolocation allows you to specify conditions that match against a particular country to block or allow traffic. Geolocation can be combined
with other conditions like path or domain.

Where does the geodata come from?

We license MaxMind's Geolite2 data and distribute it within our agent. This data is updated periodically and included with newer agent
releases as well as dynamically updated similar to rule updates as of agent version 3.21.0.

How often is geodata updated?

We update our geodata and release an agent monthly (typically the second week of the month). At the same time as the agent release, the
new geodata is deployed to our cloud tagging so that the latest country information is present. This will be a minor agent increment, such as
3.0.0to03.1.0.As of agent version 3.21. 0, this data is also dynamically updated similar to rule updates and these agents will download
and cache the updated geolocation data.

What happens if my agent is out-of-date?

If your agent is out-of-date or is not version 3.21.0 or later which will dynamically update, then an IP may be blocked or allowed based on
outdated geo information. Or requests may display in the console that would have been blocked with newer geodata. The country displayed
in the console will reflect the latest available geodata.

How do dynamic geolocation data updates work?

As of agent 3.21.0 the geolocation data is packaged up for the agent to download whenever there is an update. This data is cached locally on
the agent machine. The cache location is under the shared-cache-dir directory which defaults to { STMPDIR | $TMP% | $TEMP%}/sigsci-
agent.cache/). The geolocation data is only downloaded if it does not exist locally or the data is not up-to-date.

Requirements for this functionality:

¢ The filesystem where this cache directory resides must be:
o Writeable by the user running the agent
o Have at least 5MB of free space
o While auto-detection of the cache directory normally works fine, you may need to configure shared-cache-dir on some systems
where a TEMP space is not defined (e.g., where STMPDIR or $TMP$% or $TEMP% environment vars are not set properly)
¢ The network must be capable of:
o Downloading from the base download-url (this is the same base URL as normal rule updates)
o Downloading the data (currently about 2MB) within the timeout limit (currently 60 seconds)

If the dynamic geolocation data cannot be downloaded, then the agent will default to the geolocation data packaged with the agent, reverting
to functionality from agents prior to 3.21.0 as if the dynamic update feature was disabled.

How do | update my agent?

See Upgrading the Agent for documentation on how to upgrade the agent.

Console
My Data Is not Showing In The Console With Working Module/Agent.

If both the agent and module are reporting as active within the console but no data is displayed when requests are processed there is a good
chance that the system time on the agent is out of sync and thus events are being reported at times significantly in the past or future. This
can happen especially in a dev environment using a VM or container that gets in a paused state and is not updated via cron.

To determine whether this condition is occurring, open the Agents page in the console and navigate to the graphs section. There is a graph
for agent clock skew and this should not be more than a few seconds. If this is a large value updating the system time and maintaining ntpd
should rectify the issue.

Checklist When No Signals Appear On The Console

1. Confirm the versions of your OS and web server are supported versions.
2. Confirm your agent is online via the console.
3. Confirm your module is detected via the console.
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7. Collect logs for review by support:
o Run the agent with the command line argument -debug-log-all-the-things
o If Nginx is your web server collect your Nginx error.log
8. Collect configuration files /etc/sigsci/agent.conf and if running NGINX /etc/nginx/nginx.conf

Why am | seeing target hosts in the console for domains | do not own?

Some customers have noticed that foreign domains are showing up in their console views. This can happen if the requestor is using a
modified hosts file or forged host header so that it appears the target is a foreign host but has been configured to point to one of your IP
addresses directly.

How do | report on the right most X-Forwarded-For IP address?

When multiple IP addresses are appended to the X-Forwarded-For, by default the console reports on the left-most IP address. In some
situations (e.g., users of Amazon ELB) you may want to report on the right-most IP address instead. To report on the right-most IP address,
make sure you are running the latest version of the Signal Sciences module and agent and then follow the instructions for configuring the X-
Forwarded-For header.

Ubuntu Agent Installation
Step 1 - Add the Package Repositories

We'll first add in the Signal Sciences apt repositories as this simplifies the installation process.
Ubuntu 20.04 “focal”
Cut-and-paste the following script into a terminal:

sudo apt update
sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ focal main" | sudo tee /etc/apt/sources.list.d/sigs
Ubuntu 18.04 “bionic”
Cut-and-paste the following script into a terminal:

sudo apt update
sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ bionic main" | sudo tee /etc/apt/sources.list.d/sig
Ubuntu 16.04 “xenial”
Cut-and-paste the following script into a terminal:

sudo apt-get install -y apt-transport-https wget
wget -qO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ xenial main" | sudo tee /etc/apt/sources.list.d/sig
Ubuntu 14.04 “trusty”

Cut-and-paste the following script:

sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ trusty main" | sudo tee /etc/apt/sources.list.d/sig
Ubuntu 12.04 “precise”
Cut-and-paste the following script:

sudo apt-get install -y apt-transport-https wget
wget -gO - https://apt.signalsciences.net/release/gpgkey | sudo apt-key add -

sudo echo "deb https://apt.signalsciences.net/release/ubuntu/ precise main" | sudo tee /etc/apt/sources.list.d/sic
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sudo apt-get install sigsci-agent
2. Create the file /etc/sigsci/agent.conf
3. Configure the agent by inputting the Agent Access Key and Agent Secret Key into the /etc/sigsci/agent.conf.

o The Agent Access Key and Agent Secret Key for your site are listed within the Signal Sciences console by going to Agents > View
agent keys:

Site Manage @ Blocking
Manage alerts

o The Agent Access Key and Agent Secret Key will be visible within the modal window:

Agent keys

accesskeyid="

secretaccesskey="

Copy Cancel

Example [etc/sigscifagent.conf

accesskeyid = "AGENTACCESSKEYHERE"
secretaccesskey = "AGENTSECRETACCESSKEYHERE"

Additional configuration options are listed on the agent configuration page.
4. Start the Signal Sciences Agent

Ubuntu 14.04 and lower sudo start sigsci-agent

Ubuntu 15.04 through 17.10 sudo systemctl start sigsci-agent

Ubuntu 18.04 and higher sudo service sigsci-agent start

Next Steps

Install the Signal Sciences Module:

¢ Explore module options

Ubuntu Apache Module Install
1. Install the Apache module using apt-get.

sudo apt-get install sigsci-module-apache

2. Enable the Signal Sciences module for Apache by adding the following line to your Apache configuration file (apache2.conf or
httpd.conf) after the “Dynamic Shared Object (DSO) Support” section:

LoadModule signalsciences module /usr/lib/apache2/modules/mod _signalsciences.so
3. Restart the Apache web service.

sudo service apache2 restart
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Explore other installation options:

¢ Explore module options

Testing With Attack Tooling

The first thing you should do to test Signal Sciences is to run attack tooling against your site to verify that attack data is being captured and
blocking is working correctly.

Running the scan

While you can use any attack tooling for testing, we recommend using Nikto which tests a wide variety of vulnerabilities. While Nikto is
running, our agents will identify any malicious or anomalous requests and send relevant metadata to our backend, after redacting any
sensitive information.

The next sections cover getting set up with Nikto and running a few scan scenarios.

Nikto Setup

Nikto is a common open source tool used for running security tests against web servers. It can run on Linux, OS X, and Windows platforms.

1. Nikto requires Perl to be installed, which can be verified by running perl -v. If Perl is not found on your system see
http://learn.perl.org/installing/ for installation guides.

2. Download the latest version of Nikto from https://github.com/sullo/nikto/archive/master.zip. For more information about Nikto see
https://cirt.net/Nikto2

3. At the command prompt use the command unzip nikto-master.zip to unzip the file. Then change directories to the program

directory with the command cd nikto-master/program/.
4. To verify you are able to run Nikto run . /nikto.pl and it will display the default help message. If you receive a permission denied error
message, this can be resolved by running chmod +x nikto.pl to make the script executable, thenrun . /nikto.pl again.

Scenario 1 - Detecting Attacks (Attack Tooling)

As the first test scenario, Nikto will be used to demonstrate Signal Sciences' attack tooling detection capability. For this scenario ensure the
agent mode is set to “not blocking"”. To verify, log in to the Signal Sciences console (https://dashboard.signalsciences.net/) and confirm the
top menu label displays “Not blocking”.

To initiate the first Nikto scan of your site run the following command:
./nikto.pl -h http://www.example.com

While the scan is running, attacks and anomalies will begin to appear within 30 seconds on the console. Example:

OWASP Injection Attacks Scanners
256 1k
128 ‘ I : H-“““
| ) | Ml
12:30 12:45 1PM 1115 12:30 12:45 1PM 115
@ SQL Injection @ Cross Site Scripting @ Attack Tooling @ Backdoor
Command Execution @ Directory Traversal Forceful Browsing @ Private Files
@ QUICK LOOK = VIEW REQUESTS @ QUICK LOOK = VIEW REQUESTS

Note: You can modify the time period on the graph to limit or expand the amount of malicious traffic to display. For this scenario
click the time menu selector on the top right corner of the Overview page and select 1 HOUR AGO.
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IF -1Th - 1HOUR AGO

'Y _6h 6HOURS AGO
“1d 1DAY AGO

1§

.| -3d 3DAYSAGO

-7d 7 DAYS AGO

Note: The IP address you are running the scan from may briefly appear on the Suspicious IPs list, but it will ultimately appear on
the Events list.

Common Question: What is the difference between the Suspicious IPs list and the Events list?

Answer: The Suspicious IPs list represents IP addresses that are the origin of requests containing attack payloads, but the volume of attack
traffic from that IP address has not exceeded the decision threshold. Once the threshold is met or exceeded, the IP address will be flagged
and added to the Events list. If the agent mode is set to "blocking” then all malicious requests from flagged IPs are blocked (without blocking
legitimate traffic).

Once the IP address appears on the Events list click on View or the time status to open the Events page for that IP address.

OWASP Injection Attacks Scanners Flagged IPs

1Ps flagged for exceeding thresholds

L s
il = 192.168.0.111
| I ||||||||| | Attack Tocling
Ii ¢ " ul | 32 seconds ago

= 192.168.0.108

B Attack Tooling I Backdoor .
@ SQLl @ Xss CMDEXE @ Traversal | Attack Tooling

Fi i ivate Fi
Forceful Browsing @ Private File 5 minutes ago

= 192.168.0.102

@ QUICK LOOK VIEW REQUESTS ©® QUICK LOOK VIEW REQUESTS | Attack Tooling View

8 minutes ago

< <
@ I}
=z =

Traffic Source Anomalies Request Anomalies

VIEW ALL FLAGGED IPS
I

The Events page explains that the IP address was flagged because the agent tagged X number of requests with the Attack Tooling signal
within a certain time based threshold. In the example screenshot below it states “51 requests tagged from this IP with Attack Tooling within 1
minute”. Additional information about time based thresholds can be found here.

Notice you may browse other events from this page as well. In addition, you can use the buttons on this page to allow the IP, block the IP, or
remove the flag.
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All statuses All signals Apply

£ 192.168.0.111 [ active ] Blocking requests from @ 192.168.0.111 Prevevent  Nextevent
I Attack Tooling
== 159.122.70.10 [ Active ]
Status: (ETD
CMDEXE
IP: €192.168.0.111
=1 174.47.107.197 m Signal:| Attack Tooling
sqLl Action taken: No new relevant requests from this IP while flagged
=1 104.237.252.48 [ Active ]
CMDEXE Remove flag now | | Allow IP | | Block IP
¢ 139.162.116.133 [ Active ]
CMDEXE
Timeline
IP marked Suspicious on this site with | Attack Tooling
51 requests tagged from this IP with | attack Tesling  within 1 minute
Flag applied to IP
n g app:
.
CMDEXE Blocking malicious attacks from this IP
[ ]
=1 24.34.159.161 [ Active ]
EhOERE ° 51 requests blocked from this IP while flagged
=1 216.4.56.141 [ Active ]

saLl
Q Current status: Blocking active event

Common Question: Why was this IP address flagged only with the Attack Tooling signal and not other signals like XSS, or SQLi?

Answer: Many attack tools perform numerous requests to fingerprint the server being targeted before launching actual attacks. This is done
to select payloads that may be more specific to that server’s technology. This initial fingerprinting traffic won't contain malicious payloads but
the agent still detects the tool based on certain characteristics of the traffic. A common characteristic is the User-Agent string, which in the
case of Nikto will contain “Nikto”. As a result, the amount of fingerprinting traffic Nikto generates was enough to cause the IP address to be
flagged with the single Attack Tool signal. However, if you view the requests you can see the other signals that were also applied to each
request. Referring to the events page screenshot above, you would click the link text 51 requests tagged to view all related requests and the
associated signals.

Junb, 2018  GET um | Attack Tooling Nikto 192.168.0.111 Agent: 200
22:03:05
uTe - womn/setup.php | Forceful Browsing = Server: 404
View request detail Jsetup.php Nikto Status: Allowed
| HTTP 204 404 Response size: 5.4K

Response time: 3ms

In this test scenario you learned the following:

¢ How to run Nikto to generate attacks and anomalies against your web application.
¢ How to modify the graph time period for attacks and anomalies.
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Scenario 2 - Detecting Attacks
In this second scenario we'll modify our Nikto scan to demonstrate an IP address being flagged due to injection attacks, rather than just

attack tooling. With Nikto this can be done by modifying the User-Agent string that is sent with each request.

Make sure the scanner'’s host IP address has been removed from the flagged list. To remove an IP address from the flagged list, navigate to
the Events page by clicking View for the IP address in the Events list. Next, click the Remove flag now button and a dialog will prompt you for
confirmation. Click the Remove flag button in the dialog to confirm removal.

[ Active Blocking requests from & 192.168.0.111 Prev event

Status: (=T

IP: £2192.168.0.111
Signal: | Attack Tooling

Action taken: No new relevant requests from this IP while flagged

Remove flag now | | Allow IP | | Block IP

Timeline

To initiate the scan with a modified User-Agent string use the following command:
./nikto.pl -useragent “MyAgent (Demo/1.0)” -h http://www.example.com

As before, the attacks and anomalies begin to populate on the console. Notice this time however that the majority of signals are due to
various attacks and not attack tooling. This means modifying the User-Agent string worked and the IP address will eventually be flagged
based on the various attacks.

OWASP Injection Attacks Scanners Flagged IPs

IPs that have triggered decisions

4 minutes ago

1 100% of the | Traversal threshold
ACTIVE

S
]
2

2PM 2:15 2:30 2:45 2PM 2:15 2:30 2:45

howing 1 of
howing 10

@ SQL Injection @ Cross Site Scripting @ Attack Tooling @ Backdoor

Command Execution @ Directory Traversal Forceful Browsing @ Private Files
VIEW ALL EVENTS VIEW ACTIVE FLAGS

In this test scenario you learned the following:

¢ How to remove an IP address from the flagged list.
¢ How to modify Nikto's User-Agent string to avoid immediate detection as an attack tool.

Scenario 3 - Blocking Attacks Without Impacting Legitimate Traffic

For the third scenario you will run another scan, but this time with blocking mode enabled. With blocking mode enabled this scenario will
demonstrate how Signal Sciences will allow legitimate traffic to continue accessing the site while malicious traffic from the same IP address is
blocked. To perform this test you will need to use a web browser that is on the same system you are running the scan from. Before
continuing, make sure to remove the scanning IP address from the flagged list.

Change the agent’s mode to blocking. Click the top menu label Non-blocking to open the Agent Mode dialog.
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