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Authentication

Authentication

To use the Fastly APl you will need to create a valid API token. This token will be used to authenticate your API requests.

APl tokens

API tokens are unique authentication identifiers that you can create for the users and applications authorized to interact with your
account and services. You can limit the capabilities of tokens using a scope. For example, the purge select scope will limit a
token to only be able to purge by URL and surrogate keys. The default global scope will grant the token access to all the service
and account-level capabilities of the user that created the token. You can optionally restrict the service-level access of a token to
one or more services. However, for a token with the global or global:read scope, limiting service access does not limit access
to non-service related endpoints. Because users can create multiple API tokens, you can rotate tokens without taking services
offline, and you can revoke individual tokens without having to update other APl integrations.

Managing tokens with the web interface

You can use the Fastly web interface to create, view, and delete APl tokens associated with your personal account. Superusers can
view and delete any of the API tokens associated with the organization's Fastly account. See Using API| tokens for more information.

Two-factor authentication

API tokens support two-factor authentication. Send the generated one-time password via the Fastly-OTP header when creating a

token, as shown below.

1 POST https://api.fastly.com/tokens
2 Fastly-0TP: 123456
3 username=youremail@example.com&password=PASSWORD

Availability

All endpoints that support the legacy APl keys also support API tokens. In addition to checking if the user is authenticated, the API
will check if the user's role is authorized to perform the requested action. For example, billing endpoints will require an API token
issued by a billing user (or superuser).

Access

You can limit a token's capabilities using scopes, and you can limit a token's authorizations by defining only those services you want
it to access. Limiting a token's service access does not prevent the token from accessing non-service related endpoints.

Scopes
Scopes can be used to limit a token's capabilities. The following scopes are currently supported:

+ global: This is the default scope covering all supported capabilities. This scope grants the same access level as legacy API

keys.
o purge_select: Allows purging with surrogate key and URL. Disallows purging with purge all.

e purge_all: Allows purging an entire service via purge_all.

+ global:read: Allows read-only access to account information, configuration, and stats.

To create a token with a single scope, specify the scope name in the body of the POST request. To create a token with multiple
scopes, separate the names with a space (e.g., scope=purge all purge select global:read).

Services

Tokens are granted access to all services in an account by default. However, you can optionally restrict the service-level access of a
token to one or more services. Do this by specifying an array in the POST /tokens action (e.g.,

services|[ ]=idl&services|[ ]=id2 )
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Note that limiting service access is designed to be used with the purge-all and purge-select scopes. A service-limited token
with the global or global:read scopes will still be able to access non-service related endpoints. All service-limited tokens are
prevented from modifying service authorizations, inviting new users to the account, and creating and modifying users.

Expiration

You can optionally set APl tokens to expire at a specified date and time. After a token expires, using it for any request will return an
HTTP 401 response. Specify the expiration date by using the expires at parameter in the POST /tokens action. Format the
date and time in ISO 8601 format (e.g., 2016-07-28T19:24:50+00:00 ).

Using API tokens

To authenticate APl requests, a valid Fastly APl token should be included in the Fastly-key HTTP header.

Deleting a user with active tokens

To delete a user who has active API tokens associated with their account, you must first revoke the user's AP| tokens.

Limitations

API tokens currently have the following limitations:
o Tokens are always associated with the user who created them. This cannot be updated.

* When you generate a new token, you should store it in a safe place and keep it secret. For security reasons, you won't be able
to retrieve the token later.

e There is a limit of 100 tokens per user. Deleted and expired tokens don't count against the limit.

o Tokens carry the same permission model as the user. For example, if you are a billing user, then your token will only allow you

to perform the capabilities of the billing role.

API reference

Tokens
Fields
field type description
id string The alphanumeric string identifying a token.
user_id string The alphanumeric string identifying a user.
. List of alphanumeric strings identifying services (optional). If no services are specified, the token
services array

will have access to all services on the account.

access_token string The alphanumeric string for accessing the API (only available on token creation).

name string Name of the token.
scope string Space-delimited list of authorization scope (optional, defaults to "global").
created_at string Time-stamp (UTC) of when the token was created.
last_used_at string (read-only) Time-stamp (UTC) of when the token was last used.
expires_at string Time-stamp (UTC) of when the token will expire (optional).
ip string IP Address of the client that last used the token.
user_agent string User-Agent header of the client that last used the token.
Actions
/tokens

List all tokens belonging to the authenticated user.

Authentication
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API token.

Request Example

GET /tokens HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "5Yo3XXnrQpjc20ulybrf2g",

"user id": "4y5K5trZocEAQYkesWlk7M",

"services": [],

"name": "my_ token",

"scope": "global",

"created _at": "2016-06-22T03:19:48+00:00",

"last used at": "2016-06-22T03:19:48+00:00",

"expires_at": "2016-07-28T19:24:50+00:00",

"ip": "127.17.202.173",

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10 12 3) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/56.0.2924.87 Safari/537.36"

}

GET /customer/ id /tokens

List all tokens belonging to a specific customer

Authentication

API token.

Request Example

GET /customer/:id/tokens HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "5Yo3XXnrQpjc20ulybrf2g",

"user id": "4y5K5trZocEAQYkesWlk7M",

"services": [],

"name": "my_ token",

"scope": "global",

"created at": "2016-06-22T03:19:48+00:00",

"last used at": "2016-06-22T03:19:48+00:00",

"expires_at": "2016-07-28T19:24:50+00:00",

"ip": "127.17.202.173",

"user agent": "Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 12 3) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/56.0.2924.87 Safari/537.36"

}

GET /tokens/self

Get a single token based on the access_token used in the request.

Authentication

API token.

Request Example
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GET /tokens/self HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "5Yo3XXnrQpjc20ulybrf2g",

"user_id": "4y5K5trZocEAQYkesWlk7M",

"services": [],

"name": "my token",

"scope": "global",

"created_at": "2016-06-22T03:19:48+00:00",

"last used_at": "2016-06-22T03:19:48+00:00",

"expires at": "2016-07-28T19:24:50+00:00",

"ip": "127.17.202.173",

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10 12 3) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/56.0.2924.87 Safari/537.36"

}

POST /tokens

Create an API token. If two-factor authentication is enabled for your account, review the instructions for including a one-time

password in the request.

Authentication

Username and password.

Request Example

POST /tokens HTTP/1.1
Content-Type: application/x-www-form-urlencoded
Accept: application/json

"username=mel@example.com&password=secret&services[ ]=5VgQE6MOOy1QFJbgmCK41lpY&services[ ]=6VgE6MOOy10FJbgmCK41pZ&expires
~at=2016-07-28T19:24:502"

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "5Yo3XXnrQpjc20ulybrf2g",

"access_token": "YOUR FASTLY TOKEN",

"user id": "4y5K5trZocEAQYkesWlk7M",

"services": ["5VQE6MOOylQFJbgmCK41lpY", "6VgE6MOOYlQFJbgmCK41pz"],

"name": "my token",

"scope": "global",

"created _at": "2016-06-22T03:19:48+00:00",

"last used at": "2016-06-22T03:19:48+00:00",

"expires_at": "2016-07-28T19:24:50+00:00",

"ip": "127.17.202.173",

"user agent": "Mozilla/5.0 (Macintosh; Intel Mac O0S X 10 12 3) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/56.0.2924.87 Safari/537.36"

}

DELETE /tokens/self

Revoke a token that is used to authenticate the request.

Authentication

API token.

Request Example

DELETE /tokens/self HTTP/1.1
Fastly-Key: YOUR_FASTLY_ TOKEN
Accept: application/json
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¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/json

/tokens/ id

Revoke a specific token by its id.

Authentication

API token.

Request Example

DELETE /tokens/5Yo3XXnrQpjc20ulOybrf2g HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/json

/tokens

Revoke Tokens in bulk format. Users may only revoke their own tokens. Superusers may revoke tokens of others.

Authentication

APl token.

Request Example

DELETE /tokens HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/vnd.api+json; ext=bulk
Content-Type: application/vnd.api+json; ext=bulk

{
"data" => [
{
"id" => "3krg2uUGZzb2W9Euo4moOY",
"type" => "token",
I
{
"id" => "71ZA6hv2FO6tGEQIE203Xj",
"type" => "token",
}
]
}

V¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/vnd.api+json; ext=bulk

Troubleshooting

If the Fastly API returns an error message while you're working with API tokens, use the following information to troubleshoot the
issue.

POST /tokens

A response with a JSON body containing an error code is returned on error.

HTTP

response

code Code Description

400 invalid grant The supplied username/password combination is not correct.
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HTTP
response
code Code Description
The username/password combination is not supplied. If you're using cURL on the
400 invalid request . .
- command line, make sure the options are correct.

400 invalid scope The supplied scope is not valid.
400 account_locked Your account is locked.
400 2fa.verify Your 2FA token is not supplied or is expired.

Unprocessable . . .. .
422 _ The format of the date and time supplied to the expires at parameter is invalid.

Entity

GET /tokens

e An HTTP 401 response is returned on expired token.

e An HTTP 403 response is returned on invalid access token.

GET /tokens/self

e An HTTP 401 response is returned on expired token.

e An HTTP 403 response is returned on invalid access token.

DELETE /tokens/:token_id

e An HTTP 400 response is returned on revocation error.
e An HTTP 401 response is returned on expired token.
e An HTTP 403 response is returned on invalid access token.

e An HTTP 404 response is returned on failed token lookup.

DELETE /tokens/self

e An HTTP 400 response is returned on revocation error.
e An HTTP 401 response is returned on expired token.

e An HTTP 403 response is returned on invalid access token.

Legacy API keys

If you created a Fastly account before May 15th, 2017, you may have used an API key (or multiple API keys) to authenticate API
requests. This account-level credential was migrated to a personal APl token with a global scope and access to all of your
services. Because all tokens need to be owned by a user, this credential was assigned to a newly created, synthetic user with the
name Global API Token.

Account

Billing

Get information on current and past bills.

Fields

field type description

end_time string The end date of this invoice.

invoice_id string The alphanumeric string identifying the specified invoice.
start_time string The start date of this invoice.

status.sent_at string (Deprecated) When the invoice was sent out (Outstanding or Paid).
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field

status.status

total.bandwidth

total.bandwidth_cost
total.bandwidth_units
total.cost
total.cost_before_discount
total.discount

total.extras
total.extras_cost
total.extras.name

total.extras.recurring

total.extras.setup

total.incurred_cost
total.overage
total.plan_code
total.plan_minimum
total.plan_name
total.requests
total.requests_cost

total.terms

Actions
/billing/v2/year/ year /month/ month

Authentication

Request Example

type

string

integer

integer
string
integer
integer
integer
string
integer
string

integer

integer

integer
integer
string

integer
string

integer
integer

string

Fastly API Documentation

description

What the current status of this invoice can be. One of Pending (being generated),
Outstanding (unpaid), Paid (paid), Month to date (the current month).

The total amount of bandwidth used this month (See bandwidth_units for

measurement).

The cost of the bandwidth used this month in USD.
Bandwidth measurement units based on billing plan. Ex: GB
The final amount to be paid.

Total incurred cost plus extras cost.

Calculated discount rate.

A list of any extras for this invoice.

Total cost of all extras.

The name of this extra cost.

Recurring monthly cost in USD (not present if $0.0).

Initial set up cost in USD (not present if $0.0 or this is not the month the extra was
added).

The total cost of bandwidth and requests used this month.
How much over the plan minimum has been incurred.

The short code the plan this invoice was generated under.
The minimum cost of this plan.

The name of the plan this invoice was generated under.
The total number of requests used this month.

The cost of the requests used this month.

Payment terms. Almost always Net15.

Get the invoice for a given year and month. Can be any month from when the Customer was created to the current month.

API token of a user with at least Billing permissions.

Parameters
parameter type description
month integer 2-digit month.
year integer 4-digit year.

GET /billing/v2/year/2012/month/01 HTTP/1.1

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json
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"customer id": "2sLme2UJR3SksnvKdEXHri",
"end time": "2016-05-31T23:59:59z2",
"invoice_id": 4183280,
"line_items": [
{
"amount": 0.0,
"aria_invoice_id": "7S1AESxcJ2zxHOV4gQ9y9X",
"client service_ id": "Master Plan",
"created at": "2017-04-03T20:27:052",
"credit coupon code": null,
"deleted_at": null,
"description": "Master Plan",
"id": "1DcJwU7J11cAHtI51gToYL",
"line number": 1,
"plan_name": "Master Plan - Fastly US - M2M",
"plan_no": 18842,
"rate per unit": 0.0,
"rate schedule no": 339216,
"rate_schedule_tier_no": 1,
"service_name": "Master Plan",
"service no": 11003478,
"units": 1.0,
"updated at": "2017-04-03T20:27:052",
"usage_type cd": null,
"usage _type no": null

"amount": 50.0,

"aria invoice id": "7S1AESxcJ2zxHOV4gQ9y9X",
"client service id": "Committed Amount",
"created_at": "2017-04-03T20:27:05Z2",
"credit_coupon_code": null,

"deleted at": null,

"description": "Monthly Minimum Fee",
"id": "7b8PVTj2KDANeJQYs44FFv",
"line_number": 2,

"plan_name": "CDN",

"plan no": 18844,

"rate_per_unit": 50.0,
"rate_schedule no": null,

"rate schedule tier no": null,

"service name": "Commit Shortfall",
"service_no": 11003593,

"units": 1.0,

"updated _at": "2017-04-03T20:27:052",
"usage_type cd": null,

"usage_type no": null

"amount": 100.0,

"aria_invoice_id": "7S1AESxcJ2zxHOV4gQ9y9X",
"client_service id": "Shared TLS Certificate",
"created at": "2017-04-03T20:27:052",
"credit coupon code": null,

"deleted_at": null,

"description": "Shared TLS Certificate",
"id": "6EXVVQWOHgpHV19RY18FJn",

"line number": 3,

"plan_name": "Shared TLS Certificate",
"plan_no": 18920,

"rate per unit": 100.0,

"rate schedule no": 345595,
"rate_schedule_tier_no": 1,

"service_name": "Shared TLS Certificate",
"service no": 11003459,

"units": 1.0,

"updated at": "2017-04-03T20:27:052",
"usage_type cd": null,

"usage_type no": null

"amount": -50.0,

"aria invoice id": "7S1AESxcJ2zxHOV4gQ9y9X"
"client service id": "Committed Amount",
"created_at": "2017-04-03T20:27:05Z2",
"credit_coupon_code": "developer",

"deleted at": null,

"description": "100% off coupon",

"id": "6b9TYZegr2eKIPxdGIUBdX",
"line_number": 4,

~

"plan_name": "CDN",
"plan no": 18844,
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"rate per unit": -50.0,

"rate schedule no": null,

"rate schedule tier no": null,
"service_name": "Commit Shortfall",
"service_no": 11003593,

"units": 1.0,

"updated at": "2017-04-03T20:27:052",
"usage_type cd": null,
"usage_type no": null

}
1,
"regions": {
"usa": {
"cost": 14.050722881322,
"bandwidth": {
"tiers": [
{
"units": 9.23366359435022,
"total": 1.10803963132203,
"price": 0.12,
"name": "first 10TB"
}
1,
"total": 1.10803963132203
Y
"requests": {
"tiers": [
{
"units": 0,
"total": 0,
"name": "per 10,000 HTTPS requests',
"price": 0.01
I
{
"total": 12.94268325,
"units": 1725.6911,
"name": "per 10,000 HTTP requests",
"price": 0.0075
}
1,
"total": 12.94268325
}
}
I

"start_time": "2016-05-01T00:00:00Z",
"status": {
"status": "Outstanding"
I
"total": {
"bandwidth": 0.00027189962565898895,
"bandwidth cost": 0.000032627955079078674,
"bandwidth_units": "GB",
"cost": 0,
"cost_before discount": 0.00008302795507907867,
"discount": 100,
"extras": [

{
"name": "Shared TLS Certificate",
"recurring": 100,
"setup": 0

}

1.

"extras cost": 0,

"incurred cost": 0.00008302795507907867,
"plan _code": "developer",

"plan minimum": O,

"plan_name": "developer",

"requests": 66,

"requests_cost": 0.00005039999999999999,
"terms": "Netl5"

GET /billing/v2/account_customers/ customer_id /mtd_invoice

Get the current month-to-date estimate.

This endpoint has two different responses. Under normal circumstances, it generally takes less then 5 seconds to generate but in
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certain cases can take up to 60 seconds. Once generated the month-to-date estimate is cached for 4 hours, and is available the
next request will return the JSON representation of the month-to-date estimate.

While a report is being generated in the background, this endpoint will return a 202 aAccepted response. The full format of which
can be found in detail in our billing calculation guide.

There are certain accounts for which we are unable to generate a month-to-date estimate. For example, accounts who have parent-
pay are unable to generate an MTD estimate. The parent accounts are able to generate a month-to-date estimate but that estimate
will not include the child accounts amounts at this time.

Authentication

API token of a user with at least Billing permissions.

Parameters
parameter type description
month integer 2-digit month.
year integer 4-digit year.

Request Example

GET /billing/v2/account_customers/x4xCwxxJxGCx123Rx5xTx/mtd_invoice HTTP/1.1

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"customer id": "x4xCwxxJIxGCx123Rx5xTx",
"end time": "2018-02-21T21:32:51+00:00",
"start_time": "2018-02-01T00:00:00+00:00",
"invoice_id": "MTD_4EkCABievWZowCL4E8J1Tv",
"regions": {
"usa": {
"cost": 10.04,
"bandwidth": {
"total": 7.45,
"tiers": [
{
"name": "North America Bandwidth (62.055127895 gigabytes @ $.12)",
"units": 62.055127895,
"price": 0.12,
"discounted_price": 0.12,
"total": 7.45
}
1
T
"requests": {
"total": 2.59,
"tiers": [
{
"name": "North America Requests (344.7019 units @ $.0075)",
"units": 344.7019,
"price": 0.0075,
"discounted_price": 0.0075,
"total": 2.59
}
1
}
T
"south africa": {
"cost": 0.9,
"bandwidth": {
"total": 0.78,
"tiers": [
{
"name": "South Africa Bandwidth (2.787144368 gigabytes @ $.28)",
"units": 2.787144368,
"price": 0.28,
"discounted price": 0.28,
"total": 0.78
}
1
T
"requests": {
"total": 0.12,
"tiers": [
{
"name": "South Africa Requests (7.8014 units @ $.016)",
"units": 7.8014,
"price": 0.016,
"discounted price": 0.016,
"total": 0.12
}
1
}
}
|
"status": {
"status": "MTD"
I

"total": {
"cost": 54.019999999999996,
"balance_forward": 0,
"cached_at": "2018-02-21 20:26:18 UTC",
"requests": 1763.3852000000004,
"requests_cost": 15.609999999999998,
"bandwidth": 266.252585978,
"bandwidth_cost": 38.41,
"percentile": 0,
"percentile cost": 0,
"commit shortfall": 0,
"discount": 0,
"discount_amount": 0,
"incurred cost": 54.019999999999996,
"overage": 0,
"cost_before discount": 54.01999999999999¢6,
"extras": [],
"extras_cost": 0,
"bandwidth units": null
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e
"lines": [
{
"line": {
"plan no": 286,
"description": "North America Bandwidth (62.055127895 gigabytes @ $.12)",
"units": 62.055127895,
"per_unit cost": 0.120000,
"service_no": 11000335,
"service_ type": "Bandwidth",
"amount": 7.45,
"client service id": "North America Bandwidth",
"client plan_id": "CDN"
}
Iy
{
"line": {
"plan no": 286,
"description": "Europe Bandwidth (125.465421816 gigabytes @ $.12)",
"units": 125.465421816,
"per unit cost": 0.120000,
"service no": 11000336,
"service type": "Bandwidth",
"amount": 15.06,
"client service id": "Europe Bandwidth",
"client plan_id": "CDN"
}
I
{
"line": {
"plan no": 286,
"description": "Australia Bandwidth (3.305279657 gigabytes @ $.19)",
"units": 3.305279657,
"per unit cost": 0.190000,
"service no": 11000337,
"service_type": "Bandwidth",
"amount": 0.63,
"client service id": "Australia Bandwidth",
"client plan_id": "CDN"
}
b
{
"line": {
"plan no": 286,
"description": "Asia Bandwidth (65.085918133 gigabytes @ $.19)",
"units": 65.085918133,
"per unit cost": 0.190000,
"service_no": 11000338,
"service_type": "Bandwidth",
"amount": 12.37,
"client service id": "Asia Bandwidth",
"client_plan_id": "CDN"
}
b
{
"line": {
"plan no": 286,
"description": "Latin America Bandwidth (7.553694109 gigabytes @ $.28)",
"units": 7.553694109,
"per unit cost": 0.280000,
"service_no": 11000339,
"service_ type": "Bandwidth",
"amount": 2.12,
"client_service id": "Latin_ America Bandwidth",
"client plan_id": "CDN"
}
Iy
{
"line": {
"plan no": 286,
"description": "North America Requests (344.7019 units @ $.0075)",
"units": 344.7019,
"per unit cost": 0.007500,
"service no": 11000347,
"service type": "Requests",
"amount": 2.59,
"client_service id": "North America_ Requests",
"client plan_id": "CDN"
}
I

"line": {
"plan no": 286,
"description": "Europe Requests (900.2602 units @ $.009)",

https://docs fastly.com/api/aio 12/308



5/19/2020 Fastly API Documentation
"units": 900.2602,
"per unit cost": 0.009000,
"service no": 11000348,
"service_type": "Requests",
"amount": 8.10,
"client service id": "Europe Requests",
"client plan_id": "CDN"

}
Y
{
"line": {
"plan_no": 286,
"description": "Australia Requests (22.902 units @ $.009)",
"units": 22.902,
"per unit cost": 0.009000,
"service_no": 11000349,
"service_type": "Requests",
"amount": 0.21,
"client service id": "Australia Requests",
"client plan_id": "CDN"
}
Y
{
"line": {
"plan no": 286,
"description": "Asia Requests (459.5082 units @ $.009)",
"units": 459.5082,
"per unit cost": 0.009000,
"service_no": 11000350,
"service_type": "Requests",
"amount": 4.14,
"client service id": "Asia_ Requests",
"client plan_id": "CDN"
}
T
{
"line": {
"plan no": 286,
"description": "Latin America Requests (28.2115 units @ $.016)",
"units": 28.2115,
"per unit cost": 0.016000,
"service no": 11000352,
"service type": "Requests",
"amount": 0.45,
"client service id": "Latin America Requests",
"client plan_id": "CDN"
}
T
{
"line": {
"plan no": 286,
"description": "South Africa Bandwidth (2.787144368 gigabytes @ $.28)",
"units": 2.787144368,
"per unit cost": 0.280000,
"service no": 11000438,
"service_type": "Bandwidth",
"amount": 0.78,
"client service id": "South Africa Bandwidth",
"client plan_id": "CDN"
}
T
{
"line": {
"plan no": 286,
"description": "South Africa Requests (7.8014 units @ $.016)",
"units": 7.8014,
"per unit cost": 0.016000,
"service_no": 11000440,
"service_type": "Requests",
"amount": 0.12,
"client service id": "South Africa Requests",
"client_plan_id": "CDN"
}
}

Billing Address

A billing address is used to calculate your bill correctly.
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Fields

field type description

address_1 string The first address line.

address_2 string The second address line.

city string The city name.

state string The state or province name.
locality string Other locality.

country string ISO 3166-1 two-letter country code.

postal_code string Postal code (ZIP code for US addresses).

Actions

/customer/ customer_id /billing_address

Get a customer's billing address.

Authentication

API token.

Parameters

parameter type description

customer_id string The customer ID.

Request Example

GET /customer/x4xCwxxJxGCx123Rx5xTx/billing address HTTP/1.1
Content-Type: application/vnd.api+json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": {
"id": "3DTWpamEUGISvrUiDWkesQ",
"type": "billing address",
"attributes": {
"address_1": "80719 Dorothea Mountain",
"address 2": "Apt. 652",
"city": "New Rasheedville",
"country": "US",
"created_at": "2016-06-09T18:14:30+00:00",
"locality": "",
"postal code": "53538-5902",
"state": "DE",
"updated at": "2016-06-09T18:14:30+00:00"
Y
"relationships": {
"customer": {
"data": {
"type": "customer",
"id": "x4xCwxxJIxXGCx123Rx5xTx"

/customer/ customer_id /billing_address

Add a billing address to a customer.
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Authentication

API token.

Parameters

parameter type description

customer_id string The customer ID.

Request Example

POST /customer/x4xCwxxJxGCx123Rx5xTx/billing address HTTP/1.1
Content-Type: application/vnd.api+json

{
"data": {
"type": "billing address",
"address": {
"address_1": "80719 Dorothea Mountain",
"address 2": "Apt. 652",
"city": "New Rasheedville",
"state": "DE",
"country": "US",
"postal code": "53538-5902"
}
}
}

V¥ Response Example

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json

"data": {
"type": "billing address",
"id": "BILLING_ADDRESS ID",
"address": {
"address_1": "80719 Dorothea Mountain",
"address_2": "Apt. 652",
"city": "New Rasheedville",
"state": "DE",
"country": "US",
"postal code": "53538-5902"
Y
"relationships": {
"customer": {
"data": {
"type": "customer",
"id": "x4xCwxxJIxXGCx123Rx5xTx"

PATCH /customer/ customer_id /billing_address
Update a customer's billing address. You may update only part of the customer's billing address.

Authentication

API token.

Parameters
parameter type description
customer_id string The customer ID.

Request Example

PATCH /customer/x4xCwxxJxGCx123Rx5xTx/billing address HTTP/1.1
Content-Type: application/vnd.api+json
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{
"data": {
"type": "billing address",
"id": "BILLING_ADDRESS ID",
"address": {
"state": "MN"
}
}
}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": {
"type": "billing address",
"id": "BILLING_ ADDRESS ID",
"address": {
"address_1": "80719 Dorothea Mountain",
"address 2": "Apt. 652",
"city": "New Rasheedville",
"state": "MN",
"country": "US",
"postal code": "53538-5902"
T
"relationships": {
"customer": {
"data": {
"type": "customer",
"id": "x4xCwxxJIxGCx123Rx5xTx"

/customer/ customer_id /billing_address

Delete a customer's billing address.

Authentication

API token.

Parameters
parameter type description
customer_id string The customer ID.

Request Example

DELETE /customer/x4xCwxxJxGCx123Rx5xTx/billing address HTTP/1.1
Content-Type: application/vnd.api+json

V¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/vnd.api+json

Customer

A Customer is the base object that owns your Users and Services

Fields

field type description

billing_contact_id string The alphanumeric string representing the primary billing contact.
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field
billing_network_type
billing_ref
can_configure_wordpress
can_reset_passwords
can_upload_vcl
created_at

deleted_at

force_2fa

force_sso

has_account_panel

has_improved_events

has_improved_ssl_config
has_openstack_logging
has_pci
has_pci_passwords

id

ip_whitelist
legal_contact_id

name

owner_id
phone_number
postal_address
pricing_plan
pricing_plan_id
readonly
requires_support_email
security_contact_id
technical_contact_id

updated_at

Actions

/customer/ id /users

Authentication

API token.

https://docs fastly.com/api/aio

type
string
string
boolean
boolean
boolean
string

string

boolean

boolean

boolean

boolean

boolean
boolean
boolean
boolean
string
string
string
string
string
string
string
string
string
boolean
boolean
string
string

string

List all users from a specified customer id

Fastly API Documentation

description

Customer's current network revenue type. Can be Public or Private.
Used for adding purchased orders to customer's account.

Whether this customer can view or edit wordpress. Read Only.
Whether this customer can reset passwords. Read Only.

Whether this customer can upload VCL. Read Only.

Time-stamp (GMT) when the customer was created.

Time-stamp (GMT) when the customer was deleted.

Specifies whether 2FA is forced or not forced on the customer account. Logs out
non-2FA users once 2FA is force enabled.

Specifies whether SSO is forced or not forced on the customer account.

Specifies whether the account has access or does not have access to the account
panel.

Specifies whether the account has access or does not have access to the improved
events.

Whether this customer can view or edit the ssl config. Read Only.
Specifies whether the account has enabled or not enabled openstack logging.
Specifies whether the account can edit PCI for a service.

Specifies whether PCI passwords are required for the account. Read only.
The alphanumeric string identifying the customer.

The range of IP addresses authorized to access the customer account.
The alphanumeric string identifying the account's legal contact.

The name of the customer, generally the company name.

The alphanumeric string identifying the account owner.

The phone number associated with the account.

The postal address associated with the account.

The pricing plan this customer is under.

The alphanumeric string identifying the pricing plan.

The alphanumeric string identifying the account's security contact.
The alphanumeric string identifying the account's technical contact.

Time-stamp (GMT) when the customer was updated.
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Request Example

GET /customer/4mp6jxt8Z5b4dbe5jIhXz00/users HTTP/1.1
Content-Type: application/x-www-form-urlencoded

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-05-02T17:15:54+00:00",
"customer id": "x4xCwxxJIxGCx123Rx5xTx",
"deleted_at": null,

"email hash": "hTE5dR1SBICGPJxJwCH4M",
"id": "xX9KzsrACXZv8tPwlEDsKb6",

"locked": false,

"login": "johnowner@example.com",

"name": "John Owner",
"require new_ password": false,

"role": "user",
"two_factor_auth_enabled": true,
"two_factor setup required": false,
"updated_at": "2016-05-21T18:45:00+00:00"

GET /current_customer

Get the logged in customer

Authentication

API token.

Request Example

GET /current customer HTTP/1.1

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"billing contact_id": null,

"billing network type": "public",

"billing ref": null,

"can_configure wordpress": null,

"can_reset_ passwords": true,

"can_upload vcl": true,

"created_at": "2011-09-19T19:59:16+00:00",
"deleted_at": null,

"force 2fa": true,

"force sso": true,

"has_account_panel": true,

"has_improved events": false,
"has_improved ssl config": true,

"has openstack logging": true,

"has_pci": false,

"has_pci passwords": true,

"id": "hTE5dR1SBICGPJxJwCH4M",

"ip whitelist": "0.0.0.0/0",

"legal contact_id": "x9KzsrACXZv8tPwlEDsKb6",
"name": "Test Account",

"owner_ id": "x9KzsrACXZv8tPwlEDsKb6",

"phone number": "5555555559",

"postal address": "",

"pricing plan": "customer",
"pricing plan id": "5PMLv2VdXE8xNbMCm9xayC",
"readonly": false,

"requires_support email": false,

"security contact_ id": "x9KzsrACXZv8tPwlEDsKb6",
"technical contact_id": "x9KzsrACXZv8tPwlEDsKb6",
"updated _at": "2016-04-07T17:21:06+00:00"

https://docs fastly.com/api/aio
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GET /customer/ id

Get a specific customer

Authentication

API token.

Request Example

GET /customer/hTE5dR1SBICGPIxJwCH4M HTTP/1.1

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"billing contact_id": null,

"billing network type": "public",

"billing ref": null,

"can_configure wordpress": false,
"can_reset_ passwords": true,

"can_upload vcl": false,

"created_at": "2016-06-14T14:43:01+00:00",
"deleted_at": null,

"force 2fa": false,

"force sso": false,

"has_account_panel": true,

"has_improved events": false,
"has_improved ssl config": false,

"has openstack logging": false,

"has_pci": false,

"has_pci passwords": false,

"id": "hTE5dR1SBICGPJxJwCH4M",

"ip whitelist": "0.0.0.0/0",

"legal contact_id": "x9KzsrACXZv8tPwlEDsKb6",
"name": "Test Account",

"owner_ id": "x9KzsrACXZv8tPwlEDsKb6",
"phone number": "5555555559",

"postal address": null,

"pricing plan": "developer",
"pricing plan id": "6HW4welznAHVnMCJhY9QdX",
"readonly": false,

"requires_support email": false,

"security contact_ id": "x9KzsrACXZv8tPwlEDsKb6",
"technical contact_id": "x9KzsrACXZv8tPwlEDsKb6",

"updated at": "2016-06-14T14:43:01+00:00"

PUT /customer/ id

Update a customer

Authentication

API token.

Request Example

PUT /customer/4mp6jxt8Z5bdbe5jIhXz00 HTTP/1.1
Content-Type: application/x-www-form-urlencoded

name=updated-test-account

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"billing contact_id": null,
"billing network type": "public",
"billing ref": null,
"can_configure wordpress": false,
"can_reset passwords": true,
"can_upload vcl": false,
"created_at": "2016-06-14T14:43:01+00:00",
"deleted_at": null,

"force 2fa": false,

"force_sso": false,
"has_account_panel": true,
"has_improved events": false,
"has_improved ssl config": false,
"has openstack logging": false,
"has_pci": false,

"has_pci passwords": false,

"id": "hTE5dR1SBICGPJxJwCH4M",
"ip whitelist": "0.0.0.0/0",

"legal contact_id": "x9KzsrACXZv8tPwlEDsKb6",

"name": "updated-test-account",
"owner_ id": "x9KzsrACXZv8tPwlEDsKb6",
"phone number": "5555555559",

"postal address": null,

"pricing plan": "developer",

"pricing plan id": "6HW4welznAHVnMCJhY9QdX",

"readonly": false,
"requires_support email": false,

Fastly API Documentation

"security contact_id": "x9KzsrACXZv8tPwlEDsKb6",
"technical contact_id": "x9KzsrACXZv8tPwlEDsKb6",

"updated at": "2016-06-14T14:43:01+00:00"

/customer/ id

Delete a customer

Authentication

API token.

Request Example

DELETE /customer/4mp6jxt8Z5b4dbe5jIhXz00 HTTP/1.1

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Event Logs

Event logs are used to audit actions performed by customers. Events can be filtered by user_id, service_id, customer_id, and

event_type. Events can be sorted by created_at.

Fields

field type
admin boolean
created_at string
customer_id string
description string
event_type string

https://docs fastly.com/api/aio

description

Indicates if event was performed by Fastly.
Time-stamp (GMT) when the record was created.
ID of the customer who performed the event.

Description of the event.

Type of event. Can be used with filter[event type] .One of:
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field

api_key.create
acl.create

acl.delete

acl.update
address.create
address.delete
address.update
backend.create
backend.delete
backend.update
billing.contact_update
cache_settings.create
cache_settings.delete
cache_settings.update
customer.create
customer.pricing

customer.update

customer_feature.create

customer_feature.delete

director.create
director.delete

director.update

director_backend.create

director_backend.delete

domain.create
domain.delete
domain.update
feature.create
feature.delete
feature.update
gzip.create
gzip.delete
gzip.update
header.create

header.delete

https://docs fastly.com/api/aio

type
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description

An API key was created.

An access control list was created.
An access control list was deleted.
An access control list was updated.
An address was created.

An address was deleted.

An address was updated.

A backend was created.

A backend was deleted.

A backend was updated.

A billing contact was updated.
Cache settings were created.
Cache settings were deleted.
Cache settings were updated.

A customer was created.

A customer pricing plan was changed.
A customer was updated.

A customer feature was created.
A customer feature was deleted.
A director was created.

A director was deleted.

A director was updated.

A director backend connection was created.

A director backend connection was deleted.

A domain was created.

A domain was deleted.

A domain was updated.

A feature was created.

A feature was deleted.

A feature was updated.

A gzip policy was created.
A gzip policy was deleted.
A gzip policy was updated.
A header was created.

A header was deleted.

21/308



5/19/2020
field

header.update
healthcheck.create
healthcheck.delete
healthcheck.update
invitation.accept
invitation.sent
invoice.failed_payment
invoice.payment
io_settings.create
io_settings.delete
io_settings.update
logging.create
logging.delete

logging.update

type

Fastly API Documentation

description

A header was updated.

A healthcheck was created.

A healthcheck was deleted.

A healthcheck was updated.

An account invitation was accepted.
An account invitation was sent.

An invoice payment failed.

An invoice was paid.

Image optimization was activated.
Image optimization was deactivated.
Image optimization was updated.

A logging event was created.

A logging event was deleted.

A logging event was updated.

pool.create - A pool was created.
pool.delete - A pool was deleted.
pool.update - A pool was updated.

request_settings.create
request_settings.delete
request_settings.update
response_object.create
response_object.delete
response_object.update
rule_status.update
rule_status.upsert
server.create
server.delete
server.update
service.create

service.delete

Request settings were created.
Request settings were deleted.
Request settings were updated.
A response object was created.
A response object was deleted.
A response object was updated.
A rule status was updated.

A rule status was upserted.

A server was created.

A server was deleted.

A server was updated.

A service was created.

A service was deleted.

service.move - A service was moved between customers.

service.move_destination - The customer to which a service was moved.
service.move_source - The customer from which a service was moved.
service.purge_all - A purge all action was performed.

service.update - A service was updated.
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field

service_authorization.create
service_authorization.delete
service_authorization.update
tls.bulk_certificate.create
tls.bulk_certificate.delete
tls.bulk_certificate.update
tls.certificate.create
tls.certificate.expiration_email
tls.certificate.update
tls.certificate.delete
tls.configuration.update
tls.private_key.create
tls.private_key.delete
tls.activation.enable
tls.activation.update
tls.activation.disable
tls.globalsign.domain.create
tls.globalsign.domain.verify
tls.globalsign.domain.delete
tls.subscription.create
tls.subscription.delete
tls.subscription.dns_check_email
token.create

token.destroy
two_factor_auth.disable
two_factor_auth.enable
user.create

user.destroy

user.lock

user.login

user.login_failure
user.logout
user.password_update
user.unlock

user.update

https://docs fastly.com/api/aio
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description

A service authorization was created.
A service authorization was deleted.
A service authorization was updated.
A bulk TLS certificate was created.
A bulk TLS certificate was deleted.

A bulk TLS certificate was updated.
A TLS certificate was created.
Certificate expiration email was sent.
A TLS certificate was updated.

A TLS certificate was deleted.

TLS configuration was updated.

A private key was created.

A private key was deleted.

TLS activation was enabled.

TLS activation was updated.

TLS activation was disabled.

A GlobalSign SAN entry was added.
GlobalSign SAN entry verification was requested.
A GlobalSign SAN entry was deleted.
A TLS subscription was created.

A TLS subscription was deleted.

A TLS subscription renewal DNS check email was sent.

An API token was created.

An API token was revoked.

Two-factor authentication was disabled.
Two-factor authentication was enabled.
A user account was created.

A user account was deleted.

A user account was locked.

A user logged in to an account.

A user account login attempt failed.

A user logged out of an account.

An account password was updated.

A user account was unlocked.

A user account was updated.
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field
vcl.create
vcl.delete
vcl.update
version.activate
version.clone
version.copy
version.copy_destination
version.copy_source
version.create
version.deactivate
version.lock
version.update
waf.configuration_set_update
waf.create
waf.delete
waf.update
waf.enable
waf.disable
waf.owasp.create
waf.owasp.update
waf.ruleset.deploy
waf.ruleset.deploy_failure
wordpress.create
wordpress.delete
wordpress.update

ip

metadata

service_id

user_id

Actions

/events

List all events for a particular customer

Authentication

API token.

Parameters

parameter type description

https://docs fastly.com/api/aio

type

string
string
string

string

Fastly API Documentation

description

VCL was created.

VCL was deleted.

VCL was updated.

A service version was activated.

A service version was cloned.

A copy of a service version was made.

The service to which a version was copied.
The service from which a version was copied.
A service version was created.

A service version was deactivated.

A service version was locked.

A service version was updated.

A WAF configuration set was updated.

A WAF object was created.

A WAF object was deleted.

A WAF object was updated.

A WAF object was enabled.

A WAF object was disabled.

A WAF OWASP setting was created.

A WAF OWASP setting was updated.

A WAF ruleset was deployed.

A WAF ruleset's deployment failed.

A WordPress rule was created.

A WordPress rule was deleted.

A WordPress rule was updated.

IP addresses that the event was requested from.

Hash of key value pairs of additional information.

ID of the service that the event was performed on.

ID of the user that performed the event.
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parameter

filter[created_at]

filter[customer_id]
filter[service_id]
filter[event_type]
filter[user_id]
page[number]

pagel[size]

sort

Request Example

type

string

string
string
string
string
integer

integer

string

Fastly API Documentation

description

Limit the returned events to a specific timestamp. Accepts parameters: gt , gte, 1t, lte
(e.g., filter[created at][gt]=2019-01-01 ). Parameters can be combined. If
filter[created at] is not present on the request, events within the past year are
returned.

Limit the returned events to a specific customer.

Limit the returned events to a specific service.

Limit the returned events to a specific event type. See above for event codes.
Limit the returned events to a specific user.

Pagination page number.

Number of items to return on each paginated page.

Sort the events by created_at ASC or DESC. Only 'created_at' or '-created_at' are valid
values; all others will return 400 Bad Request.

GET /events?filter[customer id]=x4xCwxxJxGCx1l23Rx5xTx&page[number]=1l&page[size]=1 HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/vnd.api+json

¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/vnd.api+json

"data": [
{

"attributes":

"admin": false,
"2016-06-06T20:05:10z2",
: "X4XCwxxJIXGCx123Rx5xXTx",

"created_at"
"customer id"
"description":
"event_ type"

"metadata":

"version number": 2

o

"service_id":

"user_ id":

o

"Version 2 was activated",

"version.activate",
"ipll: l|127-0.0.0",

"SU1z0isxPaozGVKXdv0eY",

"4Pp0BW3UkKkBEJhG3NOkovLP"

"id": "5IH1QOmNSV1Qi7jXc4oIZlz",

n type n . n eventll

}
1,
"links": {

"last": "http://api.fastly.com/events?filter[customer id]=x4xCwxxJxGCx123Rx5xTx&page[number ]=1l&page[size]=1"

/events/ event_id

Get a specific event

Authentication

API token.

Parameters

parameter type

event_id string

Request Example

https://docs fastly.com/api/aio

description

The event ID.
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GET /events/1PTzLK8glNRKMGu5kUb8SC HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

Fastly API Documentation

{
"data": {

"attributes": {
"admin": false,
"created at": "2016-06-01T21:29:382",
"customer_ id": "x4xCwxxJxGCx123Rx5xTx",
"description": "Version 2 was activated",
"event type": "version.activate",
"ip": "127.0.0.0",
"metadata": {

"version_number": 2

Y
"service id": "SU1Z0isxPaozGVKXdv0eY",
"user_id": "6MwX4ZZM7Ji14Q3007dI8Ln"

by

"id": "1PTzLK8glNRKMGu5kUb8SC",

"type": "event"

}
}
Invitations

Invitations allow superusers and engineers to invite users to set up accounts as collaborators under a main customer account.

Superusers can invite collaborators and assign them any role or permission level on a per-service basis. Engineers with no per-

service limitations on their role can only invite new collaborators but cannot modify their permissions.

Fields

field type
created_at string
deleted_at string
email string
limit_services boolean
role string
status_code boolean
updated_at string
customer.id string
service_invitations.id string
service_invitations.permission string
service_invitations.service.id string

Actions

/invitations

List all invitations

https://docs fastly.com/api/aio

description

Time-stamp (GMT) when the invitation was created. Read Only.
Time-stamp (GMT) when the invitation was deleted. Read Only.
The email address of the invitee.

Indicates the user has limited access to the customer's services.

The user-assigned permissions role. Can be user, billing, engineer, or

superuser .

Indicates whether or not the invite is active, with O representing inactive and 1
representing active.

Time-stamp (GMT) when the invitation was updated. Read Only.
Unique ID of the customer.
Unique ID of the service invitation.

The permission the accepting user will have in relation to the service. Valid
values are full, read only, purge select, purge all.Defaultsto full
permission.

Service the accepting user will have access to.
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Authentication

API token.

Request Example

GET /invitations HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": [
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "invitation",
"attributes": {
"created at": "2017-03-15T20:10:092",
"deleted_at": null,
"email": "john@example.com",
"role": "superuser",
"status_code": 1,
"updated_at": "2017-03-15T20:10:092"
Y
"relationships": {
"customer": {
"data": {
"type": "customer",
"id": "SUlz0isxPaozGVKXdv0eY"

}
1,
"links": {

"last": "http://api.fastly.com/invitations?page[number]=1l&page[size]=100"

o

"meta": {
"current_page": 1,
"per page": 100,
"record count": 1,
"total pages": 1

POST /invitations

Create an invitation

Authentication

API token with at least superuser permissions.

Request Example

POST /invitations HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/vnd.api+json
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio

Fastly API Documentation
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"data": {
"type": "invitation",
"attributes": {
"email": "thelma@example.com",
"limit_ services": true,
"role": "engineer"
T
"relationships": {
"customer": {
"data": {
"id": "44tblD3asjhhuh2SH8e8YD",
"type": "customer"

}
o

"service_invitations": {
"data": [
{

"type": "service invitation",

"attributes": {
"permission": "purge all"
iy
"relationships": {
"service": {
"data": {
"type": "service",

"id": "6yrrdlexXxQ9Q0Dtum9rMBOnr"

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio

Fastly API Documentation
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{
"data": {
"id": "7kP8T3JrgSD2zdijWGxOB1",
"type": "invitation",
"attributes": {
"created at": "2017-05-09T18:45:172",
"email": "thelma@example.com",
"deleted_at": null,
"role": "user",
"status_code": 1,
"updated at": "2017-05-09T18:45:172",
"limit_services": true
b
"relationships": {
"customer": {
"data": {
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "customer"
}
I
"service_invitations": {
"data": [
{
"id": "QNcWQOmR5UIpVVO6f1Y3R1",
"type": "service_ invitation"
}
1
}
}
bo
"included": [
{
"id": "QNCWOmMR5UIpVVO6f1Y3RL",
"type": "service_ invitation",
"attributes": {
"permission": "purge all",
"created_at": "2017-05-09T18:45:18Z2",
"deleted _at": null,
"updated at": "2017-05-09T18:45:18Z"
}
b
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "customer",
"attributes": {
"created at": "2017-05-09T18:45:172",
"deleted at": null,
"name": "Test",
"phone number": "875.788.2000 x29959",
"postal_ address": null,
"updated_at": "2017-05-09T18:45:17Z"
}
}
]
}

DELETE /invitations/ id

Delete an invitation

Authentication

API token with at least superuser permissions.

Request Example

DELETE /invitations/3krg2uUGZzb2W9Euo4moOY HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/vnd.api+json

Content-Type: application/vnd.api+json

V¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio

Fastly API Documentation
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Service Authorizations

A Service Authorization allows limited users to access only specified services.

Fields

The permission the user has in relation to the service. Valid values are full, read only,

field type description
permission string L.
purge select, purge all.Defaultsto full permission.
created_at string Time-stamp (GMT) when the service authorization was created. Read Only.
updated_at string Time-stamp (GMT) when the service authorization was updated. Read Only.
deleted_at string Time-stamp (GMT) when the service authorization was deleted. Read Only.
user.id string The ID of the user being given access to the service.
service.id string The ID of the service being authorized for access.
Actions

/service-authorizations/ id

Show Service Authorization

Authentication

API token.

Request Example

GET /service-authorizations/3krg2uUGZzb2W9Euo4moOY HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": {
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service_authorization",
"attributes": {
"created at": "2017-03-15T20:10:092",
"updated at": "2017-03-15T20:10:092",
"deleted at": null
Y
"relationships": {
"service": {
"data": {
"type": "service",
"id": "x4xCwxxJIxXGCx123Rx5xTx"
}
Y
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"

/service-authorizations

List Service Authorizations

Authentication

API token.

https://docs fastly.com/api/aio
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Request Example

GET /service-authorizations HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": [
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service_authorization",
"attributes": {
"created at": "2017-03-15T20:10:092",
"updated at": "2017-03-15T20:10:092",
"deleted_at": null
Y
"relationships": {
"service": {
"data": {
"type": "service",
"id": "x4xCwxxJIxXGCx123Rx5xTx"
}
br
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"

}
T
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
}e
"service": {
"data": {
"type": "service",
"id": "SUlz0isxPaozGVKXdv0eY"

}
]I
"links": {
"last": "http://api.fastly.com/service-authorizations?page[number]=1&page[size]=100"
}I
"meta": {
"current_ page": 1,
"per page": 100,
"record count": 1,
"total pages": 1

PATCH /service-authorizations/ id

Update Service Authorization

Authentication

API token.

Request Example

PATCH /service-authorizations/3krg2uUGZzb2W9Euo4moOY HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json
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{
"data": {
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service_authorization",
"attributes": {
"permission": "read only"
}
}
}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service authorization",
"attributes": {
"created _at": "2017-03-15T20:07:34z2",
"updated at": "2017-03-15T20:07:34z2",
"deleted at": null,
"permission": "read only"
}
}
}

PATCH /service-authorizations

Update Service Authorizations

Authentication

API token.

Request Example

PATCH /service-authorizations HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/vnd.api+json; ext=bulk
Accept: application/vnd.api+json; ext=bulk

{
"data": [
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service_authorization",
"attributes": {
"permission": "read only"
}
Y
{
"id": "71ZA6hv2FO6tGEQIE203Xj",
"type": "service_authorization",
"attributes": {
"permission": "purge all"
}
}
1
}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json; ext=bulk
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{
"data": [
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service_authorization",
"attributes": {
"created at": "2017-03-15T20:07:34z2",
"updated at": "2017-03-15T20:07:34z",
"deleted_at": null,
"permission": "read only"
T
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
b
"service": {
"data": {
"type": "service",
"id": "SUlz0isxPaozGVKXdv0eY"
}
}
}
Y
{
"id": "71ZA6hv2FO6tGEQIE203Xj",
"type": "service_authorization",
"attributes": {
"created at": "2017-03-15T20:07:34z2",
"updated at": "2017-03-15T20:07:34z",
"deleted_at": null,
"permission": "purge all"
T
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
}e
"service": {
"data": {
"type": "service",
"id": "hTE5dR1SBICGPJxJwCH4M"
}
}
}
}
1
}

POST /service-authorizations

Create Service Authorization

Authentication

API token.

Request Example

POST /service-authorizations HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/vnd.api+json
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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{
"data": {
"type": "service authorization",
"attributes": {
"permission": "read only"
Y
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
Y
"service": {
"data": {
"type": "service",
"id": "SUlz0isxPaozGVKXdv0eY"
}
}
}
}
}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"type": "service authorization",
"attributes": {
"created_at": "2017-03-15T20:07:34z2",
"updated at": "2017-03-15T20:07:34z2",
"deleted at": null,
"permission": "read only"
Y
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
T
"service": {
"data": {
"type": "service",
"id": "SU1Z0isxPaozGVKXdv0OeY"
}
}
T
"relationships": {
"service": {
"data": {
"type": "service",
"id": "x4xCwxxJIxGCx123Rx5xTx"
}
Y
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
}
}
}
}

DELETE /service-authorizations/ id

Delete Service Authorization

Authentication

API token.

Request Example

https://docs fastly.com/api/aio

Fastly API Documentation
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DELETE /service-authorizations/3krg2uUGZzb2W9Euo4moOY HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/vnd.api+json

Content-Type: application/vnd.api+json

V¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/vnd.api+json

DELETE /service-authorizations

Delete Service Authorizations

Authentication

API token.

Request Example

DELETE /service-authorizations HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/vnd.api+json; ext=bulk
Content-Type: application/vnd.api+json; ext=bulk

{
"data": [
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "service_ authorization"
Y
{
"id": "71ZA6hv2FO6tGEQIE203Xj",
"type": "service_ authorization"
}
1
}

V¥ Response Example

HTTP/1.1 204 OK
Content-Type: application/vnd.api+json; ext=bulk

https://docs fastly.com/api/aio
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"data": [
{

"id":

"attributes":
"created at": "2017-03-15T20:07:34z2",
"updated_at": "2017-03-15T20:07:342Z2",
"deleted_at"

o

Fastly API Documentation

"3krg2uUGZzb2W9Euo4moOY",

"type": "service_authorization",

{

: "2017-03-16T20:07:342"

"relationships": {

"user":

{

"data": {
n type n :

"id":

}
o

"service": {
"data": {
n type n :

"id":

"user",

"6c7kAlo4vACNchGOdQxP37"

"service",

"SU1Z0isxPaozGVKXdv0eY"

"id": "71ZA6hv2FO6tGEQIE203Xj",

"type":

"attributes":
"created at": "2017-03-15T20:07:34Z2",
"updated at": "2017-03-15T20:07:34Z2",
"deleted_at"

I

"service_authorization",

{

: "2017-03-16T20:07:342"

"relationships": {

"user":

{

"data": {
"type":

"id":

}
o

"service": {
"data": {
"type":

"id":

Star

uuseru,
"6c7kAlo4vACNchGOdQxP37"

"service",
"hTE5dR1SBICGPJIJxJwCH4M"

A Star allows users to mark services of interest.

Fields
field
created_at
updated_at
deleted_at
service.id

user.id

Actions

/stars/ id

Show Star

https://docs fastly.com/api/aio

type

string
string
string
string

string

description

Time-stamp (GMT) when the Star was created. Read Only.

Time-stamp (GMT) when the Star was updated. Read Only.
Time-stamp (GMT) when the Star was deleted. Read Only.

Unique ID of the service

Unique ID of the user
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Authentication

API token.

Request Example

GET /stars/3krg2uUGZzb2W9Euo4moOY HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "star",
"attributes": {
"created at": "2017-03-15T20:10:092",
"updated at": "2017-03-15T20:10:092",
"deleted_at": null
Y
"relationships": {
"service": {
"data": {
"type": "service",
"id": "x4xCwxxJIxXGCx123Rx5xTx"
}
T
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
}
}
}
}
GET /stars
List Stars

Authentication

API token.

Request Example

GET /stars HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"data": [
{
"id": "3krg2uUGZzb2W9Euo4moOY",
"type": "star",
"attributes": {

"created at"

"deleted_at": null
T
"relationships": {
"service": {
"data": {
"type": "service",
"id": "x4xCwxxJIXGCx123RxX5xTx"
}
}r
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"

}
1,
"links": {

"2017-03-15T20:10:092",
"updated_at": "2017-03-15T20:10:092",

Fastly API Documentation

"last": "http://api.fastly.com/stars?page[number]=1l&page[size]=100"

o

"meta": {
"current page": 1,
"per_page": 100,
"record count": 1,
"total pages": 1

POST /stars

Create Star

Authentication

APl token.

Request Example

POST /stars HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/vnd.api+json
Content-Type: application/vnd.api+json

{
"data": {
"type": "star",
"attributes": {},
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
I
"service": {
"data": {
"type": "service",
"id": "SUlz0isxPaozGVKXdv0eY"
}
}
}
}
}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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{
"data": {
"type": "star",
"attributes": {
"created _at": "2017-03-15T20:07:34z2",
"updated at": "2017-03-15T20:07:34z2",
"deleted at": null,
I
"relationships": {
"user": {
"data": {
"type": "user",
"id": "6c7kAlo4vACNchGOdQxP37"
}
T
"service": {
"data": {
"type": "service",
"id": "SUlz0isxPaozGVKXdv0eY"
}
}
}
}
}
/stars/ id
Delete Star

Authentication

API token.

Request Example

DELETE /stars/3krg2uUGZzb2W9Euo4moOY HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

Content-Type: application/vnd.api+json

V¥ Response Example

HTTP/1.1 204 No Content
Content-Type: application/vnd.api+json

User

A user of the Fastly APl and web interface. A user is always associated with a customer.

Fields
field
created_at

customer_id

deleted_at
email_hash
id

limit_services
locked
login

name

require_new_password

https://docs fastly.com/api/aio

type
string
string
string
string
string
boolean
boolean
string
string

boolean

description

Time-stamp (GMT) when the user was created.
The alphanumeric string identifying a customer.
Time-stamp (GMT) when the user was deleted.
The alphanumeric string identifying a email login.

The alphanumeric string identifying a user.

Indicates that the user has limited access to the customer's services.

Indicates whether the is account is locked for editing or not.
The email address, which is the login name, of this user.
The real life name of the user.

Indicates if a new password is required at next login.
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field type
role string
two_factor_auth_enabled boolean

two_factor_setup_required boolean

updated_at string

Actions

GET /current_user

Get the logged in user

Authentication

API token.

Request Example

GET /current user HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

Fastly API Documentation

description
The role of this user.

Indicates if 2fa is enabled on the user.

Indicates if 2fa is required by the user's customer account.

Time-stamp (GMT) when the user was updated.

"created_at": "2016-06-14T14:43:01+00:00",

"customer id": "x4xCwxxJxGCx123Rx5xTx",
"deleted_at": null,

"email hash": "xe8x2dxffx5bx18123x69x3fxefxefxa",

"id": "x9KzsrACXZv8tPwlEDsKb6",
"locked": false,

"login": "krisowner@example.com",
"name": "Kris Owner",
"require_new_password": false,
"role": "user",

"two_ factor auth enabled": false,
"two factor setup required": false,

"updated_at": "2016-06-20T16:45:18+00:00"

GET /user/ id

Get a specific user

Authentication

API token.

Request Example

GET /user/x9KzsrACXZv8tPwlEDsKb6 HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"created_at": "2016-06-14T14:43:01+00:00",
"customer id": "x4xCwxxJIxGCx123Rx5xTx",
"deleted_at": null,

"email hash": "xe8x2dxffx5bx18123x69x3fxefxefxa",
"id": "x9KzsrACXZv8tPwlEDsKb6",

"locked": false,

"login": "krisowner@example.com",

"name": "Kris Owner",
"require new password": false,

"role": "user",

"two_factor_auth_enabled": false,
"two_factor setup required": false,
"updated_at": "2016-06-20T16:45:18+00:00"

POST /user

Create a user

Authentication

API token with at least superuser permissions.

Request Example

POST /user HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=Kris Owner&login=krisowner%40example.com

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-06-14T14:43:01+00:00",
"customer id": "x4xCwxxJIxGCx123Rx5xTx",
"deleted_at": null,

"email hash": "xe8x2dxffx5bx18123x69x3fxefxefxa",
"id": "6c7kAlo4vACNchGOdQxP37",

"locked": false,

"login": "krisowner@example.com",

"name": "Kris Owner",
"require new password": false,

"role": "user",

"two_factor_auth_enabled": false,
"two_factor setup required": false,
"updated_at": "2016-06-20T16:45:18+00:00"

POST /current_user/password

Update the user's password to a new one

Authentication

Username and password.

Request Example

POST /current user/password HTTP/1.1
Content-Type: application/x-www-form-urlencoded

old password=oldpasswd&new password=newpwd

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"created_at": "2016-06-14T14:43:01+00:00",
"customer_ id": "x4xCwxxJxGCx123Rx5xTx",
"deleted_at": null,

"email hash": "xe8x2dxffx5bx18123x69x3fxefxefxa",

"id": "x9KzsrACXZv8tPwlEDsKb6",

"locked": false,

"login": "krisowner@example.com",

"name": "Kris Owner",
"require new password": false,

"role": "user",

"two_factor auth_enabled": false,
"two_factor setup required": false,
"updated _at": "2016-06-20T16:45:18+00:00"

POST /user/ login /password/request_reset

Requests a password reset for the specified user

Authentication

None.

Request Example

Fastly API Documentation

POST /user/user%40example.com/password/request reset HTTP/1.1

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

PUT /user/ id

Update a user. Only users with the role of superuser can make changes to other users on the account. Non-superusers may use
this endpoint to make changes to their own account. Modifications to login email require a valid password in the request body.
Two-factor attributes are not editable via this endpoint.

Authentication

API token.

Request Example

PUT /user/x9KzsrACXZv8tPwlEDsKb6 HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=Updated%20Name&login=krisowner@example.com&password confirmation=YOUR FASTLY PASSWORD

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"created_at": "2016-06-14T14:43:01+00:00",
"customer id": "x4xCwxxJIxGCx123Rx5xTx",
"deleted_at": null,

"email hash": "xe8x2dxffx5bx18123x69x3fxefxefxa",
"id": "x9KzsrACXZv8tPwlEDsKb6",

"locked": false,

"login": "krisowner@example.com",

"name": "Updated Name",
"require new password": false,

"role": "user",

"two_factor_auth_enabled": false,
"two_factor setup required": false,
"updated_at": "2016-06-20T16:45:18+00:00"

DELETE /user/ id

Delete a user

Authentication

API token with at least superuser permissions.

Request Example

DELETE /user/x9KzsrACXZv8tPwlEDsKb6 HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Config
ACL

An ACL is a named access control list for matching against a client's IP address during VCL processing. A new ACL is empty and is

attached to a working version of a service (not locked or active). The version associated with the ACL must be activated to be used.
To remove an ACL from use, the ACL must be deleted from a working version (not locked or active), and that version without the
ACL must be activated.

Fields

field type description

. Name for the ACL. Must start with alphanumeric and contain only alphanumeric, underscore, and
name string .
whitespace.

Actions

GET /service/ service_id /version/ version /acl

List ACLs

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/2/acl HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": "2",
"name": "my acl",
"id": "6tUXdegLTf5BCig0zGFrU3",
"service_id": "1jlmtMzlncwAOKC3TBGDOX",
"created_at": "2016-04-21T18:14:32+00:00",
"updated _at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

|

{
"version": "2",
"name": "another acl",
"id": "6tUXdegLTf5BCig0zGFruU3",
"service id": "1jlmtMzlncwAOKC3TBGDOX",
"created at": "2016-04-21T18:14:32+00:00",
"updated at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

GET /service/ service_id /version/ version /acl/ name

Retrieve a single ACL by name for the version and service

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/4/acl/my_acl HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": 4,
"name": "my_ acl",
"service_id": "6HLRMTXCDWZl6tF3yEuKok",
"id": "2cFf1POskFLhmnzZJEKU7y6",
"created at": "2016-04-21T18:14:32+00:00",
"updated _at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

POST /service/ service_id /version/ version /acl

Create a new ACL for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

POST /service/SUlz0isxPaozGVKXdv0eY/version/4/acl HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_acl

V¥ Response Example

https://docs fastly.com/api/aio
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HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "my acl",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": 4,
"id": "2cFf1POskFLhmnzZJEfUake",
"created_at": "2016-04-21T18:14:32+00:00",
"updated_at": "2016-04-21T18:14:32+00:00",
"deleted at": null

}

PUT /service/ service_id /version/ version /acl/ old_name

Update ACL for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

Fastly API Documentation

PUT /service/SUlz0isxPaozGVKXdvOeY/version/4/acl/my acl HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=updated acl

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"version": 4,
"name": "updated acl",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"id": "2cFf1POskFLhmnZJEfUake",
"created at": "2016-04-21T18:14:32+00:00",
"updated at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

DELETE /service/ service_id /version/ version /acl/ name

Delete an ACL for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SU1Z0isxPaozGVKXdv0OeY/version/1l/acl/my_acl HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

ACL Entry

https://docs fastly.com/api/aio
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An ACL entry holds an IP address with optional subnet to make up an entry in an ACL. ACL entries are versionless and can be
modified without activating a new version. ACL entries can also be negated.

Fields

field type description
ip string An IP address.
subnet string An optional subnet mask applied to the IP address.
acl_id string The ACL this entry belongs to.
negated boolean A boolean that will negate the match if true.
comment string A personal freeform descriptive note.

Actions

/service/ service_id /acl/ acl_id /entries

List of ACL entries given service and ACL ID

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/acl/2cFf1POskFLhmnZJEfUake/entries HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "6yxNzlOpWwlv7JfSwvLGtOc",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"acl_id": "2cFflPOskFLhmnzJEfUake",
"ip": "127.0.0.1",
"negated": "0",
"subnet": null,
"comment": "",
"created_at": "2016-04-21T18:14:32+00:00",
"updated at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

o

{
"id": "lujrCmULAWHUPP7Mzjefxa",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"acl_id": "2cFflPOskFLhmnzJEfUake",
"ip": "127.0.0.2",
"negated": "0",
"subnet": 8,
"comment": "",
"created_at": "2016-04-21T18:14:32+00:00",
"updated at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

/service/ service_id /acl/ acl_id /entry/ entry_id

Retrieve a single ACL entry given service, ACL ID and entry ID

Authentication

APl token of a user with at least Engineer permissions.

Request Example
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GET /service/SUlZ0isxPaozGVKXdv0OeY/acl/2cFf1POskFLhmnZJEfUake/entry/lujrCmULAWHUPP7Mzjefxa HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "lujrCmULAWHUPP7Mzjefxa",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"acl_id": "2cFflPOskFLhmnzZJEfUake",
"ip": "127.0.0.1",
"negated": "0",
"subnet": 8,
"comment": "",
"created at": "2016-04-21T18:14:32+00:00",
"updated_at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

POST /service/ service_id /acl/ acl_id /entry

Create ACL entry given service, ACL ID and properties

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/acl/2cF£1POskFLhmnZJEfUake/entry HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/json

Accept: application/json

{"ip": "127.0.0.1", "subnet": 8, "negated": false}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "lujrCmULAWHUPP7Mzjefxa",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"acl id": "2cFfl1POskFLhmnzJEfUake",
"ip": "127.0.0.1",
"negated": 0,
"subnet": 8,
"comment": "",
"created at": "2016-04-21T18:14:32+00:00",
"updated_at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

DELETE /service/ service_id /acl/ acl_id /entry/ entry_id

Delete ACL entry given service, ACL ID, and entry ID

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SU1Z0isxPaozGVKXdv0eY/acl/2cFf1POskFLhmnZzJEfUake/entry/lujrCmULAWHUPP7Mzjefxa HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example
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HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

PATCH /service/ service_id /acl/ acl_id /entry/ entry_id

Update ACL entry given service, ACL ID, entry ID and properties

Authentication

APl token of a user with at least Engineer permissions.

Request Example

PATCH /service/SUlz0isxPaozGVKXdv0eY/acl/2cFf1POskFLhmnZJEfUake/entry/lujrCmULAWHUPP7Mzjefxa HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/json

Accept: application/json

{"ip": "127.0.0.2"}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "lujrCmULAWHUPP7Mzjefxa",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"acl id": "2cFfl1POskFLhmnzJEfUake",
"ip": "127.0.0.2",
"negated": "0",
"subnet": 0,
"comment": "",
"created_at": "2016-04-21T18:14:32+00:00",
"updated_at": "2016-04-21T18:14:32+00:00",
"deleted_at": null

}

PATCH /service/ service_id /acl/ acl_id /entries

Update ACL entries in batch given service, ACL ID, entry ID and properties

Authentication

APl token of a user with at least Engineer permissions.

Request Example

PATCH /service/SUlZ0isxPaozGVKXdv0OeY/acl/2cFf1POskFLhmnzJEfUake/entries HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/json

Accept: application/json
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{

"entries": [

{
"op": "create",
"ip": "192.168.0.1",
"subnet": "8"

T

{
"op": "update",
"id": "acl entry_ id",
"ip": "192.168.0.2",
"subnet": "16"

Y

{
"op": "delete",
"id": "acl_entry_id"

}

¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

"status": "ok"

Backend

A backend is an address (IP or domain) from which Fastly pulls content. There can be multiple backends for a service.

Fields
field
address
auto_loadbalance
between_bytes_timeout
client_cert
comment
connect_timeout
first_byte_timeout
healthcheck
hostname
ipv4
ipvé
locked
max_conn
max_tls_version
min_tls_version
name
override_host

port

https://docs fastly.com/api/aio

type
string
boolean
integer
string
string
integer
integer
string
string
string
string
boolean
integer
string
string
string
string

integer

Fastly API Documentation

description

An hostname, IPv4, or IPv6 address for the backend.

Whether or not this backend should be automatically load balanced.

How long to wait between bytes in milliseconds.
Unused.

A comment.

How long to wait for a timeout in milliseconds.

How long to wait for the first bytes in milliseconds.

The name of the healthcheck to use with this backend. Can be empty.

The hostname of the backend.

IPv4 address of the host.

IPv6 address of the host.

Specifies whether or not the version is locked for editing.

Maximum number of connections.

Maximum allowed TLS version on SSL connections to this backend.
Minimum allowed TLS version on SSL connections to this backend.
The name of the backend.

The hostname to override the Host header.

The port number.
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field

request_condition

service_id
shield
ssl_ca_cert

ssl_cert_hostname

ssl_check_cert

ssl_ciphers
ssl_client_cert

ssl_client_key

ssl_hostname

ssl_sni_hostname

use_ssl
version

weight

Actions

type
string

string

string

string

string

boolean

string
string

string

string

string

boolean
integer

integer

Fastly API Documentation

description
Condition, which if met, will select this backend during a request.
The alphanumeric string identifying a service.

Selected POP to serve as a shield for the backend. Optional. Defaults to nul1l
meaning no origin shielding if not set. Refer to the datacenters APl endpoint to get a

list of available POPs used for shielding.
CA certificate attached to origin.
Overrides ssl_hostname, but only for cert verification. Does not affect SNI at all.

Be strict on checking SSL certs. Setting to null will use the system default value
(true).

List of OpenSSL ciphers (see the openssl.org manpages for details).

Client certificate attached to origin.
Client key attached to origin.

(Deprecated) Use ssl_cert_hostname and ssl_sni_hostname to configure certificate
validation.

Overrides ssl_hostname, but only for SNI in the handshake. Does not affect cert
validation at all.

Whether or not to use SSL to reach the backend.
The current version number of a service.

Weight used to load balance this backend against others.

/service/ service_id /version/ version /backend

List all backends for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/backend HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

https://docs fastly.com/api/aio
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"address": "127.0.0.1",
"auto_loadbalance": false,
"between bytes timeout": 10000,
"client cert": null,
"comment": "",
"connect_timeout": 1000,
"first byte timeout": 15000,
"healthcheck": null,
"hostname": null,

"ipv4": "127.0.0.1",
"ipv6": null,

"locked": true,

"max conn": 200,

"max tls_version": null,
"min_tls_version": null,
"name": "backend-name",
"port": 80,
"request_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"shield": null,

"override host": null,
"ssl ca cert": null,

"ssl cert hostname": null,
"ssl check cert": true,
"ssl ciphers": null,
"ssl_client_cert": null,
"ssl _client_key": null,
"ssl hostname": null,

"ssl sni hostname": null,
"use_ssl": false,
"version": 1,

"weight": 100

GET /service/ service_id /version/ version /backend/ name

Get the backend for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0OeY/version/1l/backend/test-backend HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"address": "127.0.0.1",
"auto loadbalance": false,
"between bytes_ timeout": 10000,
"client cert": null,
"comment": "",

"connect_ timeout": 1000,
"first_byte_ timeout": 15000,
"healthcheck": null,
"hostname": null,

"ipv4": "127.0.0.1",
"ipv6": null,

"locked": true,
"max_conn": 200,

"max tls version": null,
"min_tls_version": null,
"name": "backend-name",
"port": 80,

"request condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"shield": null,

"override host": null,
"ssl ca cert": null,

"ssl _cert_hostname": null,
"ssl check _cert": true,
"ssl ciphers": null,

"ssl client cert": null,
"ssl client_key": null,
"ssl hostname": null,

"ssl sni hostname": null,
"use ssl": false,
"version": 1,

"weight": 100

POST /service/ service_id /version/ version /backend

Create a backend for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

POST /service/SUlz0isxPaozGVKXdv0OeY/version/1l/backend HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

ipv4=127.0.0.1l&name=backend-name&port=80

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio 52/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions

5/19/2020 Fastly API Documentation

{
"address": "127.0.0.1",
"auto loadbalance": false,
"between bytes_ timeout": 10000,
"client cert": null,
"comment": "",
"connect_ timeout": 1000,
"first_byte_ timeout": 15000,
"healthcheck": null,
"hostname": null,
"ipv4": "127.0.0.1",
"ipv6": null,
"locked": true,
"max_conn": 200,
"max tls version": null,
"min_tls_version": null,
"name": "backend-name",
"port": 80,
"request condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"shield": null,
"override host": null,
"ssl ca cert": null,
"ssl _cert_hostname": null,
"ssl check _cert": true,
"ssl ciphers": null,
"ssl client cert": null,
"ssl client_key": null,
"ssl hostname": null,
"ssl sni hostname": null,
"use ssl": false,
"version": 1,
"weight": 100

}

PUT /service/ service_id /version/ version /backend/ old_name

Update the backend for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Parameters
parameter type description
old_name string Old name of the backend (used to select the correct backend if the name has been changed).

Request Example

PUT /service/SUl1Z0isxPaozGVKXdv0eY/version/1l/backend/backend-name HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-backend-name

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"address": "127.0.0.1",
"auto loadbalance": false,
"between bytes_ timeout": 10000,
"client cert": null,
"comment": "",
"connect_ timeout": 1000,
"first_byte_ timeout": 15000,
"healthcheck": null,
"hostname": null,
"ipv4": "127.0.0.1",
"ipv6": null,
"locked": true,
"max_conn": 200,
"max tls version": null,
"min_tls_version": null,
"name": "updated-backend-name",
"port": 80,
"request condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"shield": null,
"override host": null,
"ssl ca cert": null,
"ssl _cert_hostname": null,
"ssl check _cert": true,
"ssl ciphers": null,
"ssl client cert": null,
"ssl client_key": null,
"ssl hostname": null,
"ssl sni hostname": null,
"use ssl": false,
"version": 1,
"weight": 100

}

/service/ service_id /version/ version /backend/ name

Delete the backend for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/backend/backend-name HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Cache Settings

Configures cache lifetime for objects stored in the Fastly cache, overriding cache freshness information that would otherwise be
determined from cache-related headers on the HTTP response. When used in conjunction with conditions, cache settings objects
provide detailed control over how long content persists in the cache.

Fields

field type description

If set, will cause vcl_fetch to terminate after processing this rule with the return state
action string specified. If not set, other configuration logic in vcl_fetch with a lower priority will run after
this rule.
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field
pass

deliver

restart
cache_condition
name
stale_ttl

ttl

Actions

type

string

string

integer

integer

Fastly API Documentation

description

Do not cache the response and do not apply request collapsing to subsquent requests for the
period specified in the TTL.

Proceed to save the object and deliver the response.
Discard the response and restart VCL processing in vcl_recv.

Name of a condition object that should be used to test whether to apply the cache settings
object.

Name for the cache settings object.

Maximum time in seconds to continue to use a stale version of the object if future requests to
your backend server fail (also known as 'stale if error’).

Maximum time to consider the object fresh in the cache (the cache 'time to live').

/service/ service_id /version/ version /cache_settings

Get a list of all cache settings for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/cache settings HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

{

"action": "cache",

"cache_condition": p

"name": "testcache",
"SU1Z0isxPaozGVKXdv0eY",

"service_id":

"stale ttl": "
"ttl": "3600",
"version": "1"

}

1200",

/service/ service_id /version/ version /cache_settings/ name

Get a specific cache settings object.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/cache settings/testcache HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

https://docs fastly.com/api/aio
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"action": "cache",

"cache condition": "",

"name": "testcache",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"stale ttl": "1200",

"ttl": "3600",

"version": "1"

POST /service/ service_id /version/ version /cache_settings

Create a cache settings object.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/version/1l/cache settings HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=testcache&stale ttl=1000&ttl=1000&action=cache

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "cache",

"cache_condition": "",

"name": "testcache",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"stale_ttl": "1200",

"ttl": "3600",

"version": "1"

PUT /service/ service_id /version/ version /cache_settings/ old_name

Update a specific cache settings object.

Authentication

APl token of a user with at least Engineer permissions.

Parameters
parameter type description
. Old name of the cache settings object (used to select the correct cache settings object if the name
old_name string

has been changed).

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/cache settings/testcache HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

stale tt1=2000&tt1=1000

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"action":

"cache condition": ""

"cache",

"name": "testcache",

"service_id":

"stale ttl": "2000",
"ttl": "1000",

"version":

vvlll

4
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"SU1Z0isxPaozGVKXdv0eY",

/service/ service_id /version/ version /cache_settings/ name

Delete a specific cache settings object.

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlz0isxPaozGVKXdv0OeY/version/l/cache settings/testcache HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status":

n Ok n

Condition

Conditions are used to control whether logic defined in configured VCL objects is applied for a particular client request. A

condition contains a VCL conditional expression that evaluates to either true or false and is used to determine whether the

condition is met.

The type of the condition determines where it is executed and the VCL variables that can be evaluated as part of the conditional

logic.

Fields

field
comment

name
priority
service_id

statement

type

request

cache

response

https://docs fastly.com/api/aio

type

string

string
integer
string
string

string

description

Free text field to record a note or description of the condition, which will be displayed in the
management web interface.

Name of the condition. Required.

Priority assigned to condition. Lower numbers execute first. Defaults to 0.
The ID of the service to which to attach the condition.

A conditional expression in VCL used to determine if the condition is met.
Type of the condition. Required.

Make the condition available everywhere. This type of condition may only reference VCL variables
that are accessible throughout the VCL flow.

Make the condition available in the vc1 fetch subroutine at the fetch phase of the VCL flow. This
type of condition may access VCL variables in the beresp namespace.

Make the condition available in the vcl deliver subroutine at the delivery phase of the VCL flow.

This type of condition may access VCL variables in the resp namespace.
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field type description
fetch Make the condition available in the vcl miss and vcl pass subroutines at the prefetch phase of
refetc -
P the VCL flow. This type of condition may access VCL variables in the bereq namespace.

. . The version of the service to which to apply the condition. The specified version must be unlocked

version integer ..
to allow editing.
Actions

GET /service/ service_id /version/ version /condition

Gets all conditions for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/condition HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "testcondition",
"priority": "10",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"statement": "req.url.basename == \"index.html\"",
"type": "CACHE",
"version": "1"
}

GET /service/ service_id /version/ version /condition/ name

Gets the specified condition.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/condition/testcondition HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "testcondition",
"priority": "10",
"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"statement": "req.url.basename == \"index.html\"",
"type": "CACHE",
"version": "1"
}

POST /service/ service_id /version/ version /condition
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Creates a new condition.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUl1Z0isxPaozGVKXdv0eY/version/1l/condition HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=testcondition&statement=req.url.basename%$20%3D%3D%20%22index.html%22&type=REQUEST&priority=10

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "testcondition",
"priority": "10",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"statement": "req.url.basename == \"index.html\"",
"type": "REQUEST",
"version": "1"
}

PUT /service/ service_id /version/ version /condition/ old_name

Updates the specified condition.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
) Old name of the condition object (used to select the correct condition object if the name has been
old_name string

changed).

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/condition/testcondition HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

statement=req.url.basename%20%3D%3D%20%22index.html1%22&priority=10

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "testcondition",
"priority": "10",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"statement": "reqg.url.basename == \"index.html\"",
"type": "CACHE",
"version": "1"
}

DELETE /service/ service_id /version/ version /condition/ name

Deletes the specified condition.
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Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/l/condition/testcondition HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"status": "ok"
}
Dictionary

A Dictionary is a VCL data table that stores key-value pairs accessible to VCL during request processing. New, empty dictionaries
can be attached to a draft version of a service, which must be activated for the dictionary to be included in VCL. Once installed, a
dictionary's items may be updated via API calls without having to activate a new version of the associated service configuration. To
remove a dictionary, delete it on a draft version of a service (one that is not locked and not active). Once removed, activate the draft
service version without the dictionary.

Fields

field type description

created_at string Time-stamp (UTC) when the dictionary was created.

deleted_at string Time-stamp (UTC) when the dictionary was deleted.

id string The alphanumeric string identifying a dictionary.

name string Name for the Dictionary.

service_id string The ID of the service to which the dictionary is attached.

updated_at string Time-stamp (UTC) when the dictionary was updated.

version integer The vers.io'n of the service to apply to the dictionary. The specified version must be unlocked to

allow editing.

write_only boolean Determines if items in the dictionary are readable or not.

Actions

/service/ service_id /version/ version /dictionary

List all dictionaries for the version of the service.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlz0isxPaozGVKXdvOeY/version/1l/dictionary HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio 60/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions
https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions

5/19/2020 Fastly API Documentation

{
"created at": "2016-04-29T22:16:23+00:00",
"deleted_at": null,
"id": "3vjTN8v107nOAY7aNDGOL",
"name": "my dictionary",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"updated_at": "2016-04-29T22:16:23+00:00",
"version": 1,
"write only": false

}

GET /service/ service_id /version/ version /dictionary/ name

Retrieve a single dictionary by name for the version and service.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/dictionary/my dictionary HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-05-03T16:11:41+00:00",
"deleted_at": null,

"id": "5clCytcTJdrnvPi8wjqPHOqg",

"name": "my dictionary",

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"updated_at": "2016-05-03T16:20:35+00:00",
"version": 1,

"write only": false

POST /service/ service_id /version/ version /dictionary

Create named dictionary for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZz0isxPaozGVKXdv0OeY/version/l/dictionary HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_ dictionary

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"created_at": "2016-05-03T16:11:41+00:00",
"deleted at": null,
"id": "5BclCytcTJrnvPi8wjgPHOgQ",
"name": "my dictionary",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"updated at": "2016-05-03T16:11:41+00:00",
"version": 1,
"write_only": false

}

Fastly API Documentation

PUT /service/ service_id /version/ version /dictionary/ old_name

Update named dictionary for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Old name of the dictionary object (used to select the correct dictionary object if the name has been

Parameters
parameter type description
old_name string

changed).

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/l/dictionary/my dictionary HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=updated dictionary

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"created _at": "2016-05-03T16:11:41+00:00",
"deleted_at": null,
"id": "5clCytcTJrnvPi8wjqPHOqgQ",
"name": "updated dictionary",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"updated_at": "2016-05-03T16:11:41+00:00",
"version": 1,
"write_only": false

}

DELETE /service/ service_id /version/ version /dictionary/ name

Delete named dictionary for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/dictionary/my dictionary HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

}
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Dictionary Info

Dictionary Info is a set of metadata describing properties of a dictionary which change as items are added and removed.

Fields

field type

last_updated string

item_count integer
digest string
Actions

Fastly API Documentation

description
Time-stamp (UTC) when the dictionary was last updated or an item was added or removed.
The number of items currently in the dictionary.

A hash of all the dictionary content.

/service/ service_id /version/ version /dictionary/ id /info

Retrieve metadata for a single dictionary by ID for a version and service.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/dictionary/5¢clCytcTJIrnvPi8wjgPHOg/info HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

{
"item count": 1,
"last updated":

}

Dictionary Iltem

A Dictionary ltem is a single key-value pair that makes up an entry in a Dictionary. Dictionary Items can be added, removed and

"2019-06-04 19:23:11",
"digest": "43ee763040973ca602549c94c5357a41c280afbb54e48d436af88£4e40d473081"

modified without activating a new version of the associated service.

Fields
field

created_at
deleted_at

dictionary_id
item_key
item_value
service_id

updated_at

Actions

type

string

string

string
string
string
string

string

description
Time-stamp (UTC) when the item was created.

Time-stamp (UTC) when the item was deleted. In practice deleted items cannot be retrieved, so
this property will always be null.

The ID of the dictionary containing this item.
Item key, maximum 256 characters.

Item value, maximum 8000 characters.

The ID of the service the Dictionary belongs to.

Time-stamp (UTC) when the item was updated.

/service/ service_id /dictionary/ dictionary_id /items

https://docs fastly.com/api/aio
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List of Dictionaryltems given service and dictionary ID.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/dictionary/5clCytcTIJrnvPi8wjqPHOg/items HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"dictionary id": "5clCytcTJrnvPi8wjgqPHOgq",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"item key": "some key",
"item value": "some value",
"created_at": "2016-04-21T18:14:32+00:00",
"deleted_at": null,
"updated at": "2016-04-21T18:14:32+00:00"
}

GET /service/ service_id /dictionary/ dictionary_id /item/ item_key

Retrieve a single Dictionaryltem given service, dictionary ID and item key.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/dictionary/5clCytcTJIrnvPi8wjgPHOg/item/some key HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"dictionary id": "5clCytcTJrnvPi8wjqPHOqQ",
"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"item key": "some key",
"item value": "some value",
"created _at": "2016-04-21T18:14:32+00:00",
"deleted_at": null,
"updated _at": "2016-04-21T18:14:32+00:00"
}

POST /service/ service_id /dictionary/ dictionary_id /item

Create Dictionaryltem given service, dictionary ID, item key, and item value.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0OeY/dictionary/5clCytcTIrnvPi8wjqPHOg/item HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

item key=some key&item value=some value
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"dictionary id": "5clCytcTJrnvPi8wjgqPHOqQ",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"item key": "some key",
"item value": "some_value",
"created_at": "2016-04-21T18:14:32+00:00",
"deleted_at": null,
"updated at": "2016-04-21T18:14:32+00:00"
}

PUT /service/ service_id /dictionary/ dictionary_id /item/ item_key

Upsert Dictionaryltem given service, dictionary ID, item key, and item value.

Authentication

API token of a user with at least Engineer permissions.

Request Example

PUT /service/SUlZ0isxPaozGVKXdv0eY/dictionary/5clCytcTIrnvPi8wjgPHOg/item/some key HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

item value=new_ value

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"dictionary id": "5clCytcTJrnvPi8wjqPHOqQ",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"item key": "some key",
"item value": "new value",
"created at": "2016-04-21T18:14:32+00:00",
"deleted_at": null,
"updated_at": "2016-04-21T18:14:32+00:00"
}

PATCH /service/ service_id /dictionary/ dictionary_id /item/ item_key

Update Dictionaryltem given service, dictionary ID, item key, and item value.

Authentication

API token of a user with at least Engineer permissions.

Request Example

PATCH /service/SU1Z0isxPaozGVKXdvOeY/dictionary/5¢clCytcTJrnvPi8wjqPHOg/item/some key HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

item value=new_value

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"dictionary id": "5clCytcTJrnvPi8wjqPHOqQ",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"item_key": "some_ key",
"item value": "new value",
"created_at": "2016-04-21T18:14:32+00:00",
"deleted at": null,
"updated _at": "2016-04-21T18:14:32+00:00"
}

PATCH /service/ service_id /dictionary/ dictionary_id /items

Update Dictionaryltem in batch for given service, dictionary ID and key/value pairs for items.

Authentication

API token of a user with at least Engineer permissions.

Request Example

PATCH /service/SU1Z0isxPaozGVKXdvOeY/dictionary/5¢clCytcTIrnvPi8wjqPHOq/items HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/json

Accept: application/json

{
"items": [
{
"op": "create",
"item key": "some key",
"item value": "new_value"
I
{
"op": "update",
"item key": "some_ key",
"item value": "new_value"
I
{
"op": "upsert",
"item key": "some key",
"item value": "new value"
I
{
"op": "delete",
"item key": "some key",
I
]
}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

DELETE /service/ service_id /dictionary/ dictionary_id /item/ item_key

Delete Dictionaryltem given service, dictionary ID, and item key.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0eY/dictionary/5clCytcTJIrnvPi8wjgPHOq/item/some key HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example
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HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Diff

See the changes in configuration between two different versions of a service.

Fields

field type description
from integer The version number being diffed from.
to integer The version number being diffed to.
format string The format the diff is being returned in (text, html or html_simple).
diff string The differences between two specified versions.
Actions

/service/ service_id /diff/from/ from /to/ to

Get diff between two versions

Authentication

API token.
Parameters
parameter type description
. The version to diff from. Can either be a positive number from 1to your maximum version or a
from integer . . .
negative number from -1 down (-1 is latest version etc)
to integer The version to diff to. Uses same numbering scheme as from.
format string Optional method to format the diff field. Can either be text (default), html or html_simple.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/diff/from/1/to/2 HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"from": 1,
"to": 2,
"format": "text",
"diff": "
backends:
- name: My Backend
address: backend.example.com
auto_loadbalance: '0'
between bytes timeout: 10000
client cert:
comment: '
connect_timeout: 1000
first byte timeout: 15000
healthcheck:
hostname: www.example.com
ipvé:
ipvé6:
max_conn: 200
port: 80
request_condition:
shield:
ssl ca cert:
ssl _client_ cert:
ssl _client key:
ssl_hostname:
use_ssl: false
weight: 100
cache_settings: []
comment: '
conditions: []
deployed:
directors: []
domains:
- name: www.example.com

comment :
gzips: []
-headers: []
+headers:
+- name: Debug
action: set
cache _condition:
dst: http.X-Test
ignore_if set: '0'
priority: '10'

request condition:
response_condition:
src: '\"testing\"'

+

+

+

+

+

+ regex: '

+

+

+

+ substitution:

+ type: request

healthchecks: []

origins: []

request_settings: []

response_objects: []

service id: SU1Z0isxPaozGVKXdv0eY

settings:
general.default host: "'
general.default ttl: 3600

snippets: []

staging:

syslogs: []

testing:

vels: []

wordpress: []"

Director

A Director is responsible for balancing requests among a group of Backends. In addition to simply balancing, Directors can be
configured to attempt retrying failed requests. Additionally, Directors have a quorum setting which can be used to determine when
the Director as a whole is considered "up", in order to prevent "server whack-a-mole" following an outage as servers come back up.

Only directors created via the APl can be modified via the API. Directors known as "autodirectors" that are created automatically
when load balancing groups of servers together cannot be modified or retrieved via the API.

https://docs fastly.com/api/aio 68/308



5/19/2020 Fastly API Documentation

Fields

field type description

backends array List of backend associated with this director.
capacity integer Unused.

comment string Description field.

created_at string Time-stamp (GMT) when the Director was created.
deleted_at string Time-stamp (GMT) when the Director was deleted.
name string Name for the Director.

The percentage of capacity that needs to be up for a director to be considered up. Integer, 0 to

uorum integer
9 g 100 (default: 75)
service_id string The alphanumeric string identifying a service.
Selected POP to serve as a shield for the backends. Optional. Defaults to null meaning no origin
shield string shielding if not set. Refer to the datacenters API endpoint to get a list of available POPs used for
shielding.
. What type of load balance group to use. Integer, 1, 3, or 4. Values: 1=random, 3=hash, 4=client.
type integer
(default: 1)
updated_at string Time-stamp (GMT) when the Director was updated.
retries integer How many backends to search if it fails. (default: 5)
version integer The current version of a service.
Actions

/service/ service_id /version/ version /director

List the directors for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/director HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"backends": [],

"capacity": 100,

"comment": "",

"created at": "2016-05-04T21:19:41+00:00",
"deleted_at": null,

"name": "test-director",

"quorum": 75,

"retries": 20,

"service_id": "SUlZ0isxPaozGVKXdv0eY",
"shield": null,

"type": 1,

"updated _at": "2016-05-04T21:29:15+00:00",
"version": 1
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GET /service/ service_id /version/ version /director/ name

Get the director for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0OeY/version/l/director/test-director HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"backends": [],
"capacity": 100,
"comment": "",
"created _at": "2016-05-04T21:19:41+00:00",
"deleted_at": null,
"name": "test-director",
"quorum": 75,
"retries": 10,
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"shield": null,
"type": 1,
"updated_at": "2016-05-04T21:29:15+00:00",
"version": 1
}

POST /service/ service_id /version/ version /director

Create a director for a particular service and version

Authentication

API| token of a user with at least Engineer permissions.

Request Example

POST /service/SUl1Z0isxPaozGVKXdv0eY/version/l/director HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-director

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"backends": [],
"capacity": 100,
"comment": "",
"created_at": "2016-05-04T21:16:22+00:00",
"deleted at": null,
"name": "test-director",
"quorum": 75,
"retries": 5,
"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"shield": null,
"type": 1,
"updated_at": "2016-05-04T21:16:22+00:00",
"version": 1
}

PUT /service/ service_id /version/ version /director/ name
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Update the director for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

PUT /service/SUlz0isxPaozGVKXdv0eY/version/l/director/test-director HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

id=updated-director&retries=10

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"backends": [],
"capacity": 100,
"comment": "",
"created _at": "2016-05-04T21:19:41+00:00",
"deleted_at": null,
"name": "test-director",
"quorum": 75,
"retries": 10,
"service_ id": "SU1Z0isxPaozGVKXdv0eY",
"shield": null,
"type": 1,
"updated_at": "2016-05-04T21:19:41+00:00",
"version": 1
}

DELETE /service/ service_id /version/ version /director/ name

Delete the director for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/l/director/test-director HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Director Backend

Maps and relates backends as belonging to directors. Backends can belong to any number of directors but directors can only hold

one reference to a specific backend.

Fields

field type description
backend_name string Name of the backend to map to the specified director.
created_at string Time-stamp (GMT) when the relationship was created.
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field type description
deleted_at string Time-stamp (GMT) when the relationship was deleted.
director string Name of the director.
service_id string The alphanumeric string identifying a service.
updated_at string Time-stamp (GMT) when the relationship was updated.
version integer The current version of a service.

Actions

/service/ service_id /version/ version /director/ director_name /backend/ backend_name

Returns the relationship between a Backend and a Director. If the Backend has been associated with the Director, it returns a simple
record indicating this. Otherwise, returns a 404.

Authentication

API| token of a user with at least Engineer permissions.

Parameters

parameter type description

director_name string The director name.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/l/director/test-director/backend/test-backend HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json;charset=utf-8

{
"backend name": "test-backend",
"created_at": "2016-05-05T20:26:56+00:00",
"deleted_at": null,
"director name": "test-director",
"service_ id": "SU1Z0isxPaozGVKXdvO0eY",
"updated_at": "2016-05-05T20:26:56+00:00",
"version": 1

}

/service/ service_id /version/ version /director/ director_name /backend/ backend_name

Establishes a relationship between a Backend and a Director. The Backend is then considered a member of the Director and can be
used to balance traffic onto.

Authentication

API token of a user with at least Engineer permissions.

Parameters

parameter type description

director_name string The director name.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/version/l/director/test-director/backend/test-backend HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example
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HTTP/1.1 200 OK
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Content-Type: application/json;charset=utf-8

{
"backend name": "test-backend",
"created_at": "2016-05-05T20:24:29+00:00",
"deleted at": null,
"director name": "test-director",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"updated_at": "2016-05-05T20:24:29+00:00",
"version": 1

}

/service/ service_id /version/ version /director/ director_name /backend/ backend_name

Deletes the relationship between a Backend and a Director. The Backend is no longer considered a member of the Director and thus

will not have traffic balanced onto it from this Director.

Authentication

API token of a user with at least Engineer permissions.

Parameters

parameter type

director_name string

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/l/director/test-director/backend/test-backend HTTP/1.1

description

The director name.

Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json;charset=utf-8

{
"status": "ok"
}
Domain

A domain represents the domain name through which visitors will retrieve content. There can be multiple domains for a service.

Fields

field type
comment string
name string

service_id string

version integer

Actions

description

A personal freeform descriptive note.

The name of the domain or domains associated with this service.

The alphanumeric string identifying a service.

The current version of a service.

/service/ service_id /version/ version /domain/check_all

Checks the status of all domains' DNS records for a Service Version. Returns an array of 3 items. The first is the details for the
domain, the second is the current CNAME of the domain, and the third is a boolean indicating whether or not it has been properly

setup to use Fastly.

Authentication

API token of a user with at least Engineer permissions.
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Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/l/domain/check_all HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "www.example.com",
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"version": 1

I

"global.prod.fastly.net.",
true

GET /service/ service_id /version/ version /domain/ name /check

Checks the status of a specific domain's DNS record for a Service Version. Returns an array in the same format as
domain/check_all.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/domain/www.example.com/check HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "www.example.com",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": 1

b

"global.prod.fastly.net.",
true

GET /service/ service_id /version/ version /domain

List all the domains for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/domain HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"comment": "",
"name": "www.example.com",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": 1

}

GET /service/ service_id /version/ version /domain/ name

Get the domain for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/domain/www.example.com HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "www.example.com",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": 1

}

POST /service/ service_id /version/ version /domain

Create a domain for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/l/domain HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=www. example .Ccom

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"comment": "",
"name": "www.example.com",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": 1

}

PUT /service/ service_id /version/ version /domain/ old_name

Update the domain for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.
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Parameters

parameter type

old_name string

Request Example

Fastly API Documentation

description

Old name of the domain object (used to select the correct domain object if the name has been

changed).

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/l/domain/www.example.com HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=www.updated-example.com

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

{
"comment": "",
"name": "www.updated-example.com",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": 1

}

/service/ service_id /version/ version /domain/ name

Delete the domain for a particular service and versions

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/l/domain/test-domain HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

"status": "ok"

Gzip

Gzip configuration allows you to choose resources to automatically compress.

Fields
field

cache_condition

content_types

extensions
name
service_id

https://docs fastly.com/api/aio

type

string

string

string

string

string

description
The CACHE condition controlling when this gzip configuration applies. This field is optional.

Space-separated list of content types to compress. If you omit this field a default list will be
used.

Space-separated list of file extensions to compress. If you omit this field a default list will be
used.

The name of the gzip configuration.

The alphanumeric string identifying a service.
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field type description
version integer The current version of a service.
Actions

GET /service/ service_id /version/ version /gzip

List all gzip configurations for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlzZ0isxPaozGVKXdvOeY/version/2/gzip HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"cache_condition": ""
"content types": "text/html text/css application/javascript",
"extensions": "html css js",
"name": "gzip-config-name",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1"
}

GET /service/ service_id /version/ version /gzip/ name

Get the gzip configuration for a particular service, version, and name.

Authentication

APl token of a user with at least Engineer permissions.

Parameters
parameter type description
name string Name of the gzip object

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/2/gzip/fonts HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"cache_condition": ""
"content types": "text/html text/css application/javascript",
"extensions": "html css js",
"name": "gzip-config-name",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1"
}

POST /service/ service_id /version/ version /gzip
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Create a named gzip configuration on a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/2/gzip HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

name=gzip-config-name \
&cache condition= \
&extensions=html%20css%20]js \
&content types=text/html%20text/css%20application/javascript

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"cache_condition": ""
"content types": "text/html text/css application/javascript",
"extensions": "html css js",
"name": "gzip-config-name",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1"
}

PUT /service/ service_id /version/ version /gzip/ old_name

Update a named gzip configuration on a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Parameters
parameter type description
old_name string Old name of the gzip object (used to select the correct gzip object if the name has been changed).

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/2/gzip HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

cache condition= \
&extensions=html%20css%20js \
&content types=text/html%20text/css%20application/javascript

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"cache_condition": "",
"content_ types": "text/html text/css application/javascript",
"extensions": "html css js",
"name": "gzip-config-name",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1"
}

DELETE /service/ service_id /version/ version /gzip/ name

Delete a named gzip configuration on a particular service and version
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Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
name string Name of the gzip object

Request Example

DELETE /service/SUl1Z0isxPaozGVKXdvOeY/version/2/gzip HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Header

Header objects are used to add, modify, or delete headers from requests and responses. The header content can be simple strings
or be derived from variables inside Varnish. Regular expressions can be used to customize the headers even further.

Fields

field type description
action string Accepts a string value, one of:
set - Sets (or resets) a header
append - Appends to an existing header
delete - Delete a header
regex - Perform a single regex replacement on a header
regex_repeat - Perform a global regex replacement on a header
cache_condition string Optional name of a CacheCondition to apply.
dst string Header to set.
ignore_if_set integer Don't add the header if it is added already. (Only applies to 'set' action)
name string A handle to refer to this Header object.
priority integer Lower priorities execute first. (Default: 100.)
regex string Regular expression to use (Only applies to 'regex' and 'regex_repeat' actions).
request_condition string Optional name of a RequestCondition to apply.
response_condition string Optional name of a ResponseCondition to apply.
service_id string The alphanumeric string identifying a service.
src string Variable to be used as a source for the header content. (Does not apply to 'delete' action)

Value to substitute in place of regular expression. (Only applies to 'regex' and

substitution string
'regex_repeat’)
type string Accepts a string value, one of:
request - Performs on the request before lookup occurs
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field type
fetch -
cache -
response -

version integer

Actions

Fastly API Documentation

description

Performs on the request to the origin server

Performs on the response before it's stored in the cache
Performs on the response before delivering to the client

The current version of a service.

GET /service/ service_id /version/ version /header

Retrieves all Header objects for a particular Version of a Service.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0OeY/version/1l/header HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "set",

"cache condition": null,
"dst": "http.foo",
"ignore if set": 0,

"name": "testheader",
"priority": "10",

"regex": "",
"request_condition": null,
"response_condition": null,

"service_id": "SU1Z0isxPaozGVKXdvOeY",

"src": "client.ip",
"substitution": "",
"type": "request",

"version": "1"

GET /service/ service_id /version/ version /header/ name

Retrieves a Header object by name.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/header/testheader HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"action": "set",

"cache condition": null,
"dst": "http.foo",
"ignore if set": O,
"name": "testheader",
"priority": "10",
"regex": ""

"request_condition": null,

"response condition": null,
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"src": "client.ip",

"substitution": "",

"type": "request",

"version": "1"

POST /service/ service_id /version/ version /header

Creates a new Header object.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/l/header HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=testheader&type=requesté&action=set&dst=http.foo&src=client.ip&ignore if set=0&priority=10

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "set",
"cache_condition": null,
"dst": "http.foo",
"ignore if set": 0,
"name": "testheader",
"priority": "10",
"regex": ""

"request_condition": null,

"response condition": null,
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"src": "client.ip",

"substitution": "",

"type": "request",

"version": "1"

PUT /service/ service_id /version/ version /header/ old_name

Modifies an existing Header object by name.

Authentication

API| token of a user with at least Engineer permissions.

Parameters
parameter type description
. Old name of the header object (used to select the correct header object if the name has been
old_name string

changed).

Request Example
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PUT /service/SU1Z0isxPaozGVKXdvOeY/version/1l/header/testheader HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updatedtestheader&type=fetch&action=append&dst=http.foo&src=client.ip&ignore if set=0&priority=10

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "append",

"cache condition": null,
"dst": "http.foo",
"ignore if set": 0,

"name": "updatedtestheader",
"priority": "10",

"regex": ""
"request_condition": null,
"response condition": null,

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"src": "client.ip",
"substitution": "",
"type": "fetch",

"version": "1"

/service/ service_id /version/ version /header/ name

Deletes a Header object by name.

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SU1Z0isxPaozGVKXdv0OeY/version/l/header/testheader HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Healthcheck

Healthchecks are used to customize the way Fastly checks on your Backends. If an origin server is marked unhealthy due to health
checks, Fastly will stop attempting to send requests to it. If all origin servers are marked unhealthy, Fastly will attempt to serve

stale. If no stale object is available, a 503 will be returned to the client.

Fields

field type
check_interval integer
comment string

expected_response integer
host string

http_version integer

https://docs fastly.com/api/aio

description

How often to run the healthcheck in milliseconds.

A comment.
The status code expected from the host.
Which host to check.

Whether to use version 1.0 or 1.1 HTTP.
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field type description

initial integer When loading a config, the initial number of probes to be seen as OK.

method string Which HTTP method to use.

name string The name of the healthcheck.

path string The path to check.

service_id string The alphanumeric string identifying a service.

threshold integer How many healthchecks must succeed to be considered healthy.

timeout integer Timeout in milliseconds.

version integer The current version of a service.

window integer The number of most recent healthcheck queries to keep for this healthcheck.
Actions

/service/ service_id /version/ version /healthcheck

List all of the healthchecks for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/healthcheck HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"check_interval": 5000,
"comment": "",

"expected response": 200,
"host": "example.com",
"http_version": "1.1",
"initial": 2,

"method": "HEAD",

"name": "example-healthcheck",
"path": "/test.txt",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"threshold": 3,

"timeout": 500,

"version": 1,

"window": 5

/service/ service_id /version/ version /healthcheck/ name

Get the healthcheck for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlzZ0isxPaozGVKXdv0OeY/version/1l/healthcheck/example-healthcheck HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"check_interval": 5000,
"comment": "",
"expected_response": 200,
"host": "example.com",

"http version": "1.1",
"initial": 2,

"method": "HEAD",

"name": "example-healthcheck",
"path": "/test.txt",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"threshold": 3,

"timeout": 500,

"version": 1,

"window": 5

POST /service/ service_id /version/ version /healthcheck

Create a healthcheck for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

POST /service/SUlz0isxPaozGVKXdvOeY/version/1l/healthcheck HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=example-healthcheck&host=example.com&path=/test.txt

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"check_interval": 5000,
"comment": "",

"expected response": 200,
"host": "example.com",

"http version": "1.1",
"initial": 2,

"method": "HEAD",

"name": "example-healthcheck",
"path": "/test.txt",

"service id": "SU1Z0isxPaozGVKXdvO0eY",
"threshold": 3,

"timeout": 500,

"version": 1,

"window": 5

PUT /service/ service_id /version/ version /healthcheck/ old_name

Update the healthcheck for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Parameters

parameter type description
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parameter type description

. Old name of the healthcheck object (used to select the correct healthcheck object if the name has
old_name string
been changed).

Request Example

PUT /service/SU1Zz0isxPaozGVKXdvOeY/version/1l/healthcheck/example-healthcheck HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-healthcheck

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"check_interval": 5000,
"comment": "",

"expected response": 200,
"host": "example.com",
"http_version": "1.1",
"initial": 2,

"method": "HEAD",

"name": "updated-healthcheck",
"path": "/test.txt",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"threshold": 3,

"timeout": 500,

"version": 1,

"window": 5

/service/ service_id /version/ version /healthcheck/ name

Delete the healthcheck for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/l/healthcheck/test-healthcheck HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Request Settings

Settings used to customize Fastly's request handling. When used with Conditions the Request Settings object allows you to fine
tune how specific types of requests are handled.

Fields

field type description

i i Allows you to terminate request handling and immediately perform an action. When set it
action strin
J can be lookup or pass (ignore the cache completely).
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field type description
bypass_busy_wait boolean Disable collapsed forwarding, so you don't wait for other objects to origin.
default_host string Sets the host header.
force._miss boolean Allows y.ou to force a cache miss for the request. Replaces the item in the cache if the
content is cacheable.
force_ssl boolean Forces the request use SSL (redirects a non-SSL to SSL).
Injects Fastly-Geo-Country, Fastly-Geo-City, and Fastly-Geo-Region into the request
geo_headers boolean headers.
hash_keys string Comma separated list of varnish request object fields that should be in the hash key.
max_stale_age integer How old an object is allowed to be to serve stale-if-error or stale-while-revalidate.
name string Name for the request settings.
request_condition string Name of condition object used to test whether or not these settings should be used.
service_id string The alphanumeric string identifying a service.
timer_support boolean Injects the X-Timer info into the request for viewing origin fetch durations.
version integer The current version of a service.
xff string Short for X-Forwarded-For, should be clear, leave, append, append_all, or overwrite.
Actions

/service/ service_id /version/ version /request_settings

Returns a list of all Request Settings objects for the given service and version.

Authentication

API| token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/request settings HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "lookup",
"bypass_busy wait": "0",
"default_host": null,
"force miss": "0",
"force_ssl": "1",
"geo_headers": "1",
"hash _keys": "null",
"max_stale_age": "60",
"name": "testrequest",
"request condition": "",
"service_id": "SUlZ0isxPaozGVKXdv0eY",
"timer_ support": "0",
"version": "1",

"xff": "append"

/service/ service_id /version/ version /request_settings/ name

Gets the specified Request Settings object.
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Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/request settings/testrequest HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "lookup",
"bypass_busy wait": "0",
"default_host": null,
"force miss": "0",
"force_ssl": "1",
"geo_headers": "1",
"hash keys": "null",
"max_stale_age": "60",
"name": "testrequest",
"request condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timer support": "0",
"version": "1",

"xff": "append"

POST /service/ service_id /version/ version /request_settings

Creates a new Request Settings object.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdvOeY/version/l/request settings HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

hash keys=null&action=lookup&xff=append&force miss=0&timer support=0&force ssl=1&geo headers=1l&name=testrequest&bypa
ss_busy wait=0&max stale age=60

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "lookup",
"bypass_busy wait": 0,
"default_host": null,
"force miss": 0,
"force_ssl": 1,
"geo_headers": 1,
"hash_keys": "null",
"max_stale age": "60",
"name": "testrequest",
"request_condition": ""

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timer support": 0,

"version": "1",

"xff": "append"

PUT /service/ service_id /version/ version /request_settings/ old_name

Updates the specified Request Settings object.

https://docs fastly.com/api/aio
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Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
. Old name of the Request Settings object (used to select the correct Request Settings object if the
old_name string

name has been changed).

Request Example

PUT /service/SUlZz0isxPaozGVKXdv0OeY/version/l/request_ settings/testrequest HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

hash keys=null&action=lookup&xff=append&force miss=0&timer support=0&force ssl=1&geo headers=1&name=updated-
testrequest&bypass_busy wait=0&max_ stale age=60

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"action": "lookup",
"bypass_busy wait": 0,
"default_host": null,
"force miss": 0,
"force_ssl": 1,
"geo_headers": 1,

"hash keys": "null",
"max_stale_age": "60",

"name": "updated-testrequest",
"request_condition": ""

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timer support": 0,

"version": "1",

"xff": "append"

DELETE /service/ service_id /version/ version /request_settings/ name

Removes the specified Request Settings object.

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/l/request settings/testrequest HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Response Object

Allows you to create synthetic responses that exist entirely on the varnish machine. Useful for creating error or maintenance pages
that exists outside the scope of your datacenter. Best when used with Condition objects.

Fields
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field type description

cache._condition string Name of: the cc.)ndition checlfed a.fter we have retrieved an object. If the condition passes
then deliver this Request Object instead.

content string The content to deliver for the response object, can be empty.

content_type string The MIME type of the content, can be empty.

name string Name that identifies the Response Object.

status string The HTTP Status Code, defaults to 200.

response string The HTTP Response, defaults to "Ok"

¢ diti i Name of the condition to be checked during the request phase. If the condition passes then
request_condition strin . . . .
q 7 this object will be delivered.

service_id string The alphanumeric string identifying a service.
version integer The current version of a service.
Actions

/service/ service_id /version/ version /response_object

Returns all Response Objects for the specified service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/response object HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"cache_condition":
"content": "this message means all is okay",
"content type": "text/plain",

"name": "testresponse",

"request_condition": ""

"response": "Ok",

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"status": "200",

"version": "1"

/service/ service_id /version/ version /response_object/ name

Gets the specified Response Object.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/response object/testresponse HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example
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HTTP/1.1 200 OK
Content-Type: application/json

"cache_condition": ’

"content": "this message means all is okay",
"content type": "text/plain",

"name": "testresponse",

"request_condition": "",

"response": "Ok",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"status": "200",

"version": "1"

POST /service/ service_id /version/ version /response_object

Creates a new Response Object.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

POST /service/SU1zZ0isxPaozGVKXdv0OeY/version/1l/response_object HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

status=200&response=0Ok&name=testresponse&content=this+message+means+all+is+okay

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"cache_condition": ,

"content": "this message means all is okay",
"content_ type": null,

"name": "testresponsel",
"request_condition": "",

"response": "Ok",

"service_ id": "SU1Z0isxPaozGVKXdvO0eY",
"status": "200",

"version": "1"

PUT /service/ service_id /version/ version /response_object/ old_name

Updates the specified Response Object.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
. Old name of the Response object (used to select the correct Response object if the name has been
old_name string

changed).

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/response object/testresponse HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

status=200&response=0k&name=testresponse&content=THIS+MESSAGE+MEANS+ALL+IS+OKAY
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"cache_condition": ’

"content": "THIS MESSAGE MEANS ALL IS OKAY",
"content type": null,

"name": "testresponse",

"request_condition": "",

"response": "Ok",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"status": "200",

"version": "1"

/service/ service_id /version/ version /response_object/ name

Deletes the specified Response Object.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SU1Z0isxPaozGVKXdv0OeY/version/1l/response object/testresponse HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"status": "ok"
}
Service

A Service represents the configuration for a website, app, API, or anything else to be served through Fastly. A Service can have
many Versions, through which Backends, Domains, and more can be configured.

Fields
field type description
active boolean Indicates if the version is active for this service.
active_version array List of configuration for active version of a service.
backends array List of backend associated to this service.
cache_settings array List of cache_settings associated to this service.
comment string Description field.
conditions array List of conditions associated to this service.
created_at string Time-stamp (GMT) when the service was created.
customer_id string Which customer this service belongs to.
deployed boolean Unused at this time.
directors array List of directors associated to this service.
domain array List of domains associated to this service.
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field

gzips

headers
healthchecks
locked
logging_syslog
number

request_settings

response_objects

name
publish_key
service_id
settings
snippets
staging
testing

type
updated_at

vcls
version
versions

wordpress
Actions
/service

List Services

Authentication

type
array
array
array
boolean
array
integer
array
array
string
string
string
array
array
boolean
boolean

string

string

array
integer
array

array

Fastly API Documentation

description

List of gzip rules associated to this service.
List of headers associated to this service.

List of healthchecks associated to this service.

Indicates if this version is locked and uneditable.

List of logging services associated to this service.

Current version number of this service.

List of request_settings for this service.

List of response_objects for this service.

The name of this service.

What key to use for the publish streams.

The alphanumeric string identifying a service.
List of default settings for this service.

List of VCL snippets for this service.

Unused at this time.

Unused at this time.

The type of this service.

Time-stamp (GMT) when the service was updated. This Time-stamp is not updated when
dependent child objects are updated, only when attributes of the service itself are updated.

List of VCL for this service.
The current version of this service.
A list of versions associated with this service.

A list of wordpress rules with this service.

API| token of a user with at least Engineer permissions.

Request Example

GET /service HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

https://docs fastly.com/api/aio
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{

"comment": "",

"customer_ id": "x4xCwxxJxGCx123Rx5xTx",

"id": "SUlz0isxPaozGVKXdvOeY",

"name": "test service",

"type": "vcl",

"version": 1,

"versions": [

{
"active": null,
"comment": "",
"created_at": "2016-04-27T19:40:49",
"deleted _at": null,
"deployed": null,
"locked": "1",
"number": "1",
"service": "SU1Z0isxPaozGVKXdv0OeY",
"service_id": "SU1z0isxPaozGVKXdv0eY",
"staging": null,
"testing": null,
"updated at": "2016-05-09T16:27:00"
}
1
}

GET /service/ id /details

List detailed information on a specified service

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0OeY/details HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"acls": [1,
"active version": {
"active": true,
"backends": [],
"cache_settings": [],
"comment": "",
"conditions": [],
"deployed": true,
"dictionaries": [],
"directors": [],
"domains": [],
"gzips": [1,
"headers": [],
"healthchecks": [],
"locked": true,
"number": 1,
"request_settings": [],
"response objects": [],
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"settings": {
"general.default host": ""
"general.default pci": 0,
"general.default_ttl": 3600
Y
"snippets": [],
"staging": true,
"testing": true,
"vels": [1,
"wordpress": []
I
"comment": "",
"customer id": "x4xCwxxJxGCx123Rx5xTx",
"id": "SU1Z0isxPaozGVKXdv0OeY",
"name": "test service",

"type": lvvclll

GET /service/search

Get a specific service by name

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/search?name=test-service HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"comment" : ,
"customer id": "x4xCwxxJIxGCx123Rx5xTx",
"id": "SUlZ0isxPaozGVKXdv0eY",
"name": "test-service",
"type": "vcl",
"versions": [
{
"active": "1",
"backend": [],
"cache settings": [],
"comment": "",
"condition": [],
"created": "2016-04-27 19:40:52",
"deleted": "0000-00-00 00:00:00",
"deployed": "1",
"director": [],
"domain": [],
"gzip": [1,
"header": [],
"healthcheck": [],
"locked": "1",
"logging syslog": [],
"number": "2",
"request_settings": [],
"response_ object": [],
"service_id": "SU1z0isxPaozGVKXdv0eY",
"settings": {
"general.default_host": "",
"general.default pci": 0,
"general.default ttl": 3600
T
"staging": "1",
"testing": "1",
"updated": "2016-05-09 16:28:18",
"vel": [1,
"waf": [],
"wordpress": []

GET /service/ id

Get a specific service by id

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"comment" : ,
"created at":
"customer_id":

Fastly API Documentation

"2016-04-27T19:40:49+00:00",
"X4xCwxxJIxXGCx123RxX5XTx",

"deleted_at": null,
"id": "SU1Z0isxPaozGVKXdv0OeY",
"name": "test-service",

"publish key":
"type": "vcl",
"updated_at":
"versions": [

{

"3cl8bd0f5ada8f0cf54724d86c514a8eac4c9b75",

"2016-04-27T19:40:49+00:00",

"active": null,

"backend":

"comment" :

1,

nn
14

"created_at": "2016-04-27T19:40:49",
"deleted_at": null,

"deployed"
"locked":
"number" :
"service":

: null,

nyv,

lll"’
"SU1z0isxPaozGVKXdv0eY",

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"staging":
"testing":
"updated_a

null,
null,
t": "2016-05-09T16:27:00"

GET /service/ id /domain

List the domains within a service

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUl

7Z0isxPaozGVKXdv0eY/domain HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: applicat

V¥ Response Example

HTTP/1.1 200 OK

ion/json

Content-Type: application/json

"name": "www.example.com",

"SU1Z0isxPaozGVKXdv0eY",

{
"comment": "",
"locked": true,
"service_id":
"version": 1

}

POST /service

Create a service

Authentication

API token of a user

Request Example

with at least Engineer permissions.

POST /service HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-service

https://docs fastly.com/api/aio
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"comment" : ,

"created_at": "2016-05-09T20:46:46+00:00",
"customer id": "x4xCwxxJIxGCx123Rx5xTx",

"deleted_at": null,
"id": "SU1Z0isxPaozGVKXdv0eY",
"name": "test-service",

Fastly API Documentation

"publish key": "6c8a846405a7293dd13c0c7291ebf011fa4354e3",

"type": "Vcl",

"updated_at": "2016-05-09T20:46:46+00:00",

"versions": [

{
"active": null,
"backend": 0,

"comment" : ,

"created at": "2016-05-09T20:46:46",

"deleted_at": null,
"deployed": null,
"locked": "0",
"number": "1",

"service": "SUlZ0isxPaozGVKXdv0eY",
"service_id": "SU1lZ0isxPaozGVKXdv0eY",

"staging": null,
"testing": null,

"updated_at": "2016-05-09T20:46:46"

PUT /service/ id

Update a service

Authentication

APl token of a user with at least Engineer permissions.

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-service-name

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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{
"comment": "",
"created _at": "2016-05-09T20:46:46+00:00",
"customer id": "x4xCwxxJxGCx123Rx5xTx",
"deleted_at": null,
"id": "SU1Z0isxPaozGVKXdv0eY",
"name": "updated-test-service",
"publish key": "6c8a846405a7293dd13c0c7291ebf011fa4354e3",
"type": "vcl",
"updated _at": "2016-05-09T20:46:46+00:00",
"versions": [
{
"active": null,
"backend": 0,
"comment": "",
"created_at": "2016-05-09T20:46:46",
"deleted_at": null,
"deployed": null,
"locked": "0",
"number": "1",
"service": "SUl1Z0isxPaozGVKXdv0OeY",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"staging”": null,
"testing": null,
"updated_at": "2016-05-09T20:46:46"
}
]
}

/service/ id

Delete a service

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Settings

Handles default settings for a particular version of a service.

Fields

field type
general.default_host string
general.default_ttl integer
general.stale_if_error boolean

general.stale_if_error_ttl integer

service_id string

version integer

https://docs fastly.com/api/aio

description

The default host name for the version.

The default time-to-live (TTL) for the version.
Enables serving a stale object if there is an error. Default: false.

The default time-to-live (TTL) for serving the stale object for the version. Default:

43200 seconds.

The alphanumeric string identifying a service.

The current version of a service.
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Actions

GET /service/ service_id /version/ version /settings

Get the settings for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/settings HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"general.default _host": ""
"general.default ttl": 3600,
"general.stale_if error": false,
"general.stale_if error ttl": 43200,
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": 1

}

PUT /service/ service_id /version/ version /settings

Update the settings for a particular service and version.

NOTE: If you override TTLs with custom VCL, any general.default ttl value will not be honored and the expected behavior may
change.

Authentication

API token of a user with at least Engineer permissions.

Request Example

PUT /service/SUl1Z0isxPaozGVKXdvOeY/version/1l/settings HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

general.default ttl=4242&general.default host=www.example.com

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"general.default_host": "www.example.com",
"general.default ttl": 7200,
"general.stale if error": false,
"general.stale_if error ttl": 43200,
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": 1

Stats

Stats give you information on the usage and performance of your Service. They can be request by Service and over a particular time
span. Stats are broken down per datacenter, giving you information on how your Services are being used across the world. There is
now a more flexible, and fully featured Stats API| available

Fields
field type description
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field
start_time
end_time
year

month

Actions

type

integer
integer
integer

integer

Fastly API Documentation

description

Epoch timestamp for period request

Epoch timestamp for period request
Summarize a specific Y/M (requires month)

Summarize a specific month (requires year)

/service/ service_id /stats/summary

Get the stats from a service for a block of time. This lists all stats by PoP location, starting with AMS. This call requires parameters
to select block of time to query. Use either a timestamp range (using start_time and end_time) or a specified month/year combo

(using month and year)

Authentication

API token.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/stats/summary?year=2013&month=7 HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"stats": {

"AMS": {
"attack_block": 0,
"attack _body size":

Fastly API Documentation

0,

"attack header size": 0,

"attack synth": 0,
"blacklist": 0,
"body size": 47156,

"header size": 2548,

"hits": 0,
"hits_time": 0.0,
"http2": 0,
"imgopto": 0,
"ipvée": 0,

"log": 0,

"miss": 0,
"miss_time": 0.0,

"orig req body size": 0,

"orig_req_header size": 0,

"orig_resp body size": 0,

"orig resp header size": 0,

"otfp": O,
"pass": 3,
"pci": 0O,
"pipe": 0,
"requests": 3,
"shield": 0,
"status_1xx":
"status_200":
"status_ 204":
"status_2xx":
"status_301":
"status_302":
"status_304":
"status_3xx":

~

~

~

~

~

~

~

"status_4xx":
"status_503":
"status_ 5xx":
"synth": 0,
"tls": O,
"uncacheable": 0,

~

~

O O O O O O ©O W o w o
~

~

"video": 0

I

"additional data_centers": {}

VCL

A VCL is a Varnish configuration file used to customize the configuration for a Service.

Fields

field type
content string
main boolean
name string

service_id string

version integer

Actions

description

The VCL code to be included.

Set to true when this is the main VCL, otherwise false.

The name of this VCL.
The alphanumeric string identifying a service.

The current version of a service.

/service/ service_id /version/ version /vcl

List the uploaded VCLs for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

https://docs fastly.com/api/aio
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Request Example

GET /service/SU1Z0isxPaozGVKXdv0OeY/version/1/vcl HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"content": "backend default {\n .host = \"127.0.0.1\";\n .port = \"9092\";\n}\n\nsub vcl recv {\n set
reqg.backend = default;\n}\n\nsub vcl hash {\n set req.hash += req.url;\n set reqg.hash += req.http.host;\n
set reqg.hash += \"0\";\n}",

"main": false,

"name": "test-vcl",

"service_id": "SUlZ0isxPaozGVKXdv0eY",

"version": 1

GET /service/ service_id /version/ version /boilerplate

Return boilerplate VCL with the service's TTL from the settings.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/l/boilerplate HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: text/html;charset=utf8

*VCL*

GET /service/ service_id /version/ version /vcl/ name

Get the uploaded VCL for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Parameters

parameter type description

no_content boolean Omit VCL content (default 0)

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/vcl/test-vcl HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"content": "backend default {\n .host = \"127.0.0.1\";\n .port = \"9092\";\n}\n\nsub vcl recv {\n set
req.backend = default;\n}\n\nsub vcl hash {\n set reqg.hash += req.url;\n set reqg.hash += req.http.host;\n
set reqg.hash += \"0\";\n}",

"main": false,

"name": "test-vcl",

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"version": 1

GET /service/ service_id /version/ version /vcl/ name /content

Get the uploaded VCL for a particular service and version with HTML syntax highlighting Include line numbers by sending
lineno=true as arequest parameter

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/vcl/test-vcl/content HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{

"content": "<div class=\"highlight\"><pre> <span class=\"n\">backend</span> <span class=\"n\">default</span>
<span class=\"p\">{</span>\n <span class=\"o\">.</span><span class=\"n\">host</span> <span class=\"o\">=</span>
<span class=\"s\">&quot;127.0.0.1l&quot;</span><span class=\"p\">;</span>\n <span class=\"o\">.</span><span

class=\"n\">port</span> <span class=\"o\">=</span> <span class=\"s\">&quot;80&quot;</span><span class=\"p\">;
</span>\n <span class=\"p\">}</span>\n \n <span class=\"k\">sub </span><span class=\"nf\">vcl recv</span> <span
class=\"p\">{</span>\n <span class=\"n\">set</span> <span class=\"n\">reg</span><span class=\"o\">.</span><span
class=\"n\">backend</span> <span class=\"o\">=</span> <span class=\"n\">default</span><span class=\"p\">;</span>\n
<span class=\"p\">}</span>\n \n <span class=\"k\">sub </span><span class=\"nf\">vcl hash</span> <span class=\"p\">
{</span>\n <span class=\"n\">set</span> <span class=\"n\">reg</span><span class=\"o\">.</span><span
class=\"n\">hash</span> <span class=\"o\">+=</span> <span class=\"n\">reqg</span><span class=\"o\">.</span><span
class=\"n\">url</span><span class=\"p\">;</span>\n <span class=\"n\">set</span> <span class=\"n\">reg</span>
<span class=\"o\">.</span><span class=\"n\">hash</span> <span class=\"o\">+=</span> <span class=\"n\">reqg</span>
<span class=\"o\">.</span><span class=\"n\">http</span><span class=\"o\">.</span><span class=\"n\">host</span><span
class=\"p\">;</span>\n <span class=\"n\">set</span> <span class=\"n\">reg</span><span class=\"o\">.</span><span
class=\"n\">hash</span> <span class=\"o\">+=</span> <span class=\"s\">&quot;0&quot;</span><span class=\"p\">;
</span>\n <span class=\"p\">}</span>\n</pre></div>\n"

}

GET /service/ service_id /version/ version /vcl/ name /download

Download the specified VCL

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/vcl/test-vcl/download HTTP/1.1
Fast ly—Key H YOUR_FASTLY_TOKEN

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: text/plain

*VCL*

GET /service/ service_id /version/ version /generated_vcl
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Display the generated VCL for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/l/generated vcl HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"content": "backend default {\n .host = \"127.0.0.1\";\n .port = \"9093\";\n}\n\nsub vcl recv {\n set
req.backend = default;\n}\n\nsub vcl hash {\n set req.hash += req.url;\n set reqg.hash += req.http.host;\n
set req.hash += \"0\";\n}",

"main": false,

"name": "c46e2d848a9d3d9%9e86b85bdlb71616b7",

"service_id": "SU1Z0isxPaozGVKXdvOeY",

"version": "1"

GET /service/ service_id /version/ version /generated_vcl/content

Display the content of generated VCL with HTML syntax highlighting Include line numbers by sending lineno=true as arequest
parameter

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/l/generated vcl/content HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"content": "<div class=\"highlight\"><pre> <span class=\"n\">backend</span> <span class=\"n\">default</span>
<span class=\"p\">{</span>\n <span class=\"o\">.</span><span class=\"n\">host</span> <span class=\"o\">=</span>
<span class=\"s\">&quot;127.0.0.1l&quot;</span><span class=\"p\">;</span>\n <span class=\"o\">.</span><span
class=\"n\">port</span> <span class=\"o\">=</span> <span class=\"s\">&quot;80&quot;</span><span class=\"p\">;
</span>\n <span class=\"p\">}</span>\n \n <span class=\"k\">sub </span><span class=\"nf\">vcl recv</span> <span
class=\"p\">{</span>\n <span class=\"n\">set</span> <span class=\"n\">reg</span><span class=\"o\">.</span><span
class=\"n\">backend</span> <span class=\"o\">=</span> <span class=\"n\">default</span><span class=\"p\">;</span>\n
<span class=\"p\">}</span>\n \n <span class=\"k\">sub </span><span class=\"nf\">vcl hash</span> <span class=\"p\">
{</span>\n <span class=\"n\">set</span> <span class=\"n\">reqg</span><span class=\"o\">.</span><span
class=\"n\">hash</span> <span class=\"o\">+=</span> <span class=\"n\">req</span><span class=\"o\">.</span><span
class=\"n\">url</span><span class=\"p\">;</span>\n <span class=\"n\">set</span> <span class=\"n\">req</span>
<span class=\"o\">.</span><span class=\"n\">hash</span> <span class=\"o\">+=</span> <span class=\"n\">reqg</span>
<span class=\"o\">.</span><span class=\"n\">http</span><span class=\"o\">.</span><span class=\"n\">host</span><span
class=\"p\">;</span>\n <span class=\"n\">set</span> <span class=\"n\">reg</span><span class=\"o\">.</span><span
class=\"n\">hash</span> <span class=\"o\">+=</span> <span class=\"s\">&quot;0&quot;</span><span class=\"p\">;
</span>\n <span class=\"p\">}</span>\n</pre></div>\n"

}

POST /service/ service_id /version/ version /vcl

Upload a VCL for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example
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POST /service/SUl1Z0isxPaozGVKXdvOeY/version/1/vcl HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-vcl&content=<URL-encoded VCL code>

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"content": "backend default {\n .host = \"127.0.0.1\";\n .port = \"9092\";\n}\n\nsub vcl recv {\n set
req.backend = default;\n}\n\nsub vcl hash {\n set req.hash += req.url;\n set reqg.hash += req.http.host;\n
set reg.hash += \"0\";\n}",

"main": false,

"name": "test-vcl",

"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"version": 1

PUT /service/ service_id /version/ version /vcl/ name /main

Set the specified VCL as the main

Authentication

API| token of a user with at least Engineer permissions.

Request Example

PUT /service/SU1Z0isxPaozGVKXdvOeY/version/1l/vcl/test-vcl/main HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"content": "backend default {\n .host = \"127.0.0.1\";\n .port = \"9092\";\n}\n\nsub vcl recv {\n set
reqg.backend = default;\n}\n\nsub vcl hash {\n set reqg.hash += reqg.url;\n set reqg.hash += req.http.host;\n
set reqg.hash += \"0\";\n}",

"main": true,

"name": "test-vcl",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"version": 1

PUT /service/ service_id /version/ version /vcl/ old_name

Update the uploaded VCL for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
old_name string Old name of the VCL object (used to select the correct VCL object if the name has been changed).

Request Example

PUT /service/SU1Z0isxPaozGVKXdvOeY/version/1l/vcl/test-vcl HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

content=<URL-encoded VCL code>
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"content": "backend default {\n .host = \"127.0.0.1\";\n .port = \"9092\";\n}\n\nsub vcl recv {\n set
reqg.backend = default;\n}\n\nsub vcl hash {\n set req.hash += req.url;\n set reqg.hash += req.http.host;\n
set reg.hash += \"0\";\n}",

"main": false,

"name": "test-vcl",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": 1

/service/ service_id /version/ version /vcl/ name

Delete the uploaded VCL for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/vcl/test-vcl HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

VCL Snippets

VCL Snippets are blocks of VCL logic inserted into your service's configuration that don't require custom VCL.

Fields

field type description

name string The name for the snippet.

dynamic integer Sets the snippet version to regular (0 ) or dynamic (1).

type string The location in generated VCL where the snippet should be placed.
init - Place the snippet above all subroutines.

Place the snippet within the vcl_recv subroutine but below the boilerplate VCL and above any
recv -

objects.

hash - Place the snippet within the vcl_hash subroutine.
hit - Place the snippet within the vcl_hit subroutine.
miss - Place the snippet within the vcl_miss subroutine.
pass - Place the snippet within the vcl_pass subroutine.
fetch - Place the snippet within the vcl_fetch subroutine.
error - Place the snippet within the vcl_error subroutine.
deliver - Place the snippet within the vcl_deliver subroutine.
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field type description
log - Place the snippet within the vcl_log subroutine.
none - Don't render the snippet in VCL so it can be manually included in custom VCL.
content string The VCL code that specifies exactly what the snippet does.
priority integer Priority determines the ordering for multiple snippets. Lower numbers execute first.
Actions

GET /service/ service_id /snippet/ snippet_id

Get a single dynamic snippet for a particular service.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdvOeY/snippet/SU1Z0isxPaozGVKXdvOeY HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"snippet_id": "3SjAjcCc6be5gXkxBc44fIB",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"content": "{}",
"created at": "2016-08-15T09:37:10+00:00",
"updated_at": "2016-08-15T09:37:10+00:00"
}

GET /service/ service_id /version/ version /snippet

List all snippets for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/snippet HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "62YdIWfiCBPENLloXfXmlO",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",

"name": "my snippet",

"priority": "100",

"dynamic": "1",

"type": "hit",

"content": null,

"created _at": "2016-08-15T09:37:10+00:00",
"updated at": "2016-08-15T09:37:10+00:00",
"deleted_at": null
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GET /service/ service_id /version/ version /snippet/ name

Get a single snippet for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/snippet/my snippet HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "62Yd1WfiCBPENLloXfXmlO",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1",

"name": "my snippet",

"priority": "100",

"dynamic": "1",

"type": "hit",

"content":null,

"created_at": "2016-08-15T09:37:10+00:00",
"updated_at": "2016-08-15T09:37:10+00:00",
"deleted_at": null

POST /service/ service_id /version/ version /snippet

Create a snippet for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

POST /service/SUl1Z0isxPaozGVKXdvOeY/version/1l/snippet HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_snippet&dynamic=1&type=hit&content={}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "62Yd1WfiCBPENLloXfXmlO",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",

"name": "my snippet",

"priority": "100",

"dynamic": "1",

"type": "hit",

"content":null,

"created_at": "2016-08-15T09:37:10+00:00",
"updated _at": "2016-08-15T09:37:10+00:00",
"deleted at": null

PUT /service/ service_id /snippet/ snippet_id

Update a dynamic snippet for a particular service.

Authentication
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API token of a user with at least Engineer permissions.

Request Example

PUT /service/SUlZ0isxPaozGVKXdv0eY/snippet/62Yd1WfiCBPENLloXfXml0 HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

content="backend new backend {}"

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"snippet id": "62Yd1WfiCBPENLloXfXmlO",
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"content": "backend new backend {}",
"created_at": "2016-08-15T09:37:10+00:00",
"updated _at": "2016-08-15T09:42:10+00:00"
}

PUT /service/ service_id /version/ version /snippet/ old_name

Update a specific snippet for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/snippet/my snippet HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=new_snippet name

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "62Yd1IWfiCBPENLloXfXmlO",
"service_id": "SU1z0isxPaozGVKXdv0eY",
"version": "1",
"name": "new_snippet name",
"priority": "100",
"dynamic": "1",
"type": "hit",
"content": null,
"created_at": "2016-08-15T09:37:10+00:00",
"updated at": "2016-08-15T09:47:10+00:00",
"deleted_at": null

}

DELETE /service/ service_id /version/ version /snippet/ name

Delete a specific snippet for a particular service and version.

Authentication

API| token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/snippet/my snippet HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json
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Content-Type: application/json

{
"status": "ok
}
Version

A Version represents a specific instance of the configuration for a service. A Version can be cloned, locked, activated, or

deactivated.

Fields
field
active
comment
created_at
deleted_at
deployed
locked
number
service_id
staging
testing

updated_at

Actions

type
boolean
string
string
string
boolean
boolean
integer
string
boolean
boolean

string

description

Whether this is the active version or not.

A comment.

Time-stamp (GMT) when the version was created.
Time-stamp (GMT) when the version was deleted.
Unused at this time.

Whether this version is locked or not. Objects can not be added or edited on locked versions.
The number of this version.

The alphanumeric string identifying a service.
Unused at this time.

Unused at this time.

Time-stamp (GMT) when the version was updated.

/service/ service_id /version

List the versions for a particular service.

Authentication

API token.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/version HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json
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"active": true,

"comment": "",

"created_at": "2016-05-01T19:40:49+00:00",
"deleted_at": null,

"deployed": null,

"locked": true,

"number": 1,

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"staging": null,

"testing": null,

"updated_at": "2016-05-09T16:19:09+00:00"

GET /service/ service_id /version/ number

Get the version for a particular service.

Authentication

API token.

Request Example

GET /service/SUlz0isxPaozGVKXdv0OeY/version/1 HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"active": true,

"comment": "",

"created_at": "2016-05-01T19:40:49+00:00",
"deleted_at": null,

"deployed": null,

"locked": true,

"number": 1,

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"staging": null,

"testing": null,

"updated_at": "2016-05-09T16:19:09+00:00"

GET /service/ service_id /version/ number /validate

Validate the version for a particular service and version.

Authentication

API token.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/validate HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"
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POST /service/ service_id /version

Create a version for a particular service.

Authentication

API token.

Request Example

POST /service/SUlZ0isxPaozGVKXdvOeY/version HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"number":1,
"service_id": "SU1Z0isxPaozGVKXdvO0eY"

PUT /service/ service_id /version/ number

Update a particular version for a particular service.

Authentication

API token.

Request Example

PUT /service/SUlZ0isxPaozGVKXdv0OeY/version/1l HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded
Accept: application/json

deployed=true&staging=true&testing=true

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{

"active": null,

"comment": "",

"created_at": "2016-05-01T19:40:51+00:00",

"deleted at": null,

"deployed": true,

"locked": false,

"number": 1,

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"staging": true,

"testing": true,

"updated _at": "2016-05-09T16:19:09+00:00"
}

PUT /service/ service_id /version/ number /activate

Activate the current version.

Authentication

API token.

Request Example

PUT /service/SU1Z0isxPaozGVKXdvOeY/version/l/activate HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

https://docs fastly.com/api/aio 112/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/api/auth#tokens

5/19/2020

Fastly API Documentation

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"active": true,

"comment": "",

"created at": "2016-05-01T19:40:51+00:00",
"deleted_at": null,

"deployed": true,

"locked": true,

"number": 1,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"staging": true,

"testing": true,

"updated at": "2016-05-09T16:19:09+00:00"

PUT /service/ service_id /version/ number /deactivate

Deactivate the current version.

Authentication

API token.

Request Example

PUT /service/SU1Z0isxPaozGVKXdvOeY/version/3/deactivate HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"active": false,

"comment": "",

"created_at": "2016-05-01T19:40:51+00:00",
"deleted at": null,

"deployed": false,

"locked": true,

"number": 1,

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"staging": true,

"testing": true,

"updated _at": "2016-05-09T16:19:09+00:00"

PUT /service/ service_id /version/ number /clone

Clone the current configuration into a new version.

Authentication

API token.

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/clone HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"active": false,

"comment": "",

"created_at": "2016-05-01T19:40:51+00:00",
"deleted_at": null,

"deployed": false,

"locked": false,

"number": 2,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"staging": true,

"testing": true,

"updated at": "2016-05-09T16:19:09+00:00"

PUT /service/ service_id /version/ number /lock

Locks the specified version.

Authentication

API token.

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1/lock HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"active": false,

"comment": "",

"created_at": "2016-05-01T19:40:51+00:00",
"deleted_at": null,

"deployed": false,

"locked": true,

"number": 1,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"staging": true,

"testing": true,

"updated at": "2016-05-09T16:19:09+00:00"

Dynamic Servers

Dynamic Servers

Fastly's Load Balancer allows you to create pools of origin servers that you dynamically manage using Dynamic Servers to distribute
and direct incoming requests. To set up Dynamic Servers, you attach a pool to a service, then add versionless origin server that are
stored separately from your VCL configuration. You can use the Fastly API to programmatically add, remove, and update pools and

origin servers.

© IMPORTANT: This information is part of a limited availability release. For more information, see our product and feature

lifecycle descriptions.

API| Reference

Pool

A pool is responsible for balancing requests among a group of servers. In addition to balancing, pools can be configured to attempt
retrying failed requests. Pools have a quorum setting that can be used to determine when the pool as a whole is considered up, in

order to prevent problems following an outage as servers come back up.
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Fields

field type description

id string Alphanumeric string identifying this pool. Automatically generated.
service_id string Alphanumeric string identifying a service. Automatically populated.
version integer Current version of a service. Automatically populated.

name string Name of pool. Required.

Selected POP to serve as a shield for the servers. Optional. Defaults to null meaning no
shield string origin shielding if not set. Refer to the datacenters APl endpoint to get a list of available
POPs used for shielding.

request_condition string Condition which, if met, will select this pool during a request. Optional.
max_conn_default integer Maximum number of connections. Optional. Defaults to 200 if not set.
connect_timeout integer How long to wait for a timeout in milliseconds. Optional.

first_byte_timeout integer How long to wait for the first byte in milliseconds. Optional.

Percentage of capacity (0-100 ) that needs to be operationally available for a pool to be

quortm integer considered up. Optional. Defaults to 75 if not set.

use_tls string Whether or not to use TLS to reach any server in the pool. Optional. Defaultsto "0" .

tls_ca_cert string CA certificate attached to origin. Optional.

tls_ciphers string List of OpenSSL ciphers (see the openssl.org manpages for details). Optional.

tls_client_key string Client key attached to server. Optional.

tls_client_cert string Client certificate attached to server. Optional.

tls_sni_hostname string SNI hostname. Optional.

tls_check_cert string Be strict on checking TLS certs. Optional.

tls_cert_hostname string TLS cert hostname. Optional.

min_tls_version integer Minimum allowed TLS version on connections to this server. Optional.

max_tls_version integer Maximum allowed TLS version on connections to this server. Optional.

healthcheck string Nam.e of the healthcheck to use with this pool. Can be empty and could be reused across
multiple backend and pools.

comment string Optional.

type string What type of load balance group to use. Values can be random, hash, client.
The hostname to override the Host header. Optional. Defaults to null meaning no

override_host string override of the Host header will occur. This setting can also be added to a Server definition.
If the field is set on a Server definition it will override the Pool setting.

created_at string Time-stamp (GMT) when the server was created.

deleted_at string Time-stamp (GMT) when the server was deleted.

updated_at string Time-stamp (GMT) when the server was updated.

Actions

/service/ service_id /version/ version /pool

Lists all pools for a particular service and pool.

Authentication
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API token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
version integer Current version of a service.

Request Example

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/pool HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "2Yd1WfiCBPENLloXfXmlO",
"service_id": "62SNBYLilOxpliixmsAcXy",
"version": "1",

"name": "my pool",

"shield": null,

"override host": null,

"use tls": "0",

"type": "random",

"request condition": null,

"max_conn default": "200",
"connect_timeout": "1000",
"first byte timeout": "15000",
"quorum": "75",

"tls_ca cert": null,

"tls_ciphers": null,

"tls _client key": null,

"tls client cert": null,
"tls_sni_hostname": null,

"tls_check cert": "1",

"tls cert hostname": null,

"min tls version": null,

"max tls_version": null,

"healthcheck": null,

"comment": "",

"created at": "2016-06-20T03:55:06+00:00",
"updated_at": "2016-06-20T03:55:06+00:00",
"deleted_at": null

GET /service/ service_id /version/ version /pool/ pool_name

Gets a single pool for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
version integer Current version of a service.
pool_name string Name of the pool.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/pool/my pool HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

https://docs fastly.com/api/aio 116/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions
https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions

5/19/2020 Fastly API Documentation
V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"id": "2Yd1wWwfiCBPENLloXfxXmlO",

"service id": "62SNBYLilOxpliixmsAcXy",
"version": "1",

"name": "my pool",

"shield": null,

"override host": null,

"use tls": "0",

"type": "random",

"request_condition": null,

"max_conn default": "200",

"connect_ timeout": "1000",
"first byte timeout": "15000",
"quorum": "75",

"tls ca cert": null,

"tls ciphers": null,

"tls_client_key": null,
"tls_client_cert": null,

"tls_sni hostname": null,

"tls check cert": "1",

"tls_cert _hostname": null,

"min tls_version": null,

"max_tls version": null,

"healthcheck": null,

"comment": "",

"created_at": "2016-06-20T03:55:06+00:00",
"updated at": "2016-06-20T03:55:06+00:00",
"deleted at": null

POST /service/ service_id /version/ version /pool

Creates a pool for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
version integer Development version of a service.

Request Example

POST /service/SUlz0isxPaozGVKXdv0OeY/version/1l/pool HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

Content-Type: application/x-www-form-urlencoded

name=my_pool

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"id": "2Yd1WfiCBPENLloXfXmlO",

"service id": "62SNBYLilOxpliixmsAcXy",
"version": "1",

"name": "my pool",

"shield": null,

"override host": null,

"use_tls": "0",

"type": "random",

"request condition": null,
"max_conn_default": "200",
"connect_timeout": "1000",
"first byte timeout": "15000",
"quorum": "75",

"tls ca cert": null,

"tls_ciphers": null,

"tls_client _key": null,

"tls client cert": null,

"tls sni hostname": null,

"tls_check cert": "1",

"tls_cert hostname": null,

"min tls version": null,

"max tls version": null,

"healthcheck": null,

"comment": "",

"created at": "2016-06-20T03:55:06+00:00",
"updated at": "2016-06-20T03:55:06+00:00",
"deleted_at": null

PUT /service/ service_id /version/ version /pool/ pool_name

Updates a specific pool for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
version integer Development version of a service.
pool_name string Name of the pool.

Request Example

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/pool/my pool HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

Content-Type: application/x-www-form-urlencoded

max conn_default=300

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"id": "2Yd1WfiCBPENLloXfXmlO",
"service id": "62SNBYLilOxpliixmsAcXy",
"version": "1",
"name": "my pool",
"shield": null,
"override host": null,
"use_tls": "0",
"type": "random",
"request condition": null,
"max_conn_default": "300",
"connect_timeout": "1000",
"first byte timeout": "15000",
"quorum": "75",
"tls ca cert": null,
"tls_ciphers": null,
"tls_client _key": null,
"tls client cert": null,
"tls sni hostname": null,
"tls_check cert": "1",
"tls_cert hostname": null,
"min tls version": null,
"max tls version": null,
"healthcheck": null,
"comment": "",
"created at": "2016-06-20T03:55:06+00:00",
"updated at": "2016-06-20T03:55:06+00:00",
"deleted_at": null
}

/service/ service_id /version/ version /pool/ pool_name

Deletes a specific pool for a particular service and version.

Authentication

API| token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
version integer Current version of a service.
pool_name string Name of the pool.

Request Example

DELETE /service/SU1Z0isxPaozGVKXdv0eY/version/1l/pool/my pool HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"status": "ok"
}
Server

A server is an address (IP address or hostname) to which the Fastly Load Balancer service can forward requests. This service can
define multiple servers and assign it to a pool. Fastly can then select any one of these servers based on a selection policy defined
for the pool.

Fields

field type description
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field type description
id string Alphanumeric string identifying this server. Automatically generated.
service_id string Alphanumeric string identifying a service. Automatically populated.
pool_id string Alphanumeric string identifying a pool. Automatically populated.
. . Weight ( 1-100 ) used to load balance this server against others. Optional. Defaultsto '100"' if

weight string

not set.

. Maximum number of connections. If the valueis '0', it inherits the value from pool's

max_conn string . .

max conn default .Optional. Defaultsto '0' if not set.

. Port number. Setting port 443 does not force TLS. Set use tls in pool to force TLS. Optional.

port string )

Defaults to '80' if not set.
address string A hostname, IPv4, or IPv6 address for the server. Required.
comment string Optional.
disabled boolean Allows servers to be enabled and disabled in a pool.

The hostname to override the Host header. Optional. Defaults to null meaning no override of
override_host string the Host header if not set. This setting can also be added to a Pool definition. However, the

server setting will override the Pool setting.
created_at string Time-stamp (GMT) when the server was created.
deleted_at string Time-stamp (GMT) when the server was deleted.
updated_at string Time-stamp (GMT) when the server was updated.

Actions

/service/ service_id /pool/ pool_id /servers

Lists all servers for a particular service and pool.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
pool_id string Alphanumeric string identifying a pool.

Request Example

GET /service/SUlZ0isxPaozGVKXdv0eY/pool/600HK90EoxghKpGk4pGLyM/servers HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"id": "6kEuoknxiaDBCLiAjKqyXq",
"service_id": "6k2HeOIyVFUTO6RNO1BNDe",
"pool id": "6kAX81nQljsNWZGnXvFSKY",
"weight": "100",
"max conn": "200",
"port": "80",
"override host": null,
"address": "example.com",
"comment": "",
"disabled": false,
"created_at": "2016-06-20T08:20:36+00:00",
"updated_at": "2016-06-20T08:20:36+00:00",
"deleted at": null

}

GET /service/ service_id /pool/ pool_id /server/ server_id

Gets a single server for a particular service and pool.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
pool_id string Alphanumeric string identifying a pool.
server_id string Alphanumeric string identifying this server.

Request Example

GET /service/SUlZz0isxPaozGVKXdv0eY/pool/600HK90EoxghKpGk4pGLyM/server/6kEuoknxiaDBCLiAjKgyXq HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "6kEuoknxiaDBCLiAjKqgyXq",
"service_id": "6k2He0IyVFUTO6RNO1BNDe",
"pool id": "6kAX81nQljsNWZGnXvFSKY",
"weight": "100",
"max _conn": "200",
"port": "80",
"override host": null,
"address": "example.com",
"comment": "",
"disabled": false,
"created_at": "2016-06-20T08:20:36+00:00",
"updated at": "2016-06-20T08:20:36+00:00",
"deleted_at": null

}

POST /service/ service_id /pool/ pool_id /server

Creates a single server for a particular service and pool.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
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parameter type description
service_id string Alphanumeric string identifying a service.
pool_id string Alphanumeric string identifying a pool.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/pool/600HK90EoxghKpGk4pGLyM/server HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

Content-Type: application/x-www-form-urlencoded

address=example.com

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"id": "6kEuoknxiaDBCLiAjKqgyXq",
"service_id": "6k2He0OIyVFUTO6RNO1BNDe",
"pool id": "6kAX81nQljsNWZGnXvFSKY",
"weight": "100",
"max_conn": "200",
"port": "80",
"override host": null,
"address": "example.com",
"comment": "",
"disabled": false,
"created _at": "2016-06-20T08:20:36+00:00",
"updated at": "2016-06-20T08:20:36+00:00",
"deleted_at": null

}

PUT /service/ service_id /pool/ pool_id /server/ server_id

Updates a single server for a particular service and pool.

Authentication

APl token of a user with at least Engineer permissions.

Parameters
parameter type description
service_id string Alphanumeric string identifying a service.
pool_id string Alphanumeric string identifying a pool.
server_id string Alphanumeric string identifying this server.

Request Example

PUT /service/SUlZ0isxPaozGVKXdv0eY/pool/600HK90EoxghKpGk4pGLyM/server/6kEuoknxiaDBCLiAjKgyXqg HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

Content-Type: application/x-www-form-urlencoded

max_conn=300

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"id": "6kEuoknxiaDBCLiAjKqyXq",
"service_id": "6k2HeOIyVFUTO6RNO1BNDe",
"pool id": "6kAX81nQljsNWZGnXvFSKY",
"weight": "100",
"max_conn": "300",
"port": "80",
"override host": null,
"address": "example.com",
"comment": "",
"disabled": false,
"created _at": "2016-06-20T08:20:36+00:00",
"updated _at": "2016-06-20T08:20:36+00:00",
"deleted _at": null

}

DELETE /service/ service_id /pool/ pool_id /server/ server_id

Deletes a single server for a particular service and pool.

Authentication

API token of a user with at least Engineer permissions.

Parameters

parameter type

service_id string
pool_id string
server_id string

Request Example

DELETE /service/SU1Z0isxPaozGVKXdv0eY/pool/600HK90EoxghKpGk4pGLyM/server/6kEuoknxiaDBCLiAjKqyXq HTTP/1.1

description
Alphanumeric string identifying a service.
Alphanumeric string identifying a pool.

Alphanumeric string identifying this server.

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

"status": "ok"

Purge

Purging

Instant Purging removes content from Fastly immediately so it can be refreshed from your origin servers. The main entry point for
the API, https://api.fastly.com/ ,is not needed for an individual URL Instant Purge.

Actions
PURGE *

Instant Purge an individual URL.

Authentication

Disabled by default. See Authenticating URL purge requests via API to enable.

Parameters

parameter type
* string
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description

Full path of the URL.

123/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions
https://docs.fastly.com/api/purge
https://docs.fastly.com/en/guides/authenticating-api-purge-requests

5/19/2020 Fastly API Documentation
Request Example

curl -X PURGE https://www.example.com/image.jpg

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok",
"id": "108-1391560174-974124"

POST /service/ service_id /purge_all

Instant Purge everything from a service.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/purge all HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

POST /service/ service_id /purge/ key

Instant Purge a particular service of items tagged with a Surrogate Key. Only one surrogate key can be purged at a time. Multiple
keys can be purged using a batch surrogate key purge request.

Authentication

API token.
Parameters
parameter type description
key string Surrogate Key to purge.

Request Example

POST /service/SUlZz0isxPaozGVKXdv0eY/purge/hTE5dR1SBICGPIJxJwCH4M HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok",
"id": "108-1391560174-974124"

POST /service/ service_id /purge
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Instant Purge a particular service of items tagged with Surrogate Keys in a batch using a request header. Up to 256 surrogate keys
can be purged in one batch request.

Authentication

API token.

Request Example

POST /service/SU1lZ0isxPaozGVKXdv0OeY/purge HTTP/1.1
Surrogate-Key: key 1 key 2 key 3

Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"key 1":"108-1391560174-974124",
"key 2":"108-1391560174-974125",
"key 3":"108-1391560174-974126"
}

POST /service/ service_id /purge

Instant Purge a particular service of items tagged with Surrogate Keys in a batch using a JSON POST body. Up to 256 surrogate
keys can be purged in one batch request.

Authentication

API token.

Request Example

POST /service/SU1Z0isxPaozGVKXdv0eY/purge HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/json

Accept: application/json

{"surrogate keys":["key 1","key 2","key 3"1}

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"key 1":"108-1391560174-974124",
"key 2":"108-1391560174-974125",
"key 3":"108-1391560174-974126"
}

Soft Purging

Soft Purging sets an object's TTL to Os, forcing revalidation. For best results, Soft Purging should be used in conjunction with
stale_while_revalidate and stale_if_error. The main entry point https://api.fastly.com/ for the APl is not needed for a single
URL Soft Purge.

Actions
PURGE *

Soft Purge an individual URL.

Authentication

Disabled by default. See Authenticating URL purge requests via API to enable.

Parameters
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parameter type description

string Full path of the URL

Request Example

curl -X PURGE -H "Fastly-Soft-Purge:1" https://www.example.com/image.jpg

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok",
"id": "108-1391560174-974124"

/service/ service_id /purge/ key

Soft Purge a particular service of items tagged with a key.

Authentication

API token.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/purge/hTE5dR1ISBICGPJxJwCH4M HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

Fastly-Soft-Purge: 1

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok",
"id": "108-1391560174-974124"

Historical Stats

Historical Stats

The Fastly historical Stats APl allows you to programmatically retrieve historical caching statistics derived from your Fastly services.
You can use these metrics to help you optimize your site’s data caching and analyze your site’s traffic.

Endpoint

The base endpoint for the Stats APl is https://api.fastly.com/ . All URLs are relative to that endpoint. All requests must be sent
over HTTPS.

Authentication

To authenticate, use a Fastly-Key header containing your API token.

Here's an example using the command-line tool cURL:

curl -H "Fastly-Key: YOUR_FASTLY_TOKEN" https://api.fastly.com/stats

Availability of Data

As a general rule, minutely, hourly, and daily data will each be delayed by approximately 10 to 15 minutes from the current time due
to the time it takes to collect and process historical data. In addition, the current hour and current day will only return partial results

because the data is still being incrementally aggregated for that time period, which isn’t complete.
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© IMPORTANT: You cannot retrieve minutely historical statistics data older than 90 days from the current date. Contact
support@fastly.com to discuss your minutely data needs.

Query Options (Time Range, Sampling Rate, and Regions)

There are four query parameters that you can use to specify what information is returned by the stats APl. The from and to
parameters control the window over which you want to fetch stats information. The by controls the sampling rate (day, hour, or
minute). And the region parameter allows you to restrict the result set to a particular region.

Param: from and to

The from and to parameters are exact times that control the window over which to fetch historical statistics. By default you can
use Unix timestamps when specifying these parameters, but many forms of human readable inputs are also available, such as:

® Yesterday
e Two weeks ago
e 2/20/2013

Date parsing is performed using the Chronic ruby library; for the most detailed information on exactly what formats are available
please visit the gem's GitHub page (https:/github.com/mojombo/chronic).

Let's see some examples:

/stats?from=10+days+ago

Returns stats for each of your services, by day, for the last ten days

/stats?from=1494793777&t0=1494966577

Stats from Tuesday 14th May 2017 @ 20:29:37 UTC to Thursday 16th May 2017 @ 20:29:37 UTC

/stats?from=1%2F1%2F2017&t0=2%2F1%2F2017

Daily stats from January 1st, 2017 (1/1/2017) to February 1st, 2017 (2/1/2017)

When the time of day is not specified, the Stats APl assumes 12pm. To specify a midnight to midnight range, you would use
from=1%2F1%2F2013%2000:00&t0=2%2F1%2F2013%2000:00/ ( from=1/1/2013 00:00&to=2/1/2013 00:00 , before encoding).

The from parameter is "inclusive" and the to parameter is "exclusive". This means that we will return only rows with recorded
times that match the following inequality:

from <= recorded < to

© NOTE: We store historical stats information using UTC, and not local time zones. This means that we will use the UTC
interpretations of your inputs when querying stats information.

Param: by

The by parameter allows you to control the sampling rate used to produce the result set from querying the Stats API. There are
three values that can be set:

e minute - Stats will be sampled by minute for each recorded minute in the specified window
e hour - Sample by hour within the specified window

e day - Sample by day within the specified window

If you do not provide a by parameter in your query it will default to 'day'. Each sampling rate also specifies default to and from
parameters if you omit them:

Each value for the by parameter has associated defaults for the to and from parameters if they are omitted, here's an overview:

/stats

Defaults to: By day, from 1 month ago, to now
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/stats?by=hour

Defaults to: by hour, from 1 day ago, to now

/stats?by=minute

Defaults to: by minute, from 30 minutes ago, to now

It is important to remember the following conversions when performing queries:
e 1day =24 hours
¢ 1hour = 60 minutes

e 1day =60 * 24 = 1,440 minutes

When changing the sampling rate via the by parameter you can accidentally ask for very large data sets if you have defined to
and from parameters. We will not process exceedingly large queries. Please refer to the Response Format section below for more
details.

Param: region

The Stats API also allows you to limit the scope of your query by restricting it to a particular region. This is achieved via the use of
the region parameter. Currently the following regions are supported:

e usa - Restricts the query to statistics reported by POPs in the continental United States
e ecurope - Restricts the query to statistics reported by POPs in Europe

e anzac - Restricts the query to statistics reported by POPs in Australia and New Zealand
e asia - Restricts the query to statistics reported by POPs in Asia

e asia india - Restricts the query to statistics reported by POPs in India

e latam - Restricts the query to statistics reported by POPs in Brazil

e south africa - Restricts the query to statistics reported by POPs in southern Africa

e southamerica std - Restricts the query to statistics reported by POPs in South America

Usage is exceedingly simple, let's look at some examples:

/stats

Returns stats for all regions
/stats?region=usa

Returns stats for only US POPs
/stats?region=europe

Returns stats for European POPs only

The following endpoint provides a complete list of all available regions:

GET /stats/regions

See the API section below for example output

Response Format

To make it easier to understand how a query is being processed we use a specific JSON response format. Here is an example:

/stats?from=1+day+ago

{
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"status": "success",

"meta": {
"to": "Thu May 16 20:08:35 UTC 2013",
"from": "Wed May 15 20:08:35 UTC 2013",

"by": "day",
"region": "all"
b
"msg": null,
"data": [ ... ]

Each of the fields denotes the following:
e status - Whether or not we were able to successfully execute the query
e meta - Meta information about the scope of the query in a human readable format
e msg - If the query was not successful this will provide a string that explains why

e data - This contains the actual results of the query that we processed

APl Reference

Historical Stats

Fields

field type description

requests integer Number of requests processed.

hits integer Number of cache hits.

hits_time float Total amount of time spent processing cache hits (in seconds).
miss integer Number of cache misses.

miss_time float Total amount of time spent processing cache misses (in seconds).
pass integer Number of requests that passed through the CDN without being cached.
pass_time float Total amount of time spent processing cache passes (in seconds).
errors integer Number of cache errors.

restarts integer Number of restarts performed.

hit_ratio float Ratio of cache hits to cache misses (between 0 and 1).

Total bytes delivered (resp_header_bytes + resp_body_bytes +

bandwidth integer bereq_header_bytes + bereq_body_bytes).

body_size integer Total body bytes delivered (alias for resp_body_bytes).
header_size integer Total header bytes delivered (alias for resp_header_bytes).
req_body_bytes integer Total body bytes received.

req_header_bytes integer Total header bytes received.

resp_body_bytes integer Total body bytes delivered.

resp_header_bytes integer Total header bytes delivered.

bereq_body_bytes integer Total body bytes sent to origin.

bereq_header_bytes integer Total header bytes sent to origin.

uncacheable integer Number of requests that were designated uncachable.
pipe integer Optional. Pipe operations performed (legacy feature).

https://docs fastly.com/api/aio
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field

tls

tls_v10

tls_v11

tls_v12

tls_v13

shield
shield_resp_body_bytes
shield_resp_header_bytes

ipv6

otfp

otfp_resp_body_bytes

otfp_resp_header_bytes

otfp_shield_resp_body_bytes

otfp_shield_resp_header_bytes

otfp_manifests

otfp_deliver_time

otfp_shield_time

video

pci

log

http2

waf_logged
waf_blocked
waf_passed
attack_req_body_bytes

attack_req_header_bytes

attack_logged_req_body_bytes
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type

integer
integer
integer
integer
integer
integer
integer
integer

integer

integer

integer

integer

integer

integer

integer

float

float

integer

integer
integer
integer
integer
integer
integer
integer

integer

integer
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description

Number of requests that were received over TLS.
Number of requests received over TLS 1.0.
Number of requests received over TLS 1.1.
Number of requests received over TLS 1.2.
Number of requests received over TLS 1.3
Number of requests from edge to the shield POP.
Total body bytes delivered via a shield.

Total header bytes delivered via a shield.

Number of requests that were received over IPv6.

Number of responses that came from the Fastly On-the-Fly Packager for
On Demand Streaming service for video-on-demand.

Total body bytes delivered from the Fastly On-the-Fly Packager for On
Demand Streaming service for video-on-demand.

Total header bytes delivered from the Fastly On-the-Fly Packager for On
Demand Streaming service for video-on-demand.

Total body bytes delivered via a shield for the Fastly On-the-Fly Packager
for On Demand Streaming service for video-on-demand.

Total header bytes delivered via a shield for the Fastly On-the-Fly
Packager for On Demand Streaming service for video-on-demand.

Number of responses that were manifest files from the Fastly On-the-Fly
Packager for On Demand Streaming service for video-on-demand.

Total amount of time spent delivering a response from the Fastly On-the-
Fly Packager for On Demand Streaming service for video-on-demand (in
seconds).

Total amount of time spent delivering a response via a shield from the
Fastly On-the-Fly Packager for On Demand Streaming service for video-
on-demand (in seconds).

Number of responses with the video segment or video manifest MIME
type (i.e., application/x-mpegurl, application/vnd.apple.mpegurl,
application/f4m, application/dash+xml, application/vnd.ms-sstr+xml,
ideo/mp2t, audio/aac, video/f4f, video/x-flv, video/mp4, audio/mp4).

Number of responses with the PCI flag turned on.

Number of log lines sent.

Number of requests received over HTTP2.

Number of requests that triggered a WAF rule and were logged.
Number of requests that triggered a WAF rule and were blocked.
Number of requests that triggered a WAF rule and were passed.
Total body bytes received from requests that triggered a WAF rule.
Total header bytes received from requests that triggered a WAF rule.

Total body bytes received from requests that triggered a WAF rule that
was logged.
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field

attack_logged_req_header_bytes

attack_blocked_req_body_bytes

attack_blocked_req_header_bytes

attack_passed_req_body_bytes

attack_passed_req_header_bytes

attack_resp_synth_bytes

imgopto
imgopto_resp_body_bytes

imgopto_resp_header_bytes

imgopto_shield_resp_body_bytes

imgopto_shield_resp_header_bytes

status_200
status_204
status_301

status_302
status_304
status_400
status_401

status_403
status_404
status_416

status_500
status_501

status_502
status_503

status_504

status_505

status_1xx
status_2xx

status_3xx
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type

integer

integer

integer

integer

integer

integer

integer
integer

integer

integer

integer

integer
integer
integer
integer
integer
integer
integer
integer
integer
integer
integer
integer
integer
integer

integer

integer

integer
integer

integer
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description

Total header bytes received from requests that triggered a WAF rule that
was logged.

Total body bytes received from requests that triggered a WAF rule that
was blocked.

Total header bytes received from requests that triggered a WAF rule that
was blocked.

Total body bytes received from requests that triggered a WAF rule that
was passed.

Total header bytes received from requests that triggered a WAF rule that
was passed.

Total bytes delivered for requests that triggered a WAF rule and returned
a synthetic response.

Number of responses that came from the Fastly Image Optimizer service.

Total body bytes delivered from the Fastly Image Optimizer service.
Total header bytes delivered from the Fastly Image Optimizer service.

Total body bytes delivered via a shield from the Fastly Image Optimizer
service.

Total header bytes delivered via a shield from the Fastly Image Optimizer
service.

Number of responses sent with status code 200 (Success).

Number of responses sent with status code 204 (No Content).
Number of responses sent with status code 301 (Moved Permanently).
Number of responses sent with status code 302 (Found).

Number of responses sent with status code 304 (Not Modified).
Number of responses sent with status code 400 (Bad Request).
Number of responses sent with status code 401 (Unauthorized).
Number of responses sent with status code 403 (Forbidden).

Number of responses sent with status code 404 (Not Found).

Number of responses sent with status code 416 (Range Not Satisfiable).
Number of responses sent with status code 500 (Internal Server Error).
Number of responses sent with status code 501 (Not Implemented).
Number of responses sent with status code 502 (Bad Gateway).
Number of responses sent with status code 503 (Service Unavailable).
Number of responses sent with status code 504 (Gateway Timeout).

Number of responses sent with status code 505 (HTTP Version Not
Supported).

Number of "Informational" category status codes delivered.
Number of "Success" status codes delivered.

Number of "Redirection" codes delivered.
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field type description
status_4xx integer Number of "Client Error" codes delivered.
status_5xx integer Number of "Server Error" codes delivered.
object_size_1k integer Number of objects served that were under 1KB in size.
object_size_10k integer Number of objects served that were between 1KB and 10KB in size.
object_size_100k integer Number of objects served that were between 10KB and 100KB in size.
object_size_1m integer Number of objects served that were between 100KB and 1MB in size.
object_size_10m integer Number of objects served that were between 1IMB and 10MB in size.
object_size_100m integer Number of objects served that were between 10MB and 100MB in size.
object_size_1g integer Number of objects served that were between 100MB and 1GB in size.
recv_sub_time float Time spent inside the 'recv' Varnish subroutine (in seconds).
recv_sub_count integer Number of executions of the 'recv' Varnish subroutine.
hash_sub_time float Time spent inside the 'hash' Varnish subroutine (in seconds).
hash_sub_count integer Number of executions of the 'hash' Varnish subroutine.
miss_sub_time float Time spent inside the 'miss' Varnish subroutine (in seconds).
miss_sub_count integer Number of executions of the 'miss' Varnish subroutine.
fetch_sub_time float Time spent inside the 'fetch' Varnish subroutine (in seconds).
fetch_sub_count integer Number of executions of the 'fetch' Varnish subroutine.
pass_sub_time float Time spent inside the 'pass' Varnish subroutine (in seconds).
pass_sub_count integer Number of executions of the 'pass' Varnish subroutine.
pipe_sub_time float Time spent inside the 'pipe' Varnish subroutine (in seconds).
pipe_sub_count integer Number of executions of the 'pipe' Varnish subroutine.
deliver_sub_time float Time spent inside the 'deliver' Varnish subroutine (in seconds).
deliver_sub_count integer Number of executions of the 'deliver' Varnish subroutine.
error_sub_time float Time spent inside the 'error' Varnish subroutine (in seconds).
error_sub_count integer Number of executions of the 'error' Varnish subroutine.
hit_sub_time float Time spent inside the 'hit' Varnish subroutine (in seconds).
hit_sub_count integer Number of executions of the 'hit' Varnish subroutine.
prehash_sub_time float Time spent inside the 'prehash’ Varnish subroutine (in seconds).
prehash_sub_count integer Number of executions of the 'prehash' Varnish subroutine.
predeliver_sub_time float Time spent inside the 'predeliver' Varnish subroutine (in seconds).
predeliver_sub_count integer Number of executions of the 'predeliver' Varnish subroutine.
tls_handshake_bytes integer Number of bytes transferred during TLS handshake.

Actions

/stats

Fetches historical stats for each of your Fastly services and groups the results by service ID.
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Authentication

API token.

Request Example

GET /stats?from=1l+day+ago HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"status": "success",
"meta": {
"to": "Thu May 16 20:08:35 UTC 2013",

"from": "Wed May 15 20:08:35 UTC 2013",

" by "

: udayu ,

"region": "all"

b
"mSg" .
ndatan

null,
2 {

"6ElzZvtumbwtLBDJVFwepx": [

{

}
1.

"requests": "1925645",
"miss time": "55.153864891000005",
"start time": "1368662400",

"service_id": "6ElZZvtumbwtLBDJvFwepx",

"bandwidth": "176544526854",
"hits": "1902348",

"hits time": "520.0779119150006",
"miss": "8354",

"body_size": "175900019026",
"pass": "4212",

"header size": "644507828",

"req header bytes": "2905859973",
"req body bytes": "390017958",
"resp _header bytes": "644507828",
"resp body bytes": "175900019026",
"bereq header bytes": "1870557109",
"bereq body bytes": "389234083",
"status_200": "1208426",
"status_204": "0",

"status_301": "0",

"status_302": "0",

"status_304": "0",

"errors": "8418",

"hit ratio": "0.9956",
"status_1xx": "0",

"status_2xx": "1208426",
"status_3xx": "0",

"status_4xx": "708801",
"status_503": "8418",

"pipe": "0",

"status_5xx": "8418",
"uncacheable": "0",

"tls": "2804069",

"shield": "208055",

"ipvée": "14156",

"otfp": "12006",

"video": "306053",

"pci": "3041",

"logging": "2088120",

"http2": "251589",

"waf logged": "508",

"waf blocked": "360",

"waf passed": "0",
"attack _req body_bytes": "1274842",
"attack req header bytes": "892196",
"attack resp synth bytes": "0",
"img opto": "1404"

"50Yej010heMydtjavPOgéz": [

{

https://docs fastly.com/api/aio

"requests": "751",
"miss_time": "1.198163271",
"start _time": "1368662400",

"service id": "50Yej0l0heMydtjavPOgéz",

"bandwidth": "1159652",

"hits": "743",

"hits_time": "0.07059622299999999",
"miss": "8",

"body size": "721082",

"pass": "0",

"header size": "438570",
"req_header bytes": "2905859973",
"req body bytes": "390017958",
"resp_header bytes": "438570",
"resp body bytes": "721082",

"bereq header bytes": "1870557109",
"bereq body bytes": "389234083",
"status_200": "580",

"status_204": "0",

"status_301": "2",
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"status_302": "0",
"status_304": "169",
"errors": "0",

"hit ratio": "0.9893",
"status_1xx": "0",
"status_2xx": "580",
"status_3xx": "171",
"status_4xx": "0",
"status_503": "0",
"pipe": "0",
"status_5xx": "0",
"uncacheable": "0",
"tls": "2804069",
"shield": "208055",
"ipvée": "14156",
"otfp": "12006",
"video": "306053",
"pci": "3041",
"logging": "2088120",
"http2": "251589",
"waf logged": "508",
"waf blocked": "360",
"waf passed": "0",
"attack req body_bytes":

"attack req header bytes'
"attack resp synth bytes'

"img opto": "1404"

GET /stats/field/ field

Fetches the specified field from the historical stats for each of your services and groups the results by service ID.

Authentication

API token.

Request Example

GET /stats/field/hit ratio?from=6+hours+ago&to=3+hours+ago&by=hour HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response

HTTP/1.1

Example

200 OK

Content-Type: application/json

https://docs fastly.com/api/aio

"1274842",
": "892196",
l: llOll,
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{
"status": "success",
"meta": {
"to": "Thu May 16 17:13:03 UTC 2013",
"from": "Thu May 16 14:13:03 UTC 2013",
"by": "hour",
"region": "all"
I
"msg": null,
"data": {
"6ElzZvtumbwtLBDJVFwepx": [
{
"service_id": "6ElZzZvtumbwtLBDJvFwepx",
"start _time": "1368716400",
"hit ratio": "0.0000"
I
{
"service_id": "6ElZzZvtumbwtLBDJvFwepx",
"start time": "1368720000",
"hit ratio": "0.9769"
Y
{
"service id": "6ElZzZvtumbwtLBDJvFwepx",
"start_time": "1368723600",
"hit ratio": "0.9944"
}
1,
"50Yej010heMydtjavPOgédz": [
{
"service_id": "50Yej0l0heMydtjavPOgéz",
"start time": "1368716400",
"hit ratio": "0.9857"
Y
{
"service id": "50Yej0l0heMydtjavPOgéz",
"start_time": "1368720000",
"hit_ratio": "1.0000"
}
{
"service_id": "50Yej0l0heMydtjavPOg4z",
"start_time": "1368723600",
"hit ratio": "1.0000"
}
]
}
}

GET /stats/aggregate

Fetches historical stats information aggregated across all of your Fastly services.

Authentication

API token.

Request Example

GET /stats/aggregate?from=1368563377&t0o=1368736177 HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"status": "success",
"meta": {
"to": "Thu May 16 20:29:37 UTC 2013",
"from": "Tue May 14 20:29:37 UTC 2013",
"by": "day",
"region": "all"
b
"msg": null,
"data": [
{
"requests": "7022557",
"miss_time": "43342.54711368301",
"start _time": "1368576000",
"bandwidth": "33656143431",
"hits": "1851903",
"hits_time": "284.90881923000006",
"miss": "74773",
"body size": "31118762171",
"pass": "5076669",
"header_ size": "2537381260",
"req header bytes": "2905859973",
"req_body bytes": "390017958",
"resp_header bytes": "2537381260",
"resp _body bytes": "31118762171",
"bereq header bytes": "1870557109",
"bereq body bytes": "389234083",
"status_200": "6959769",
"status_204": "0",
"status_301": "3093",
"status_302": "60",
"status_304": "14135",
"errors": "21642",
"hit ratio": "0.9612",
"status_1xx": "0",
"status_2xx": "6959769",
"status_3xx": "17288",
"status_4xx": "23855",
"status_503": "21631",
"pipe": "0",
"status_5xx": "21642",
"uncacheable": "0",
"tls": "2804069",
"shield": "208055",
"ipv6e": "14156",
"otfp": "12006",
"video": "306053",
"pci": "3041",
"logging": "2088120",
"http2": "251589",
"waf logged": "508",
"waf blocked": "360",
"waf passed": "0",
"attack req body bytes": "1274842",
"attack req header bytes": "892196",
"attack_resp synth bytes": "0",

"img opto": "1404"

"requests": "7908607",
"miss_time": "31645.078110511986",
"start time": "1368662400",
"bandwidth": "201478840738",
"hits": "3455867",

"hits_time": "751.2703607920007",
"miss": "114580",

"body size": "198672905955",
"pass": "4310192",

"header_ size": "2805934783",

"req header bytes": "2905859973",
"req_body bytes": "390017958",
"resp_header bytes": "2805934783",
"resp_body bytes": "198672905955",
"bereq header bytes": "1870557109",
"bereq body bytes": "389234083",
"status_200": "7128395",
"status_204": "0",

"status_301": "2649",
"status_302": "30",

"status_304": "9920",

"errors": "41389",

"hit ratio": "0.9679",
"status_1xx": "0",
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"status_2xx": "7128395",
"status_3xx": "12599",
"status_4xx": "726224",
"status 503": "41246",

Ilpipell: lloll,
"status_5xx": "41389",
"uncacheable": "0",

"tls": "2804069",
"shield": "208055",
"ipvé": "14156",
"otfp": "12006",
"video": "306053",
"pci'": "3041",
"logging": "2088120",
"http2": "251589",
"waf logged": "508",
"waf_blocked": "360",
"waf passed": "0",
"attack req body bytes":

"attack_req header bytes":
"attack_resp synth bytes":

"img opto": "1404"

"1274842",
"892196",

GET /stats/service/ service_id

Fetches historical stats for a given service.

Authentication

API token.

Request Example

GET /stats/service/1jlmtMzlncwAOKC3TBGDOX?from=40+minutes+ago&to=38+minutes+agos&by=minute HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

https://docs fastly.com/api/aio
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"status":
"meta": {
"to": "Thu May

"success",

16 19:57:24 UTC 2013",

"from": "Thu May 16 19:55:24 UTC 2013",

Ilbyll : "minute n ,
"region": "all"

b
"msg": null,
"data": [
{
"requests": "21",
"miss_time": "0",
"start_time": "1368734160",
"service_id": "1jlmtMzlncwAOKC3TBGDOX",
"bandwidth": "160238",
"hits": "0",
"hits_time": "0",
"miss": "0",
"body size": "150948",
"pass": "19",
"header size": "9290",
"req_header bytes": "2905859973",
"req body bytes": "390017958",
"resp_header bytes": "9290",
"resp body bytes": "150948",
"bereq header bytes": "1870557109",
"bereq body bytes": "389234083",
"status_200": "14",
"status_204": "0",
"status_301": "2",
"status_302": "0",
"status_304": "0",
"errors": "0",
"hit ratio": null,
"status_1xx": "0",
"status_2xx": "14",
"status_3xx": "2",
"status_ 4xx": "5",
"status_503": "0",
"pipe": "0",
"status_5xx": "0",
"uncacheable": "0",
"tls": "2804069",
"shield": "208055",
"ipvé": "14156",
"otfp": "12006",
"video": "306053",
"pci": "3041",
"logging": "2088120",
"http2": "251589",
"waf logged": "508",
"waf_blocked": "360",
"waf passed": "0",
"attack req body bytes": "1274842",
"attack_req header bytes": "892196",
"attack resp synth bytes": "0",
"img opto": "1404"
I
{

"requests": "20",

"miss time":
"start _time":
"service_id":
"bandwidth":
"hits": "0",
"hits time":
"miss": "0",
"body size":
"pass": "17",
"header_ size"

nOu,
"1368734220",
"1j1lmtMz1lncwAOKC3TBGDOX",
"156504",
"o,

"147806",

: "8698",

"req header bytes": "2905859973",
"req body bytes": "390017958",
"resp header bytes": "8698",
"resp body bytes": "147806",

"bereq header bytes": "1870557109",
"bereq body bytes": "389234083",

"status_200":
"status_204":
"status_301":
"status_302":
"status_304":
"errors": "0"
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"hit ratio": null,
"status_1xx": "0",
"12",
"status_3xx": "3",

"status_2xx"

"status_4xx": "5",
"status_503": "0",
"pipe": "0",
"status_5xx": "0",
"uncacheable": "0",
"tls": "2804069",
"shield": "208055",
"ipve": "14156",
"otfp": "12006",
"video": "306053",
"pci": "3041",
"logging": "2088120",
"http2": "251589",
"waf logged": "508",
"waf blocked": "360",
"waf_ passed": "0",
"attack req body bytes":

"attack req header bytes'
"attack resp synth bytes'

"img opto": "1404"

"1274842",
'+ "892196",
oo,

GET /stats/service/ service_id /field/ field

Fastly API Documentation

Fetches the specified field from the historical stats for a given service.

Authentication

API token.

Request Example

GET /stats/service/1jlmtMzlncwAOKC3TBGDOX/field/bandwidth?from=2+days+ago HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK

Content-Type: application/json

{
"status": "success",
"meta": {
"to": "Thu May 16 20:39:09 UTC 2013",
"from": "Tue May 14 20:39:09 UTC 2013",
"by": "day",
"region": "all"
I
"msg": null,
"data": [
{
"service_id": "1jlmtMzlncwAOKC3TBGDOX",
"start time": "1368576000",
"bandwidth": "376983356"
I
{
"service_ id": "1jlmtMzlncwAOKC3TBGDOX",
"start time": "1368662400",
"bandwidth": "322029360"
}
1
}

GET /stats/usage

Returns usage information aggregated across all Fastly services and grouped by region.

Authentication

API token.
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Request Example

GET /stats/usage?from=1%2F1%2F2013&t0=2%2F1%2F2013
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"status": "success",
"meta": {
"to": "Fri Feb 01 12:00:00 UTC 2013",
"from": "Tue Jan 01 12:00:00 UTC 2013",
"by": "day",
"region": "all"
I
"msg": null,
"data": {
"apac": {
"requests": "163546563",
"bandwidth": "10735282284"
Y
"ausnz": {
"requests": "2888860",
"bandwidth": "173220202333"
Y
"usa": {
"requests": "163546563",
"bandwidth": "153220202333"
Y
"europe": {
"requests": "2888860",
"bandwidth": "10735282284"
}
}
}

GET /stats/usage_by_service

Returns usage information aggregated by service and grouped by service and region.

Authentication

API token.

Request Example

Fastly API Documentation

HTTP/1.1

GET /stats/usage by service?from=2%2F1%2F2013&to=3%2F1%2F2013 HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"status": "success",
"meta": {
"to": "Fri Mar 01 12:00:00 UTC 2013",
"from": "Fri Feb 01 12:00:00 UTC 2013",
"by": "day",
"region": "all"
I
"msg": null,
"data": {
"apac": {
"1iPMGAF44YgzB7sINV4KTF": {
"requests": "60524",
"bandwidth": "6004223792"
Y
"7TmaibmbwRz0JXxXhAY8ZSN2": {
"requests": "3",
"bandwidth": "1305"
}
I
"ausnz": {
"1iPMGAF44YgzB7sINVAKTF": {
"requests": "101120",
"bandwidth": "1735577606"
Y
"7maibmbwRz0JXxhAY8ZSN2": {
"requests": "93294",
"bandwidth": "38109995"
}
Y
"usa": {
"1iPMGAF44YgzB7sINV4KTF": {
"requests": "1109033",
"bandwidth": "21642401706"
Y
"Tmai6mbwRz0JXxhAY8ZSN2": {
"requests": "348175",
"bandwidth": "173135847"
}
I
"europe": {
"1iPMGAF44YgzB7sINVAKTF": {
"requests": "567583",
"bandwidth": "14813592344"
Y
"7maibmbwRz0JXxhAY8ZSN2": {
"requests": "260025",
"bandwidth": "110928988"
}
}
}
}

/stats/usage_by_month

Returns month-to-date usage details for a given month and year. Usage details are aggregated by service and across all Fastly
services, and then grouped by region.

This endpoint does not use the from or to fields for selecting the date for which data is requested. Instead, it uses month and
year integer fields. Both fields are optional and default to the current month and year respectively. When set, an optional
billable units field will convert bandwidth to GB and divide requests by 10,000.

Authentication

API token.
Parameters
parameter type description
month integer 2-digit month.
year integer 4-digit year.
billable_units string If 'true', return results as billable units.

Request Example
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GET /stats/usage by month?month=7&year=2017&billable units=true HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"status": "success",
"msg": null,
"meta": {
"from": "2017-07-01 00:00:00 +0000",
"to": "2017-07-31 23:59:59 +0000",
"by": "day",
"region": "all"
I
"data": {
"customer id": "YOUR CUSTOMER_ ID",
"services": {
"SERVICE ID": {
"name": "SERVICE_NAME",
"anzac": {
"bandwidth": 28.815130509,
"requests": 131.7256
b
"asia": {
"bandwidth": 180.182470562,
"requests": 965.4324
b
"europe": {
"bandwidth": 1230.23131801,
"requests": 6082.2894
b
"latam": {
"bandwidth": 18.070301895,
"requests": 93.7146
b
"south_africa": {
"bandwidth": 8.77620445,
"requests": 37.9704
b
"usa": {
"bandwidth": 2330.717545144,
"requests": 5524.7604
}
}
Y
"total": {
"anzac": {
"bandwidth": 28.815130509,
"requests": 131.7256
Yo
"asia": {
"bandwidth": 180.182470562,
"requests": 965.4324
Yo
"europe": {
"bandwidth": 1230.23131801,
"requests": 6082.2894
Yo
"latam": {
"bandwidth": 18.070301895,
"requests": 93.7146
Yo
"south_africa": {
"bandwidth": 8.77620445,
"requests": 37.9704
Yo
"usa": {
"bandwidth": 2330.717545144,
"requests": 5524.7604
}
}
}
}

GET /stats/regions
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Fetches the list of codes for regions that are covered by the Fastly CDN service.

Authentication

API token.

Request Example

GET /stats/regions HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "success",
"meta": {
"to": "Thu May 16 19:52:15 UTC 2013",
"from": "Tue Apr 16 19:52:15 UTC 2013",
"by": "day",
"region": "all"
}I
"msg": null,
"data": [
"apac",
"ausnz",
"usa",
"europe"

Real-time analytics

Real-time Analytics

Fastly provides an HTTPS endpoint to poll for real-time analytics.

Endpoint

The base endpoint for the real-time analytics systemis https://rt.fastly.com. All URLs are relative to that endpoint. All

requests must be sent over HTTPS.

Authentication

To authenticate, use a Fastly-Key header containing your API token.

Channels

A channel ID is equivalent to a service ID, so each channel will provide real-time analytics for one service. The provided service ID
must be owned by the account specified by the API token used for authentication.

URL structure

For regular real-time analytics, this call allows you to get (and potentially wait for) any messages after a given timestamp. A

message covers a one second interval:

<endpoint>/vl/channel/<service id>/ts/<timestamp in seconds>

For the first request, the timestamp can be 0. The response will then return a new timestamp field which should be used for the

next request.

There is also "History" call for fetching data from the previous 120 seconds up to the latest timestamp for a channel:

<endpoint>/vl/channel/<service id>/ts/h

This can be modified by fetching the last n entries.

<endpoint>/vl/channel/<service id>/ts/h/limit/<N>
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Response structure

The response is a JSON object. The top level object has two keys: Timestamp and Data.The Timestamp value should be
extracted and used for the next API call, e.g.:

1.

2
3
4.
5

The pata value is a JSON array. For regular real-time analytics calls, it will have O or more items depending on traffic volume. For
the history call, it will have as many items as were requested.

B W NP

Each item is a JSON object with two keys: recorded is a Unix time stamp (e.g., seconds since Jan 1st, 1970) of when this data was
generated on our cache servers, and datacenter with another JSON object as a value.

1
2
3
4
5
6
7

The keys of the datacenter JSON object are the names of each of our POPs around the world plus a special key, called

Set Timestamp to O

Make API call

Fastly API Documentation

Set Timestamp to Timestamp value of returned JSON object

Do something with the rest of the data

Goto #2

{

"Timestamp" => 1467915558,
"Data" => [ ...

}

"Data" =>

{

[

"recorded"

"datacenter"

+

]

=> 1467915558,

=> {---}

aggregated , which adds all the values from all the POPs together.

OO O U WN R

PR R R R R
U D WNPRPOS

The value of each of the POP keys is another JSON object that has various statistics. For example, here are the statistics for our San
Jose POP during that time:

1
2
3
4
5
6
7
8
9

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24

"Timestamp":1478140713

{
IIDataII
{
¥
1,
e

IISJCII =>
"reques

|

"datacenter":
IIAMSII
IISINII
IISJCII

o

=>

=>

>

PN U W

"aggregated":{ 1},
"recorded":1478140705

{
ts"

"resp_header_bytes" =>

"resp_body_bytes"

"hits"
"miss"
"synth"
"errors"
"hits_time"
"miss_time"
"miss_histogram"
"80" =>
"90" =>
"110" =>
"170" =
"250" =>
"300" =>
"400" =>
"650" =>
"750" =>
"1000" =>
"1100" =>
}
+
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The keys are the same as those mentioned on the Historical Stats page, but they show some statistics that have occurred since the

last request, including the following:

¢ Number of requests

e Number of bytes transmitted in headers

¢ Number of bytes transmitted in bodies

e Number of hits

e Number of misses

¢ Number of synthetic responses

¢ Number of errors

¢ Amount of time spent delivering hits

¢ Amount of time spent delivering misses
The miss histogram object is a JSON object. The keys are time buckets in 10s of milliseconds, and the values are the number of
requests to origin. In this example provided above, 33 requests went to origin that took between 80 and 89 milliseconds to fetch.

The miss histogram tops out at 60s. Any origin request that takes more than 60 seconds to return will be in the 60000 bucket.

Rate limiting

The real-time analytics APl is rate limited internally. However, it is also cached behind Fastly with an expiration time of 1s. Under
normal use there should be no reason for customers to hit that rate limit.

Remote Logging
S3

Fastly will upload log messages to the S3 bucket in the format specified in the S3 object.

Fields
field type description
access_key string Your S3 account access key.
The access control list (ACL) specific request header. See the AWS
acl string documentation for Access Control List (ACL) Specific Request Headers
for more information.
bucket_name string The bucket name for S3 account.
created_at string Time-stamp (GMT) when the endpoint was created.
deleted_at string Time-stamp (GMT) when the endpoint was deleted.
domain string The domain of the Amazon S3 endpoint.
format string Apache style log formatting.
The version of the custom logging format used for the configured
endpoint. Can be either 2 (the default, version 2 log format) or 1 (the
format_version integer version 1log format). The logging call gets placed by default in vcl 1log
if format version issetto 2 andin vcl deliver if format version
issetto 1.
. . What level of GZIP encoding to have when dumping logs (default 0, no
gzip_level integer .
compression).
message_type string How the message should be formatted One of:
classic - (default) RFC 3164 syslog prefix.
loggly - RFC 5424 structured syslog.
logplex - Heroku-style length prefixed syslog.
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field
blank

name

path

period

placement

public_key

redundancy

response_condition

secret_key
server_side_encryption_kms_key_id

server_side_encryption

service_id
timestamp_format

updated_at

version

Actions

type

string

string

integer

string

string

string

string

string

string

string

string

string

string

integer

Fastly API Documentation

description

No prefix. Useful for writing JSON and CSV.
The name of the s3 rule.

The path to upload logs to.

How frequently log files are finalized so they can be available for reading
(in seconds, default 3600).

Where in the generated VCL the logging call should be placed,
overriding any format_version default. Can be none or waf debug. This
field is not required and has no default value.

A PGP public key that Fastly will use to encrypt your log files before
writing them to disk.

The S3 redundancy level.

The name of an existing condition in the configured endpoint, or leave
blank to always execute.

Your S3 account secret key.

Optional server-side KMS Key Id. Must be set if server_side_encryption
is set to aws:kms.

Set this to AES256 or aws:kms to enable S3 Server Side Encryption.
The alphanumeric string identifying a service.

strftime specified timestamp formatting (default "%Y-%m-
%dT%H:%M:%S.000").

Time-stamp (GMT) when the endpoint was deleted.

The current version of a service.

/service/ service_id /version/ version /logging/s3

List all of the S3s for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SU1lzZ0isxPaozGVKXdvOeY/version/1/logging/s3 HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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{
"access_key": "AKIAIOSFODNN7EXAMPLE",
"acl": "",
"bucket name": "my bucket name",
"created at": "2016-05-23T19:48:33+00:00",
"deleted at": null,
"domain": "s3.amazonaws.com",
"format": "%h %1 %u %t \"2r\" %>s %b",
"format version": "2",
"gzip level": 0,
"message_type": "classic",
"name": "test-s3",
"path": null,
"period": "3600",
"placement": null,
"public_key": null,
"redundancy": null,
"response condition": "",
"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timestamp format": "$Y-%m-2dT%$H:%M:%S.000",
"updated at": "2016-05-23T19:48:33+00:00",
"version": "1"

}

GET /service/ service_id /version/ version /logging/s3/ name

Get the S3 for a particular service and version

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1/logging/s3/test-s3 HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"access_key": "AKIAIOSFODNN7EXAMPLE",
"acl": "",

"bucket_name": "my bucket name",
"created_at": "2016-05-23T19:48:33+00:00",
"deleted_at": null,

"domain": "s3.amazonaws.com",

"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",

"gzip level": 0,

"message_type": "classic",

"name": "test-s3",

"path": null,

"period": "3600",

"placement"”": null,

"public_key": null,

"redundancy": null,

"response condition": "",

"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timestamp format": "$Y-%m-%3dT%H:%M:%S5.000",
"updated_at": "2016-05-23T19:48:33+00:00",
"version": "1"

POST /service/ service_id /version/ version /logging/s3

Create a S3 for a particular service and version
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Authentication

APl token of a user with at least Engineer permissions.

Request Example

Fastly API Documentation

POST /service/SU1Z0isxPaozGVKXdv0eY/version/1/logging/s3 HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-

s3&bucket name=my corporate bucket&access key=AKIAIOSFODNN7EXAMPLE&secret key=wJalrXUtnFEMI/K7MDENG/bPxXRfiCYEXAMPLEK

EY

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"access_key": "AKIAIOSFODNN7EXAMPLE",
"acl": ""
"bucket name": "my bucket name",
"created_at": "2016-05-23T19:48:33+00:00",
"deleted _at": null,
"domain": "s3.amazonaws.com",
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"gzip level": 0,
"message_type": "classic",
"name": "test-s3",
"path": null,
"period": "3600",
"placement": null,
"public_key": null,
"redundancy": null,
"response condition": "",
"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timestamp format": "$Y-%m-2dT%$H:%M:%S.000",
"updated _at": "2016-05-23T19:48:33+00:00",
"version": "1"

}

PUT /service/ service_id /version/ version /logging/s3/ old_name

Update the S3 for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
old_name string Old name of the S3 object (used to select the correct S3 object if the name has been changed).

Request Example

PUT /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/s3/test-s3 HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-s3

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"access_key": "AKIAIOSFODNN7EXAMPLE",
"acl": "",

"bucket_name": "my bucket name",
"created_at": "2016-05-23T19:48:33+00:00",
"deleted_at": null,

"domain": "s3.amazonaws.com",

"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",

"gzip level": 0,

"message_type": "classic",

"name": "updated-test-s3",

"path": null,

"period": "3600",

"placement"”": null,

"public_key": null,

"redundancy": null,

"response condition": "",

"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timestamp format": "$Y-%m-%3dT%H:%M:%S.000",
"updated_at": "2016-05-23T19:48:33+00:00",
"version": "1"

/service/ service_id /version/ version /logging/s3/ name

Delete the S3 for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

DELETE /service/SUl1Z0isxPaozGVKXdvOeY/version/1/logging/s3/test-s3 HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Microsoft Azure Blob Storage

Fastly will upload log messages to the Azure Blob Storage container in the format specified in the Azure Blob object.

Fields

field type description

name string The name of the Azure Blob Storage logging endpoint. Required.
path string The path to upload logs to.

service_id string The alphanumeric string identifying a service.

version integer The current version of a service.

. The unique Azure Blob Storage namespace in which your data objects are stored.
account_name string .
Required.

container string The name of the Azure Blob Storage container in which to store logs. Required.
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field type description
The Azure shared access signature providing write access to the blob service objects. Be
sas_token string sure to update your token before it expires or the logging functionality will not work.
Required.
) . How frequently log files are finalized so they can be available for reading (in seconds,
period integer
default 3600).
timestamp_format string strftime specified timestamp formatting (default "%Y-%m-%dT%H:%M:%S.000").
gzip_level integer What level of GZIP encoding to have when dumping logs (default 0, no compression).
public_key string A PGP public key that Fastly will use to encrypt your log files before writing them to disk.
format string Apache style log formatting.
The version of the custom logging format used for the configured endpoint. Can be either
) . 2 (the default, version 2 log format) or 1 (the version 1log format). The logging call gets
format_version integer . . . . i
placed by default in vcl 1log if format version issetto 2 andin vcl deliver if
format version issetto 1.
message_type string How the message should be formatted. One of:
classic - (default) RFC 3164 syslog prefix.
loggly - RFC 5424 structured syslog.
logplex - Heroku-style length prefixed syslog.
blank - No prefix. Useful for writing JSON and CSV.
Where in the generated VCL the logging call should be placed, overriding any
placement string format_version default. Can be none or waf debug. This field is not required and has no
default value.
. . The name of an existing condition in the configured endpoint, or leave blank to always
response_condition string
execute.
created_at string Time-stamp (GMT) when the endpoint was created.
updated_at string Time-stamp (GMT) when the endpoint was deleted.
deleted_at string Time-stamp (GMT) when the endpoint was deleted.
Actions

/service/ service_id /version/ version /logging/azureblob

List all of the Azure Blob Storage logging endpoints for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/azureblob HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json
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"placement": null,

"format_version": "2",

"sas_token": "sv=2018-09-05&sr=b&sig=z%2FRHIX5Xcg0Mgq2rgI301WTjEg2tYkboXr1P9Z2UXDtkk%3D&se=2018-09-
30T02%3A23%3A26Z&sp=rw",

"gzip level": "0",

"response condition": "",

"public_key": null,

"updated_at": "2018-09-12T20:49:16Z",

"message_type": "classic",

"period": "3600",

"name": "test-azure",

"timestamp format": "$Y-%m-2dT%$H:%M:%S.000",

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"version": "1",

"container": "test-container",

"path": null,

"deleted at": null,

"account name": "test-account",

"created_at": "2018-09-12T20:49:16Z",

"format": "%h %1 %u %t \"%r\" %>s %b"

GET /service/ service_id /version/ version /logging/azureblob/ name

Get the Azure Blob Storage logging endpoint for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
name string Name of the Azure rule.

Request Example

GET /service/SUlzZ0isxPaozGVKXdv0OeY/version/1l/logging/azureblob/test-azure HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,

"format version": "2",

"sas_token": "sv=2018-09-05&sr=b&sig=z%2FRHIX5Xcg0Mg2rgI301lWTjEg2tYkboXr1P9Z2UXDtkk%$3D&se=2018-09-
30T02%3A23%3A26Z&sp=rw",

"gzip level": "0",

"response condition": "",

"public_key": null,

"updated_at": "2018-09-12T20:49:16Z",

"message_type": "classic",

"period": "3600",

"name": "test-azure",

"timestamp format": "$Y-%m-%3dT%H:%M:%S5.000",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"version": "1",

"container": "test-container",

"path": null,

"deleted_at": null,

"account name": "test-account",

"created_at": "2018-09-12T20:49:16Z2",

"format": "$h %1 %u %t \"%r\" %>s %b"

POST /service/ service_id /version/ version /logging/azureblob
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Create an Azure Blob Storage logging endpoint for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Request Example

POST /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/azureblob HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-azure&account name=test-account&container=test-container&sas token=sv=2018-09-
05&sr=b&sig=Z%2FRHIX5Xcg0Mg2rqI301WTjEg2tYkboXr1P9ZUXDtkk%3D&se=2018-09-30T02%3A23%3A26Z&Sp=rW

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,
"format version": "2",
"sas_token": "sv=2018-09-05&sr=b&sig=Z%2FRHIX5Xcg0Mg2rgI301WTjEg2tYkboXr1P9Z2UXDtkk%3D&se=2018-09-
30T02%3A23%3A26Z&sp=rw",
"gzip level": "0",
"response_condition": ""
"public_key": null,
"updated_at": "2018-09-12T20:49:16Z",
"message_type": "classic",
"period": "3600",
"name": "test-azure",
"timestamp format": "$Y-%m-%dT%H:%M:%S.000",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",
"container": "test-container",
"path": null,
"deleted_at": null,
"account name": "test-account",
"created_at": "2018-09-12T20:49:16Z",
"format": "%h %1 %u %t \"%r\" %>s %b"

PUT /service/ service_id /version/ version /logging/azureblob/ name

Update the Azure Blob Storage logging endpoint for a particular service and version.

Authentication

API token of a user with at least Engineer permissions.

Parameters
parameter type description
name string Name of the Azure rule.

Request Example

PUT /service/SUlz0isxPaozGVKXdv0eY/version/1l/logging/azureblob/test-azure HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

sas_token=sv=2018-09-05&sr=b&sig=Z%2FRHIX5Xcg0Mg2rgqI301WTjEg2tYkboXr1P9Z2UXDtkk%3D&se=2019-09-05T02%3A23%3A26Z&Sp=rw

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"placement": null,

"format version": "2",

"sas_token":

"sv=2018-09-05&sr=b&sig=z2%2FRHIX5Xcg0Mg2rqI301WTjEg2tYkboXr1P9ZUXDtkk%3D&se=2019-09-

05T02%3A23%3A26Z&sp=rw",

"gzip level":

nOu,

"response condition": ’

"public_key":
"updated_at":

"timestamp format":

"service_ id":

"container":
"path": null,
"deleted _at":

"account name":

"created_at":

"format": "%h %1

null,

Fastly API Documentation

"2018-09-13T01:52:17z2",
"message_type": "classic",
"period": "3600",

"name": "test-azure",

"$Y-2m-3dT$H:$M:%S.000",

"SU1Z0isxPaozGVKXdv0eY",
"version": "1",

"test-container",

null,

"test-account",

"2018-09-12T20:49:16Z2",

gu 3t \"sr\"

%>s %b"

/service/ service_id /version/ version /logging/azureblob/ name

Delete the Azure Blob Storage logging endpoint for a particular service and version.

Authentication

APl token of a user with at least Engineer permissions.

Parameters

parameter type

name string

Request Example

DELETE /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/azureblob/test-azure HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

Cloudfiles

description

Name of the Azure rule.

Fastly will upload log messages to your Rackspace Cloud Files account.

Fields
field
access_key
bucket_name
created_at
deleted_at

format

https://docs fastly.com/api/aio

type

string
string
string
string

string

description
Your Cloudfile account access key.

The name of your Cloudfiles container.

Time-stamp (GMT) when the endpoint was created.

Time-stamp (GMT) when the endpoint was deleted.

Apache style log formatting.
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field

format_version

gzip_level
message_type
classic
loggly
logplex
blank
name
path
region
DFW
ORD
IAD
LON
SYD

HKG

period

placement

response_condition

service_id
timestamp_format
updated_at

user

version

Actions

type

integer

integer

string

string
string

string

integer

string

string

string
string
string
string

integer

Fastly API Documentation

description

The version of the custom logging format used for the configured endpoint. Can be either
2 (the default, version 2 log format) or 1 (the version 1 log format). The logging call gets
placed by default in vcl log if format version issetto 2 andin vcl deliver if

format version issetto 1.

What level of GZIP encoding to have when dumping logs (default 0, no compression).
How the message should be formatted One of:
(default) RFC 3164 syslog prefix.

RFC 5424 structured syslog.

Heroku-style length prefixed syslog.

No prefix. Useful for writing JSON and CSV.
The name of the Cloudfiles rule.

The path to upload logs to.

The region to stream logs to. One of:

Dallas

Chicago

Northern Virginia

London

Sydney

Hong Kong

How frequently log files are finalized so they can be available for reading (in seconds,
default 3600).

Where in the generated VCL the logging call should be placed, overriding any
format_version default. Can be none or waf debug. This field is not required and has no
default value.

The name of an existing condition in the configured endpoint, or leave blank to always
execute.

The alphanumeric string identifying a service.

The specified format of the log's timestamp.
Time-stamp (GMT) when the endpoint was deleted.
The username for your Cloudfile account.

The current version of a service.

/service/ service_id /version/ version /logging/cloudfiles

Authentication

Request Example

List all of the cloudfiles for a particular service and version

APl token of a user with at least Engineer permissions.

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/cloudfiles HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

https://docs fastly.com/api/aio
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V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"gzip level": "0",
"service id": "0v6YYHrN5udQxdHLxD840Z",
"bucket name": "test-bucket",
"user": "test-user",
"public_key": null,
"created at": "2019-05-21T22:49:44Z",
"name": "test-cloudfiles",
"response condition": "",
"period": "3600",
"message_type": "classic",
"deleted_at": null,
"region": null,
"access_key": "AKIAIOSFODNN7EXAMPLE",
"format": "%h %1 %u %t \"%r\" %>s %b",
"updated_at": "2019-05-21T22:49:442z7",
"timestamp format": "%Y-%m-%3dT%H:%M:%S5.000",
"path": null,
"version": "1",
"placement": null,
"format version": "2"

}

GET /service/ service_id /version/ version /logging/cloudfiles/ name

Get the cloudfiles for a particular service and version

Authentication

API token of a user with at least Engineer permissions.

Request Example

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/cloudfiles/test-cloudfiles HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

V¥ Response Example

HTTP/1.1 200 OK
Content-Type: application/json

{
"gzip level": "0",
"service_id": "Ov6YYHrN5udQxdHLxD840Z",
"bucket name": "test-bucket",
"user": "test-user",
"created at": "2019-05-21T22:49:4472",
"public_key": null,
"response condition": "",
"name": "test-cloudfiles",
"period": "3600",
"region": null,
"deleted_at": null,
"message_type": "classic",
"access_key": "AKIAIOSFODNN7EXAMPLE",
"updated_at": "2019-05-21T22:49:447",
"format": "%h %1 2%u %t \"sr\" %>s %b",
"version": "1",
"path": null,
"timestamp format": "$Y-%m-2dT%H:%M:%S.000",
"placement": null,
"format version": "2"

}

POST /service/ service_id /version/ version /logging/cloudfiles

Create a cloudfiles for a particular service and version
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$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer . SHAP MMRQV

5HTXHV([ DP SO

POST /service/SU1z0isxPaozGVKXdv0OeY/version/1/logging/cloudfiles HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=test-cloudfiles \
&user=test-user \
&bucket name=test-bucket \
&access_key=AKIAIOSFODNN7EXAMPLE \

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "test-cloudfiles",
"user": "test-user",
"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "test-bucket",
"service_id": "Ov6YYHrN5udQxdHLxD840Z",
"version": "1",
"format version": "2",
"path": null,
"timestamp format": "%Y-%m-3dT%H:3%M:%5.000",
"placement": null,
"updated_at": "2019-05-21T22:49:447Z",
"format": "%h %1 2%u %t \"3r\" %>s %b",
"deleted_at": null,
"region": null,
"message_type": "classic",
"response condition": "",
"period": 3600,
"created_at": "2019-05-21T22:49:447",
"public_key": null,
"gzip level": 0

}

Fastly API Documentation

387 WHWFH WHYIFHBIG YHWMRQ YHWMRQ ®JJIQ) FBRXGCBN RGBQDP H

8 SEIWM YH FBRXGCEN RU D PUINFXQU VHWYEFH 06 YHMRQ

$ XWHOAFDARQ
$3, WNHO R DXHU ZIMW DVEDW Engineer AP MRQV

5HTXHW\([ DP S

PUT /service/SUl1Z0isxPaozGVKXdv0OeY/version/1/logging/cloudfiles/test-cloudfiles HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=updated-test-cloudfiles

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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{
"placement": null,
"version": "1",
"path": null,
"timestamp format": "$Y-%m-%3dT%H:%M:%S5.000",
"format version": "2",
"deleted at": null,
"region": null,
"message_type": "classic",
"updated_at": "2019-05-21T22:49:447Z",
"format": "%h %1 %u %t \"%r\" %>s %b",
"access_key": "AKIAIOSFODNN7EXAMPLE",
"created_at": "2019-05-21T22:49:447Z",
"public_key": null,
"user": "test-user",
"period": "3600",
"response condition": "",
"name": "updated-test-cloudfiles",
"service id": "Ov6YYHrN5udQxdHLxD840Z",
"gzip level": "0",
"bucket name": "test-bucket"

}

A7 WIMFH VWHYIFHBIG YHWMRQ YHUMRQ ®JJIQ) FBXGCBNV QDP H
" HBW WH FRRXGCEN RU D IAEXOU HXYFH [0G HMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIW DVEDW Engineer . SH4P MRQV

5HTXHV([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/cloudfiles/test-cloudfiles HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

" DGR

) DM ZIOXSEDG R PHAWDIHY W' DIRICGR] D YH RWP DIWSHFICHG D WH ' DRIGR] RQCIXWDARQ FEMFW

Z ,03257%17 7K QRPDARQ V¥V DUVR D WG DXDIOEION BEDWWH )RU PRUH QIRWP DARQ WVH RXUSWRGXFWING HDW(UH
QH\ F& GMFUSWRQV

) IHTV

CH WSH GHVFUSWRQ

QP H VM) 7K @PHR WH ' DECR] RIJIQ) MG SHTXUHG

HYIFHBIG VMQ) 7 K EBKDQXP HUE WIQJ GHOQAN [Q) D VAUYIFH

YHURQ IOMIHU 7 K FUHQAYMRQ R DVAEH

HIIRQ Vo) 7 K HIIRQ WDWR) B\ ZIOE VOMR 2QH Rus REu  'HDX®V Rus L YXQGHCQHG

https://docs fastly.com/api/aio 158/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions
https://docs.fastly.com/products/fastly-product-lifecycle#limited-availability

5/19/2020 Fastly API Documentation

CH® WSH GHVEUSWRQ

$SDFKH WO R) RP DM 'HDXWV L {"ddsource": "fastly","service": "%
{reqg.service id}V","date": "%{begin:%Y-%m-%dT%H:3M:%S%Z}t","time start": "%
{begin:%Y-%m-%dT%H: $M:%S%Z}t", "time end": "%{end:%Y-%m-

$dTeH:$M:%S%Z}t", "http": {"request time ms": %D, "method": "%m","url": "%
{json.escape(req.url)}v", "useragent": "%${User-Agent}i","referer": "%
{Referer}i", "protocol": "%H","request x forwarded for": "${X-Forwarded-
For}i","status code": "%s"}, "network": {"client": {"ip": "%h","name": "%
{client.as.name}V", "number": "%{client.as.number}V","connection speed": "%
{client.geo.conn speed}V"},"destination": {"ip": "%A"},"geoip": {"geo city":
"¢{client.geo.city.utf8}Vv", "geo country code": "%

{client.geo.country code}V","geo continent code": "%
{client.geo.continent code}V", "geo region": "%
{client.geo.region}V"}, "bytes written": %B,"bytes read": %
{reqg.body bytes read}V},"host": "%${Fastly-Orig-Host}i","origin host":

"sv","is ipv6": %${if(req.is ipvé6, "true", "false")}V,"is tls": %

{if(req.is_ssl, "true", "false")}V,"tls client protocol": "%

{json.escape(tls.client.protocol)}V","tls client servername": "%

{json.escape(tls.client.servername)}V","tls client cipher": "%

{json.escape(tls.client.cipher)}V","tls client cipher sha": "%

{json.escape(tls.client.ciphers sha)}V","tls client tlsexts sha": "%
(

{json.escape(tls.client.tlsexts sha)}Vv","is h2": ${if(fastly info.is h2,
"true", "false")}V,"is h2 push": ${if(fastly info.h2.is push, "true",
"false")}V,"h2 stream id": "%
{fastly info.h2.stream_ id}V", "request_ accept content": "%
{Accept}i","request accept language": "%{Accept-

IRWP DV WIQ) '

Language}i", "request accept encoding": "%{Accept-

Encoding}i", "request accept charset": "${Accept-

Charset}i", "request connection": "${Connection}i","request dnt": "%
{DNT}i", "request forwarded": "%{Forwarded}i", "request via": "%

{Via}i", "request cache control": "%{Cache-
Control}i", "request x requested with": "%{X-Requested-
With}i","request x att device id": "${X-ATT-Device-Id}i","content type": "%
{Content-Type}o","is cacheable": %{if(fastly info.state~""(HIT|MISS)S",
"true","false")}V, "response age": "${Age}o","response cache control": "%
{Cache-Control}o", "response expires": "%${Expires}o","response last modified":
"¢${Last-Modified}o", "response tsv": "%${TSV}o", "server datacenter": "%
{server.datacenter}Vv","req header size": %

{reg.header bytes read}V,"resp header size": %
{resp.header bytes written}V,"socket cwnd": %
{client.socket.cwnd}V, "socket nexthop": "%
{client.socket.nexthop}V", "socket tcpi rcv mss": %
{client.socket.tcpi rcv mss}V, "socket tcpi snd mss": %
{client.socket.tcpi snd mss}V,"socket tcpi rtt": %

{client.socket.tcpi rtt}V,"socket tcpi rttvar": %
{client.socket.tcpi_ rttvar}V, "socket tcpi_rcv_rtt": %
{client.socket.tcpi rcv rtt}V, "socket tcpi rcv space": %
{client.socket.tcpi rcv space}V, "socket tcpi last data sent": %
{client.socket.tcpi last data sent}V, "socket tcpi total retrans": %
{client.socket.tcpi total retrans}V,"socket tcpi delta retrans": %

{client.socket.tcpi delta retrans}V,"socket ploss": %{client.socket.ploss}V}

7 K HUMRQ R WH BKMRP R1IJIQJ RWP DVHG RU YH RQCIXUHG HIGSRIQN &DQ BH HWHU

WH GIDXOVVHUMRQ R RPDNVRJ WH HUMRQ R RWP DV KH RIJIQ) BPOHNV
SOFHG B GIDXOMLvcl log Lformat version W VWWMR2 [0 [vcl deliver L
format version N VAR 1

IRUP D/BYHURQ LOMIHU

FUHDWIGBDW Q) 7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV FHDWMG
XSGDMGBDNV Q] 7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBMWG

GHEMAGBDW WQJ) /IPHWUPS *0 7 ZKHQ YWH HIGSRIQNZDV GIBMWG
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GHVFUSVIRQ

7K @PHR 0D HMAQ AROQGMRQ R WH RQCIXUHG HIGSRIQA /HDYH EDQN W/ [Z DV

H HEXWM

KHH D WH HOHDWG %/ WH RIJIQ) OWRXG B SDFHG RHWGQ) M)

IRUP DBYHMRQ GHDXOV &DQ B none R waf debug
GH DXOVDOH

7K $3, M RP \RXU' DIRGR] [FFRXQW SHTXIWHG

VHYIFH VHYFHBIG YHWMRQ YHMRQ ®JJLQI GDEGR]

/[ MVDR YH ' DEGR] RJJIQ) FEMFW RU D PUIAEXOU HYFH 06 YAWRQ

$ XWHQAFDWRQ

$3., R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/datadog HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

https://docs fastly.com/api/aio
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"name": "test-datadog",

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1",

"region": "US",

"format": "{\n \"ddsource\": \"fastly\",\n \"service\": \"%{req.service id}V\",\n \"date\": \"%{begin:%Y-%m-

$dTeH: eM:%S%Z}t\",\n \"time start\": \"%{begin:%Y-%m-2dT%H:%M:%S5%2}t\",\n \"time end\": \"%{end:%Y-%m-

$dT%H: eM:%S%Z2}t\",\n \"http\": {\n \"request time ms\": %D,\n \"method\": \"%m\",\n \"url\": \"%
{json.escape(reqg.url)}V\",\n \"useragent\": \"%{User-Agent}i\",\n \"referer\": \"%{Referer}i\",\n
\"protocol\": \"%H\",\n \"request x forwarded for\": \"${X-Forwarded-For}i\",\n \"status code\": \"%s\"\n
},\n \"network\": {\n \"client\": {\n \"ip\": \"%h\",\n \"name\": \"%{client.as.name}V\",\n
\"number\": \"%{client.as.number}V\",\n \"connection speed\": \"%{client.geo.conn_ speed}V\"\n }.\n
\"destination\": {\n \"ip\": \"2%A\"\n },\n \"geoip\": {\n \"geo city\": \"%{client.geo.city.utf8}V\",\n
\"geo country code\": \"%{client.geo.country code}V\",\n \"geo continent code\": \"%

{client.geo.continent code}V\",\n \"geo region\": \"%{client.geo.region}V\"\n },\n \"bytes written\": %B,\n
\"bytes read\": %{req.body bytes read}vin },\n \"host\": \"%{Fastly-Orig-Host}i\",\n \"origin host\": \"%v\",\n
\"is ipv6\": %{if(req.is ipv6, \"true\", \"false\")}V,\n \"is tls\": %{if(req.is_ssl, \"true\", \"false\")}V,\n

\"tls client protocol\": \"%{json.escape(tls.client.protocol)}V\",\n \"tls client servername\": \"%

{json.escape(tls.client.servername)}V\",\n \"tls client cipher\": \"%{json.escape(tls.client.cipher)}Vv\",\n

\"tls client cipher sha\": \"%{json.escape(tls.client.ciphers sha)}V\",\n \"tls client tlsexts shal\": \"%
{json.escape(tls.client.tlsexts sha)}V\",\n \"is h2\": %{if(fastly info.is h2, \"true\", \"false\")}V,\n
\"is_h2 push\": %{if(fastly info.h2.is_push, \"true\", \"false\")}V,\n \"h2_stream id\": \"%

{fastly info.h2.stream id}V\",\n \"request accept content\": \"%{Accept}i\",\n \"request accept language\"
{Accept-Language}i\",\n \"request accept encoding\": \"%{Accept-Encoding}i\",\n \"request accept charset\"

{Accept-Charset}i\",\n \"request connection\": \"%{Connection}i\",\n \"request dnt\": \"${DNT}i\",\n

\"request forwarded\": \"%{Forwarded}i\",\n \'"request via\": \"%{Via}i\",\n \"request cache control\": \"%{Cache-
Control}il\",\n \"request x requested with\": \"%{X-Requested-With}i\",\n \"request x att device id\": \"%{X-ATT-

Device-Id}i\",\n \"content type\": \"%{Content-Type}o\",\n \"is cacheable\": %
{if (fastly info.state~\""(HIT|MISS)$\", \"true\",\"false\")}V,\n \'"response age\": \"%{Age}o\",\n
\"response cache control\": \"${Cache-Control}o\",\n \"response expires\": \"%{Expires}o\",\n

\"response_last modified\": \"%{Last-Modified}o\",\n \'"response tsv\": \"${TSV}o\",\n \"server datacenter\"

{server.datacenter}V\",\n \"req header size\": %{req.header bytes read}V,\n \"resp header size\": %
{resp.header bytes written}V,\n \"socket cwnd\": %{client.socket.cwnd}V,\n \"socket nexthop\": \"%

{client.socket.nexthop}V\",\n \"socket tcpi rcv mss\": %{client.socket.tcpi rcv mss}V,\n \"socket tcpi snd mss\":
${client.socket.tcpi_snd mss}V,\n \"socket tcpi rtt\": %{client.socket.tcpi rtt}v,\n \"socket tcpi rttvar\":

{client.socket.tcpi rttvar}Vv,\n \"socket tcpi rcv_rtt\": %{client.socket.tcpi rcv_rtt}Vv,\n
\"socket tcpi rcv_space\": %{client.socket.tcpi rcv _space}V,\n \"socket tcpi last data sent\": %

{client.socket.tcpi last data sent}V,\n \"socket tcpi total retrans\": %{client.socket.tcpi total retrans}V,\n

\"socket tcpi_delta_retrans\": %{client.socket.tcpi_delta retrans}V,\n \"socket ploss\": %
{client.socket.ploss}V\n}\n",

"format version": "2",

"created_at": "2020-04-22T16:50:01Z",

"updated_at": "2020-04-22T16:50:012",

"deleted_at": null,

"response condition": "",

"placement"”": null,

"token": "DD-API-KEY"
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$ XWHQAFDARQ
$3, WANHO R DXHU ZIW DVEDW Engineer - SHAP MRV

5HTXHV([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/datadog/test-datadog HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"name": "test-datadog",

"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"version": "1",

"region": "US",

"format": "{\n \"ddsource\": \"fastly\",\n \"service\": \"%{req.service id}V\",\n \"date\": \"%{begin:%Y-%m-

$dT2H:eM:%S%Z2}1t\",\n \"time start\": \"%{begin:%Y-2m-3dT%H:%M:%5%2}t\",\n \"time end\": \"%{end:%Y-%m-

$dTeH: eM:%S%Z}t\",\n \"http\": {\n \"request_ time ms\": %D,\n \"method\": \"%m\",\n \"url\": \"%
{json.escape(req.url)}V\",\n \"useragent\": \"%{User-Agent}i\",\n \"referer\": \"%{Referer}i\",\n
\"protocol\": \"%H\",\n \"request x forwarded for\": \"%{X-Forwarded-For}i\",\n \"status code\": \"%s\"\n
},\n \"network\": {\n \"client\": {\n \"ip\": \"%h\",\n \"name\": \"%{client.as.name}V\",6\n
\"number\": \"%${client.as.number}V\", \n \"connection_ speed\": \"%{client.geo.conn speed}V\"\n }.\n
\"destination\": {\n \"ip\": \"%A\"\n }o,\n \"geoip\": {\n \"geo city\": \"%{client.geo.city.utf8}v\",\n
\"geo country code\": \"%{client.geo.country code}V\",\n \"geo continent code\": \"%

{client.geo.continent code}V\",\n \"geo region\": \"%{client.geo.region}V\"\n },\n \"bytes written\": %B,\n
\"bytes read\": %{req.body bytes read}vin },\n \"host\": \"%{Fastly-Orig-Host}i\",\n \"origin host\": \"%v\",\n
\"is ipv6\": %{if(req.is ipv6, \"true\", \"false\")}V,\n \"is tls\": %{if(req.is_ssl, \"true\", \"false\")}V,\n

\"tls client protocol\": \"%{json.escape(tls.client.protocol)}V\",\n \"tls client servername\": \"%

{json.escape(tls.client.servername)}V\",\n \"tls client cipher\": \"%{json.escape(tls.client.cipher)}V\",6 \n

\"tls client cipher sha\": \"%{json.escape(tls.client.ciphers sha)}V\",\n \"tls client tlsexts shal\": \"%
{json.escape(tls.client.tlsexts sha)}V\",\n \"is h2\": %{if(fastly info.is h2, \"true\", \"false\")}V,\n
\"is_h2_push\": ${if(fastly info.h2.is_push, \"true\", \"false\")}V,\n \"h2_stream id\": \"%

{fastly info.h2.stream id}V\",\n \"request accept content\": \"%{Accept}i\",\n \"request accept language\":
{Accept-Language}i\",\n \"request accept encoding\": \"%{Accept-Encoding}il\",\n \"request accept charset\"

{Accept-Charset}i\",\n \"request connection\": \"%{Connection}i\",\n \"request dnt\": \"%{DNT}i\",\n

\"request forwarded\": \"${Forwarded}i\",\n \"request via\": \"%{Via}i\",\n \"request cache control\": \"%{Cache-
Control}il",\n \'"request x requested with\": \"%{X-Requested-With}i\",\n \"request x att device id\": \"%{X-ATT-

Device-Id}i\",\n \"content type\": \"%{Content-Type}o\",\n \"is cacheable\": %
{if(fastly info.state~\""(HIT|MISS)s\", \"true\",\"false\")}V,\n \"response age\": \"%{Age}o\",\n
\"response cache control\": \"${Cache-Control}o\",\n \"response expires\": \"%{Expires}o\",\n

\"response last modified\": \"%{Last-Modified}o\",\n \'"response tsv\": \"%{TSV}o\",\n \"server datacenter\": \"$%

{server.datacenter}V\",\n \"req header size\": %{reqg.header bytes read}V,\n \"resp header size\": %
{resp.header bytes written}V,\n \"socket cwnd\": %{client.socket.cwnd}V,\n \"socket nexthop\": \"%

{client.socket.nexthop}V\",\n \"socket tcpi rcv mss\": %{client.socket.tcpi rcv mss}V,\n \"socket tcpi snd mss\"
${client.socket.tcpi snd mss}V,\n \"socket tcpi rtt\": %{client.socket.tcpi rtt}v,\n \"socket tcpi rttvar\":

{client.socket.tcpi rttvar}Vv,\n \"socket tcpi rcv_rtt\": %{client.socket.tcpi rcv_rtt}Vv,\n
\"socket tcpi rcv_space\": %{client.socket.tcpi rcv _space}V,\n \"socket tcpi last data sent\": %

{client.socket.tcpi last data sent}V,\n \"socket tcpi total retrans\": %{client.socket.tcpi total retrans}V,\n

\"socket tcpi delta retrans\": %{client.socket.tcpi delta retrans}V,\n \"socket ploss\": %
{client.socket.ploss}V\n}\n",

"format version": "2",

"created_at": "2020-04-22T16:50:01Z2",

"updated at": "2020-04-22T16:50:01Z2",

"deleted_at": null,

"response_ condition": "",

"placement": null,

"token": "DD-API-KEY"
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$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

5HTXHW\([ DP S

POST /service/SU1z0isxPaozGVKXdv0OeY/version/1l/logging/datadog HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-datadog&region=US

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio

162/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions

5/19/2020 Fastly API Documentation

"name": "test-datadog",

"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"version": "1",

"region": "US",

"format": "{\n \"ddsource\": \"fastly\",\n \"service\": \"%{req.service id}V\",\n \"date\": \"%{begin:%Y-%m-
$dT2H:eM:%S%Z2}1t\",\n \"time start\": \"%{begin:%Y-2m-3dT%H:%M:%5%2}t\",\n \"time end\": \"%{end:%Y-%m-

$dTeH:3eM:%S%2}t\",\n \"http\": {\n \"request_ time ms\": %D,\n \"method\": \"2m\",\n \"url\": \"%
{json.escape(req.url)}V\",\n \"useragent\": \"%{User-Agent}i\",\n \"referer\": \"%{Referer}i\",\n
\"protocol\": \"%H\",\n \"request x forwarded for\": \"%{X-Forwarded-For}i\",\n \"status code\": \"%s\"\n
},\n \"network\": {\n \"client\": {\n \"ip\": \"%h\",\n \"name\": \"%{client.as.name}V\",6\n
\"number\": \"%${client.as.number}V\", \n \"connection_ speed\": \"%{client.geo.conn speed}V\"\n }.\n
\"destination\": {\n \"ip\": \"%A\"\n }o,\n \"geoip\": {\n \"geo city\": \"%{client.geo.city.utf8}v\",\n
\"geo country code\": \"%{client.geo.country code}V\",\n \"geo continent code\": \"%

{client.geo.continent code}V\",\n \"geo region\": \"%{client.geo.region}V\"\n },\n \"bytes written\": %B,\n
\"bytes read\": %{req.body bytes read}vin },\n \"host\": \"%{Fastly-Orig-Host}i\",\n \"origin host\": \"%v\",\n
\"is ipvé\": %{if(req.is _ipvé6, \"true\", \"false\")}V,\n \"is tls\": %{if(req.is_ssl, \"true\", \"false\")}V,\n
\"tls client protocol\": \"%{json.escape(tls.client.protocol)}V\",\n \"tls client servername\": \"%
{json.escape(tls.client.servername)}V\",\n \"tls client cipher\": \"%{json.escape(tls.client.cipher)}V\",6 \n
\"tls client cipher sha\": \"%{json.escape(tls.client.ciphers sha)}V\",\n \"tls client tlsexts shal\": \"%
{json.escape(tls.client.tlsexts sha)}V\",\n \"is h2\": %{if(fastly info.is h2, \"true\", \"false\")}V,\n
\"is_h2_push\": ${if(fastly info.h2.is_push, \"true\", \"false\")}V,\n \"h2_stream id\": \"%
{fastly info.h2.stream id}V\",\n \"request accept content\": \"%{Accept}i\",\n \"request accept language\": \"%
{Accept-Language}i\",\n \"request accept encoding\": \"%{Accept-Encoding}il\",\n \"request accept charset\": \"%
{Accept-Charset}i\",\n \"request connection\": \"%{Connection}i\",\n \"request dnt\": \"%{DNT}i\",\n
\"request forwarded\": \"${Forwarded}i\",\n \"request via\": \"%{Via}i\",\n \"request cache control\": \"%{Cache-
Control}il",\n \'"request x requested with\": \"%{X-Requested-With}i\",\n \"request x att device id\": \"%{X-ATT-
Device-Id}i\",\n \"content type\": \"%{Content-Type}o\",\n \"is cacheable\": %
{if(fastly info.state~\""(HIT|MISS)s\", \"true\",\"false\")}V,\n \"response age\": \"%{Age}o\",\n
\"response cache control\": \"%{Cache-Control}o\",\n \"response expires\": \"%{Expires}o\",\n
\"response last modified\": \"%{Last-Modified}o\",\n \'"response tsv\": \"%{TSV}o\",\n \"server datacenter\": \"$%
{server.datacenter}V\",\n \"req header size\": %{reqg.header bytes read}V,\n \"resp header size\": %
{resp.header bytes written}V,\n \"socket cwnd\": %{client.socket.cwnd}V,\n \"socket nexthop\": \"%
{client.socket.nexthop}V\",\n \"socket tcpi rcv mss\": %{client.socket.tcpi rcv mss}V,\n \"socket tcpi snd mss\":
${client.socket.tcpi snd mss}V,\n \"socket tcpi rtt\": %{client.socket.tcpi rtt}v,\n \"socket tcpi rttvar\": %
{client.socket.tcpi rttvar}Vv,\n \"socket tcpi rcv_rtt\": %{client.socket.tcpi rcv_rtt}Vv,\n
\"socket tcpi rcv_space\": %{client.socket.tcpi rcv _space}V,\n \"socket tcpi last data sent\": %
{client.socket.tcpi last data sent}V,\n \"socket tcpi total retrans\": %{client.socket.tcpi total retrans}V,\n
\"socket tcpi delta retrans\": %{client.socket.tcpi delta retrans}V,\n \"socket ploss\": %
{client.socket.ploss}V\n}\n",

"format version": "2",

"created_at": "2020-04-22T16:50:01Z2",

"updated at": "2020-04-22T16:50:01Z2",

"deleted_at": null,

"response_ condition": "",

"placement": null,

"token": "DD-API-KEY"
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5HTXHW\([ DP SO

PUT /service/SUlzZ0isxPaozGVKXdv0eY/version/1l/logging/datadog/test-datadog HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

region=EU

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"name": "test-datadog",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",

"region": "EU",

"format": "{\n \"ddsource\": \"fastly\",\n \"service\": \"%{req.service id}V\",\n \"date\": \"%{begin:%Y-%m-

$dT3H:eM:%S%Z2}1t\",\n \"time start\": \"%{begin:%Y-2m-2dT%H:%M:%S%2}t\",\n \"time end\": \"%{end:%Y-%m-

2dT%H:eM:%5%Z2}t\",\n \"http\": {\n \"request time ms\": %D,\n \"method\": \"2m\",\n \"url\": \"%
{json.escape(req.url)}V\",\n \"useragent\": \"%{User-Agent}i\",\n \"referer\": \"%{Referer}i\",\n
\"protocol\": \"%H\",\n \"request x forwarded for\": \"%{X-Forwarded-For}i\",\n \"status_code\": \"%s\"\n
},\n \"network\": {\n \"client\": {\n \"ip\": \"%h\",\n \"name\": \"%{client.as.name}V\",\n
\"number\": \"%{client.as.number}V\",\n \"connection_speed\": \"%{client.geo.conn speed}V\"\n }.\n
\"destination\": {\n \"ip\": \"2%A\"\n },\n \"geoip\": {\n \"geo city\": \"%{client.geo.city.utf8}Vv\",\n

\"geo country code\": \"%{client.geo.country code}V\",\n \"geo continent code\": \"%

{client.geo.continent code}V\",\n \"geo region\": \"%{client.geo.region}V\"\n },\n \"bytes written\": %B,\n
\"bytes read\": %{req.body bytes read}vVin },\n \"host\": \"%{Fastly-Orig-Host}i\",\n \"origin host\": \"%v\",\n
\"is ipv6\": %{if(req.is ipv6, \"true\", \"false\")}V,\n \"is tls\": %{if(req.is_ssl, \"true\", \"false\")}V,\n

\"tls client protocol\": \"%{json.escape(tls.client.protocol)}V\",\n \"tls client servername\": \"%

{json.escape(tls.client.servername)}V\",\n \"tls client cipher\": \"%{json.escape(tls.client.cipher)}V\", \n

\"tls client cipher sha\": \"%{json.escape(tls.client.ciphers sha)}V\",\n \"tls client tlsexts shal\": \"%
{json.escape(tls.client.tlsexts sha)}V\",\n \"is h2\": ${if(fastly info.is h2, \"true\", \"false\")}V,\n
\"is_h2_ push\": %{if(fastly info.h2.is_push, \"true\", \"false\")}V,\n \"h2_stream id\": \"%

{fastly info.h2.stream id}V\",\n \"request accept content\": \"%{Accept}i\",\n \"request accept language\"
{Accept-Language}i\",\n \'"request accept encoding\": \"%{Accept-Encoding}i\",\n \"request accept charset\"

{Accept-Charset}i\",\n \'"request connection\": \"%{Connection}i\",\n \"request dnt\": \"${DNT}i\",\n

\"request forwarded\": \"%{Forwarded}i\",\n \"request via\": \"%{via}i\",\n \"request cache control\": \"%{Cache-
Control}i\",\n \'"request x requested with\": \"%{X-Requested-With}i\",\n \"request x att device id\": \"%{X-ATT-

Device-Id}i\",\n \"content type\": \"%{Content-Type}o\",\n \"is cacheable\": %
{if (fastly info.state~\""(HIT|MISS)$\", \"true\",\"false\")}V,\n \'"response age\": \"%{Age}o\",\n
\"response cache control\": \"%{Cache-Control}o\",\n \"response expires\": \"%{Expires}o\",\n

\"response last modified\": \"%{Last-Modified}o\",\n \"response tsv\": \"%{TSV}o\",\n \"server datacenter\"

{server.datacenter}V\",\n \"req header size\": %${req.header bytes read}V,\n \"resp header size\": %
{resp.header bytes written}V,\n \"socket cwnd\": %{client.socket.cwnd}V,\n \"socket nexthop\": \"%

{client.socket.nexthop}V\",\n \"socket tcpi rcv mss\": %{client.socket.tcpi rcv mss}V,\n \"socket tcpi snd mss\"
¢{client.socket.tcpi snd mss}V,\n \"socket tcpi rtt\": %{client.socket.tcpi rtt}Vv,\n \"socket tcpi rttvar\": %

{client.socket.tcpi rttvar}Vv,\n \"socket tcpi rcv_ rtt\": %{client.socket.tcpi rcv_rtt}Vv,\n
\"socket tcpi rcv space\": %${client.socket.tcpi rcv space}V,\n \"socket tcpi last data sent\": %

{client.socket.tcpi last_data_sent}V,\n \"socket tcpi_ total retrans\": %{client.socket.tcpi_ total retrans}V,\n

\"socket tcpi delta retrans\": %{client.socket.tcpi delta retrans}V,\n \"socket ploss\": %
{client.socket.ploss}V\n}\n",
"format version": "2",
"created_at": "2020-04-22T16:50:01Z2",
"updated_at": "2020-04-22T20:46:04Z2",
"deleted_at": null,
"response condition": ""

"placement": null,
"token": "DD-API-KEY"
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$ XWHQAFDARQ
$3, WANHO R DXHU ZIW DIVEDW Engineer AP MRV

5HTXHWA([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/datadog/test-datadog HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"
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GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/digitalocean HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my space name",
"created at": "2016-05-23T19:48:33+00:00",
"deleted_at": null,
"domain": "nyc3.digitaloceanspaces.com",
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"gzip level": O,
"message_type": "classic",
"name": "test-digitalocean",
"path": null,
"period": "3600",
"placement": null,
"response condition": "",
"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SUlZ0isxPaozGVKXdv0eY",
"timestamp format": "%Y-%m-%3dT%H:%M:%S5.000",
"updated_at": "2016-05-23T19:48:33+00:00",
"version": "1"

}
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5HTXHW\([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/digitalocean/test-digitalocean HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my space name",
"created at": "2016-05-23T19:48:33+00:00",
"deleted_at": null,
"domain": "nyc3.digitaloceanspaces.com",
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"gzip level": 0,
"message_type": "classic",
"name": "test-digitalocean",
"path": null,
"period": "3600",
"placement": null,
"response condition": ""
"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"timestamp format": "%Y-%m-3dT%H:%M:%5.000",
"updated_at": "2016-05-23T19:48:33+00:00",
"version": "1"

}
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&UHDM D' LU IMQ2 FHDQ 68DFH RU D PUAEXOU WYEH )G YHIRQ

$ XWHOAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP SO

POST /service/SUlZz0isxPaozGVKXdv0OeY/version/1l/logging/digitalocean HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-
digitalocean&bucket name=my corporate bucket&access key=AKIAIOSFODNN7EXAMPLE&secret key=wJalrXUtnFEMI/K7MDENG/bPxRfi
CYEXAMPLEKEY

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my space name",

"created at": "2016-05-23T19:48:33+00:00",
"deleted_at": null,

"domain": "nyc3.digitaloceanspaces.com",
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"gzip level": 0,

"message_type": "classic",

"name": "test-digitalocean",

"path": null,

"period": "3600",

"placement": null,

"response condition": "",

"secret key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"timestamp format": "%Y-%m-%3dT%H:%M:%S5.000",
"updated_at": "2016-05-23T19:48:33+00:00",
"version": "1"

387 VHYIFH VHWIFHBIG YHMRQ YHWMRQ ®JJIQ) GIMIERFHDQ RGBQDP H
8 SGDM WH ' LJVIQ FHDQ 6SDFH RU D DUAEXOU VYFH MG HMRQ

$ XWHOAFDWRQ
$3, WNHO R DXHU ZIMW DVEDW Engineer  SHP MMRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

2G @QPHR WH ' JMWQ FHDQ 6SDFHV EEMFWXVHG W VWBRWWH RUHAFW LI IMQ2 FHDQ 6SDFHV FEMFW

REBPH i L WH @P H KOV BHQ FKDQIHG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/digitalocean/test-digitalocean HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-digitalocean

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my bucket name",
"created_at": "2016-05-23T19:48:33+00:00",
"deleted_at": null,

"domain": "nyc3.digitaloceanspaces.com",
"format": "%h %1 %u %t \"%r\" %>s %b",

"format version": "2",

"gzip level": 0,

"message_type": "classic",

"name" :
"pathll :

"updated-test-digitalocean",
null,

"period": "3600",
"placement": null,

"response condition": "",

"secret _key": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"timestamp format": "$Y-%m-%dT%$H:%M:%S.000",

"updated at": "2016-05-23T19:48:33+00:00",

"version": "1"

" HBW WH

VHYIFH VHYFHBIG YHWMRQ YHWMRQ ®JJIQ) GIMBBRFHDQ QOP H

' LJMIQ FHDQ 65DFH RU D DUAEXQU WXYIFH MG YHMRQ

$ XWHAFDARQ
$3. B’\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHV([ DP SO

DELETE /service/SUlzZ0isxPaozGVKXdv0OeY/version/1l/logging/digitalocean/test-digitalocean HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQOH

HTTP/1.1

([ P S®

200 OK

Content-Type: application/json

{

"status": "ok"

}

( OWMPVHDUFK

)DAMD ZIOXSE®DG R PHAWDIHY SHURGFD® W WH VAYHU R WH RWP DIWSHAICHG Q WH (OVWARVHDURK FEMFW

) IHTV

CH® WSH GHVFUSVIRQ
QOP H QY 7Kl @PH R WH (DWMPVHDUFK HOGSRIQV BHTXILHG
HYYLFHBIG QY 7 K EBKDQXP HUE WIQJ GHOW [QJ D VAYFH
YHMRQ IOMIHJ 7 Kd FUHQAVYHMRQ R DVAYIFH
7K @PH R WH (DMPVHDUFK 0GH W VAQG GFXP HOV RIV W 7KH QGH  PXVWRMZ
WH (OMPVHDUFK IOGH. RP DAMGBN : H KSSRUNAMIMP H DMSROWG YDUDE®N UGH
Qe I EWFHV SHJ HG ZIW DRXQG VP ERO )RUHIDP SO #{3F} ZIODMSEROM IV <<< 0 0
' ZIW RED V B HTXUWLHG
XD QY 7Kl 85/ WWHDP RIVW OXWXH +7736 BHTXUHG
7K R WH (OMPHDUFK QIHWSISHICH W SO SH SIRFHW VDU RWP DARQY W/
SISHICH Q) EHRH QGH Q) )RUHDP S® my pipeline id /HIUQD PRH ERXWRHDAQ) DSSHIH D
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GHVFUSVIRQ

OOIPXP QPEHUR RIV W 3SHG W DEDWK L RQJHR 'HDXW Ro RU
XQERXQGHG

OOIPXP MHR R EDFK L RQ]JHR 'HDXW R0 RUXERXQGHG
YOMES XW 8VHU
YOMFS XYW DWW

$ VWRXUH FHWCFDM W DMHOAFDWM WH VAYHU ZIW OXVWEH Q 3 0 RWP DWV

7 K FIHQVAHWCFDM XHG W PDNH DAWHOQAFDWG BTXHW O XMWEH Q 30 RWP DW

7 K FHQNVSIYDM M XHG W PDNH DXWHOAFDMG BITXHW OXWHEH R 30 RWP DW

7 K KRWEDP H XHG W YAUL\ WH VIYHUV FHOACFDM  WHDQ HWHU BH WH &RP P RQ 10P H
&1 RJDEXEMPWSOMODAYH 10P H 6$ 1

$SDFKH WOI R) RWPP DMQ) RXURJ PXWVSRGXFH YDIG -62 1 WDWV(@OWRHDUFK FBQ
QI HW

7 K HUMRQ R YH B[MRP RIJIQ) RUWP DWVXHG RUYH RQCIXUHG HGSRIQW &DQ
HWHU WH GIDXOVHUMRQ R RPDNRJ WH HVRQ RJI RPDW KH RIJIQ PO
JHW SDFHG B GHDXOWV vel log VWWR2 MG [vcl deliver L
M VAWNR 1

L format version

format version

KHH D WH HOHDWG 9%/ WH RIJIQ) OWRXG B SDFHG RHWGQ) )

IRWP DIBYHWMRQ GIDXO &DQ B none R waf debug 7 K/ GG ¥ RWHTXILHG MG KV @&
GH DXOVYDOH

7Kl @PH R 0D M RQEWRQ R WH FRQCIXUHG HOGSRIQW RJ BEDYH EDON W/ [Z D\ V
H HEXWM

7PHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV FHDWMG
7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBMWG

7PHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBMWG

WHYFH WYIFHBIG YHMRQ YHMRQ ®JJIQ HDWAVHDURK

$ XWHOAFDARQ
$3. WAHO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHV([ DP SO

/ MAVEDR WH (OMPVHDUFK RIJIQ) HIGSRIQN RU D DUAEXOU WYIEH MG HWMRQ

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/elasticsearch HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/json

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK

Content-Type: application/json
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"format version": "2",

"tls_hostname": null,

"index": "test-index",

"request max_entries": 0,

"response condition": "",

"deleted_at": null,

"password": null,

"service id": "SU1Z0isxPaozGVKXdvOeY",

"version": "1",

"name": "test-elasticsearch",

"user": null,

"updated_at": "2019-07-02T23:13:17Z2",

"request max bytes": 0,

"tls_client_key": null,

"created_at": "2019-07-02T23:13:17Z2",

"format": "{\n \"timestamp\":\"%{begin:%Y-3m-3dT¥H:2M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}V\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",

"url": "https://www.example.com",

"pipeline": null,
"tls_client_cert": null,
"placement": null,
"tls _ca cert": null

* (7 VHYIEH VHWYIEHBIG YHWRQ YHMRQ ®JJIQ) HDWMPHDUFK QDP H

* HWMH (OWAVHDURK RJJ1Q) IGSRIOVRU D PIFXOU HXYEFH G HIURQ

$ XWHQAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

30EP HMY/

SDIOP WU WSH GHVFUSMRQ

QP H VQ)  1DPHR WH (DMPHDUIFK NG

5HTXHV([ DP SO

GET /service/SU1z0isxPaozGVKXdvOeY/version/1l/logging/elasticsearch/test-elasticsearch HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"format version": "2",

"tls hostname": null,

"response condition": "",

"index": "test-index",

"request max_entries": 0,

"deleted at": null,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"password": null,

"version": "1",

"name": "test-elasticsearch",

"user": null,

"updated_at": "2019-07-02T23:13:17Z2",

"tls _client key": null,

"created_at": "2019-07-02T23:13:17Z2",

"request_max_bytes": 0,

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-3dT%H:3M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}v\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",

"url": "https://www.example.com",

"pipeline": null,

"tls client cert": null,
"tls_ca_cert": null,
"placement"”": null

3267 WIWMFH WYIFHBIG YHUMRQ YHMRQ ®&JJIQJ HODMWARHDUFK

&UDM D(OWMPHDUFK RIJIQ) H)GSRIQAVRU D DUAEXOU VXIFH MG YHMRQ

$ XWHQAFDARQ
$3, WANHO R DXHU ZIW DVEDW Engineer - SHAP MMRQV

5HTXHV([ DP SO

POST /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/elasticsearch HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-elasticsearch&index=test-index&url=https://www.example.com

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"name": "test-elasticsearch",

"index": "test-index",

"url": "https://www.example.com",

"pipeline": null,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"version": "1",

"request_max entries": 0,

"request _max_bytes": 0,

"format": "{\n \"timestamp\":\"%{begin:%Y-3m-3dT%H:2M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}V\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",

"tls _client key": null,

"created at": "2019-07-02T23:13:17Z2",

"placement": null,

"tls_ca cert": null,
"tls client cert": null,

"tls hostname": null,

"format_ version": "2",

"updated_at": "2019-07-02T23:13:17Z2",
"user": null,
"password": null,
"deleted_at": null,
"response condition":

387 WHXYMEFH WXYIFHBIG YHMRQ YHUMRQ ®JIJIQ) HOWWAHDUFK QDP H

8 SGDM WH (OMPVHDUFK RJJIQ) HIGSRIQVRU D PUAFXOU WYIFH MG HWMRQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIM DVEDW Engineer  SHP MMRQV

30DIDP HMY/

SDIDP WU WSH GHWUSWRQ

@PH WIQ) 1DPHR YH (OWRHDUFK M®1

5HTXHW\([ DP S

PUT /service/SUl1Z0isxPaozGVKXdv0OeY/version/1l/logging/elasticsearch/test-elasticsearch HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-elasticsearch

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"name": "updated-test-elasticsearch",
"user": null,

"updated_at": "2019-07-02T23:13:17Z2",
"version": "1",

"deleted_at": null,

"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"password": null,

"response condition": "",

"index": "test-index",
"request max entries": 0,
"tls_hostname": null,

"format version": "2",

"tls ca cert": null,

"placement"”": null,

"tls_client_cert": null,

"url": "https://www.example.com",
"pipeline": null,

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-2dT%H:%M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n

\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n

\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%

{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n

\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-

Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"$%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS
"tls client key": null,
"created_at": "2019-07-02T23:13:17Z2",
"request_max_bytes": 0

SAC7C WHWIMFH WWUYIFHBIG YHWMRQ YHURQ ®&JJIQ) HDWFVHDUFK QDP H

' HOMW WH (OWPVHDUFK RIJLQ) HGSRIQAVRU D DUAEXDU VAYIFH MG HMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIW DVEDW Engineer . SH4P MRQV

30DIDP HMY/

SDIDP WU WSH GHWUSWRQ

@PH WIQ) 1DPHR YH (OWRHDUFK M®1

5HTXHW\([ DP S

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1/logging/elasticsearch/updated-test-elasticsearch HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

)73

) DAMD ZIOXSEDG R PHAWDIHY SHURGFD® W WH VAYHU R WH RWP DIWBHAICHG Q YH )73 FEMFW

) IHTV

CH® WSH GHVFUSVIRQ
DGGLHW VIMQ) $Q KRWEDP H RJ3Y [EGHW
FUHDWMGBDW VIMQ) 7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV FHDWMG
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GHVFUSVIRQ
7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBMWG

$ SDFKH WG R) RWP DM

7 K HUMRQ R WH BKMRP R1JIQJ RWP DVAHG RUYH FRQCIXUHG HIGSRIQV &DQ BH HWHU

WH GIDXOVHUMRQ R} RPDNRJ) WH HMRQ RJ RP DV KH RIJIQ) BPOHNV
SOFHG B GIDXOV{ vcl log VVWWR2 [OG (vecl deliver L
V VW 1

L format version

format version
: KDWVBYHOR *=,3 HFRGQ W KOYH ZKHQ XP SIQJ RIV GHDXWV @ RP SUHWWMRQ
+ RWEDP H XHG

,3Y BAHW R WH KW

+RZ WH PHAWDIH KRX@ EH RWPP DIWG 2 G R

GHDXWV 5 & YVB&I SHC[

5)& WKRMUHG V@RI

+ HUIRNX WO BQIW SHC HG YWV

1R SH SHXORUZUIMQ] -621 MG &6
7 @PHR WH M HGSROQN

7 K PWZ REG RUWH VHIYHU IRU RQ P RXV XH [ HP DOMEHW

7K DK WOHSERDG R @BV W | YH DK HGV R YWHQ WY WDWG Y D AEHARY

+RZ HTXHQ® RJ @BV DH DO HG R WH FQ B4 DDIMEG! RUBDAQ) 1Q WFRQGY
GH DXV

;. KHH D WH HHDMG %/ WH RIJIQ) OWRXEG H SDFHG RHUWGQ) M)

IRWP DBYHMRQ GIDXOV 8DQ B none Rwaf debug 7 K/ GHG ¥V RWHTXILHG MG KV @®
GH DXGVYDOH

7 K SRUNVQP EHU

7Kl @PH R 0D HIMAQ FRQEVRQ D WH FRQCIXUHG HIGSRIQW RJ BDYH EDON W/ [Z D\ V
H HEXWM

7 K EBKDQXP HUE WIQ) GHOW\ LQJ D VAYIEH
VIMWP H \BHFICHG WP HWZP S RPDMQJ GHDX® < P G7 + 0 6
7IPHWEPS * 0 7 ZKHQ WH HGSRIQNVZDV YSGDWG

7 K XYHUOOP H RUWH VAYHU FDQ BH [MRQ P RXV

7 K4 FXUHOAWHMRQ R DVAYIFH

VWHYFH WYIFHBIG YHMRQ YHMRQ ®JJIQJ V8

$ XWHOAFDAWRQ
$3. WAHO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHV([ DP SO

[ MVIDR YH )7 3V RU D PUIAFXQU HYFH G HURQ

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1/logging/ftp HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO
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HTTP/1.1 200 OK

Content-Type: application/json

"address": "example.com",
"created_at": "2016-05-17T18:27:29+00:00",

"deleted_at": null,

"format": "%h %1 %u %t \"%r\" %>s %b",

"format version": "2",

"gzip level": "0",

"hostname": "example.com",

"ipv4": "127.0.0.1",

"message_type": "classic",

"name": "test-ftp",

"password": "ftp@example.com",

"path": "/",
"period": "3600",
"placement": null,
"port": "514",
"response condition"

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"timestamp format":

"$Y-%m-%dT$H:$M:%5.000",

"updated_at": "2016-05-17T18:27:29+00:00",

"user": "anonymous",
"version": "1"

(7 VHYIFH VHYIFHBIG YHMRQ YHMRQ ®JJIQI I\V8

* HWWMH )7 3 RU D DUAFXDU VHXYFH G HMRQ

$ XWHOAFDARQ

$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHW\([ DP SO

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/ftp/test-ftp HTTP/1.

Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

{
"address": "example.com",
"created_at": "2016-05-17T18:27:29+00:00",
"deleted _at": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"gzip level": 0,
"hostname": "example.com",
"ipv4": "127.0.0.1",
"message_type": "classic",
"name": "test-ftp",
"password": "ftplexample.com",
"path": "/",
"period": "3600",
"placement"”": null,
"port": "514",
"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "$Y-%m-2dT%$H:%M:%S.000",
"updated at": "2016-05-17T18:27:29+00:00",
"user": "anonymous",
"version": "1"
}

3267 WWMFH WYFHBG YHMRQ YHMRQ ®&JJIQJ 1V8

&UDW D)7 3 RU D DUEXOU YIEH MG HWMRQ
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$ XWHOMFDWRQ

$3, WNHO R DXHU ZIW DVEDW Engineer . SHAP MRV

5HTXHV([ DP SO

Fastly API Documentation

POST /service/SU1Z0isxPaozGVKXdv0eY/version/1/logging/ftp HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-ftp&address=example.com&user=anonymousé&password=ftplexample.com&path=/

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"address": "example.com",
"created_at": "2016-05-17T18:27:29+00:00",
"deleted _at": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"gzip level": 0,
"hostname": "example.com",
"ipv4": "127.0.0.1",
"message_type": "classic",
"name": "test-ftp",
"password": "ftplexample.com",
"path": "/",
"period": "3600",
"placement”": null,
"port": "514",
"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "$Y-%m-2dT%$H:%M:%S.000",
"updated _at": "2016-05-17T18:27:29+00:00",
"user": "anonymous",
"version": "1"
}

387 WHXMEFH WHXYIFHBIG YHMRQ YHUIRQ @®&JIJIQ V8

8 SGDM WH )7 3 RU D PUAEXOU VAXIFH MG HWMRQ

$ XWHAFDARQ

$3, WAHO R DXHU ZIW DVEDW Engineer . SHP WRQV

30IEP MY

SDIDP WU WSH GHVFUSMRQ

R@BP H WIQ) 2G @PHR YH )7 3 EMFWXVHG W VHBRWWH RUHAW)73 FEMFWL YH @P H KOV HHQ IKDQIHG

5HTXHW\([ DP S

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/ftp/test-ftp HTTP/1l.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-ftp

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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{
"address": "example.com",
"created at": "2016-05-17T18:27:29+00:00",
"deleted_at": null,
"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",
"gzip level": O,
"hostname": "example.com",
"ipv4": "127.0.0.1",
"message_type": "classic",
"name": "updated-test-ftp",
"password": "ftplexample.com",
"path": "/",
"period": "3600",
"placement"”": null,
"port": "514",
"response condition": "",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "%Y-%m-3dT%$H:3%M:%S.000",
"updated_at": "2016-05-17T18:27:29+00:00",
"user": "anonymous",
"version": "1"
}

VHYIFH VHEHBIG YHWMRQ YHMRQ ®JIJIQ) V8 QOP H
' HBMW WH )7 3 RU D DUAEXOU VXEH MG YHMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIWK DVEDW Engineer . SHP MRQV

5HTXHW\([ DP S

DELETE /service/SUl1Z0isxPaozGVKXdvOeY/version/1/logging/ftp/test-ftp HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

* RRIG! %4 XHY /RIJIQ)

) DMD ZIOXSEDG R PHAWDIHY W YH *RRIGI 4 XHY GWMAHWING BEG R WH RWP DIWSHFICHG D YH %4 XHY RIJIQ] FEMFW

) LHGV

CHG WSH GHWUSWRQ
QP H WIQJ 7HKH@PHR YH %4 XHY RIJIQ) EEMFWSVHG ¥ DSIP DY M\ RU$3, BFHW
VHYYIFHBLG WIQJ 7 K BKDOQXP HUF WIQ) GHOM\ 1QJ D VHIMEFH
YHMRQ OMH) 7 K KUHOVHMRQ R DVHXEH
$SDFKH WO R] RWPP DMQJ 0 XWWSRRGXFH -62 1 WDWPDWKHY YWH VWKHP D R \RXU
IRWP DV WIQJ
%J4 XHY DEG
7 K HUMRQ R YH BMRP RJJIQI RUWP DVAHG RUWYH RQCIXUHG HIGSRIQW &0Q BH HWHU
WH GIDXOVHWMRQ R RPDV R WH HMRQ RJ RPDV KH RIJ POHV
IRWP DVBYHURQ LOMIHU Q)
SOFHG B GIDXOMLvcl log Lformat version W VWMR2 [OG [vcl deliver L
format version N VWA 1
S <RXU*RRI®I &BRXG 3IDARP WHYFH TFFRXQVHP DOMBGEHW KH FRHQBHP DOGHG D \RXU

VHYFH FFRXQVDAKHQAFDARQ -62 1
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CH® WSH GHVEUSWRQ
<RXU*RRI®! &BXG IDARP [FFRXQMAFHANA  7KH SIYDMBNH \RXU VAYIFH
VHEUHVBNH Q) FeR
DFFRXQADAHOAEDARQ -62 1
SIRWPVBIG Q] <RXU*RRI®! &BXG IDWRP SRWFW,
GDIVHW Q] <RXU %4 XHY GEVIVHW
VEE® Q) <RXU %4 XHY BE®
WP SOWB\VXA [ Q) 04)4 XHY VBE®! @P H WA[ WP SOM 2SWRQDO
KHH D WH HOHDWG %8/ WH RIJIQ) OWRXG B SDFHG RHWUGQ) )
SOFHP HQW IMQ) IRWP DBYHWMRQ GADXOV &DQ B none R waf debug 7 K/ GHG ¥ QRAVHTXILHG MG KV @®
GH DXOVYDOH

7K QPHR WH XUHG RJ EDYH WDV
UAVSROMBFRQGMRO VALY @P [ HOMQ) FRQGMRQ Q WH ARQC HGSRIQN DN

H HFX\WM

FU-DWAGBDW VM) 7IPHWEPS * 0 7 ZKHQ WH FEMFWZDV RHDWMG
XSGDMGBDV VA 7PHWEP S * 0 7 ZKHQ WH FEMPWZDV YSGDWG
GHBMGBDW VNI 7PHWIPS * 0 7 ZKHQ WH FEMPWZDV GIBMWG

$ PURQV

(7 WIYMFH WWYIFHBIG YHMRQ YHUMRQ ®&JJIQJ ELITXHY

/[ MVIDR YH %4 XHY R1JIQ) FEMFW RU D DUAFXOQU HYFH G HIMRQ

$ XWHOAFDWRQ
$3. WAHO R DXHU ZIW DVEDW Engineer  SHP MWRQV

5HTXHW([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/bigquery HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"name": "my bigquery logging",
"format": "{\n \"timestamp\":\"%{begin:%Y-3m-3dT%H:%M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",
"user": "fastly-bigquery-log@example-fastly-log.iam.gserviceaccount.com",
"project_id": "example-fastly-log",
"dataset": "fastly log test",
"table": "fastly logs",
"template suffix": null,
"secret key": "——-—- BEGIN PRIVATE KEY-—--—- \n...\n-—-——- END PRIVATE KEY-—-——- \n",
"created _at": "2016-05-17T20:23:15+00:00",
"updated at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,
"response _condition":
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* (7 VHWMEH VHYIFHBIG YHWMRQ YHMRQ ®JJIQ) EUTXHN QOPH

* WWH GMIY RUD%4 XHY RJIJIQI FEMFWRU D IAFXOU VEXYIFH [0G HMRQ

$ XWHOAFDARQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

30DDP HMY/

SDIDP WU WSH GHVFUSMRQ

QP H VMQ]  1DPHR WH %4 XHY RIJIQ) FEMFW

5HTXHV([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/bigquery/my bigquery logging HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ 5HVSRQWH ([ DP S®I

HTTP/1.1 200 OK
Content-Type: application/json

"placement"”": null,
"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"name": "my bigquery logging",
"format": "{\n \"timestamp\":\"%{begin:3Y-¥m-2dTeH:2M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}v\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",

"user": "fastly-bigquery-log@example-fastly-log.iam.gserviceaccount.com",
"project id": "example-fastly-log",

"dataset": "fastly log test",

"table": "fastly logs",

"template suffix": null,

"secret key": "———-- BEGIN PRIVATE KEY-—--- \n...\n-———- END PRIVATE KEY-—--- \n",
"created_at": "2016-05-17T20:23:15+00:00",

"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null,
"response condition":

3267 WH¥FH WYIFHBIG YHMRQ YHMRQ ®RIJIQJ ELITXHY

&UDM D%4 XHY RJJIQJ FEMFWRU D UAEXOU VWYFH [0G HUMRQ

$ XWHOAFDARQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

POST /service/SU1z0isxPaozGVKXdv0eY/version/1l/logging/bigquery HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_ bigquery logging&project id=example-fastly-log&dataset=fastly log test&table=fastly logs&user=fastly-

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"placement": null,

"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"name": "my bigquery logging",

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-3dT%H:3M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\

||%

{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}v\", \n

\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-

Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n

\"request accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"%

{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",

"user": "fastly-bigquery-log@example-fastly-log.iam.gserviceaccount.com",
"project id": "example-fastly-log",

"dataset": "fastly log test",

"table": "fastly logs",

"template suffix": null,

"secret key": "—-——-- BEGIN PRIVATE KEY-—--- \n...\n---——- END PRIVATE KEY-—--- \n",
"created_at": "2016-05-17T20:23:15+00:00",

"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null,
"response condition":

387  WWFH WYIFHBIG YHUMRQ YHMRQ ®&JJIQJ EUJTXHY RGBQDP H

8SGDM D4 XHY RJIJIQ) AEMFWRU D DWFXOU VHIYFH [0G YHMRQ

$ XWHQAFDARQ
$3. R\HQ R DXHU ZIW DVEDW Engineer . SHP WRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

2G @QPHR YH %4 XHY RIJIQ) FEEMFWXVHG W HWBRVWWH RUHAWo 4 XHY RJIJIQ) AEMFWL WH

REBIPH i QP H KOV BHQ KKDQIHG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/bigquery/my bigquery logging HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_ new_bigquery name

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"placement": null,
"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"name": "my new bigquery logging",
"format": "{\n \"timestamp\":\"%{begin:%Y-%m-3dT%H:3M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}v\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",
"user": "fastly-bigquery-log@example-fastly-log.iam.gserviceaccount.com",
"project id": "example-fastly-log",
"dataset": "fastly log test",
"table": "fastly logs",
"template suffix": null,
"secret key": "—-——-- BEGIN PRIVATE KEY-—--- \n...\n-———- END PRIVATE KEY-—--- \n",
"created_at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,
"response condition":

C(/(7( WHYIFH VHYFHBIG YHWMRQ YHMRQ ®JJIQI ELJTXHY QDP H

" HOM D%4 XHY R1JIQ) AEMFWRU D UAFXOU VHIMFH 0)G YHMRQ

$ XWHQAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

QP H VMQ)  1DPHR WH %4 XHY RIJIQI FEMFW

5HTXHWA([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/bigquery/my bigquery logging HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

* RRIGI &BXG 3XE 6XE /RIJIQY

) DM ZIOSKEOK RI PHWRIHV W D*RRI®I &BXG XE 6XE ROEIF D WH RWP DIWSHAICHG D YWH 3XE 6XE RIJIQJ REMFW

Z ,03257%17 7K QRPDARQ V¥V DUVR D WG DXDIOEION BBDWWH )RU PRUH QIRWP DARQ WVH RXUSWRGXFWING HDW(UH
QH\ F& GMFUSWRQV

) IHTV

CH WSH GHFUSUMRQ

QP H Q] 7K @PH RUWH *RRIGI &BXG XE 6XE RQCIXUMRQ FHTXILHG
VHXIFHBIG Vo) 7 KH TBKDQXP HUF WAIQ) GHQW 1Q) D VAFH

YHWMRQ IQMIHJ 7 K IUHQWHMRQ R DVAYIEH
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GHVFUSVRQ
$SDFKH WOl R] RPPDMJ 'HDXOW "sh 21 su st \"sr\" $>s %b"

7 K HUMRQ R WH BFMRP R1JIQJ RWP DVHG RUYH RQCIXUHG HIGSRIQN &DQ BH HWHU

WH GIDXOVHMRQ R} RPDNRJ WH HMRQ RJ RWP DV KH RIJIQ) BPOHNV
SOFHG B GIDXOMLvcl log Lformat version W VWWMR2 [MG [vcl deliver L
format version N VAW 1

<RXU*RRI®I &BXG 3IDARWP HXYEFH BPFRXQVHP DIOMBEMHW KHclient email GG Q
\ RXU VWWYYIFH FFRXQVDIWHOAEDARQ -62 1 SHTXIWHG

<RXU*RRI®! &BXG IDWRP FFRXQMWAFHANA  KF private key GHG D \RXU AXYIFH
DFFRXQADAMHOAEDARQ -62 1 BHTXIWHG

7K, R \RXU*RRIG &BXG 3IDARWP  IRWFW SHTXWHG
7 K *RRIG &BXG 3XE 6XE REIF W ZKIFK RIV ZIOBH XEQKHG SHTXIWHG

KHH R WH HHDMG %%/ VH RIJIQ) AOWKRXG B SDFHG RHUGQ) [©)

IRWP DBYHMRQ GIDXOV 8DQ B none  Rwaf debug 7 K/ GG I RWHTXILHG MG KV @
GH DXOVWDOH

© KHQ W HHRXW WH 3XE 6XE RIJIQY MG | HP SW [ DV HHEXW
7TIPHWWPS *0 7 ZKHQ WH FEMFWZDV RHDWIG
7TIPHWEPS *0 7 ZKHQ WH FEMFWZDV XSCDMG

/IPHWMPS *0 7 ZKHQ YWH FEMFWZDV GIBMWG

VWHYIFH WHYIFHBIG YHMRQ YHURQ @®JJIQI SXEVXE

/[ MVDR YH 3XE 6XE RJJIQJ FEMFW RU D UAEXOQU HXYFH [0)G HUMRQ

$ XWHOAFDWRQ

$3, R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlzZ0isxPaozGVKXdv0OeY/version/1l/logging/pubsub HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json
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"placement": null,

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1",

"name": "my pubsub logging",

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-3dT%H:2M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n

\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n

\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"%

{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}Vv\",\n

\"request referer\":\"%{json.escape(req.http.Referer)}V\",\n \"request user agent\":\"%{json.escape(req.http.User-

Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n

\"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%

{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS
"format version": "2",

"user": "fastly-pubsub-log@example-fastly-log.iam.gserviceaccount.com",
"project_id": "example-fastly-log",

"topic": "fastly log test",

"secret key": "—-———- BEGIN PRIVATE KEY-—--- \n...\n--———- END PRIVATE KEY-——--- \n",
"created_at": "2016-05-17T20:23:15+00:00",

"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null,
"response condition":

(7 VHYIFH VHYIFHBIG YHMRQ YHMRQ ®JJIQ) SXEVXE QOP H

* MAMH GMIY RUD3XE 6XE RIJIQ) FEMPFWRU D SUAEXOU VAYIEH [G YHWRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MMRQV

30EP MY

SDIDP WU WSH GHVFUSMRQ

@PH VWIQ) 1DPHR WH 3XE 6XE RIJIQ) FEEMFW

5HTXHW([ DP SO

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/pubsub/my pubsub logging HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement"”": null,

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1",

"name": "my pubsub logging",

"format": "{\n \"timestamp\":\"%{begin:%Y-3%m-3dT2H:2M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n

\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n

\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"%

{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}Vv\",\n

\"request referer\":\"%{json.escape(req.http.Referer)}V\",\n \"request user agent\":\"%{json.escape(req.http.User-

Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n

\"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%

{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS
"format version": "2",

"user": "fastly-pubsub-log@example-fastly-log.iam.gserviceaccount.com",
"project_id": "example-fastly-log",

"topic": "fastly log test",

"secret key": "—-——-- BEGIN PRIVATE KEY-—--- \n...\n-———- END PRIVATE KEY-—--—- \n",
"created_at": "2016-05-17T20:23:15+00:00",

"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null,
"response condition":

https://docs fastly.com/api/aio

HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",

HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
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3267 WWFH WXYIFHBIG YHUMRQ YHMRQ ®JIJIQI SXEVXE

&UHDWM D3XE 6XE RIJIQJ HEMFWRU D DUAEXQU HXYEH [0G HURQ

$ XWHOAFDARQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/pubsub HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_ pubsub logging&project id=example-fastly-log&topic=fastly log test&user=fastly-pubsub-loglexample-fastly-
log.iam.gserviceaccount.com&secret key=--—--- BEGIN PRIVATE KEY----- \n...\n----—- END PRIVATE KEY-——--— \n

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"version": "1",

"name": "my pubsub logging",

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-2dT%H:%M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}v\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",

"format version": "2",

"user": "fastly-pubsub-log@example-fastly-log.iam.gserviceaccount.com",
"project_id": "example-fastly-log",

"topic": "fastly log test",

"secret key": "-——-- BEGIN PRIVATE KEY-—-—-- \n...\n--—-——- END PRIVATE KEY-—---- \n",

"created_at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,

"response condition":

387 WYFH WYIFHBIG YHMRQ YHMRQ ®JJIQJ SXEVXE RGBOP H

8 SCDM D3XE 6XE RJJIQJ AEMFWRU D INEXOU HXYEH 06 HMRQ

$ XWHOAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

2@ @QPHR WH XE 6XE RIJIQ) AEMFWXVHG W VHBRVWWH RUHFW3XE 6XE RIJIQ) AEMFWL WH

REBPH Qg QP H OV BHQ KD HG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1/logging/pubsub/my pubsub logging HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

topic=my new_ topic

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"placement": null,

"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"version": "1",

"name": "my pubsub logging",

"format": "{\n \"timestamp\":\"%{begin:%Y-3m-3dT%H:2M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(reqg.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n

\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_ accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",
"user": "fastly-pubsub-log@example-fastly-log.iam.gserviceaccount.com",
"project_id": "example-fastly-log",
"topic": "my new topic",
"secret key": "—-—-- BEGIN PRIVATE KEY----- \n...\n-———- END PRIVATE KEY-——-—- \n",
"created at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,
"response condition":

SAC7C WYFH WHYIFHBIG YHWMRQ YHUMRQ ®JJIQ) SXEVXE (DP H

" HBMW D3XE 6XE R1JIQ) HEMFWRU D WFXOU VEXEH DG YHMRQ

$ XWHOAFDWRQ
$3. WAHO R DXHU ZIW DVEDW Engineer = SHP MWRQV

3DWDP HMY/

SDIDP WU WSH GHVFUSMRQ

QP H VMQ]  1DPHR WH XE 6XE RIJIQ) FEMFW

5HTXHV([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/pubsub/my pubsub logging HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

* & 6 IRIJIQY

) DMD ZIOXSEDG R PHAWDIHY W YH *&6 BEXFNHWR WH RWP DMNSHFICHG D VH * &6 HAEMFW

) IHGV

CH®G WSH GHVFUSVRQ

EXFNHVBQDP H Vo) 7 K EXFNHWR WH *&6 BXFNHW

FU-DWIGBDW Vo) 7IPHWEPS * 0 7 ZKHQ WH HGSRIQWZDV RHDWG

GHOMAGBDW VMQJ 7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBWG

IRWP DW VMQ) $SDFKH WG RJ RPDMQJ GHDXGQV R K O X W U IV E
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CHGB

IRWP DVBYHUMRQ

J] LSBBIYHO

P HWDJ HBW/SH
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®IJIO
®ISE[
EQQN

QP H

SDK

SHURG

SOFHP HQW

UHVSROM-BFRQGMRQ

VHFUHVENH

VHYIFHBLG
WP HMZP SBIRWP DW

XSGDWGBDW

XVHJ

YHMRQ

$ PURQV

WSH

LOMIHU

LQMIHJ

LOMIHU

LOMIHU
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GHVFUSVIRQ

7 K HUMRQ R YH BMRP RJJIQJ RUWP DVAHG RUWH RQCIXUHG HIGSRIQW &0Q BH HWHU
WH GIDXOV HUMRQ R RPDVRJ WH HMRQ R RWPDW KH RIJIQ) PDOHV

SOFHG B GIDXOV vcl log VWVWWR2 [0G (vcl deliver L

V VAWRA 1

L format version

format version
. KDWVEYHOR *=,3 HFRAQ) W KOYH ZKHQ &P SIQJ RIV GHDX@OV @ RP SIHWMRQ
+RZ WH PHWDIH KRX@ EH RUP DG 2 B R

GHDXOV 5 & VVBI SH

5) & WKPWUHG VR

+ HIR\X VWO BQIW SH[ HG VW®J

1R SHJ 8HXORUZUMQ) 621 MG &6

7Kl @PHR WH *&6 RIJIQ) HGSRIQN WG IV DSIP DY M\ RU$3, BFHW

7 K P WOSERDG RIV W GHDXOV

+RZ HTXHQ® RJ @BV DH GO HG R WH FOQ B DYDIME®! RU BDGQ) 1Q WWFRQGV
GHDXOV

© KHH D WH HHDMG %/ WH R1JIQ) OWRXG B SDFHG RHUGIQ) M)

IRWP DBYHWMRQ GIDXOV &DQ B none R waf debug 7 K/ GG ¥ QRWHTXILHG MG KV @®
GH DXOVYDOH

7Kl @PH R 0D HMAQ) RQEWRQ D WH FRQCIXUHG HOGSRIQW RJ BDYH EDON W/ [Z D\ V
H HEXWM

<RXU*&6 FFRXQWAFURWN 7 K SIYDMBNH GG R \RXU HWYMFH BFFRXQNVDAWWHQAFDARQ
-621

7 K OBKDQXP HUE WIQJ GHOW\ [QJ D VAYIEH
VIMWP H \BHFICHG W HEP S RPDMQJ GHDXQV < P G7 + 0 6
7PHWEPS * 0 7 ZKHQ WH HOGSRIQNZDV YSCDMG

<RXU*&6 WHIFH FFRXQNHP DIOBCIHW KH FRIHQBHP DIOGHG D \RXU VHINFH FFRXQNV
DXWHWFDARQ 62 1

7 K XUHQVHMRQ R DVAXMEH

VHYIFH VHIYIEHBIG YHWMRQ YHMRQ ®JJIQ) JFV

$ XWHOAFDARQ
$3. \HO R DXHU ZIWK DVEDW Engineer . SH4P MRQV

5HTXHW\([ DP S

[/ MVDR YH *&6V RU D PINEXOU HXYIFH 0)G YHMRQ

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/gcs HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json
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{
"bucket name": "my log bucket",
"created_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"gzip level": O,
"message_type": "classic",
"name": "my gcs logging",
"path": null,
"period": "3600",
"placement": null,
"response condition": "",
"secret key": "—-—-—- BEGIN PRIVATE KEY----- \n.
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"timestamp format": "%Y-%m-%3dT%H:%M:%S5.000",
"updated at": "2016-05-17T20:23:15+00:00",
"user": null,
"version": "1"

}

$ XWHOAFDARQ
$3. \HO R DXHU ZIW DVEDW Engineer . SH4P MRQV

5HTXHV([ DP SO

* HWH *&6 /RIJIQ) RU D DUAEXOU YIEH MG HMRQ

Fastly API Documentation

* (7 VHYIFH VHWYIFHBIG YHMRQ YHWMRQ ®JJIQI JFV QDP H

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/gcs/my gcs logging HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"bucket name": "my log bucket",

"created at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,

"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",

"gzip level": 0,

"message_type": "classic",

"name": "my gcs_ logging",

"path": null,

"period": "3600",

"placement": null,

"response condition": "",

"secret key": "—-—-- BEGIN PRIVATE KEY-—---—-
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"timestamp format": "3Y-%m-3dT%H:%M:%S.000
"updated at": "2016-05-17T20:23:15+00:00",
"user": null,

"version": "1"

$ XWHOQAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

n
14

5HTXHW\([ DP SO

https://docs fastly.com/api/aio

&UDWM *&6 /RIJIQI RUDIIWFXOU VHIXFH [0G YHURQ
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POST /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/gcs HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_ gcs_logging&bucket name=my log bucket&access key=1447182772-

5HVSRQWH ([ P S®

HTTP/1.1 200 OK
Content-Type: application/json

{
"bucket_name": "my log_bucket",
"created_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"gzip level": 0,
"message_type": "classic",
"name": "my gcs logging",
"path": null,
"period": "3600",
"placement": null,
"response condition": "",
"secret key": "—-——-—- BEGIN PRIVATE KEY-——--- \n...\n--—-—- END PRIVATE KEY--
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "$Y-%m-%dT%$H:%M:%S.000",
"updated at": "2016-05-17T20:23:15+00:00",
"user": null,
"version": "1"

}

387 WHYMFH WYIFHBIG YHMRQ YHMRQ ®JIJIQJ JFV RGBQDP H

8SGDM WH *&6 RU D DUAFXOU WYIFH MG HURQ

$ XWHOAFDAWRQ
$3, WNHO R DXHU ZIW DVEDW Engineer - SHAP MRV

30DIDP HMY/

SDIDP WU WSH GHWUSWRQ

R@BP H WIQ) 2G @QPHR WH *&6 FEMFVXVHG W WWBRVWH RUHAW* &6 HEMFWL YWH @P H KOV BHHQ IKDQIHG

5HTXHW\([ DP S

BEGIN PRIVATE

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/gcs/my gcs_ logging HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=my new _gcs name

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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{
"bucket name": "my log bucket",
"created at": "2016-05-17T20:23:15+00:00",
"deleted_at": null,
"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",
"gzip level": O,
"message_type": "classic",
"name": "my new _gcs_name",
"path": null,
"period": "3600",
"placement": null,
"response condition": "",
"secret key": "—-—-- BEGIN PRIVATE KEY-—---- \n...\n-—--- END PRIVATE KEY-—---- \n",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "$Y-%m-2dT%H:%M:%S.000",
"updated_at": "2016-05-18T20:49:16+00:00",
"user": null,
"version": "1"

}

VHWMEH VHYIFHBIG YHWMRQ YHWMRQ ®JJIQ) JFV QDP H
' HBM WH *&6 /RIJIQ) RU D DIAEXOU WYIFH MG HWMRQ

$ XWHQAFDWRQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

DELETE /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/gcs/my _gcs logging HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

+RQH FRP E /RIJIQ)

) DMD ZIOXSBDG BRI PHADIHY W +RQH FRP E IR R WH RUP DIWVWBSHFICHG R WH +RQH FRP E FEMFW

) IHTV

CHG WSH GHWUSWRQ
QP H Q] 7KH@PHR YH HRQHFRPE RIJIQ) HGSRQN 8HG ¥ DSIPDY M\ RUS$3, BFHW
VHYYIFHBLG VWIQJ 7 K OIBKDQXP HUF WIQJ GHOAN 1QJ D WWWYYIFH
YHUMRQ OMHJ 7 K KUHOVAHIMRQ R DWYFH
SDFKH WG R RWPP DM RXURJ PXWVSRGXFH DI -62 1 WDWHRQH FRP E
IRWP DV WIQJ $ R
QI HW
7 K HUMRQ R WH BFMRP R1JIQJ RWP DVHG RUYH RQCIXUHG HIGSRIQN &DQ BH HWHU
WH GIDXOVHMRQ R} RPDNRJ WH HUMRQ R RPDWV KH RJJ POV
IRWP DVBYHUMRQ LOMIHU Q)
SOFHG B GIDXOMLvcl log Lformat version W VWMR2 [MG [ vcl deliver L
format version N VAW 1
KHH D WH HHDWMG %/ YH RIJIQ) MOWKRXG BH SDFHG RHUGAQ] M)
SOFHP HQW WIQJ IRUWP DBYHMRQ GIDXOV &Q B none Rwaf debug 7 K GG V RWHTXWLHG 0G KDV &R

https://docs fastly.com/api/aio
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CHG WSH GHVEUSUMRQ

FU-DMGBDW VIMQY 7IPHWEPS * 0 7 ZKHQ WH HUGSRQNZDV RHDMG
XSGDWMGBDW VIMQY 7IPHWEPS * 0 7 ZKHQ WH HUGSRIQNVZDV YSCDMG
GHBMGBDW VNI 7IPHWEPS * 0 7 ZKHQ WH HGSRIQNZDV GIBMWG

7Kl @PH R 0D HIMAQ) FRQAMRQ D WH RQCIXUHG HIGSRIQW RJ BDYH EDON W/ [Z D\ V

UHVSROMBFRQGMRQ - VAQY

H HFXWM
GDIMHW WQJ) 7 KH +RCH FRP E ' DIMMVAWARX ZDOWR R W
VRNHQ VWIQJ 7K UM .H IRP YH $FFRXQNVSIH R \RXU +RQH FRP E [FFRXQW

$ PARQV
(7 VHYIFH VHYIFHBIG YHMRQ YHWMRQ ®JJIQ) KRQHFRP E

/ MAGIDR WH +RQH FRP E RIJLQ) FEMFW RU D DUAFXOU WYEH MG YHWURQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHV([ DP S

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/honeycomb HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"placement": null,
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",
"name": "my honeycomb log",
"format": "{\n \"timestamp\":\"%{begin:%Y-3m-3dT%H:2M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n

\"is tls\":%{if(reqg.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n

\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%

{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n

\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-

Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_ accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%

{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",

"format version": "2",

"dataset": "fastly honeycomb",

"token": "6£5902ac237024bdd0c176cb93063dc4",
"response_condition": ""

"created at": "2016-05-17T20:23:15+00:00",
"updated at": "2016-05-17T20:23:15+00:00",

"deleted_at": null

* (7 VHYIFH VHYIFHBIG YHMRQ YHMRQ ®JJIQ) KRGHFRPE QDP H
* HWWH GMIY R D+RQH FRP E RJJIQ) FEMFWRU D DUAEXOU VXYIFH MG YHMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIW DVEDW Engineer . SH4P MRQV

30DIDP HMY

SDIDP WU WSH GHWUSWRQ

QP H VWQ  1DPHR WH +RQH FRPE NG

5HTXHW\([ DP S
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GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/honeycomb/my honeycomb log HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"name": "my honeycomb log",
"format": "{\n \"timestamp\":\"%{begin:%Y-%m-2dT¢H:2M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}Vv\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"$%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format_version": "2",

"dataset": "fastly honeycomb",

"token": "6£5902ac237024bdd0c176cb93063dc4",
"response condition": "",

"created_at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null

3267 VHYMEH HYEFHBIG YHMRQ YHMRQ ®JJIQ) KRQHFRPE

&UDM D+RCQH FRP E RIJIQ] FEMFWRU D IAEXOU VHIXFH UG HMRQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer = SHAP MRV

5HTXHW([ DP S

POST /service/SU1zZ0isxPaozGVKXdv0eY/version/1l/logging/honeycomb HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_honeycomb_ log&dataset=fastly honeycomb&token=6£5902ac237024bdd0c176cb93063dc4

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"name": "my honeycomb log",
"format": "{\n \"timestamp\":\"%{begin:%Y-%m-3dT%H:%M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}v\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",

"dataset": "fastly honeycomb",

"token": "6£5902ac237024bdd0c176cb93063dc4",
"response_condition": ""

"created_at": "2016-05-17T20:23:15+00:00",
"updated at": "2016-05-17T20:23:15+00:00",
"deleted at": null
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387 VHYIFH VHWIFHBIG YHMRQ YHWMRQ ®JJIQ) KRCGH FRPE RTGBQOP H
8 SGDM D+RQH FRP E R1JIQ) FEMPWRU D DUAFXOU VAYIFH MG HWMRQ

$ XWHOAFDARQ
$3. R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

30DDP HMY/

SDIDP WU WSH GHVFUSMRQ

2G @QPHR YH HRAFRP E RIJIQ) FEMFWXVHG W VHBRWWH RUHAWKH +RCH FRP E RIJIQ)]

REBPH i REMPWL WH @P H KOV BHHQ FKDQIHG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/honeycomb/my honeycomb log HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_new_honeycomb_name

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"name": "my new honeycomb name",
"format": "{\n \"timestamp\":\"%{begin:%Y-%m-2dT¢H:8M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}v\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}v\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_ accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}",
"format version": "2",

"dataset": "fastly honeycomb",

"token": "6£5902ac237024bdd0c176cb93063dc4",
"response condition": "",

"created_at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null

S 07C WIYFH WHYIFHBIG YHMRQ YHUMRQ ®RJIJIQ) KRRHFRPE (DP H
" HOMA YH +RCH FRP E RIJIQJ FEMFWRU D INFXQU HYFH G HURQ

$ XWHOAFDARQ
$3, WNHO R DXHU ZIMW DVEDW Engineer  SHP MRQV

3DWDP HMY/

SDIDP WU WSH GHVFUSMRQ

QP H VWQ  1DPHR WH +RQH FRPE NG

5HTXHV([ DP SO

DELETE /service/SUlz0isxPaozGVKXdv0OeY/version/1/logging/honeycomb/my honeycomb log HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"status": "ok"
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LOMIHU
LOMIHJ

GHVFUSVRQ
7K @PH RUWH +77 3 FRQCIXWDARQ SHTXUHG
7 K EBKDQXP HUE WIQ) GHOW\ LQJ D VAYIFH

7 K FXUHQAMYHWMRQ R DVAYIFH

7Kd @PHR ) HMAQ RRQEWRQ D WH FRQCIXUHG HUGSRIQA /HDYH EDQN W [Z D\ V
H HEX\WM

$ SDFKH WO R RWP DMOQJ
85/ WDNR) ®W ZIOH VHWOMR 0 XMWWXH WF https  SRRWRFRO SHTXWHG
7K POIPXP PEHUR RIV VHWOMD RH BTXHW ' HDXOV W @R B IW
7HH PO IPXP XPEHUR BWY VWOM) RH BTXHW ' HDXOWV W @ P IW
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ROR DQZ @H Q DEDWK 2

© KHH D WH HHDMG %/ WH R1JIQ) DOWRXG B SDFHG RHUGIQ) [
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7 K HMRQ R WH FWRP RJJIQ) RWP DVXHG RUWH RQCIXUHG HGSRIQW &DQ HH

HWH 2 WH GIDXOVHMRQ R RPDWR1

WH YUMRQ R RPDW 7 K RIJIQ)

FDOHW SDFHG B GIDXOV vcl log L format version W VWWR2 [OG D

vcl deliver L format version W VW1

7PHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV FHDMG
7PHWIEPS * 0 7 ZKHQ WH H)GSRIQNZDV YSGDMG

7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBMWG

(7 VHYIFH VHYIFHBIG YHMRQ YHMRQ ®JJIQI KWBV

/ MAVEDR WH +77 35 FEMFW RU D SUAFXOU VYEH MG HURQ

$ XWHOAFDARQ

$3. B\HQ R DXHU ZIW DVEDW Engineer . SHP WRQV

5HTXHW\([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/https HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Accept: application/json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK

Content-Type: application/json

"name": "test-https",

"url": "https://example.com/logging/endpoint",
"service_id": "SUlZ0isxPaozGVKXdv0eY",
"version": "1",

"request max_entries": 0,
"request max bytes": 0,

"header name": null,

"method": "POST",

"updated at": "2020-03-05T15:25:17z",
"content_ type": null,
"response_condition": "",
"tls_client_key": null,
"message_type": "blank",

"deleted at": null,
"tls_client_cert": null,

"header value": null,

"tls_hostname": null,

"format version": "2",

"json_format": "0",

"tls_ca cert": null,

"placement": null,

"created _at": "2020-03-05T15:25:17Z2",

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-%dT%H:%M:%S}t\",\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n
\"geo city\":\"%{client.geo.city}V\",\n
{req.request}V\",\n

\"time elapsed\":%{time.elapsed.usec}V,\n

\"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n

\"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"%
\"host\":\"%{reqg.http.Fastly-Orig-Host}V\", \n
\"request referer\":\"%{json.escape(req.http.Referer)}v\",\n

\"url\":\"%{json.escape(reqg.url)}v\",\n

\"request user agent\":\"%{json.escape(req.http.User-

Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n

\"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n

\"cache status\":\"%

{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}"

}

(7 VHYIFH WHWYIFHBIG YHMRQ YHMRQ ®JJLQI KWV QOP H

*HWWH +77 3 EEMFWRU D DWFXQU HIYEFH G HMURQ

$ XWHOAFDARQ
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$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/https/test-https HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"name": "test-https",
"url": "https://example.com/logging/endpoint",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"request_max entries": 0,
"request _max_bytes": 0,

"header name": null,

"method": "POST",

"updated at": "2020-03-05T15:25:17z",

"content_type": null,

"response condition": "",

"tls client key": null,

"message_type": "blank",

"deleted_at": null,

"tls client cert": null,

"header value": null,

"tls_hostname": null,

"format version": "2",

"json format": "0",

"tls ca cert": null,

"placement": null,

"created_at": "2020-03-05T15:25:17Z2",

"format": "{\n \"timestamp\":\"%{begin:%Y-3m-3dT%H:2M:%S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{req.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{req.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}V\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_ accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\",\n \"cache status\":\"%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}"

}

3267  WIWMFH WYFHBG YHUMRQ YHMRQ ®IJIIQI KWBV

&UDWM [ +77 3 FEMPWRU D DUAFXOU WYIFH G HURQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer = SHAP MRV

5HTXHV([ DP SO

POST /service/SU1Z0isxPaozGVKXdv0eY/version/1/logging/https HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-https \
&url=https%3A%2F%2Fexample.com%2Fendpoint

¥ 5HVSRQWH ([ DP S®I

HTTP/1.1 200 OK
Content-Type: application/json
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"name": "test-https",

"url": "https://example.com/logging/endpoint",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"request max_entries": 0,

"request max bytes": 0,

"header name": null,

"method": "POST",

"updated_at": "2020-03-05T15:25:17Z2",

"content type": null,

"response condition": "",

"tls_client _key": null,

"message_type": "blank",

"deleted at": null,

"tls_client_cert": null,

"header value": null,

"tls _hostname": null,

"format version": "2",

"json_format": "0",

"tls_ca cert": null,

"placement": null,

"created at": "2020-03-05T15:25:17Z2",

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-2dT¢H:8M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}Vv\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_ accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"$%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}"
}

387 WYFH WYIFHBIG YHMRQ YHMRQ ®JJIQJ KWBV RGBQDP H
8SCDM YH +77 I HEMFWRU D XU VHIYEFH G YHMRQ

$ XWHQAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

30EP HMY/

SDIOP WU WSH GHVFUSMRQ

2G @QPHR WH +77 3 EMFWXVWHG W VHBFVWWH RUHFW+7736 FEMFWL WH @P H KOV BEHHQ

ROGBQOPH  WIQ .

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/https/test-https HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-https

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"name": "updated-test-https",

"url": "https://example.com/logging/endpoint",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"request max_entries": 0,

"request max bytes": 0,

"header name": null,

"method": "POST",

"updated_at": "2020-03-05T15:25:17Z2",

"content type": null,

"response condition": "",

"tls_client _key": null,

"message_type": "blank",

"deleted at": null,

"tls_client_cert": null,

"header value": null,

"tls _hostname": null,

"format version": "2",

"json_format": "0",

"tls_ca cert": null,

"placement": null,

"created at": "2020-03-05T15:25:17Z2",

"format": "{\n \"timestamp\":\"%{begin:%Y-%m-2dT¢H:8M:2S}t\",\n \"time elapsed\":%{time.elapsed.usec}V,\n
\"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,\n \"client ip\":\"%{reqg.http.Fastly-Client-IP}V\",\n
\"geo city\":\"%{client.geo.city}V\",\n \"geo country code\":\"%{client.geo.country code}V\",\n \"request\":\"$%
{reqg.request}V\",\n \"host\":\"%{req.http.Fastly-Orig-Host}V\",\n \"url\":\"%{json.escape(req.url)}Vv\",\n
\"request referer\":\"%{json.escape(req.http.Referer)}Vv\",\n \"request user agent\":\"%{json.escape(req.http.User-
Agent)}V\",\n \'"request accept language\":\"%{json.escape(req.http.Accept-Language)}V\",\n
\"request_ accept charset\":\"%{json.escape(reqg.http.Accept-Charset)}V\",\n \"cache status\":\"$%
{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\\\2\\\\3\") }v\"\n}"
}

C(/(7( VHMEH VHWYIFHBIG YHWRQ YHUMRQ ®RJJIQI KWBV QDP H
' HBMW WH +77 35 FEMFWRU D DUAEXGU WYEH MG HMRQ

$ XWHQAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

DELETE /service/SUl1Z0isxPaozGVKXdvOeY/version/1/logging/https/test-https HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

. DND

) DMD ZIOXSEDG R PHADIHY SHURGFDD® W WH VAYHU R WH RUWP DIWWSHAICHG D YH . DIND FEMFW

Z 0325717 7K QRP DARQ V UNVR DIP WG DDOEION BEDWH )RU PRUH QRWP DARQ VH RKUSURGXFWING HDMUH
QHA F&I GMFUSWRQV

) IHTV

CH® WSH GHVFUSVIRQ
QP H Q) 7K @PH R WH . DND K)GSRIQW BHTXILHG
HYYLFHBIG QY 7K R WH VAYIFH W ZKIEK WH RIJIQ) H)GSRIQMY DMBFKHG  SHTXWHG
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CHGB

VRSLF

EULRNHY/

FRP SUIHWRQBFRGH

J]Is

MDES\

UHTXWHGBDFN V

@BFDBFHV
V@BFTHQBFHIV

V@BFTHQBNH

V®BKRWIDP H

IRWP DV

IRUWP DVBYHWMERQ

SOFHP HQW

ZDBGHEX]

UHVSROM-BFRQGMRQ

FUHDWAGBDW

XSGDWGBDW

GHEWGBDW

$ PURQV

WSH

LOMIHU

LOMIHJ
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GHVFUSVIRQ

7 K HMRQ R WH WWYIFH W ZKIFK WH RIJIQ) HOGSRIQMY DMIFKHG  7KH \BHFICHG
YHMRQ PXVWEH YQBRFNHG W [IBZ  HEWQ)  SHTXIWHG

7 K .DIND REIF W QG RIV W SHTXILHG

$ FRP P D \HSDIDMG DWR 3 DEGUAWHY RJKRWEDP HY R .DIND ERNHY SHTXUHG
7 K RGHF XHG RURP SIWMRQ R \RXURJV 2CH R

8\H *]1S RP SIHWMRQ

8\H 80SS\ FRP SUIMWRQ

8\H /= FRP SUIHWWMRQ

7 K 1XP EHUR FFNQRZ G&IGIHP HQW D EDGHU PXWVBFHYH BHRWH DZUW vV ROUGHIHG
VXFFHWI XO 2CH R

GH DX®V 2CH VHUHU GHGV W BVSRQG

1R VWYHY GHG W BVSRQG

: DWRU DR\t F BSTFDV W BWVSRQG

. KHMHUW XH 7 5 RUWH RRQCHPURQ W WH . DIND VAUYEH

'R QWXH 7 6

8\H 75

&HUACFDM W XH W DWHOAFDM WH VAYHU OXVWEH R 30 RWP DW

7 K FIHQWFHUACFDM XHG W PDNH DAWHOWEDMG BITXHVW OXWEH R 30 RWP DW
7 K FIHQAVSIYDM M\ XHG W PDNH DAWHQAEDMG BITXHVWV O XVWEH D 30 RUP DW

7 K KRWEDP H XHG W UL\ WH VAYHUV FHIWCFDM  WHQ HWHU BH YH &RP P RQ 1DP H
RU D eXEMFWSOMLDAYH 10P H 6$ 1

$ DWD_BJ RP DAVNIQ]

: KIFK RWP DIWFKHP H W XH W OMBUHWHH YDOH R format &OQ BH HWHL1 R 2
"HDXOV R2  &KDQIQ) WY ZIOMRAHAWMH G DXOVDOH R placement

: KHH Q WH HHDWMG 9%/ YH RIJIQ] MOWKRXG HH SDFHG | RRWWAW HIGSRIQNV ZIW
format version R MH SDFHG [ vcl log MG VRWH ZIW format version R [DH

SOFHG L vel deliver 2QHR

' R GWHQGHU DRI VWP HOAVDR %/  8VH VIV FSWRQ L \RX QMQG W ZUW DRI
VWP HQAPDQXD@®

SXWHH R WMP HOMQ WF waf debug log WEURXWH ZKIFK MBRZV RURIJIQJ R
- $) VSHRICF YUDEGN

7 K4 @PH R DRRQAMRQ FEMPWZKIFK PXWEH \DAYCHG W W0 JHU RIJIQ) RU DUITXHW
7PHWIP S 87& ZKHQ WH HGSRIQAZDV RHDMG
7PHWIEPS 87& ZKHQ WH HIGSRIQAZDV DMYSCDWMG

7TIPHWIP S 87& ZKHQ YH HIGSRIQNZDV GIBWAG

VHMEFH WHYYIFHBIG YHUMRQ YHMRQ ®&JJIQI NOIND

$ XWHOAFDWRQ
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$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlz0isxPaozGVKXdvOeY/version/1l/logging/kafka HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"tls_ca cert": null,
"response condition": "",
"tls client key": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"service id": "SU1Z0isxPaozGVKXdvOeY",
"name": "test-kafka",
"compression_codec": null,
"tls_hostname": null,
"brokers": "localhost:1234",
"topic": "test-topic",
"created_at": "2019-04-25T20:09:452",
"deleted_at": null,
"use_tls": "0",
"placement"”": null,
"version": "1",
"tls_client cert": null,
"required acks": "1",
"updated at": "2019-04-25T20:09:45Z"
}

*(7 VHYIFH WVHWYIFHBIG YHMRQ YHMRQ ®JJIQ) NDND QDP H

* HWWMH . DIND R1JIQ) H)GSRIQAVRU D DUAEXOU WYIFH MG HMRQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

30IEP HMY

SDIDP WU WSH GHVFUSMRQ

@PH VWIQ) 1DPHR YH .OND M®I

5HTXHW([ DP SO

GET /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/kafka/test-kafka HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"format version": "2",

"tls client key": null,

"format": "%h %1 %u %t \"%r\" %>s %b",
"tls_ca cert": null,

"response condition": "",

"tls hostname": null,
"compression_codec": null,

"name": "test-kafka",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"topic": "test-topic",

"created_at": "2019-04-25T20:17:00Z",
"deleted_at": null,

"brokers": "localhost:1234",

"required acks": "1",

"updated at": "2019-04-25T20:17:00Z",
"tls_client_cert": null,

"use_tls": "0",

"placement"”": null,

"version": "1"

3267 WWFH WWYIFHBIG YHMRQ YHUMRQ ®JJIQJ NDIND

&UDM D.DIND RIJIQ) H)GSRIQVRU D DUAEXDU WYEH G HMRQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP WRQV

5HTXHV([ DP SO

POST /service/SUlZz0isxPaozGVKXdv0OeY/version/1l/logging/kafka HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-kafka&topic=test-topic&brokers=localhost:1234

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"name": "test-kafka",

"topic": "test-topic",

"brokers": "localhost:1234",

"required acks": "1",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",

"tls _hostname": null,

"compression codec": null,
"tls_client_key": null,

"format": "$h %1 %u %t \"sr\" %>s %b",
"response condition": "",
"tls ca cert": null,

"format_ version": 2,
"tls_client_cert": null,

"placement"”": null,

"use_tls": "0",

"updated at": "2019-04-25T20:17:00Z",
"created_at": "2019-04-25T20:17:00Z2",
"deleted_at": null

387 WHXYFH WHYIFHBIG YHMRQ YHMRQ ®&JIJIQYJ NOND QDP H

8SGDM WH . DIND RIJIQ) H)GSRIQVRU D DUAEXOU HYEH MG HMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIWK DVEDW Engineer . SH4P MRQV

3DWDP HMY/
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SDUDP AWMU WSH GHVFUSMRQ

QP H VWQ  1DPHR WH .DIND Y®I

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/kafka/test-kafka HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-kafka

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"format_ version": "2",
"tls _ca cert": null,

"response condition": ’
"tls client key": null,

"format": "%h %1 2%u %t \"sr\" %>s %b",

"compression_codec": null,
"tls _hostname": null,

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"name": "updated-test-kafka",
"brokers": "localhost:1234",
"topic": "test-topic",

"created at": "2019-04-25T20:17:00Z2",

"deleted_at": null,
"required acks": "1",

"updated_at": "2019-04-25T20:17:00Z",

"use tls": "0",
"placement": null,
"version": "1",

"tls client cert": null

Fastly API Documentation

C(/(7( VHYEH VHYEHBIG YHWRQ YHMRQ ®JJIQ) NDIND QDP H

' HOMW WH .DIND RJJIQ) HOGSRIQAVRU D DUAFXOU AYIFH MG HWMRQ

$ XWHOAFDWRQ

$3. R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

3DWDP HMLY/

SDIOP WU WSH GHVFUSMRQ

QP H VWQ  1DPHR WH .DIND UY®I

5HTXHV([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/kafka/updated-test-kafka HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

| RIMKX\WB

) DMD ZIOXSEDG R PHADIHY W YH R VKXW EXFNHWD WH RUWP DIWWSHAICHG R YWH RIVKXWBT FEMFW

https://docs fastly.com/api/aio

201/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions

5/19/2020

) LHTV

CHG WSH
FUHDWAGBDW VAQ)J
GHEMWAGBDW VAQ]
IRWP DW VAQ]
IRWP DVBYHUARQ OMIHU
@PH VAQ)J
SOFHP HQW VQ)
UHVSROWBFRQGMRQ  VIQJ
VHYYIFHBLG VIQ)
VRNHQ VWIQ
XSCDWGBDW VAQ]
X VAQ]
YHMRQ QM HU

$ FURQV
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GHVFUSVRQ
7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV RHDWMG
7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBWG
$ SDFKH WOI BRI RUP DM

7 K HUMRQ R WH BKMRP RIJIQJ RWP DVHG RUYH RQCIXUHG HGSRIQW &DQ BH HWHU
WH GIDXOV HWMRQ R RPDN R WH HUMRQ RI RWPDW KH RIJIQ BROHNV

SOFHG B GIDXOV vcl log VWVWWR2 [OG Cvecl deliver L

V VWA 1

L format version

format version
7 @PHR YH/RI aXWB NM®I

KHH D WH HOHDWG %/ WH RIJIQ) OWRXG B SDFHG RHWGQ) M)

IRWP DBYHMRQ GIDXOV &Q B none Rwaf debug 7 K G V RWHTXILHG 0)G KV
GH DXOVDOH

7Kl @PH R 0D HIMAQ FRQEMRQ D WH RQCIXUHG HIGSRIQW RJ BDYH EDQN W/ [Z D\ V
H HEXWM

7 KH [BKDQXP HUF WIQ) GHQW\ 1Q) D VAFH

7 K G DWWHQAFDARQ RNHQ DAVRFIDMG ZIWK VIV HUGSRIQV
7IPHWEPS * 0 7 ZKHQ WH HGSRIQWZDV YSCDMG
<RXU/RJ 6KX\WBI HGSRIQWXD

7 K BXUHQAYAMRQ R DVAYIEH

VWHYFH WHYIFHBIG YHMRQ YHURQ ®RJJIQI BRIWKXWBA

[ MVIDR YH RIVKXWEBN RU D PIFXQU HXYFH G HIRQ

$ XWHOAFDAWRQ

$3, WNHO R DXHU ZIM DVEDW Engineer  SHP MRQV

5HTXHWA([ DP SO

GET /service/SU1lZ0isxPaozGVKXdv0eY/version/1/logging/logshuttle HTTP/1.1

Fastly-Key:

YOUR FASTLY TOKEN

Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"created at": "2016-06-02T22:31:06+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"name": "test-logshuttle",
"placement": null,
"response condition": "",
"service_ id": "SU1Z0isxPaozGVKXdvOeY",
"token": null,
"updated_at": "2016-06-02T22:31:06+00:00",
"url": "https://east.logplex.io/logs",
"version": "1"

}
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*(7 VHWMEH VHYIFHBIG YHWMRQ YHWMRQ ®JJIQ) GIVKXWBI QOP H

* HWMH R VKXW RU D IWFXOU HWYFH 06 YHMRQ

$ XWHOAFDARQ

$3. R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/logshuttle/test-logshuttle HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-06-02T22:31:06+00:00",

"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"name": "test-logshuttle",
"placement": null,
"response condition": ""

"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"token": null,

"updated_at": "2016-06-02T22:31:06+00:00",

"url": "https://east.logplex.io/logs",
"version": "1"

3267 WHWX¥FH WYIFHBIG YHUMRQ YHMRQ ®RJJIQI BIWWXWE

&UHDW D RIVKXWEB! RU D UIWFXOU VHYFH [0)G YHWMRQ

$ XWHOAFDARQ

$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

POST /service/SUl1Z0isxPaozGVKXdvOeY/version/1/logging/logshuttle HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-logshuttle \
&app name=t.abcl23 \

&url=https%3A%2F%2Feast.logplex.io%2Flogs

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-06-02T22:31:06+00:00",

"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"name": "test-logshuttle",
"placement": null,

"response condition": "",
"service_id": "SU1Z0isxPaozGVKXdv0eY",

"token": null,

"updated_at": "2016-06-02T22:31:06+00:00",

"url": "https://east.logplex.io/logs",
"version": "1"

387 VHYFH VHWYIEHBIG YHMRQ YHMRQ ®IJIQI GIVKXWE RGBQOP H
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8 SCDM YH RJIVKXWB RU D PWAFXOU VHYEH )G YHIURQ

$ XWHOAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

20G @PHR WH RIVKXWB EMFWXVHG W VWOFWHWH RUHFWRI VOB IEMFWL WH @P H KOV BHHQ

REBPH i FKDQIHG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/logshuttle/test-logshuttle HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-logshuttle

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"created_at": "2016-06-02T22:31:06+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"3r\" %>s %b",
"format_version": "2",
"name": "updated-test-logshuttle",
"placement"”": null,
"response condition": "",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"token": null,
"updated_at": "2016-06-02T22:31:06+00:00",
"url": "https://east.logplex.io/logs",
"version": "1"

}

C(/(7( WHXYIFH VHYEHBIG YHMRQ YHMRQ ®JJIQI ®IVKXWBI QDP H
' HOMW WH BRI VKXWBI RU D DUAEXOU VAXYIFH MG HWRQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHV([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdv0OeY/version/1/logging/logshuttle/test-logshuttle HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

/ RIHQMIEV

) DMD ZIOWHDP R PHWDIHY W WH /RIHQMHY [FFRXQAR YH RWP DIWSHFICHG D YWH /RIHQMHYV FEMFW

) IHGV
CH® WSH GHVFUSMRQ
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CH®G WSH GHVFUSVRQ

FU-DWIGBDW V) 7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV RHDWMG
GHOMAGBDW VMQ) 7IPHWEPS * 0 7 ZKHQ WH HGSRIQNZDV GIBWG
IRWP DW VMQ) $SDFKH WG BRI RUP DM

7 K HUMRQ R WH BKMRP R1JIQJ RWP DVAHG RUYH FRQCIXUHG HIGSRIQWV &DQ BH HWHU
WH GIDXOVHUMRQ R RPDVNRJ WH HMRQ R RWP DV KH RIJIQ) BOHNV

IRWP DVBYHUMRQ LOMIHJ
SOFHG B GIDXOMLvcl log Lformat version W VWMR2 [MG [ vcl deliver L
format version N VAW 1

QP H WIQJ 7K @PH R YH RIHOMEHV MG

KHH Q WH HHDMG %/ YWH RIJIQ MROWKRXG EH SDFHG RHUAQ] )

SOFHP HQW WIQJ IRWP DIBYHMRQ GIDXOV &Q B none Rwaf debug 7 K GG V RWHTXILHG 0G KDV &R
GH DXOWVYDbH

SRV OMH) 7 K RRIWQP EHU

7K @PHR WH XUHG RJ EDYH WDV
MVSROMBFRQGMRD VALY @P [ HIMAQ FRQGMRQ D WH QG HGSROQWV DN

H HEXWM
VHUYIFHBIG WIQ 7 KH DBKDQXP HUF WAIQ) GHQAN IQJ D VAYIEH
VRNHQ VIMIQY 8\VH RAHQ EDVHG DIWHQAEDARQ KWV ®IHQAMHVFRP GRF IQBXVWRNHQ
XSGDWAGBDW VIMIQY 7IPHWEPS * 0 7 ZKHQ WH HUGSRIQWZDV YSCDMG
XVHBVRY VIMIQY ;. KHWHUW XH 7 6 RUVIEXUH RIJIQ) &DQ BH HWH. "0" R "1"
YHMRQ IQMIHU 7 K FXUHQAWYAMRQ R DVAYIEH

$ PARQV
VHYIFH VHYFHBIG YHWMRQ YHMRQ ®JJILQI ®JIHQMHV

/ MAVEDR WH /RIHQAHY RU D DUAEXGU YIFH G YHMRQ

$ XWHAFDARQ
$3. WNHO R DXHU ZIW DVEDW Engineer = SHP MMRQV

5HTXHW\([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/logentries HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"created _at": "2016-05-18T18:23:29+00:00",
"deleted at": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"name": "test-logentries",
"placement": null,
"port": "5140",
"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"token": "790545ca-a792-4166-be69-970d413085124",
"updated_at": "2016-05-18T18:23:29+00:00",
"use tls": "0",
"version": "1"

}
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*(7 VHMEH VHYIFHBIG YHWMRQ YHMRQ ®JJIQ) GRIHQMHV QOP H
* HAWWH /RIHOM  RU D DUAFXOU VAYIFH MG HWURQ

$ XWHOAFDARQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/logentries/test-logentries HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"created_at": "2016-05-18T18:23:29+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"name": "test-logentries",
"placement": null,
"port": "5140",
"response condition": "",
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"token": "790545ca-a792-4166-be69-970d1308512d",
"updated_at": "2016-05-18T18:23:29+00:00",
"use_tls": "0",
"version": "1"

}

3267 VHWMFH WHYIFHBIG YHWMRQ YHWMRQ ®JJIIQ) @JHQMHV
&UDM D/RIHOM RU D DUAEXOU YIFH G YMRQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHV([ DP SO

POST /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/logentries HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-logentries&port=5140&token=790545ca-a792-4166-be69-970d41308512d

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"created at": "2016-05-18T18:23:29+00:00",
"deleted_at": null,
"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",
"name": "test-logentries",
"placement": null,
"port": "5140",
"response condition": "",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"token": "790545ca-a792-4166-be69-970d13085124d",
"updated_at": "2016-05-18T18:23:29+00:00",
"use_tls": "0",
"version": "1"

}

387 VHWFH VHWYIEHBIG YHMRQ YHMRQ ®JJIQ) GIHQMHY RGBQOP H
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8SGDWM YH /RIHOM  RU D DWFXOU VHIXFH [0)G YHMRQ

$ XWHOAFDARQ
$3. B\HQ R DXHU ZIW DVEDW Engineer . SHP WRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

2@ @PHR WH/RIHQM FEMPWXVHG W VABPWWH RUHPW/RIHQM FEMFWL WH @P H KOV BHHQ

REBPH i FKDQIHG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/logentries/test-logentries HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-logentries

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"created_at": "2016-05-18T18:23:29+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"3r\" %>s %b",
"format_version": "2",
"name": "updated-test-logentries",
"placement"”": null,
"port": "5140",
"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"token": "790545ca-a792-4166-be69-970d1308512d",
"updated at": "2016-05-18T18:23:29+00:00",
"use_tls": "0",
"version": "1"

}

C(/(7( VHYIFH VHYIEHBIG YHWRQ YHMRQ ®JJIQ) RIHQMHV QDP H
' HOMW WH /RIHQM  RU D SDUAEXOU YEH MG HMRQ

$ XWHOAFDWRQ
$3, WNHO R DXHU ZIW DVEDW Engineer ~ SHAP MRV

5HTXHV([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/logentries/test-logentries HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

/RIJO

) DAY ZIOWHDP R PHWDIHV W YH /R1IJO FFRXQNMR WH RWP DIWSHAICHG Q WH /RIJO RIJIQ) REMFW

) IHTV
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CHEB
QP H

IRWP DW

IRWP DVBYHUMRQ

UHVSROM-BFRQGMRQ

SOFHP HQW

$ FURQV

WSH

LOMIHU
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GHVFUSVRQ
7Kl @PH R WH /RIJO NG
$SDFKH WOI RJ RWP DMQJ

7 K HUMRQ R WH BFMRP R1JIQJ RWP DVHG RUYH RQCIXUHG HIGSRIQN &DQ BH HWHU

WH GIDXOVHMRQ R RPDNRJ WH HMRQ RJ RP DV KH RIJIQ) BPOHNV
SOFHG B GIDXOMLvcl log Lformat version W VWMR2 [MG [ vcl deliver L
format version N VWA 1

7 K RNHQ W XH RU DAWHOWFDARQ KWBY 7277 ®RIJO FRP GREV EXWRP HUVRNHO
DXWHOAFDARQ WNHO

7Kl @PHR 0D HMAQ) FRQEVRQ D WH FRQCIXUHG HOGSRIQW RJ BDYH EDON W/ [Z D\ V
H HEXWM

KHH D WH HOHDWG %8/ WH RIJIQ) OWRXG B SDFHG RHWUGQ) )

IRWP DBYHWMRQ GADXOV &DQ B none R waf debug 7 K/ GHG ¥ QRWHTXILHG MG KV @
GH DXOVYDOH

VHYIFH VHYIFHBIG YHWMRQ YHMRQ ®JJIQ) ®RIJO

/ MAVED/RIIO RIJIQI FEMFW RU D DUAEXDU VXYFH MG HURQ

$ XWHAFDARQ

$3. B’\HQ R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHWA([ DP SO

GET /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/loggly HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

"name": "test-loggly",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",

"response_condition": ""

"format": "$h %1 %u %t \"sr\"
"format version": "2",
"token": "deadbeef",

"placement"”": null

4

$>s %b",

VHYIFH VHEHBIG YHWMRQ YHMRQ ®JJIQ) ®RIJ® QDP H

* HWMH /RIJO RIJIQ] FEMFWRU D UAEXOU VWXYIFH 06 HMRQ

$ XWHOAFDWRQ

$3. R\HO R DXHU ZIM DVEDW Engineer = SHP WRQV

30DIEP HMY

SDIOP WU WSH

@PH WIQJ

5HTXHW\([ DP SO

https://docs fastly.com/api/aio

GHVFUSVIRQ

1DPHR YH /RIJO RIJIQY FEMFW
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GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/loggly/test-loggly HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"name": "test-loggly",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",

"response condition": "",

"format": "%h %1 2%u %t \"%r\" %>s %b",
"format version": "2",

"token": "deadbeef",

"placement": null

3267 VHYIEH VHYIEHBIG YHWRQ YHMRQ ®JJIQ) ®IJO

&UDM D/RJIJO RIJIQJ AFEMFWRU D IAFXQU VHYIFH [0G HMRQ

$ XWHOAFDARQ
$3, WNHO R DXHU ZIMW DVEDW Engineer  SHP MRQV

5HTXHW\([ DP S

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/loggly HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-loggly&token=deadbeef

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"name": "test-loggly",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",

"response condition": "",

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"token": "deadbeef",

"placement"”": null

387 VHWEFH VHYIFHBIG YHWMRQ YHWMRQ ®JJIQ) ®IJO® RTGBP H
8 SGDM WH /RIJO RIJIQ) FEMFWRU D DUAEXOU WYIEH MG HWMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIW DVEDW Engineer . SH4P MRQV

5HTXHV([ DP SO

PUT /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/loggly/test-loggly HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-loggly

¥ SHVSRQH ([ DP SO
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HTTP/1.1 200 OK
Content-Type: application/json

"name": "updated-loggly",
"SU1Z0isxPaozGVKXdv0eY",

"version": "1",

"service_ id":

"response condition": "",
"format": "%h %1 %u %t \"%r\"
"format version": "2",
"deadbeef",
"placement": null

$>s %b",

"token":

C(/(7( WHXYIFH VHYFHBIG YHWMRQ YHMRQ ®JJIQ) ®RIJ® QDP H
' HOMW WH /RIJO RIJIQ) FEMPWRU D DUAFXOU VWYIFH MG HWMRQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP WRQV

30EP MY

SDIDP WU WSH GHVFUSMRQ

@PH VWIQ) 1DPHR YH /RJIJO RIJIQJ HEMFW

5HTXHW([ DP SO

DELETE /service/SUl1Z0isxPaozGVKXdvOeY/version/1/logging/loggly/test-loggly HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{

"status": "ok"

}

+ HURNX

) DMD ZIOWHP RJ PHWDIHY W WH +HURNX [FFRXQVD WH RWP DIMSHFICHG R WH +HURNX FEEMFW

Z ,03257%17 7K QRPDARQ V¥V DIVR D WG YDIOEION BEDWWH )RU PRUIH QIRWP DARQ WH RKUSWRGXFWIG HOW(UH

QH\ F& GMFUSWRQY

) IHTV

CHG WSH GHVFUSMRQ
@PH Q)] 7K @PHR WH KHURNX MO
IRWP DW Q) $SDFKH WO R] RUP DM
7 K HMRQ R YH BKMRP RIJIQJ RUWP DVIHG RUWH RQCIXUHG HGSRIQW &DQ BH HWHU
WH GIDXOVHUMRQ R RPDNVR) WH HMRQ R RWPDW KH RIJ POHV
IRWP DVBYHIMRQ LOMIHU Q)
SOFHG B GIDXOMLvcl log Lformat version W VWMR2 MG [ vcl deliver L
format version N VW1
KHH Q WH HHDMG %/ YWH RIJIQ) MOWKRXG H SDFHG RHUAQ) [
SOFHP HQW Q)] IRUP DBYHMRQ DXV 8DQ B none Rwaf debug 7 K GG V QNBITXILHG G KOV R
GH DXOVD3H
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CHGB WSH GHVFUSVRQ
7 K4 RNHQ W XH RU DAWHQAFDARQ KWV GHYFHOMUKHIRNX FRP DUAF®N DGG RQ

R i SDUEHURR]._LOW] UMRQ

XD VMQ) 7 K XOW WHP RIV W

7Kl @PH R 0D HMAQ) FRQAMRQ D WH FRQCIXUHG HIGSRIQW RJ BDYH EDON W/ [Z D\ V

UHVSROMBFRQGMRQ - VAQY H HEM

$ PURQV

* (7 VHYIEH VHWIEHBIG YHWRQ YHMRQ ®JJIQ) KHRNX QDP H

* WWH +HIRNX RU D DUAEXOU VMYEH [0)G HMRQ

$ XWHOAFDARQ
$3, WNHO R DXHU ZIMW DVEDW Engineer  SHP MMRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/heroku/test-heroku HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "test-heroku",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"response condition": "",
"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",
"placement": null,
"token": "deadbeef",
"url": "https://l.us.logplex.io/logs"
}

(7 VHYIFH VHYFHBIG YHMRQ YHMRQ ®JJIQI KHRNX

/ MAVEDR WH +HIRNXY RU D DUAEXOU YEH G HURQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHWA([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/heroku HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"name": "test-heroku",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",
"response_condition": ""
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"placement": null,
"token": "deadbeef",
"url": "https://l.us.logplex.io/logs"
}
]
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3267 WHWXYFH WHYIFHBIG YHMRQ YHUMRQ ®JJIQI KHURNX

&UHDW D-+HHIRNX RU D IWFXOU HWYFH 06 YHWMRQ

$ XWHOAFDARQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

POST /service/SUl1Z0isxPaozGVKXdvOeY/version/1/logging/heroku HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-heroku&token=deadbeefsurl=https://1l.us.logplex.io/logs

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "test-heroku",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",
"response condition": "",
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"placement": null,
"token": "deadbeef",
"url": "https://l.us.logplex.io/logs"
}

387 WHYEFH WYIFHBIG YHMRQ YHMRQ ®&JJIQ) KHIRNX RGBOP H

8 SGEWM YH +HUIRNX RU D MFXOU VHXMEFH [0)G YHMRQ

$ XWHOAFDARQ
$3, WNHO R DXHU ZIMW DVEDW Engineer = SHP MRQV

5HTXHW\([ DP S

PUT /service/SUl1Z0isxPaozGVKXdv0eY/version/1/logging/heroku/test-heroku HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-heroku

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "updated-heroku",
"service_id": "SU1zZ0isxPaozGVKXdv0eY",
"version": "1",
"response_condition": "",
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"placement": null,
"token": "deadbeef",
"url": "https://1l.us.logplex.io/logs"
}

(A7 WIMFH WHUYIFHBIG YHWMRQ YHUIRQ ®JJIQ) KHURNX QDP H

" HEMW YH +HIRNX RU D UIAFXOU HWYFH )G YHMRQ

https://docs fastly.com/api/aio 212/308


https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions
https://docs.fastly.com/api/auth#tokens
https://docs.fastly.com/en/guides/configuring-user-roles-and-permissions

5/19/2020

$ XWHOAFDAWRQ
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$3, WNHO R DXHU ZIW DVEDW Engineer . SHP MMRQV

5HTXHV([ DP SO

DELETE /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/heroku/test-heroku HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

{

"status": "ok"

}

1HZ HIF /RIV

) DM ZIOXSBDG R PHWDIHV W 1HZ HIF /RIV D YH RWP DIMWSHAICHG D WH 1HZ SHIF RQCIXUWDARQ FEMFW

Z ,03257%17 7K QRPDARQ V¥V DIVR D WG DXDIOEION BEDWH )RU PRUIH QIRWP DARQ WVH RUSWRGXFWIG HOW(UH

QH\ F& GMFUSWRQV

) IHGV
CH®
QP H

WHYYIFHBLG

YHUMRQ

IRWP DV

IRUWP DVBYHUMRQ

SOFHP HQW

FUHDWAGBDW

XSCOWAGBDW

UHVSRQUHBFRQGIMRQ

VRNHQ
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WSH

LOMIHU

[OMIHJ

GHVFUSMRQ

7K @PHR WH 1HZ 5HIF /RIV RIJIQ) H)GSRIQA BHTXILHG
7 K EBKDQXP HUE WIQ) GHQW\ LQJ D VAYIEH

7 K FXUHOWVHMRQ R DVAYIFH

$SDFKH WOI Rl RPP DM RXURJ PXWSIRGXFH YOG -62 1 WDWIHZ SHIF /RIV BQ
LQIHW ' HDXOW {"time elapsed":%{time.elapsed.usec}V, "is tls":%
{if(req.is_ssl, "true", "false")}V, "client ip":"%{req.http.Fastly-Client-
IP}V", "geo city":"%{client.geo.city}V", "geo country code":"$%
{client.geo.country code}V", "request":"${req.request}V", "host":"%
{req.http.Fastly-Orig-Host}V", "url":"%${json.escape(req.url)}v",

"request referer":"${json.escape(reqg.http.Referer)}v",

"request user agent":"%${json.escape(req.http.User-Agent)}V",

"request accept language":"%{json.escape(req.http.Accept-Language)}V",
"request accept charset":"${json.escape(reqg.http.Accept-Charset)}Vv",

"cache status":"$%{regsub(fastly info.state, " (HIT-(SYNTH) |
(HITPASS |HIT |MISS|PASS|ERROR|PIPE)).*", "\\2\\3") }v"}

7 K HUMRQ R WH KXMRP R1JIQ] RWP DVXHG RUWH RQCIXUHG H)GSRIQV &0Q BH HWHU
WH GIDXOV HUMRQ R RPDVRJ WH HMRQ R RWPDW KH RIJIQ] POHV

SOFHG B GIDXOV{ vcl log VVWWR2 [OG (vcl deliver L

V VAWRA 1

L format version

format version

KHH D WH HOHDWG %8/ WH RIJIQ) OWRXG B SDFHG RHWGQ) )

IRWP DBYHWMRQ GIDXO &DQ B none R waf debug 7 K/ GHG ¥ QRVHTXILHG MG KV @®
GH DXOVYDOH

7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV RHDWMG
7IPHWEPS * 0 7 ZKHQ WH HGSRIQNVZDV YSGDWG
7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV GIBWG
© KHQ W HIHEXWM WH 1HZ BHIF /RIV RIJIQ) MBI | HP SW [E DV HHEXWM

7K QHWS3, M WRP WH $FFRXQWVSIH R \RXU 1HZ SHIF [FFRXQW BHTXWHG
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$ FURQV

(7 VHYIFH VHYIFHBIG YHWMRQ YHMRQ ®JJIQ) QHZ LHIF

[ MVIDR YH 1HZ SHIF /RIV RIJIQ) FEMFW RU D IAEXOU VWXYIFH 06 YHMRQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer . SHP MRV

5HTXHV([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/newrelic HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/json

{
"placement": null,
"service_id": "SUlZ0isxPaozGVKXdv0eY",
"version": "1",
"name": "my newrelic_ log",
"format": "{\"time elapsed\":%{time.elapsed.usec}V, \"is tls\":%{if(req.is ssl, \"true\", \"false\")}V,

\"client ip\":\"%{reqg.http.Fastly-Client-IP}V\", \"geo city\":\"%{client.geo.city}V\", \"geo country code\":\
{client.geo.country code}V\", \"request\":\"%{req.request}V\", \"host\":\"%{req.http.Fastly-Orig-Host}V\",
\"url\":\"%{json.escape(req.url)}V\", \"request referer\":\"%{json.escape(req.http.Referer)}Vv\",

\"request user agent\":\"%{json.escape(req.http.User-Agent)}V\", \"request accept language\":\"%
{json.escape(req.http.Accept-Language)}V\", \"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}V\"

\"cache status\":\"%{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\2\\3\")
JAVANNS S

"format version": "2",

"token": "6£5902ac237024bdd0cl176cb93063dcd",

"response_condition": "",

"created _at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null

(7 VHYIFH VHYIFHBIG YHMRQ YHMRQ ®JJIQ) QZ HIF QOP H
* HWKH GMIY R D1HZ 5HIF /RIV RIJIQ) FEMFWRU D DUAEXOU YMEH MG HWMRQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer - SHAP MRV

30DIDP HMY/

SDIDP WU WSH GHWUSWRQ

@PH WIQ) 1DPHR YH 1HZ 5HIF /RIV MG

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/newrelic/my newrelic log HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"placement": null,

"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"version": "1",

"name": "my newrelic_log",

"format": "{\"time elapsed\":%{time.elapsed.usec}V, \"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,
\"client ip\":\"%{reqg.http.Fastly-Client-IP}V\", \"geo city\":\"%{client.geo.city}V\", \"geo country code\":\"%
{client.geo.country code}V\", \"request\":\"%{req.request}V\", \"host\":\"%{req.http.Fastly-Orig-Host}V\",
\"url\":\"%{json.escape(req.url)}V\", \"request referer\":\"%{json.escape(req.http.Referer)}Vv\",
\"request user agent\":\"%{json.escape(req.http.User-Agent)}V\", \"request accept language\":\"%
{json.escape(req.http.Accept-Language)}V\", \"request accept charset\":\"%${json.escape(req.http.Accept-Charset)}V\",
\"cache status\":\"%{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\2\\3\")
AR R

"format version": "2",

"token": "6£5902ac237024bdd0c176cb93063dc4",

"response condition": "",

"created_at": "2016-05-17T20:23:15+00:00",

"updated_at": "2016-05-17T20:23:15+00:00",

"deleted at": null

3267 VHYIEH VHWYIEHBIG YHWRQ YHMRQ ®JJIQ) QHZ UHIE

&UDM D1HZ SHIF /RIV RIJIQJ FEMFWRU D PWFXOU HWXEFH 06 HURQ

$ XWHOAFDARQ
$3. R\HO R DXHU ZIW DVEDW Engineer . SHP MRQV

5HTXHW\([ DP S

POST /service/SUlZz0isxPaozGVKXdv0eY/version/1l/logging/newrelic HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my newrelic log&token=6£5902ac237024bdd0c176cb93063dc4

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"placement": null,

"service_id": "SU1Z0isxPaozGVKXdv0eY",

"version": "1",

"name": "my newrelic_ log",

"format": "{\"time elapsed\":%{time.elapsed.usec}V, \"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,
\"client ip\":\"%{reqg.http.Fastly-Client-IP}V\", \"geo city\":\"%{client.geo.city}V\", \"geo country code\":\"%
{client.geo.country code}V\", \"request\":\"%{req.request}V\", \"host\":\"%{req.http.Fastly-Orig-Host}V\",
\"url\":\"%{json.escape(req.url)}V\", \"request referer\":\"%{json.escape(req.http.Referer)}Vv\",
\"request user agent\":\"%{json.escape(req.http.User-Agent)}V\", \"request accept language\":\"%
{json.escape(req.http.Accept-Language)}V\", \"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}Vv\",
\"cache status\":\"%{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\2\\3\")
JAAN

"format version": "2",

"token": "6£5902ac237024bdd0c176cb93063dc4",

"response_ condition": "",

"created_at": "2016-05-17T20:23:15+00:00",

"updated_at": "2016-05-17T20:23:15+00:00",

"deleted_at": null

387 WHWMFH WHWYIFHBIG YHWMRQ YHWMRQ ®JJIQ) QHZ HIF RGBQDP H
8SCGDM D1HZ SHIF /RIV RIJIQ) FEMFWRU D DUAEXOU YIEH G YMRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer | SHP MWRQV

30EP HMY/
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SDUDP AWMU WSH GHVFUSMRQ

2G @QPHR YH 1HZ 5HIF /RIV RIJIQ) AEMFWXVHG W WORVWMH RUHAVWWH 1HZ SHIF /RIV

REBPH i ®IJIIQ) FEMPWL WH @P H KOV BHHQ FKDQIHG

5HTXHV([ DP SO

PUT /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/newrelic/my newrelic log HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=my_new_newrelic_ name

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"placement": null,
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"name": "my new newrelic name",
"format": "{\"time elapsed\":%{time.elapsed.usec}V, \"is tls\":%{if(req.is_ssl, \"true\", \"false\")}V,

\"client ip\":\"%{reqg.http.Fastly-Client-IP}V\", \"geo city\":\"%{client.geo.city}V\", \"geo country code\":\"%
{client.geo.country code}V\", \"request\":\"%{req.request}V\", \"host\":\"%{req.http.Fastly-Orig-Host}V\",
\"url\":\"%{json.escape(req.url)}vV\", \"request referer\":\"%{json.escape(req.http.Referer)}v\",

\"request user_ agent\":\"%{json.escape(req.http.User-Agent)}V\", \"request accept language\":\"%
{json.escape(req.http.Accept-Language)}V\", \"request accept charset\":\"%{json.escape(req.http.Accept-Charset)}Vv\"
\"cache status\":\"%{regsub(fastly info.state, \""(HIT-(SYNTH) | (HITPASS|HIT|MISS|PASS|ERROR|PIPE)).*\", \"\\2\\3\")

4

A"},
"format version": "2",
"token": "6£5902ac237024bdd0c176cb93063dc4",
"response condition": "",

"created at": "2016-05-17T20:23:15+00:00",
"updated_at": "2016-05-17T20:23:15+00:00",
"deleted_at": null

C(/(7( VHXYIFH VHYIEHBIG YHMRQ YHMRQ ®JJIQ) QZ HIF QOP H
' HBMW WH 1HZ 5HIF /RIV RIJIQ) FEMPWRU D SDUAEXOU YIEH MG HWMRQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIW DVEDW Engineer . SH4P MRQV

30DIDP HMY/

SDIbP MU WSH GHWUSWRQ

@PH VWIQ] 1DPHR YH 1HZ 5HIF /RIV MO

5HTXHW\([ DP S

DELETE /service/SUl1Z0isxPaozGVKXdvOeY/version/1l/logging/newrelic/my newrelic log HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

2 SHOWEFN
) DMD ZIOXSEDG R PHADIHY W WH 2 SHBVEFN BXFNHWR WH RUP DIMSHFICHG R WH FSHQAMIFN FEMFW
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CH® WSH GHVFUSMRQ
DFFHWBNH VIIQ) <RXU 2SHQPBVEFN IFFRXQVIFFHW N
EXFNHVBQDP H \WIQJ 7 K @P H R \RXU 2SHBVEFN FRQAIGQHU
FUHDWGBDW VIQ) 7PHWIEPS * 0 7 ZKHQ WH HGSRIQNZDV RHDMG
GHOMAGBDW VIIQ) 7JPHWIPS * 07 ZKHQ WH HGSRIQNZDV GIBMWG
IRWP DV VWIQ) $SDFKH WG R RP DMQJ
7 K HUMRQ R WH BWRP RIJIQ) RUWP DWVXHG RUWH RQCIXUHG HIGSRIQW &DQ BH HWHU
WH &1 DXV R} RPDNRJ WH Rl RP DN KH RIJ POHNV
RP DRYHOARQ QMU SOFHG B CHDXfOVW(L:Ril_log Lformat_ver:iAR?lH/\Mz [@Cvcl_del-(lgiver L
format version N VWA 1
J] LSBBIYHO IQMIHU  : KDWEBYHOR *=,3 HFRAQI W KOYH ZKHQ GP SIQ) RIV GHDXWV @R FRP SUHWWMRQ
P HWMDJ HBNV/ SH Q) +RZ YWH PHWDIH WRX@ BH RWP DMIG 2 B R
FOWE GHDXAV 5 & VVRI SH([
®RIJO 5)& WXRXUHG Y\VER]
®RISO{ + HIRNX WO BQIW SHC HG YWVR&I
EQQN 1R SHJ 8HXORUZUMQI 621 OG &®
QDP H VIQ) 7K @PH R WH 2SHBVEFN MO
SDWK WIQJ 7 K DN W HSERDG RIV W
SHURG OMIH :szg-vrrxmmanar\/mHmm\Rm Q B DDME® RUBDGQ) 1Q WFRQGV
: KHH D WH HHDMG 9%/ WH RIJIQ] POWKRXG EH SDFHG RHUGIQ) [
S@FHP HQW VMQJ |RUP DBYHWMRQ GIDXOV &DQ B none Rwaf debug 7 K/ GG ¥ RWHTXIWHG G KV @
GH DXOVD3H
SXEQFBN\H VWIQJ $ 33 XEG- M WDNV)DWMD ZIOXH W HFY SWARXURJ @BV EFHRUH ZUWQJ WHP W BN
UNSROWEF e ;%HR 0 HMAQ RRQGMRQ R WH IRQCIXUHG HGSRIQNV RJ BDYH EDQN W [ D\ V
HYIFHBIG VIQ) 7 K EBKDQXP HUE WIQ) GHQAN LQJ D VAEH
WP HWIZP SBIRWP DWW Q] VWIWP H \GHFICHG W WP S RIPDMEYJ GHDXOW < P G/ + 0 6
XSGDWIGBDW WIQJ 7PHWEPS * 0 7 ZKHQ WH HGSRIQNZDV YSCDMG
XUD WIQ) <RXU 2SHQPBVEFN DAIW XD
XVHU VMQJ 7 K XHODP H RU\RXU 2SHQBWIFN [FFRXQN
YHUMRQ IOMIHU 7 K BRKUHQAMYHWMRQ R DVAIFH
$ PURQV

VHYFH VHIEHBIG YHWMRQ YHMRQ ®JJIQ) RSHOWEFN
/ MAVEDR WH FSHQAMIFNV RU D DUAEXOU YIFH G YHMRQ

$ XWHOAFDWRQ
$3. WAHO R DXHU ZIW DVEDW Engineer . SHP MRQV

5HTXHW\([ DP S
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GET /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/openstack HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my corporate bucket",
"created at": "2016-06-03T21:33:16+00:00",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"gzip level": "0",

"message_type": "classic",

"name": "test-openstack",

"path": "",

"period": "3600",

"placement": null,

"public_key": null,

"response condition": "",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"timestamp format": "%Y-%m-%3dT%H:3%M:%5.000",
"updated_at": "2016-06-03T21:37:21+00:00",

"url": "https://auth.storage.memset.com/v1.0",

"user": "Openstack Username",
"version": "1"

(7 VHYIFH VHWYIFHBIG YHMRQ YHMRQ ®JJLQ) RSHOMIFN QOP H

* HAWKH FSHOWEFN RU D DUAFXOU VWXYFH G YHURQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP WRQV

5HTXHV([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/openstack/test-openstack HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/json

"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my corporate bucket",
"created_at": "2016-06-03T21:33:16+00:00",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"gzip level": "0",

"message_type": "classic",

"name": "test-openstack",

"path": "",

"period": "3600",

"placement": null,

"public_key": null,

"response condition": "",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "%Y-%m-3dT%H:%M:%5.000",
"updated_at": "2016-06-03T21:37:21+00:00",
"url": "https://auth.storage.memset.com/v1.0",
"user": "Openstack Username",

"version": "1"

https://docs fastly.com/api/aio
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3267 VHYIFH VHYIFHBIG YHMRQ YHURQ ®RJJIQ) RSHOAMFN
&UDW DFSHOWEZFN RU D DUAEXOU YIFH MG HWRQ

$ XWHQAFDWRQ
$3, WNHO R DXHU ZIW DVEDW Engineer  SHP MMRQV

5HTXHW\([ DP S

POST /service/SUlz0isxPaozGVKXdv0eY/version/1l/logging/openstack HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-openstack \
&bucket name=my corporate bucket \
&access_key=AKIATIOSFODNN7EXAMPLE \
&secret key=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my corporate bucket",
"created at": "2016-06-03T21:33:16+00:00",
"deleted_at": null,

"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",

"gzip level": "0",

"message_type": "classic",

"name": "test-openstack",

"path": "",

"period": "3600",

"placement": null,

"public_key": null,

"response condition": "",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"timestamp format": "$Y-%m-%dT%H:%M:%S.000",
"updated _at": "2016-06-03T21:37:21+00:00",
"url": "https://auth.storage.memset.com/v1.0",
"user": "Openstack Username",

"version": "1"

387 VHWMFH WHWYIFHBIG YHWMRQ YHWMRQ ®JJIQ) RSHOMIFN REGBQDP H
8 SCDM WH FSHQMIFN RU D DUAFXOU HYEH MG HWMRQ

$ XWHONFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

30IEP MY

SDIDP WU WSH GHVFUSMRQ

2G @PHR YWH FSHOMIFN FEEMFWXVHG W VHORVWWMH -RUHFWRSHOWMIFN FEMFWL WH @P H KOV BHHQ

REBPH I FKDQIHG

5HTXHW([ DP SO

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/openstack/test-openstack HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-openstack

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"access_key": "AKIAIOSFODNN7EXAMPLE",
"bucket name": "my corporate bucket",
"created at": "2016-06-03T21:33:16+00:00",
"deleted_at": null,

"format": "%h %1 2%u %t \"%r\" %>s %b",
"format version": "2",

"gzip level": "0",

"message_type": "classic",

"name": "updated-test-openstack",
"path": "",

"period": "3600",
"placement": null,
"public_key": null,

"response condition": "",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"timestamp format": "$Y-%m-2dT%H:%M:%S.000",
"updated_at": "2016-06-03T21:37:21+00:00",
"url": "https://auth.storage.memset.com/v1.0",
"user": "Openstack Username",

"version": "1"

VHYIFH VHYFHBIG YHWMRQ YHUMRQ ®JJIQ) RSHOWEFN

QP H

' HBMW WH FSHQAMIZFN RU D DUAEXQU WXFH MG YHMRQ

$ XWHAFDARQ

$3. B’\HQ R DXHU ZIW DVEDW Engineer = SHP WMRQV

5HTXHV([ DP SO

DELETE /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/openstack/test-openstack HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

"status": "ok"

3CSHWDIO

) DMD ZIOWHDP R PHWDIHY W YWH ISHWDIOFFRXQAMD YH RWP DINSHFICHG D WH DSHUADIOREMFW

) IHGV
CH®G
DGGLHW
FUHDMGBDW
GHOMGBDW

IRWP DV

IRUP DVBYHUMERQ

QP H

https://docs fastly.com/api/aio

WSH

LOMIHU

GHVFUSVRQ

$ KRWEDP H RJ3Y  [BGHW

7IPHWEPS * 0 7 ZKHQ WH HGSRIQWZDV RHDWMG
7IPHWEPS * 0 7 ZKHQ WH HGSRIQNZDV GIBWG

$ SDFKH WG R RP DMQJ

7 K HUMRQ R WH BKMRP R1JIQJ RWP DVAHG RUYH FRQCIXUHG HIGSRIQN &DQ BH HWHU
WH GIDXOVVHUMRQ R RPDNV R WH HUMRQ R RWP DV KH RIJIQ BPOHV

SOFHG B GIDXOWM vcl log L format version W VWAR2
format version W VW1

7K @PH R YH SSHIWDIONX®!

0G [ vcl deliver

L
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CH® WSH
SOFHP HQW VIMQJ
SRUV LOMIHU
UHVSROMBFRQGMRQ  WIQ]
HYYLFHBIG Q]
XSGDMGBDNV Q)
YHMRQ LOMIHU
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GHVFUSVIRQ

KHH Q WH HHDMG %/ YH RIJIQ) AOWKRXG B SDFHG RHUGQ) [

|RUP DVBYHMRQ G DXOV &DQ H- none
GH DXOVDOH

Rwaf debug

7 K SRUNVQP EHU

7K GG ¥V RAVUTXWHG G KV ®

7Kl @PH R 0D HIMAQ FRQEVRQ D WH FRQCIXUHG HIGSRIQW RJ BDYH EDON W/ [Z D\ V

H HEXWM
7 K OBKDQXP HUE WIQJ GHOW [QJ D VAYIFH
7IPHWEPS * 0 7 ZKHQ WH H)GSRIQNZDV YSGDMG

7 K XUHQVYHMRQ R DVAMEH

VHXFH WHYYIFHBIG YHUMRQ YHUMRQ ®&JJIQI SDSHUAMDIO

/ MAVEDR WH DSHIMIY RU D DUAEXOU YEH G HWMRQ

$ XWHAFDWRQ

$3. B’\HQ R DXHU ZIW DVEDW Engineer = SHP WMRQV

5HTXHV([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/papertrail HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"address": "example.com",
"created at":
"deleted_at": null,
"format":
ngn,

"test-papertrail”,

"format version":

"name" :

"placement": null,
"5140",

"response condition": "",

"port" .

"service id":
"updated_at":
"version": "1"

"$h %1 %u %t \"sr\"

"2016-05-18T18:51:50+00:00",

$>s %b",

"SU1Z0isxPaozGVKXdv0eY",
"2016-05-18T18:51:50+00:00",

WHYIFH WYIFHBIG YHMRQ YHUMRQ ®JJIQI SDSHWDIC QOP H

* HWMH SHIWDIORU D PUAEXOU HXYEH [0G HUMRQ

$ XWHOAFDWRQ

$3. R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/papertrail/test-papertrail HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"address": "example.com",

"created at": "2016-05-18T18:51:50+00:00",

"deleted_at": null,

"format": "%h %1 2%u %t \"sr\" %>s %b",
"format version": "2",

"name": "test-papertrail",
"placement": null,

"port": "5140",

"response condition": "",
"service_id": "SU1zZ0isxPaozGVKXdv0eY",

"updated_at": "2016-05-18T18:51:50+00:00",

"version": "1"

Fastly API Documentation

3267  WIWMFH WYIFBIG YHUMRQ YHMRQ ®&JJIQJ SDSHIADIO

&UHDOM D ISHWDIORU D IWFXOU VHXFH G YHMRQ

$ XWHIAFDARQ

$3. R\HO R DXHU ZIW DVEDW Engineer = SHAP WRQV

5HTXHWA([ DP SO

POST /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/papertrail HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-papertrail&address=example.com

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"address": "example.com",

"created_at": "2016-05-18T18:51:50+00:00",

"deleted _at": null,

"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",

"name": "test-papertrail',
"placement": null,

"port": "5140",

"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"updated _at": "2016-05-18T18:51:50+00:00",

"version": "1"

387  WHYFH WYIFHBIG YHMRQ YHMRQ ®&JJIQI SDSHUMIC R@BOP H

8 SCDM WH DSHIAMIORU D PIEXDOU XMEH MG HURQ

$ XWHOAFDARQ

$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

2@ @PHR YWH ISHWIIOHEMFWXVHG W VABFWHWH IRUHFWISHUWAMDIOREMFWL YWH @P H KDV BHQ

REBPH I FKDQIHG

5HTXHW([ DP S

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/papertrail/test-papertrail HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

https://docs fastly.com/api/aio
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name=updated-test-papertrail

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"address": "example.com",
"created_at": "2016-05-18T18:51:50+00:00",
"deleted at": null,
"format": "%h %1 2%u %t \"sr\" %>s %b",
"format_ version": "2",
"name": "updated-test-papertrail",
"placement"”: null,
"port": "5140",
"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"updated _at": "2016-05-18T18:51:50+00:00",
"version": "1"

}

VHYIFH VHYFHBIG YHWMRQ YHWMRQ ®JJLQ) SDSHUADIC QOP H

' HBMW WH TSHIADIORU D PUAFXOU XYEH MG HURQ

$ XWHOANFDARQ
$3. R\HO R DXHU ZIW DVEDW Engineer - SHP MRQV

5HTXHW\([ DP SO

DELETE /service/SU1Z0isxPaozGVKXdv0OeY/version/1/logging/papertrail/test-papertrail HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{

"status": "ok"

}

6 FDOU

) DMD ZIOWHDP R PHWDIHY W WH 6.DOU FFRXQAMD YH RWP DIWSHAICHG Q WH 6~DOU FEMFW

) IHTV

CHG WSH GHVFUSWRQ
QDP H Q) 7K @PH R WH VDOU YO
IRWP DV VWIQ $ SDFKH WG R) RWPP DMQY
7 K HUMRQ R WH BWRP RIJIQ) RUWP DWXHG RUWH RQCIXUHG HIGSRIQW &DQ BH HWHU
WH &1 DXV Rl RPDNRJ WH Rl RPDN KH RIJ POHNV
'R DEYHOARQ QMU SOFHG B CEJIDX‘;VUERil_log lformat_verstimcflvmz E)Isﬁvcl_deliver L
format version N VAW 1
WHILRQ VIQ 7 K HIIRQ WDWVRI WD ZIOEH QMR 2CH Rus REu  'HDXOV WRus L XQGHCQHG
VRNHQ WIQJ 7 K RAHQ W XH RU DOUMHQAEDARQ KW8Y 7 Z Z \FDOUFRP NH V
UNSROWEF e 7K @PHR O HMQ RQGEMRQ R WH RQCIXHG HGSRIQW RJ BEDYH EDON W [ D\ V
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SOFHP HOW

$ FURQV
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WSH GHVEUSWRQ

KHH D WH HHDWG %/ YH RIJIQ) MOWKRXG EH SDFHG RHUGQ] )
Q)] IRUP DBYHMRQ GHIDXOV &DQ B none R waf debug

GH DXOVDOH

* (7 VHYIFH VHWYIEFHBIG YHMRQ YHWMRQ ®JJIQ) VFDOU QOP H

* HWMH 6-DOU RU D DWFXOQU HIYFH G HURQ

$ XWHIAFDARQ

$3. R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP SO

GET /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/scalyr/test-scalyr HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

{
"name": "test-scalyr",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"version": "1",
"response condition": "",
"placement"”: null,
"format": "%h %1 2%u %t \"sr\" %>s %b",
"format_ version": "2",
"region": "US",
"token": "SCALYR KEY"
}

*(7 VHWMEH VHYIFHBIG YHWMRQ YHWMRQ ®JJIQ) FDOU

/[ MVDR YH 6~DOW/ RU D PIAEXOU HWYIFH [0G HUMRQ

$ XWHQAFDARQ

$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/scalyr HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

{
"name": "test-scalyr",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"version": "1",
"response_ condition": "",
"placement": null,
"format": "%h %1 %u %t \"sr\" %>s %b",
"format version": "2",
"region": "US",
"token": "SCALYR KEY"
}

3267 WWFH WXYIFHBIG YHMRQ YHUMRQ ®&JJIQ WDOU

https://docs fastly.com/api/aio
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&UHDM DEDOU RU D PIWFXOU VHIXFH G HMRQ

$ XWHQAFDWRQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

Fastly API Documentation

POST /service/SUl1Z0isxPaozGVKXdv0eY/version/1l/logging/scalyr HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=test-scalyr&token=SCALYR KEY&region=US

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "test-scalyr",
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"version": "1",
"response_ condition": "",
"placement": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format_ version": "2",
"region": "US",
"token": "SCALYR KEY"
}

387 VHYIFH HYIFHBIG YHMRQ YHWRQ ®JJIQ) FDOU RTGBQOP H

8 SGDWM YH 6~DOU RU D PIAEXOU VHIVFH )G HMRQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer = SHP MRQV

5HTXHW\([ DP S

PUT /service/SU1Z0isxPaozGVKXdv0OeY/version/1/logging/scalyr/test-scalyr HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=updated-scalyr

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"name": "updated-scalyr",
"service_id": "SU1lZ0isxPaozGVKXdv0eY",
"version": "1",
"response_ condition": "",
"placement": null,
"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",
"region": "US",
"token": "SCALYR KEY"

}

C(/(7( WHXYIFH VHYIEHBIG YHMRQ YHMRQ ®JJIQI WDOU QOP H

" HOMA YH 6FDOU RU D PIAFXQU HIYFH G HURQ

$ XWHOAEDARQ
$3. \HO R DXHU ZIWK DVEDW Engineer . SHP MRQV
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5HTXHV([ DP SO
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DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/scalyr/test-scalyr HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SG

HTTP/1.1 200 OK

Content-Type: application/json

"status": "ok"
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SHURG
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7 K HUMRQ R YH BMRP RJJIQ) RUWP DVHG RUWH RQCIXUHG HIGSRIQW &0Q BH HWHU
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M VAR 1

L format version

format version
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CH® WSH GHVEUSWRQ

7K 6+ SIYDM M RUWH VWYHU | R DAZRG G WHBNH DH DIHG
VHEUHVBNH INQ) ' G

VHELHENH  ZIOBH XHG Q SHHHQFH
HYYLFHBIG VMQJ 7 K OBKDQXP HUE WIQJ GHOW [QJ D VAYFH

WKBN @Z QBKRW VMQJ $ DWR KRWN V RUBDKRMW ZH IDQ RQHAWW RHU 6 73

WP HWEP SBIRWP DW VWIQJ VWWWP H \SHHCHG W HWIP S RIPDMQJ GHDXOWW < P G7f + 0 6

XSGDWMGBDW VNG 7IPHWIPS * 0 7 ZKHQ WH HGSRIQNZDV YSCDMG
XVHU VIMQ) 7 K XHIDP H RUWH VYHU
YHMRQ IOMIHU 7 KH FKUHQAVHMRQ R DVAYIFH

$ PURQV

VWHYFH WHYIFHBIG YHMRQ YHUIRQ ®JJIQ M\B

/ MAVIDR WH 6 7 3V RU D DUAEXOU YIFH G HMRQ

$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHV([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1/logging/sftp HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"address": "example.com",
"created_at": "2019-02-25T23:39:09Z2",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"gzip level": O,

"message_type": "classic",

"name": "test-sftp",

"password": "REDACTED",

"path": "/",

"period": "3600",

"placement": null,

"port": "22",

"public_key": null,
"response_condition": "",

"secret key": "",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"ssh_known_hosts": "example.com ecdsa-sha2-nistp256 abcl23X¥YX...",
"timestamp format": "%Y-%m-%3dT%H:%M:%S5.000",
"updated_at": "2019-03-01T12:21:37Z",
"user": "anonymous",

"version": "1"

VHYIFH VHYEHBIG YHWMRQ YHMRQ ®JJIQ) V8 QOP H
* HWWH 6 7 3 RUD SSUAEXOU WYIEH MG HWMRQ

$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHV([ DP SO
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¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"address": "example.com",
"created_at": "2019-02-25T23:39:09Z2",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format_version": "2",

"gzip level": 0,

"message_type": "classic",

"name": "test-sftp",

"password": "REDACTED",

"path": "/",

"period": "3600",
"placement": null,

"port": "22",

"public_key": null,

"response_ condition": "",

"secret key": "",

"service_id": "SU1Z0isxPaozGVKXdv0eY",
"ssh_known_hosts": "example.com ecdsa-sha2-nistp256
"timestamp format": "$Y-%m-%3dT%H:%M:%S.000",
"updated at": "2019-03-01T12:21:37Z",

"user": "anonymous",

"version": "1"

&UDW D6 7 3 RUD DUEXOU WYEH MG HWMRQ

$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHV([ DP SO

Accept: application/json

name=test-

5HVSRQWH ([ OP S®i

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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GET /service/SUlzZ0isxPaozGVKXdv0OeY/version/1l/logging/sftp/test-sftp HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

abc123XYX...",

3267 WIWMFH WYIFBIG YHUMRQ YHMRQ ®&JIJIQJ VS

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/1/logging/sftp HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded

sftp&address=example.com&port=22&user=anonymousé&password=mysecretpassword&path=/&ssh_known hosts=example.com%2520cds
a-sha2-nistp256%2520abcl23XYX
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"address": "example.com",

"created at": "2019-03-05T18:05:15Z2",

"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",

"format version": "2",
"gzip level": 0,
"message_type": "classic",
"name": "test-sftp",
"password": "REDACTED",
"path": "/",

"period": "3600",
"placement"”": null,
"port": "22",

"public key": null,
"response_ condition": "",
"secret _key": null,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

Fastly API Documentation

"ssh known hosts": "example.com%20cdsa-sha2-nistp256%20abcl23XYX",

"timestamp format": "2019-03-05T18:05:152",
"updated_at": "2016-05-17T18:27:29+00:00",

"user": "anonymous",
"version": "1"

387  WYFH WYIFHBIG YHUMRQ YHMRQ ®&JJIQJ MVE RGBCQDP H

8SCDM YH 6 7 3 RU D IAEXOQU HYFH [0G HUMRQ

$ XWHQAFDWRQ

$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

RGBODPH VWQ 2@ @PHR WH 6 7 3 EMPWXVHG W HBRPWKH RUHAWE 73 FEMPWL WH @P H KOV BHHQ FKDQIHG

5HTXHW\([ DP SO

PUT /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/sftp/test-sftp HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-sftp

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"address": "example.com",

"created_at": "2019-03-05T18:12:54Z2"

"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",

"format version": "2",
"gzip level": 0,
"message_type": "classic",
"name": "updated-test-sftp",
"password": "REDACTED",
"path": "/",

"period": "3600",
"placement": null,

"port": "22",
"public_key": null,
"response condition": "",
"secret_key": null,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"ssh_known_ hosts": "example.com%20cdsa-sha2-nistp256%20abcl23XYX",

"timestamp format": "$Y-%m-2dT%$H:%M:%S.000",
"updated_at": "2019-03-05T18:12:54Z2",

"user": "anonymous",
"version": "1"

https://docs fastly.com/api/aio
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VHYIFH VHYFHBIG YHWMRQ YHWMRQ ®JJIQI V8 QOP H
' HBMW WH 6 7 3 RU D DUAEXOU WYEH MG HMRQ

$ XWHOAFDWRQ
$3. WAHO R DXHU ZIW DVEDW Engineer . SHP WRQV

5HTXHV([ DP SO

DELETE /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/sftp/test-sftp HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{

"status": "ok"
}
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UHVSROMBFRQGVRQ - VAQY H HEM

KHH D WH HOHDWG %8/ WH RIJIQ) OWRXG B SDFHG RHWGQ) )

SOFHP HQW INQ) IRWP DBYHWMRQ GADXOV &DQ B none R waf debug 7 K/ GG ¥ QRWHTXILHG MG KV @®
GH DXOVYDOH
VRNHQ IMQ) $ BOQN RAHQ RUXH D RWMQI RIV RHU 4773 W \RXU IRBFRU
7 K KRWEDP H XHG W YU\ WH VAYHUV FHOACFDM  WHDQ HWHU BH WH &8RP P RQ 1P H R
EKRAGEP H i D BXEMPWSOMCDAYH 10P H 6$ 1
V@BFDBRFHIV VNG $ WFXWH FHUACFDM W DAKHQAFDM WH VAYHU ZIM O XVWEH Q 30 RWP DW
$ PARQV
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* (7 VHYEH VHWIEHBIG YHWRQ YHMRQ ®JJIQ) VSOQN

/ MVIDR WH 65N RIJIQ FEMFW RU D DUIAFXOQU HXYFH [0G YHMURQ

$ XWHOAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer  SHP MRQV

5HTXHW\([ DP SO

GET /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/splunk HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"deleted_at": null,

"tls_hostname": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"response_condition": "",

"format_ version": "2",

"version": "1",

"tls ca cert": null,

"url": "https://mysplunkendpoint.example.com/services/collector/event",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"updated_at": "2019-08-23T19:54:52Z2",
"created at": "2019-08-23T19:54:52Z",
"name": "test-splunk",

"token": "my-token",

"placement": null

“(7 VHWMEH VHYIFHBIG YHWMRQ YHWMRQ ®JJIQI VSOQN QDP H
* HWWKH GMILY RUDESOQN RIJIQ) FEMPWRU D DUAEXOU VAYIFH MG HWMRQ

$ XWHQAFDARQ
$3, WNHO R DXHU ZIW DVEDW Engineer = SHP MRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/splunk/test-splunk HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"format": "%h %1 %u %t \"%r\" %>s %b",
"deleted_at": null,
"updated_at": "2019-08-23T19:54:52Z2",
"service_ id": "SU1Z0isxPaozGVKXdvO0eY",
"url": "https://mysplunkendpoint.example.com/services/collector/event",
"tls_hostname": null,
"tls_ca cert": null,
"version": "1",
"placement": null,
"created_at": "2019-08-23T19:54:52Z2",
"response_ condition": "",
"name": "test-splunk",
"format_version": "2",
"token": "my-token"

}
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&UHDWM DEBSAMN RJJIQ) FEMFWRU D UIANFXOQU VHWYEFH 06 YHAWMRQ

$ XWHQAFDWRQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

POST /service/SU1Z0isxPaozGVKXdv0eY/version/1/logging/splunk HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-splunk&url=https://mysplunkendpoint.example.com/services/collector/event&token=my-token

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"name": "test-splunk",

"url": "https://mysplunkendpoint.example.com/services/collector/event",
"token": "my-token",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",

"version": "1",

"format": "%h %1 %u %t \"%r\" %>s %b",

"deleted_at": null,
"tls_hostname": null,
"tls ca cert": null,
"format_version": "2",
"response_condition": ""
"created_at": "2019-08-23T19:54:52Z2",
"updated_at": "2019-08-23T19:54:52Z",
"placement": null

387 VHWMFH WHWYIFHBIG YHWMRQ YHWMRQ ®JIJIQ) VSOQN RGBQOP H
8 SCDM WH B5OQN RIJIQ) FEMFWRU D DUAEXOU YIFH MG YMRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

30IEP HMY

SDIDP WU WSH GHVFUSMRQ

2@ @PHR WH 65N EEMFWXVHG W VHBFVWWH IRUWHRWESAQN -EMFWL WYH @P H KOV BHHQ

REBPH i FKDQIHG

5HTXHW\([ DP S

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1/logging/splunk/test-splunk HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=updated-test-splunk

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"response condition": "",

"created at": "2019-08-23T19:54:

"placement": null,
"version": "1",
"tls ca cert": null,
"token": "my-token",
"format version": "2",

"name": "updated-test-splunk",

Fastly API Documentation

52z",

"updated_at": "2019-08-23T19:54:52Z2",

"deleted at": null,
"format": "%h %1 %u %t \"%r\"
"tls_hostname": null,

$>s %b",

"url": "https://mysplunkendpoint.example.com/services/collector/event",
"service_id": "SU1Z0isxPaozGVKXdv0eY"

VHWMEH VHYIFHBIG YHWMRQ YHMRQ @®JJIQI VSN QDP H

" HBW YWH 65N RIJIQJ AEMFWRU D DUAEXQU HXYEFH [0G HUMRQ

$ XWHQAFDWRQ

$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WMRQV

5HTXHW\([ DP S

DELETE /service/SU1Z0isxPaozGVKXdv0eY/version/1/logging/splunk/test-splunk HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

6XP RBJLF

)DMD ZIOP 67 AHWDIHY W YH 6XP R /RIIF FFRXQAMD YH RWP DIWSHFICHG D WH 6XP RRJILIF FEMFW

) LHTV

CHG WSH
FUHDWIGBDW VWIQ
GHOAMMGBOW QY
IRUP DW Vo)
IRUP DVBYHWRQ LQMIHU
P HWDJ HBWSH VIMIQY

FOWE

®IJIO

®ISO

EON
QP H WIQ)
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GHVFUSMRQ

7IPHWIPS * 0 7 ZKHQ WH HGSRIQNZDV RHDWG
7IPHWIPS * 0 7 ZKHQ WH HGSRIQNZDV GIBMWG
$ SDFKH WOI R RUP DM

7 K HUMRQ R WH BKMRP R1IJIQJ RWP DVHG RUYH RQCIXUHG HIGSRIQN &DQ BH HWHU

WH GIDXOVVHUMRQ R} RPDNRJ WH HUMRQ RJ RWP DV KH RIJIQ) BPOHNV
SOFHG B GIDXOMLvcl log Lformat version W VWWR2 [MG [vcl deliver L
format version N VAR 1

+RZ WH PHWDIH KRX@ EH RUP DG 2 B R
GHDXWV 5 & VVBI SH

5) & WKPWUHG VR

+ HIR\X VWO BQIW SH[ HG VR

1R SHJ 8HXORUZUMQ) 621 MG &6

7K @PHR YH XP RRILF M®I
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CH® WSH GHVEUSWRQ

KHH R WH HHDMG %%/ YH RIJIQ) AOWKRXG HH SDFHG RHUGQ] [0

SOFHP HQW VNG IRWP DBYHMRQ GIDXOV 8DQ B none R waf debug 7 K/ GG ¥ RWHTXILHG MG KV @
GH DXOVWDOH

7K @PHR WH XUHG RJ EDYH WDV
UASROFEFROGMRO VY @PHR [ HMMQI RQGMRQ R WH RQC HIGSRIQW DN

H HEXM
XD VMQJ 7K B WR67 R
YHMRQ IOMIHJ 7 Kd FUHQAVHMRQ R DVAYIFH

$ PURQV

* (7 VHUWEH VHYIFHBIG YHMRQ YHWMRQ ®JJIQ) \IXP RRILF

/[ MVDR YH 6XP RRILFY RU D PIWFXQU VHXMFH G HMRQ

$ XWHQAFDARQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/sumologic HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-05-23T21:37:09+00:00",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format_version": "2",

"message_type": "classic",

"name": "test-sumologic",

"placement"”": null,

"response_condition": "",

"service_id": "SU1Z0isxPaozGVKXdvOeY",
"updated_at": "2016-05-23T21:37:09+00:00",
"url": "https://endpointl.collection.us2.sumologic.com/receiver/v1l/http/your end point here",
"version": "1"

(7 WIXMFH WWYIFHBIG YHUMRQ YHUMRQ ®&JJIQI VXP RRIIF QOP H

* HWWKH 6XP RRJLE RU D DUAFXOU WYIFH MG HWMRQ

$ XWHOAFDAWRQ
$3, WNHO R DXHU ZIM DVEDW Engineer  SHP MRQV

5HTXHW\([ DP S

GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/logging/sumologic/test-sumologic HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"created_at": "2016-05-23T21:37:09+00:00",
"deleted at": null,

"format": "%h %1 %u %t \"%r\" %>s %b",
"format_ version": "2",

"message_type": "classic",

"name": "test-sumologic",

"placement": null,

"response_condition": "",

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"updated at": "2016-05-23T21:37:09+00:00",
"url": "https://endpointl.collection.us2.sumologic.com/receiver/vl/http/your end point here",
"version": "1"

3267  WWMFH WYFHFBG YHUMRQ YHMRQ ®JJIQJ VXP RRILF

&UHDM DEXP RRILEF RU D WFXOQU VHIYEFH G HMRQ

$ XWHOAFDWRQ
$3, WNHO R DXHU ZIM DVEDW Engineer  SHP MMRQV

5HTXHW\([ DP SO

POST /service/SUlZ0isxPaozGVKXdv0eY/version/1l/logging/sumologic HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json

name=test-sumologic&url=https://sumologic.net/v1l/http/your end point here

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"created_at": "2016-05-23T21:37:09+00:00",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format_version": "2",

"message_type": "classic",

"name": "test-sumologic",

"response condition": "",

"placement": null,

"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"updated_at": "2016-05-23T21:37:09+00:00",
"url": "https://endpointl.collection.us2.sumologic.com/receiver/v1/http/your end point here",
"version": "1"

387 WHWMFH WHWYIFHBIG YHWMRQ YHWMRQ ®JJLQI VXP RRIIE RTGBQDP H

8 SCDM YH 6XP RRILF RU D WFXDQU HIYEFH 06 HMRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

30EP HMY/

SDIDP WU WSH GHVFUSMRQ

2@ @PHR WH 6P RRIIE FEMPWXVHG W VABPWWH FRUHPWEXP RBJLE FEMPWL WH @P H KOV BHHQ
REBPH i FKDQIHG

5HTXHW\([ DP S

PUT /service/SU1Z0isxPaozGVKXdvOeY/version/1/logging/sumologic/test-sumologic HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/x-www-form-urlencoded

Accept: application/json
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name=updated-test-sumologic

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

Fastly API Documentation

{
"created_at": "2016-05-23T21:37:09+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"3r\" %>s %b",
"format_version": "2",
"message_type": "classic",
"name": "updated-test-sumologic",
"response condition": "",
"placement": null,
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"updated_at": "2016-05-23T21:37:09+00:00",
"url": "https://endpointl.collection.us2.sumologic.com/receiver/v1/http/your end point here",
"version": "1"

}

VHYIFH VHYFHBIG YHWMRQ YHWMRQ ®JJIQ) VXP RRIIE QDP H

' HBM WH 6XP RRJLIE RU D DUAEXQU WXYIFH MG HMRQ

$ XWHOAFDAWRQ

$3. R\HO R DXHU ZIW DVEDW Engineer - SHP MRQV

5HTXHW\([ DP SO

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/sumologic/test-sumologic HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{

"status": "ok"

}

6\ VRJ

) DMD ZIOWHDP R PHWDIHY W WH BFDARQ D WH RWP DIWSHAICHG D WH 6 VIRJ FEMFW
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GHVFUSVRQ

$ KRWEDP H RJ3Y  [BGHW

7IPHWEPS * 0 7 ZKHQ WH HGSRIQWZDV RHDWG
7IPHWEPS * 0 7 ZKHQ WH HGSRIQNZDV GIBWG
$SDFKH WG BRI RUP DM

7 K HUMRQ R WH BFMRP R1JIQJ RWP DVHG RU YWH RQCIXUHG HIGSRIQN &DQ BH HWHU

WH GIDXOVHUMRQ R} RPDNRJ) WH HMRQ RJ RPDW KH RIJIQ] BPOHNV
SOFHG B GIDXOMLvcl log Lformat version W VWWMR2 [G (vcl deliver L
format version N VW1

7 K KRWEDP H XHG RUWH VBRI HOGSRIQW

7K 3Y [BEHW XHG RUWH YWVRI H)GSRIQNV
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HYIFHBIG
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XVBARY
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$ PURQV

WSH

LOMIHU

LOMIHU
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GHVFUSWRQ
+RZ WH PHWDIH WRX@ BH RUP DMWG 2 G R
GHDXWV 5 & YV SHJ

5) & WKPXMUHG VR

+ HIR\NX VWG BUIW SHC] HG V@Y

1R SHJ SWHXORUZUMQ -621 MG &®
7K @PHR WH VV®I NG

© KHH D WH HHDWMG %/ YH RIJIQ) MOWKRXG BH SDFHG RHUGCQ) [

IRUWP DBYHMRQ GHIDXAV &80Q B none Rwaf debug 7 K GG ¥V RANHITXWLHG G KOV R
GH DXOVYDaH

7 K SRUVQP EHU

7K @PHR D HMQ RQEURQ D WH RQCIXIHG KGSRQN RJ EDYH EDQON W [Z DV
H HEXWM

7 Kd OBKDQXP HUE WIQ) GHQAN LQJ D VAUYIEH

$ VFXUH FHOACFDM W DAKHOAEDM WH VYHU ZIW O XVWEH R 30 RUP DW

7 K FIHQAVFHUACFDM XHG W PDNH DAWHQWEDMG BITXHVW OXWEH R 30 RWP DW
7 K FIHQAVSIYDM N XHG W PDNH DAMHQAEDIMG BITXHVMV O XVWEH R 30 RWP DW
8\VHG XUQ) WH 7 5 KOQGWKDNH W YDIGDM WH FHUACFDM

: KHWHU W SHSHQG HOFK PHWDIH ZIW D\BHFICF YRNHQ

7IPHWIEPS * 0 7 ZKHQ WH H)GSRIQNZDV YSGDMG

D KKWHUW XH 7 6 RUWRXUH RIJIQY) &Q BH HWWH "o R "1

7 K XUWHQAVYHMERQ R DVWAWXEFH

WHXYFH WHYIFHBIG YHMRQ YHMRQ ®RIJIQI M VR

[/ MVIDR YH 6 VBRIV RU D DUAEXOQU HIXYFH [0)G HMURQ

$ XWHMEDARQ

$3. R\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

GET /service/SUlz0isxPaozGVKXdv0OeY/version/1l/logging/syslog HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/json

https://docs fastly.com/api/aio
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"address": "example.com",

"created_at": "2016-05-26T16:41:38+00:00",
"deleted_at": null,

"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",

"hostname": "example.com",

"ipv4": null,

"message_type": "classic",

"name": "test-syslog",
"placement": null,
"port": "514",
"response condition":
"service_id": "SU1Z0isxPaozGVKXdv0eY",
"tls_ca cert": null,

"tls_client_cert": null,

"tls _client key": null,

"tls hostname": null,

"token": null,

"updated_at": "2016-05-26T16:41:38+00:00",
"use_tls": "0",

"version": "1"

“ (7 VHYIFH VHYIFHBIG YHMRQ YHMRQ ®JJIQI MMVBRI QOP H

* HWHH 6 VB RU D DUAFXOU VYEH MG HURQ

$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

5HTXHW\([ DP SO

GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/logging/syslog/test-syslog HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"address": "example.com",

"created_at": "2016-05-26T16:41:38+00:00",
"deleted at": null,

"format": "%h %1 2%u %t \"sr\" %>s %b",
"format_ version": "2",

"hostname": "example.com",

"ipv4": null,

"message_type": "classic",

"name": "test-syslog",
"placement”": null,
"port": "514",
"response_condition":
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"tls ca cert": null,

"tls client cert": null,

"tls_client_key": null,

"tls_hostname": null,

"token": null,

"updated at": "2016-05-26T16:41:38+00:00",
"use_tls": "0",

"version": "1"

3267 VWHWFH WHYIFHBIG YHMRQ YHMRQ ®RIJIQJ M VBRI

&UDW DB VB RU D DUAEXOU HYEH MG HMRQ

$ XWHOAFDWRQ
$3, WANHO R DXHU ZIM DVEDW Engineer = SHP MRQV
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5HTXHV([ DP SO

Fastly API Documentation

POST /service/SUlZ0isxPaozGVKXdv0OeY/version/1l/logging/syslog HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=test-syslog&address=example.com

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

{
"address": "example.com"',
"created_at": "2016-05-26T16:41:38+00:00",
"deleted_at": null,
"format": "%h %1 %u %t \"3r\" %>s %b",
"format version": "2",
"hostname": "example.com",
"ipv4": null,
"message_type": "classic",
"name": "test-syslog",
"placement": null,
"port": "514",
"response condition": "",
"service_id": "SU1Z0isxPaozGVKXdvOeY",
"tls_ca_cert": null,
"tls client cert": null,
"tls client key": null,
"tls_hostname": null,
"token": null,
"updated_at": "2016-05-26T16:41:38+00:00",
"use tls": "0",
"version": "1"

}

387 VHWMFH WHYIFHBIG YHWMRQ YHWMRQ ®IJIQ) i VBRI

8SGDM WH 6 V& RU D DUAFXOU WYIFH MG HMRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

30IEP HMY

SDIDP WU WSH GHVFUSMRQ

2G @QPHR YH VR AEEMFWXVHG W HWORFVWMH RRUHAWE VBJ FEMFWL YWH @P H KOV BHHQ

REBPH i FKDQIHG

5HTXHW\([ DP S

PUT /service/SUlZ0isxPaozGVKXdv0eY/version/1/logging/syslog/test-syslog HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/x-www-form-urlencoded
Accept: application/json

name=updated-test-syslog

¥ SHVSRQH ([ DP SG

HTTP/1.1 200 OK
Content-Type: application/json

https://docs fastly.com/api/aio
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"address": "example.com",

"created at": "2016-05-26T16:41:38+00:00",
"deleted_at": null,

"format": "%h %1 %u %t \"%r\" %>s %b",
"format version": "2",

"hostname": "example.com",

"ipv4": null,

"message_type": "classic",

"name": "updated-test-syslog",
"placement"”: null,

"port": "514",

"response_condition": "",
"service_id": "SU1Z0isxPaozGVKXdvO0eY",
"tls ca cert": null,
"tls_client_cert": null,
"tls_client_key": null,

"tls _hostname": null,

"token": null,

"updated_at": "2016-05-26T16:41:38+00:00",
"use_tls": "0",

"version": "1"

VHYIFH VHFHBIG YHWMRQ YHWMRQ ®JJIQ) MMVBRI QDP H

" HOMA YH 6 VB RU D DIAFXOQU HXYFH [0G HMURQ

$ XWHOAFDARQ
$3. \HO R DXHU ZIWK DVEDW Engineer . SHP MRQV

5HTXHW\([ DP S

DELETE /service/SUlZ0isxPaozGVKXdvOeY/version/1/logging/syslog/test-syslog HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"status": "ok"

$PORQ 6 &Y QIRIQ) HGSRIQN

2XUSPDORQ 6 & RIJIQ) HGSRIQAZDV BMIHG D KH$PDORQ 6 RIJIQ) HOGSRIONVRAHY WH 0P H XQPUWRQDDV

6\ VMR] QIBR KV

2 XURDIQD syslog RIJIQI HGSRIQN GG RMFOG- /logging/ ¥ DUNVR WH 85/ DMWQ Q ZH YSCDWMG WH 85/ V W
PDRK WH 85/ DMWD R RUGZ HURIJIQ] KGSRIQN : H PDIQMIQ WH GISUHFDIMG DMLY Z IWRX\ /1ogging/ IV DRXUM

/UWDOVSR WD HY aHXUW
/WDWQVSRUW/D HU 6 XUW 7/ 6

) DWMD RHY ) $3, RUXSEDGQ) MG PDQDILQ) \RXU MV G FHUACFDMY XHG W KDEG! 7 6 RU\RXU GRP DQV D )DWMD

7R VB \RX PXVWHQHDM DQZ M MG FHUACFDM ZIW \RXU SHHUIHG FHUACFDARQ DIMRUW RX PD. WHQ XH RU KGSRION W
XS®DG DM [MG WHQ YSBDG WH PDFKIQ) FHUACFDM R WP ICDM 7 6 RUDBHFICF (RP DIQ \RX @GHG W HIDE®! WDNGRP DIQ
IRUDJIYHQ FHUCFDM E FHDWY DSRWRFRORIF )IQD® RU)DMD W EHIIQ W WP IQDM 7 6 \RX ZIOGHG W XSCDM WH ' 16
UHFRWGEY RUYH RP DIQ ZW WH SRYIGHG ' 16 1DP HV BAXUQHG W/ \RX

- H BBR SRYIGH DZD RU\RX W HSOFH \RXU FHUACFDMV ZKHQ WH DH QDUQ) HISIWIMRQ : KHQ BUHQHDAY DY FHCFDM
\ RX PXVWHUXUH WH DWR 651 HDAHV PDWK WH HIMAQ) FHUACFDM RX FDQ WHQ USOFH WH HIMAQ) FHUACFDM ZIW WH Q¥
FHUACFDM
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7 KV $3, DBR MBZ V \RX W GIBW M\ V G FHUACFDMY BW7 6 GRP DIQV RU ) YSGOGHG FHUACFDM MG GWDE®! D SRRFRORIF
ZKIFK ZIO®DE® 7 5 WP IQDWRQ RUWDWERP DQ

3UWYDM .HV
$ SIYDM M ¥ XHG W\IQ DEHMCFDM $ M\ FDQ BH XHG W \JQ PXOAS®! FHWACFDWY
) IHOV
CH® WSH GHVFUSVIRQ
FUHDWGBDW Q) 7IPHWEPS * 0 7 ZKHQ WH SIYDM M\ ZDV RHDMG 5HDG 2 @
QP H QI $ RWRP [] DEGI @P H RU\RXU SIYDM M\ 2SWRQDO
" 7 K FROMON R WH SIYDM M. OXVWEH DI 0 IRWP DMWG M\ IRWVEMOHG D BVSRQH
i ERG HTXUWHG
NH BOIQI W IOMIHJ 7 K4 M\ BQIW XHG W HOHDM WH SIYDM M 50G 2 @
NH BWVSH Q] 7 K IRUMP XHG W HQHDM WH SIYDM M OXVWH-rsa  5-DG 2QD
BFRP P HQGDARQ IIRP )DMD W BISOFH W1V SIYDM ¥ KD DARFIDMG FHIACFDMV
LHS@FH ERRBDQ $ ) G
5HDG 2QD
SXEQFBNH BWKD W 8VHXORUWDIHY GHOM IQ) WH M\ 5HDG 2 @
$ PARQV
W& SUYDWBNH V

[ MVID7 6 SIYDM NV

$ XWHMFDARQ
$3. R\HO ZIW IVEDWY /6 PDCDI HP HOWVIHAP MRV

30DIDP HMY/

SDUP HMU WSH GHWUSWRQ

/1P WHMH BMAUCHG MV W RH ZIWRXWID) PDWKIQJ 7 6 FHWCFDMV KH RO DIG YDOH V

false

COMUBXMH  WIQ)

SDIHQXPEH@ IQMIHU 7 K SUH 0GH RU SUICDARQ

SDIHM] H@ IOMIHJ 7K QPEHUR N4V SHU SIH

5HTXHV([ DP SO

GET /tls/private keys HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": [
{
"id": "PRIVATE KEY ID",
"type": "tls private key",
"attributes": {
"key length": 2048,
"key type": "RSA",
"name": "My private key",
"created at": "2019-02-01T12:12:12.000Z",
"replace": false,
"public_key shal": "KEY DIGEST"
}
}
1,
"meta": { "record count": 1, "current page": 1, "per page": 20, "total pages": 1 }
}

(7 WY SUYDMBNR YV IG

6KRZ D76 SIYDM N

$ XWHQAFDARQ
$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHWA([ DP SO

GET /tls/private keys/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "PRIVATE KEY ID",
"type": "tls private key",
"attributes": {
"key length": 2048,
"key type": "RSA",
"name": "My private key",
"created_at": "2019-02-01T12:12:12.000Z",
"replace": false,
"public_key shal": "KEY DIGEST"
}
}
}

3267 W SUYDWBNH V

&UDWM D7 6 SIYDM N

$ XWHOAFDARQ
$3. BA\HOQ ZIW DVEDWY /6 PDCDI HP HONSHP MRQV

5HTXHV([ DP SO

POST /tls/private keys HTTP/1.1
Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

{
"data": {
"type": "tls private key",
"attributes": {
"key": "————- BEGIN PRIVATE KEY-—--- \n...\n-————- END PRIVATE KEY-—-—-- \n",
"name": "My private key"
}
}
}
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¥ S5HVSRQH ([ DP SO

HTTP/1.1 201 Created
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Content-Type: application/vnd.api+json

{
"data": {

"id": "PRIVATE KEY ID",

" type n .

"attributes":

"tls_private key",

"key length": 2048,

"key type":
"name" :

"My private key",

"created at": null,

"replace":
"public_key shal":

"KEY DIGEST"

WY SUYDWBNA V  1G

"HWMR D76 SIYDM M 2Q0 SIYDM MV QWIDHDG PDWKHG W 1) FHWACFDMY FBQ BH GIBWG

$ XWHMEDARQ

$3. R\HO ZIW IVEDWW /6 PDCDI HP HOVIHAP MRV

5HTXHW\([ DP S

DELETE /tls/private keys/:id HTTP/1.1

Accept: application/vnd.api+json

Fastly-Key: YOUR FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 204 No Content

7/ 6 SHUACFDWV

$ 75 FHICFDM V XHG W WP IODM 7 6 WA F RURH RJPRIH R \RXU7 /6 GRP DIQV

) IHGV
CH®

FHYBE®RE

FUHDWAGBDW

MXHGBR

MXHU

QP H

QRVED WU

QRVEBEH RWH

UHSOFH

VHUDBQXP EHU

W.J QDWUHBDA RUWP
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WSH

ERRGDQ

WIQJ
WIQJ

GHVFUSVRQ
7K 30 IRP DMG FHUCFDM ERE SHTXUWHG : UM 2QD
7IPHWEPS * 0 7 ZKHQ WH FHUACFDM ZDV FHDMG 5DG 2 @
7 K KRWEDP H RU ZKIEK DFHUACFDM ZDV MWXHG 5HDG 2 @

7 K FHUACFDM DWRUIW WDMAXHG WH FHUACFDM 5-DG 2 @

$ FOARP [} DEGI @P H RU\RXU FHUACFDM ' HDXOV W WH FHIACFDWYV &RP P RQ 10P H RJ
CUMBKEMPWSOMECDAYH 10P HY 6$1 HDM 2SWRQDO

7IPHWEP S * 0 7 ZKHQ WH FHUACFDM ZIOHSILH 0 XVWHH R WH XWWH W BH XHG W
WP ICDM 7 6 WA F 5DG 2Q0

7IPHWEPS * 0 7 ZKHQ YH FHUACFDM ZIOBFRP H YOG 0 XWHH R WH DWW EH
XVHGWWPICDM 76 WA F 3DG 2 @

$ UFRP P HQGDWRQ RP )DWD DGEFDWY] WH N\ DARFIDMG ZIW WLV FHUACFDM V D
QHG R BMRQ 3DG 2QD

$ YOH DMIQHG B WH MXHU WDMWY XQTXH W DFHCFDM 5-DG 2 @

7 K MRUIMP XHG WNIQ WH HWCFDM 5DG 2 @
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CHGS

XSGDWGBDW

V@®BGRP DQV

$ FURQV

WY FHIWACFDWMV
[ MVID7 6 FHWCFDMY

$ XWHMEDARQ

WSH
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GHVEUSWRQ
7PHWIPS * 0 7 ZKHQ WH FHUACFDM ZDV DAMYSCDMG 5HDG 2 @

$OWH RP DIV IQFOEQ) ZIGFDUE GRP DIV WDAVIH WG R [ FHIACFDMV 6XEMFW
$SOMODWYH 1DP HV 6$1 OW

$3. R\HO ZIW IVEDWW /6 PDCDI HP HOVIHP MRQY

3DWDP MY/

SDWbP HwJ

COMUCRVBD WL

COMMDBGRP DOV IG@

LOFOGH

SDIHQXP EH.@
SDIHM] H@

5HTXHW\([ DP S

WSH

LOMIHU
LOMIHU

GET /tls/certificates HTTP/1.1

Accept: application/vnd.api+json

Fastly-Key: YOUR_FASTLY TOKEN

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK

GHVFUSVIRQ

/ 1IP WMH B\VYUHG FHWCFDMY W MRVH WDWHI SILH SIRU W WH \BHFICHG (WM D 87&
$FFHSW DDP HMY 1te HJ filter[not after][1lte]=2020-05-05

/1P WHMH BMXUHG FHWCFDMY W MRVH WDWEFACGH WH \SHFICF RP DIQ

,FAGH BOWG FEMFW  2SWRQDO RP P D VHSDUDWIG YDOHY  HWP WMG YDOHV

tls_activations

7K UH OGH  RU SIIQOWRQ

7 K QP EHUR FHWCFDWMV $HU DIH

7 K RGHU D ZKIFK W OWHMWCFDMY  DOG YAHV DF created at  not before
not after tls activations.created at 0D SHHGH [ YOHZIW [- RU

GHVFHQAGEQ)

Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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"self": "https://api.fastly.com/tls/certificates?page%5Bnumber%5D=1&page%5Bsize%5D=20",
"first": "https://api.fastly.com/tls/certificates?page%5Bnumber%5D=1&page%5Bsize%5D=20",

"last": "https://api.fastly.com/tls/certificates?page%5Bnumber%5D=1&page%5Bsize%5D=20"

5/19/2020
{
"data": [
{
"id": "TLS_CERTIFICATE_ID",
"type": "tls certificate",
"attributes": {
"created at": "2019-02-01T12:12:12.000Z",
"issued _to": "...",
"issuer": "Let's Encrypt Authority X3",
"name": "My certificate",
"not after": "2020-02-01T12:12:12.000Z2",
"not_before": "2019-02-01T12:12:12.0002",
"replace": false,
"serial number": "1234567890",
"signature_algorithm": "SHA256",
"updated_at": "2019-02-01T12:12:12.000Z"
Y
"relationships": {
"tls domains": {
"data": [
{ "id": "DOMAIN NAME", "type":
1
}
}
}
1,
"links": {
"prev": null,
"next": null,
|
"meta": { "per page": 20, "current page":
}

(7 WY FHWCFDMV 1G

6KRZ D76 FHIACFDM

$ XWHAFDARQ

$3. BRNHOQ ZIW DVEDWY /6 PDODI HP HONSHAP MRQV

5HTXHW\([ DP S

GET /tls/certificates/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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"tls domain" }

"record count": 1, "total pages":
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"data": {
"id": "TLS CERTIFICATE ID",
"type": "tls certificate",
"attributes": {
"created at": "2019-02-01T12:12:12.000Z",
"issued to": "...",
"issuer": "Let's Encrypt Authority X3",
"name": "My certificate",
"not_after": "2020-02-01T12:12:12.000z2",
"not before": "2019-02-01T12:12:12.000Z",
"replace": false,
"serial number": "1234567890",
"signature_algorithm": "SHA256",
"updated at": "2019-02-01T12:12:12.0002"
T
"relationships": {
"tls domains": {
"data": [
{ "id": "DOMAIN_NAME", "type": "tls_domain" }

3267 WY FHWCFDWMV

&UDWM D7 6 FHUWCFDWM

$ XWHQAFDARQ
$3. B\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHW\([ DP SO

POST /tls/certificates HTTP/1.1
Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

{
"data": {
"type": "tls certificate",
"attributes": {
"cert_blob": "--—-- BEGIN CERTIFICATE-—---- \n...\n-———- END CERTIFICATE-—---- \n",
"name": "My certificate"
}
}
}

¥ S5HVSRQH ([ DP SO

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json
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"data": {
"id": "TLS CERTIFICATE ID",
"type": "tls certificate",
"attributes": {
"created at": "2019-02-01T12:12:12.000Z",
"issued to": "...",
"issuer": "Let's Encrypt Authority X3",
"name": "My certificate",
"not_after": "2020-02-01T12:12:12.000z2",
"not before": "2019-02-01T12:12:12.000Z",
"replace": false,
"serial number": "1234567890",
"signature_algorithm": "SHA256",
"updated at": "2019-02-01T12:12:12.0002"
T
"relationships": {
"tls domains": {
"data": [
{ "id": "DOMAIN_NAME", "type": "tls_domain" }

3$7&+ V@ FHUACFDWV |G

5HSOFH D7 6 FHUACFDM ZIW DGZ ® BIWXHG 7 6 FHUACFDM RJXSGDM D7 6 FHUCFDMV @PH | USOFIQ) D7 6 FHIACFDM

WH QZ 7 6 FHUACFDM PXVWIRQEIQ D651 HOAHY IV WH FKUHOAT 6 FHUACFDM  WPXVWHMWHU KOYH D) H DFWPDWKLQ) WRJ
FRQAILQ DWXSHYHW

$ XWHAFDARQ
$3. B\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHW\([ DP SO

PATCH /tls/certificates/:id HTTP/1.1
Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

{
"data": {
"type": "tls certificate",
"attributes": {
"cert_blob": "--—-- BEGIN CERTIFICATE----- \n...\n-———- END CERTIFICATE-—---- \n",
"name": "My certificate"
}
}
}

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": {

"id": "TLS CERTIFICATE ID",

"type": "tls certificate",

"attributes": {
"created at": "2019-02-01T12:12:12.000Z",
"issued to": "...",
"issuer": "Let's Encrypt Authority X3",
"name": "My certificate",
"not_after": "2020-02-01T12:12:12.000z2",
"not before": "2019-02-01T12:12:12.000Z",
"replace": false,
"serial number": "1234567890",
"signature_algorithm": "SHA256",
"updated at": "2019-02-01T12:12:12.0002"

T

"relationships": {
"tls domains": {

"data": [
{ "id": "DOMAIN_NAME", "type": "tls_domain" }
]

}

}

}
}

WY FHOACFDMY G

' MR D7 B FHUACFDM 7 5 FHUACFDWV [DHDG HDEGIG RUD&P DIQ QORWEH GMAR HG

$ XWHAFDWRQ
$3. B\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHW\([ DP SO

DELETE /tls/certificates/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

¥ SHVSRQH ([DP SO

HTTP/1.1 204 No Content

7/6 ' RP DIV

7/6 QP DIQV DH IDWH GRP DQV LQFOGEQ) ZIGFDLG GRP DOV QFOGHG R M) 7 /6 FHIMCFDMV 6XEMPWSOMDAYH 10P HV 6$ 1
QMW QFOGHG D WH BVSRQH 1 QRWP DARQ ERXWZKIFK FHIACFDMY BIHHQFH WV RP DIQ [V ZHOLY WH7 /6 TPAYDWR) QEFDAQY
Z KIFK FHUACFDWM V HDEGIG W VWYH 7 6 A F RUWH RP DIQ

) IHGV
CHG WSH  GHWFUSVRQ

IG VWQ 7K GRPDQ @PH 5DG 2Q0

@BFHUACFDWAV DUD\ 7 K OWR [DWH7 /6 FHWCFDWY WDMFOGH WY RP DIQ D WHU 61 W

7 K DWR 7 /6 [BFWYDARQY WDWHIMVRUWYH GRP OIQ | HP SW YHQ VIV RP DIQ V RWHIEGG W

: Dub VHYH 76 WA F

$ PURQV

W GRP DIV

[ MVID7 6 GRP DIQV

$ XWHOAFDWRQ
$3. R\HO ZIW IVEDWW /6 PDCDI HP HOVIHAP MRQV

30DWDP HMLY/
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SDUbP HwJ WSH

COMABX\HE Q)

COMMIBFHUCFDMVIG@  VIMQJ

IQOFOGH Q)
SDIHQXP EHU@ LOMIHU
SDIHM] H@ LOMIHU
VRUV Q)

5HTXHW\([ DP S

GET /tls/domains HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
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GHVFUSVIRQ

2 SWRQDO /1P MWHMH BWUHG GRP DIQV W YRVH XUHQD XMQ) )DWMD W WP ICDM 7 6
ZIW 61, WDIW &P DQV RMGHHG 1Q XH  3HP MWMG YOHV true false

2 SWRQDO /1P IWMH BWLOHG RP DIQV W WRVH WG Q WH IYHQ7 /6 FHUACFDMYV 651
QW

,GFOGH BOWG FEMFW 2SWRQDO RP P D VHSDUDMG YDOHY  3HP WMG YDOHV
tls activations tls certificates tls subscriptions [0)G

tls subscriptions.tls authorizations

7 K UH QG RU DIICDARQ

7K XPEHUR (P DQV SU IIH

7 K RGHU R ZKIFK W DW®RP DIV DIG YOHV DF id
0D SHHGH M YOH ZW [- RUGMHEQ)

tls activations.created at

Content-Type: application/vnd.api+json

{
"data": [
{
"id": "DOMAIN NAME",
"type": "tls domain",
"relationships": {
"tls_activations": {
"data": [
{ "id": "TLS_ACTIVATION ID", "type": "tls activation" }
]
I
"tls certificates": {
"data": [
{ "id": "TLS_CERTIFICATE_ID", "type": "tls_certificate" }
1
b
"tls subscriptions": {
"data": [
{ "id": "TLS_SUBSCRIPTION_ ID", "type": "tls subscription" }
1
}
}
}
1,
"links": {
"self": "https://api.fastly.com/tls/domains?page%5Bnumber%5D=1&page%5Bsize%5D=20",
"first": "https://api.fastly.com/tls/domains?page%5Bnumber%5D=1&page%5Bsize%5D=20",
"prev": null,
"next": null,
"last": "https://api.fastly.com/tls/domains?page%5Bnumber%5D=1&page%5Bsize%5D=20"
I
"meta": { "record count": 1, "current page": 1, "per page": 20, "total pages": 1 }
}

7/ 6 $PWYDWRQY

) IHGV
CH® WSH
V@BFHUACFDW LG Q)
VBBFRQCIXWDARQ LG \WIQJ
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7 K17 /6 FHOACFDM BHQI XHG W WP IQDM 7 6 WA F RUD®RP DIQ FHTXIWHG

7 K17 /6 RQCIXIDAR) EHQI XHG W WP IQDM 7 5 A F 2SWRQDO
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V®BGRP DIQIG VMQI 7KH7/6 RP DO BHQ) HDEGIG RU7 6 WA F HTXIWHG

$ FURQV

W& DPRYDARQY

[ MVID7 6 BPWYDARQY

$ XWHMFDARQ
$3. R\HOQ ZIW IVEDWY /6 PDCDI HP HOWVIHAP MRV

30DIDP MY

SDbP HwAJ WSH GHVFUSMRQ

COMAMDBFHWACFDM LIG@ VWIQJ /1P WHMH BMUOHG BPWYDAWRQY W D\SHFICF FHIACFDM

COMAMIBFRQCIXIDARQIG@ VWY / P MWH BWUOHG TPWYDARQY W DBHAICF 7 6 FRQCI XUMRQ

COMAMIBGRP DIQ IG@ VIMQ) / 1P MWWH BVMAUQHG MGV W DBHAICF GRP DIQ @P H
,GFOGH BOWG FEMFW  2SWRQDO RP P D VHSDUDMG YDOHY  3HP WMG YDOHV
LQFOGH Q) . . . .
tls certificate tls configuration [MCtls domain
SDJ HOQXP EHU® IOMIHU 7 K IH GH RU SUICOWRQ
SDIHM] HO OMH) 7 K XPEHUR PWYDARQY §HU SIH

5HTXHW\([ DP S

GET /tls/activations HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": |
{
"id": "TLS ACTIVATION ID",
"type": "tls activation",
"attributes": { "created at": "2019-02-01T12:12:12.000Z" },
"relationships": {
"tls _certificate": {
"data": { "id": "TLS CERTIFICATE ID", "type": "tls certificate" }
Fe
"tls _configuration": {
"data": { "id": "TLS_CONFIGURATION ID", "type": "tls configuration" }
e
"tls _domain": {
"data": { "id": "DOMAIN NAME", "type": "tls domain" }
}
}
}
1,
"links": {
"self": "https://api.fastly.com/tls/activations?page%5Bnumber%5D=1&page%5Bsize%5D=100",
"first": "https://api.fastly.com/tls/activations?page%5Bnumber%5D=1&page%5Bsize%5D=100",
"prev": null,
"next": null,
"last": "https://api.fastly.com/tls/activations?page%5Bnumber%5D=1&page%5Bsize%5D=100"
I
"meta": { "per_ page": 100, "current page": 1, "record count": 1, "total pages": 1 }
}

W& DPWYDARYY LG

6KRZ D76 PWYDARQ
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$ XWHOAFDARQ
$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

30IEP MY

SDIDP WU WSH GHVWUSWRQ

,QFACGH BOWG FEMFW  2SWRQDO RP P D VHSDUDMG YOHY 3HP WMG YDAXHV tls certificate

tls configuration [MX tls domain

ICFOGH INQ)

5HTXHW\([ DP S

GET /tls/activations/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "TLS_ACTIVATION ID",
"type": "tls_activation",
"attributes": { "created at": "2019-02-01T12:12:12.000Z" },
"relationships": {
"tls _certificate": {
"data": { "id": "TLS_CERTIFICATE_ID", "type": "tls certificate" }
Y
"tls configuration": {
"data": { "id": "TLS_CONFIGURATION_ ID", "type": "tls configuration" }
Y
"tls domain": {
"data": { "id": "DOMAIN NAME", "type": "tls domain" }
}
}
}
}

3267 @ DPRYDARQY

(QDE®! 76 RUDDUAEXDU 7 6 GRP DQ MG FHIACFDM FRP EICDARQ  KHVH BIMRQKISY PXVWEH \BHFICHG W FHDM WH 7 6
DRWYDARQ

$ XWHOAFDWRQ
$3. BRA\HOQ ZIW DVEDWY /6 PDODI HP HONSHAP MRQV

5HTXHW\([ DP S

POST /tls/activations HTTP/1.1

Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

{
"data": {
"type": "tls_activation",
"relationships": {
"tls certificate": {
"data": { "type": "tls_certificate", "id": "TLS_CERTIFICATE_ ID" }
b
"tls configuration": {
"data": { "type": "tls configuration", "id": "TLS CONFIGURATION_ ID" }
b
"tls domain": {
"data": { "type": "tls domain", "id": "DOMAIN NAME" }
}
}
}
}

¥ SHVSRQH ([ DP SG

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json
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"data": {
"id": "TLS ACTIVATION ID",
"type": "tls activation",
"attributes": { "created_ at": "2019-02-01T12:12:12.000Z" },
"relationships": {
"tls certificate": {
"data": { "id": "TLS_CERTIFICATE ID", "type": "tls certificate" }
T
"tls configuration": {
"data": { "id": "TLS_CONFIGURATION ID", "type": "tls configuration" }
}e
"tls domain": {
"data": { "id": "DOMAIN NAME", "type": "tls domain" }

3$7&+ @ DPWDARQY |G
8 SGCDM WH FHUACFDM XHG W WP IQDWM 7 6 A F RUWH RP DIQ DARFIDMG ZIW VIV 7 6 [FWYDARQ

$ XWHAFDARQ
$3. RAHQ ZIW DVEDWA /6 PDODI HP HOWSHAP MMRQV

5HTXHW\([ DP SO

PATCH /tls/activations/:id HTTP/1.1
Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

{
"data": {
"type": "tls_activation",
"relationships": {
"tls certificate": {
"data": { "type": "tls certificate", "id": "CERTIFICATE_ ID" }
}
}
}
}

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": {
"id": "TLS_ACTIVATION ID",
"type": "tls activation",
"attributes": { "created at": "2019-02-01T12:12:12.000Z" },
"relationships": {
"tls certificate": {
"data": { "id": "CERTIFICATE ID", "type": "tls certificate" }
b
"tls configuration": {
"data": { "id": "TLS_CONFIGURATION ID", "type": "tls configuration" }
br
"tls domain": {
"data": { "id": "DOMAIN NAME", "type": "tls domain" }

(/7 WY DRWDWRQV IG
"DMEG 76 R WH GP OIQ DAVRADMG ZIW WLV 7 6 [FYDWRQ

$ XWHQAFDWRQ
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$3. R\HOQ ZIW IVEDWY /6 PDCDI HP HONVIHAP MRV

5HTXHW\([ DP S

DELETE /tls/activations/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 204 No Content

7/ 6 SRQCIXUDARQY

EXVRP HY ZIW FFHW W PXGAS®I VW R 3 SRRY DH EGI W 3SO  GAHHQWVRQCI XUDARQ FWRQV W WHU 7 6 HDEGIG (RP DIQV

) IHGV
CH® WSH GHVFUSVIRQ
FUHDWIGBDW Q) 7PHWIPS * 0 7 ZKHQ WH RQCIXUDARQ ZDV FHDMG 5-DG 2 @
6L ZKHMHU RJ RV)DMD  ZIOXH WLV X [V DG DXQVZ
GH DXQV ERRBDQ GV @) FRIXIMRQ R
FUDWMY DQEZ 7/6 SPWDIRQ 5HDG 2Q0
KWBBSIRRFRY DUD\ +77 3 SRRFRY DDOEG R \RXU RQCIXUMRQ 3G 2 @
QP H VMQJ $ KWRP @PH RU\RXU7 B FRQCIXUDIRQ
2 EMFW 7 K )DWD 6HYIFH WDWY/ DAVRP DAFDD HBIFWMG ZKHQ WLV 7 6
UHDMRQWKLSY VHUYLFH
&RQCIXUMRQ V XHG 5HDG 2QD
UIHDMRQWKLSV GOVBUHFRUGY 2EMFW 7 K ' 16 BFRWBY W XH RU WY FRQCIXUDARQ
VBBSIRRFRY DULD\ 7/6 SRRFRY DYDDE® R \RXU RQCIXUMRQ 5HDG 2 @
XSGDWGBDW Q) 7PHWEPS * 0 7 ZKHQ WH FRQCIXUDARQ ZDV DAMDSCDMG 5-DG 2 @
EXON ERRODQ  6LIQCHY ZKHWHU WH FRQCIXUMRQLY XHG RUSDARP 76 RJ QW 5HDG 2Q0
$ PARQV
W FRQCI XUDARQY

/ MVEDD7 6 FRQCI XUDARQY

$ XWHOAFDWRQ
$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

3DWDP WY/
SDUDP HwMU WSH GHVWUSWRQ
LOFAGH WIQ) ,FACGH BOWG EEMFW  2SWRQDO RP P D VHSDUDIMG YDOHY 3HP WMG YDAXHV dns_records

SIHQXPEH@ IOMIHU 7 K SIH G RU SUICDARQ
SDIHM] H@ IOMIHU 7 Kd QP EHUR FRQCIXUDARQY SHU IH
COMUEXDI@ ERRBDQ 2 SWRQD® @MY B WH EXOI DMIEXWM

5HTXHW\([ DP SO

GET /tls/configurations?include=dns records HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"data": [
{

Fastly API Documentation

"id": "TLS_CONFIGURATION_ID" ’
"type": "tls configuration",

"attributes": {
"bulk": false,
"created_at":

"2019-02-01T12:12:12.0002",

"default": true,
"http protocols": [

"http/1.1",
"http/2"
1,

"name": "TLS Configuration A",

"tls protocols": [

"i1.1",
ny . gn
I
"updated at":
o

"2019-02-01T12:12:12.000Z"

"relationships": {
"dns_records": {
"data": [
{ "id": "2a04:4e42::645", "type": "dns_record" },
{ "id": "151.101.2.133", "type": "dns_record" },
{ "id": "2a04:4e42:200::645", "type": "dns_ record" },
{ "id": "151.101.66.133", "type": "dns record" },
{ "id": "2a04:4e42:600::645", "type": "dns_record" },
{ "id": "151.101.194.133", "type": "dns_record" },
{ "id": "2a04:4e42:400::645", "type": "dns_record" },
{ "id": "151.101.130.133", "type": "dns_record" },
{ "id": "2a04:4e42:£d8::645", "type": "dns_record" },
{ "id": "199.232.198.133", "type": "dns_record" },
{ "id": "2a04:4e42:£d9::645", "type": "dns_ record" },
{ "id": "199.232.194.133", "type": "dns_record" },
{ "id": "d.sni.global.fastly.net", "type": "dns_record" },
{ "id": "d.sni.us-eu.fastly.net", "type": "dns_record" }
1
}e
"service": {
"data": {
"id": "SERVICE_ID",
"type": "service"
}
}
}
}
1,
"included": [
{
"id": "2a04:4e42::645",
"type": "dns_record",
"attributes": { "record type": "AAAA", "region": "global" }
Y
{
"id": "151.101.2.133",
"type": "dns_record",
"attributes": { "record type": "A", "region": "global" }
I
{
"id": "2a04:4e42:200::645",
"type": "dns_ record",
"attributes": { "record type": "AAAA", "region": "global" }
T
{
"id": "151.101.66.133",
"type": "dns_ record",
"attributes": { "record type": "A", "region": "global" }
Y
{
"id": "2a04:4e42:600::645",
"type": "dns_record",
"attributes": { "record type": "AAAA", "region": "global" }
Y
{
"id": "151.101.194.133",
"type": "dns_record",
"attributes": { "record type": "A", "region": "global" }
T
{

"id": "2a04:4e42:400::645",
"type": "dns_ record",

"attributes": {

https://docs fastly.com/api/aio

"record type": "AAAA", "region": "global" }
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"id": "151.101.130.133",
"type": "dns_record",
"attributes": { "record type": "A", "region": "global" }

"id": "2a04:4e42:£d8::645",
"type": "dns_record",
"attributes": { "record type": "AAAA", "region": "mbz1l00" }

"id": "199.232.198.133",
"type": "dns_ record",
"attributes": { "record type": "A", "region": "mbz100" }

"id": "2a04:4e42:£d9::645",
"type": "dns_ record",
"attributes": { "record type": "AAAA", "region": "mbz1l00" }

"id": "199.232.194.133",
"type": "dns_record",
"attributes": { "record type": "A", "region": "mbz100" }

"id": "d.sni.global.fastly.net",
"type": "dns_record",
"attributes": { "record type": "CNAME", "region": "global" }

"id": "d.sni.us-eu.fastly.net",
"type": "dns record",
"attributes": { "record type": "CNAME", "region": "us-eu" }
}
1/
"links": {
"self": "http://example.org/tls/configurations?include=dns_ recordsé&page%5Bnumber%5D=1&page%5Bsize%5D=100",
"first": "http://example.org/tls/configurations?include=dns_records&page%5Bnumber%5D=1&page%5Bsize%5D=100",
"prev": null,
"next": null,
"last": "http://example.org/tls/configurations?include=dns_ recordsé&page%5Bnumber$5D=1&page%5Bsize%5D=100"
b
"meta": {
"per page": 100,
"current page": 1,
"record count": 1,
"total pages": 1

(7 WY FRQCIXUDARQY 7 /6B&2 1) * 85$7,21B/'

| MVRH 7 B FRQCIXUDARQ

$ XWHMFDARQ
$3. R\HO ZIW IVEDWW /6 PDCDI HP HOVIHP MRQY

30DIDP HMY/

SDbP MU WSH GHVFUSMRQ

LCFAGH VWIQJ ,QFAGH BOWG HEMFW  2SWRQDO RP P D VHSDUDMG YDOHY  HP WMG YBHV dns_records

5HTXHW\([ DP SO

GET /tls/configurations/TLS CONFIGURATION ID?include=dns records HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: text/html;charset=utf-8
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"data": {

"id": "TLS CONFIGURATION ID",
"type": "tls_configuration",

"attributes":

{

"bulk": false,

"created at"

: "2019-02-01T12:12:12.000z2",

"default": true,
"http protocols": [

"http/1.1"
"http/2"
1/

4

"name": "TLS Configuration A",

"tls protocols": [

"i.1",
"1.2"
1,
"updated at"
I

: "2019-02-01T12:12:12.000Z"

"relationships": {

"dns_records": {

"data": [
{
n id" :
"type n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype n

n id" :
lltype "

n id" :
lltype "

1
I
"service": {
"data": {

"2a04:4e42::645",
: "dns_record"

"151.101.2.133",
: "dns_record"

"2a04:4e42:200::645",
: "dns_record"

"151.101.66.133",
: "dns_record"

"2a04:4e42:600::645",
: "dns_record"

"151.101.194.133",
: "dns_record"

"2a04:4e42:400::645",
: "dns_record"

"151.101.130.133",
: "dns_record"

"2a04:4e42:£d8::645",
: "dns_record"

"199.232.198.133",
: "dns_record"

"2a04:4e42:£d9::645",
: "dns_record"

"199.232.194.133",
: "dns_record"

"d.sni.global.fastly.net",
: "dns_record"

"d.sni.us-eu.fastly.net",
: "dns_record"

"id": "SERVICE ID",
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}
b

"type": "service"

"included": [

{

3$7&+

"id": "2a04:4e42::645",
"type": "dns_record",
"attributes": { "record type":

"id": "151.101.2.133",
"type": "dns record",
"attributes": { "record type":

"id": "2a04:4e42:200::645",
"type": "dns_ record",
"attributes": { "record type":

"id": "151.101.66.133",
"type": "dns_record",
"attributes": { "record type":

"id": "2a04:4e42:600::645",
"type": "dns_record",
"attributes": { "record type":

"id": "151.101.194.133",
"type": "dns record",
"attributes": { "record type":

"id": "2a04:4e42:400::645",
"type": "dns_record",
"attributes": { "record type":

"id": "151.101.130.133",
"type": "dns_record",
"attributes": { "record type":

"id": "2a04:4e42:£d8::645",
"type": "dns_record",
"attributes": { "record type":

"id": "199.232.198.133",
"type": "dns record",
"attributes": { "record type":

"id": "2a04:4e42:£fd9::645",
"type": "dns_ record",
"attributes": { "record type":

"id": "199.232.194.133",
"type": "dns_record",
"attributes": { "record type":

"id": "d.sni.global.fastly.net"
"type": "dns_record",
"attributes": { "record type":

"id": "d.sni.us-eu.fastly.net",
"type": "dns record",
"attributes": { "record type":

W FRQCIXUDARQY 1G
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"AAAA", "region": "global"

HA", "region": "global" }

"AAAA", "region": "global"

"A", "region": "global" }

"AAAA", "region": "global"

"A", "region": "global" }

"AAAA", "region": "global"

IIAII, uregionu= nglobalu }

"AARAA", "region": "mbzl00"

"A", "region": "mbz1l00" }

"AAAA", "region": "mbz1l00"

"A", "region": "mbz1l00" }

14

"CNAME", "region": "global"

"CNAME", "region": "us-eu"

}

}
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$3. BRNHOQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHW\([ DP S

PATCH /tls/configurations/:id HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/vnd.api+json

Accept: application/vnd.api+json

{
"data" : {
"id": "TLS_ CONFIGURATION ID",
"type" : "tls_configuration",
"attributes": {
"name": "New TLS configuration name"
}
}
}

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/vnd.api+json

{
"data": {

"id": "TLS CONFIGURATION ID",

n type " .

"attributes": {

"bulk":
"created_at":
"default":
"http protocols":

false,

"http/1.1",

"http/2"

I

"name" :
"tls protocols":
"i1.1",
"1.2"

1

"updated at":

I
}
}

16 SHRGV

"16 BFRWGY DH WH DXOI@E®! ' 16 BEHWMHY WDWHQ BH XHG W HIE®! 76 RUD®P DQ '16 PXWVHH RQCIXUHG RUD@P DQ
IRU7 6 KDQGWKDNHV W WFFHHG | HDE@R] 76 R M BH &P DOQ HJ example.com \RX PXWVRHDM RXU $ BFRWGV RUIRXU
$3$3$ UFRWGY RU3Y WSSRW XQ) WH @SSO\ HG JREDOS BFRGY 3 BAHMHY ZIW \RXU' 16 SRIGHU )RU WEGRP DIQV G
ZIOFDG ®RP OV H)  www.example.com R *.example.com \RX ZIOGHG W FRIHDWM DUBGIYDON& 150 ( BFRUG

) IHGV
CHGB

G

WHIIRQ

UHFRWGBWSH
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WSH

"tls_configuration"”,

"2019-02-01T12:12:12.0002",
true,

"New TLS configuration name",

"2019-02-01T12:12:12.0002"

GHVFUSVIRQ
7K 3 DGHW RIKKWIDP H R WH ' 16 BFRG

6SHFICHY WH BU IRQV WDWZIMEH XHG W BXW WA F GHBFW 16 3HFRWBV ZIW [global HIIRQ W
URXW DA F W WH PRWSHUIRWP DQVRIQVR SHWHOFH 23 ZRUWZ IGH JREDOSIFIQ) ZIOBSO
6HBFW 16 UFRWBV ZIW [us-eu HIIRQ W HFOMYHD DQG WA F R) 1RUM $P HUFDQ MG

( XURSHDQ 22 3V

THKHWSHR WH'16 BFRG 2 \BHAICHV [ 3Y [BAHW W HE XHG RUM $ BFRWG W EH XHG RU
DSH ®PDOQV HJ example.com AaAA \BHAICHV @ 3Y [BAHW RUXH R @ $ BFRG RU BH
GRP DIQV cnaME  \BHFICHV WYH KRWEDP H W EH XHG RUD& 1$0 (  BFRUWG RUWEGRP DIQV RJ
ZIOFDG RPOQV H)  www.example.com R *.example.com
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) DWD P DODIHG 7 6 WEVFUSWROV

)DWD P D Q DG A 6 XEVFUSWRQY

) DWMD RAHY 0 $3, RUKDEQY 7 6 XQ) FHIACFDMY WDAVDRH HOHDMG MG PDQDUHG B )DWD 2SWRQDD  FAWRP HY ZIWK
DFFHW W PXGAS®! VAW R 3V FDQ [3SO® GAHHOWT 6 FRQCIXUDARQ FBVMRQY W WHVH 7 6 HDEGIG GRP DIV

71 6 XEVFUSWRQV

7K 76 WEVWUSWRQY $3, RZ V \RX W SRIWP P DAFD® HHDM 0G BQHZ 7 6 FHUWCFDMY 2QFH DWEVFUSWRQ vV RIHDMG RU
D IYHQ KWEDP H RJZIGFDUG RP OQ '16 BFRWGY DH KHANHG W HMVXUWH WDWRH GRP DIQ R) WH XEVFUSWRQ V R HG B WH

VXEVFUSMRQ FHDRU 3RVIGHG ' 16 BFRWGY DH POIOMICHG 7 6 FHWCFDWMV ZIODMRP DAFD®  BIHZ

) IHTV

CH®G
FHOACFDWBDXWRUW
FU-DWIGBDW

WM

XSCOWAGBDW

$ PURQV

W \XEVFUSWRQY

[ DMVED7 6 WWEVFUSWRQY

$ XWHOAFDWRQ

WSH

GHVFUSWRQ

7 K MDAV WDAWMAXHY G FHUACHY WH 7 6 FHUACFDMY RU\RXU WEVFUSWRQ  9DIG YOH

lets-encrypt
7TIPHWEPS *0 7 ZKHQ WH WEVUSWRQ ZDV RHDMG 53DG 2 @

7 KH XUHQMWWIDM R \RXU WXEVFUSWRQ KH DWR SRWEGI VWV DH pending
processing issued [MCrenewing 5SHDG 2QD

7TIPHWEPS * 0 7 ZKHQ YH EVFUSWRQ ZDV DMWXSGDMG 5DG 2 @

$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MARQV

30IEP MY

SDUDP HwMU

COMAMMMD

COMAMIBGRP DIV IG@

ICFOGH

SDIHQXP EHU@
SDIHM] H@

5HTXHV([ DP SO

GET /tls/subscriptions HTTP/1.1
Accept: application/vnd.api+json

WSH

LOMI HU
LOMIHU

Fastly-Key: YOUR_FASTLY TOKEN

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK

GHVFUSVIRQ

/ IP WMH BMAUCHG WEVFUSWRQV B WM DG YDOHV MK pending  processing
issued [OMCrenewing $FFHSW PP HMY not HJ filter[state]

[not ]=renewing
/ 1IP MWMH BVYULHG EVFUSMRQV W MRVH WDWIFQIGH YWH \BHFICF GRP DIQ

,FACH BOWG FEMFW  2SWRQDO RP P D VHSDUDIMG YDOHY  3HIP WMG YDOXHV

tls authorizations
7 K SUH QGH  RU SIIQOMRQ
7 K P EHUR WEVUSWRQVY U IH

7 KH RGHU D ZKIFK W OWAXEVFUSWRQY DG YDAXHV MF created at 0D SHFHGH @
YDOH ZIW [~ RU GMHOGQY

Content-Type: application/vnd.api+json
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"type": "tls authorization"

"tls _certificate" }

"tls domain" }

}

"self": "https://api.fastly.com/tls/subscriptions?page%5Bnumber%5D=1&page%5Bsize%5D=100",

"first": "https://api.fastly.com/tls/subscriptions?page%5Bnumber%5D=1&page%5Bsize%5D=100",

"last": "https://api.fastly.com/tls/subscriptions?page%5Bnumber%5D=1&page%5Bsize%5D=100"

5/19/2020
{
"data": [
{
"id": "TLS_ SUBSCRIPTION_ ID",
"type": "tls subscription",
"attributes": {
"certificate authority": "lets-encrypt",
"created_at": "2019-02-01T12:12:12.0002",
"state": "issued",
"updated at": "2019-02-01T12:12:12.000Z"
}e
"relationships": {
"tls_authorizations": {
"data": [
{ "id": "TLS_ AUTHORIZATION_ ID",
]
I
"tls certificates": {
"data": [
{ "id": "TLS_CERTIFICATE_ID",
1
e
"tls domains": {
"data": [
{ "id": "DOMAIN NAME", "type":
1
}
}
}
1,
"links": {
"prev": null,
"next": null,
b
"meta": { "per page": 100, "current page":
}

(7 VY VXEVWWUSMRQ  1G

6KRZ D7 b WEWUSWRQ

$ XWHAFDARQ

$3. R\HO ZIW IVEDWW /6 PDCDI HP HONVIHAP MRV

"record count": 1,

30DIDP HMY/

SDbP MU WSH GHVFUSMRQ

LCFAGH VWIQJ ,QFAGH BOWG HEMFW  2SWRQDO RP P D VHSDUDMG YDOHY  HP WMG YDAHV t1s authorizations

5HTXHW\([ DP SO

GET /tls/subscriptions/:id?include=tls authorizations HTTP/1.1

Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio

"total pages": 1 }
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"data": {
"id": "TLS SUBSCRIPTION ID",
"type": "tls_subscription",
"attributes": {

Fastly API Documentation

"certificate_authority": "lets-encrypt",

"created at": "2019-02-01T12:12:12
"state": "issued",

.000z",

"updated _at": "2019-02-01T12:12:12.0002Z"

i

"relationships": {
"tls_authorizations": {
"data": [
{ "id": "TLS_AUTHORIZATION_ ID"
1
b

"tls certificates": {
"data": [
{ "id": "TLS_ CERTIFICATE ID",
]
b
"tls domains": {
"data": [
{ "id": "DOMAIN NAME", "type":

}
} I
"included": [
{
"id": "TLS AUTHORIZATION ID",
"type": "tls_ authorization",
"attributes": {
"challenges": [
{
"type": "managed-dns",
"record type": "CNAME",

;, "type": "tls authorization" }

"type": "tls certificate" }

"tls domain" }

"record name": "ACME_CHALLENGE HOSTNAME",
"values": [ "FASTLY VALIDATION HOSTNAME" ]

"type": "managed-http-cname"

"record type": "CNAME",

14

"record name": "DOMAIN_NAME",

"values": [ "FASTLY CNAME" ]

"type": "managed-http-a",
"record type": "A",

"record name": "DOMAIN NAME",
"values": [ "FASTLY IP ADDRESSES" ]

}
1

"created _at": "2019-02-01T12:12:

"state": "passing",

"updated_at": "2019-02-01T12:12:

"warnings": null

3267 WY VXEVFUSWRQV

&UDM DGEZ 7 6 WEVWUSWRQ 7 K/ BNSRQH FAGH DOWR RWEGI FKDBQJIHY W YHUI\ &P DIQ RZ GHIKLS

$ XWHOAFDARQ

12.000z",

12.000z",

$3. BA\HQ ZIW DVEDWY /6 PDCDI HP HONSHP MRQV

5HTXHW\([ DP SO

POST /tls/subscriptions HTTP/1.1
Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

https://docs fastly.com/api/aio
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"data": {

Fastly API Documentation

"type": "tls subscription",
"attributes": { "certificate_authority": "lets-encrypt" },

"relationships": {
"tls domains": {
"data": [

{ "type": "tls_domain", "id": "DOMAIN_ NAME" }

]
o

"tls configuration":
"data": { lltype":

¥ SHVSRQH ([ DP SO

HTTP/1.1 201 Created

{
"tls_configuration", "id": "TLS_CONFIGURATION_ID" }

Content-Type: application/vnd.api+json

"data": {

"id": "TLS_SUBSCRIPTION_ID" ’
"type": "tls subscription"”,

"attributes": {

"certificate_authority": "lets-encrypt",

"created_at": "2019-
"state": "pending",
"updated at": "2019-
T
"relationships": {
"tls authorizations"
"data": [

02-01T12:12:12.000z",

02-01T12:12:12.0002"

2 {

{ "id": "TLS_AUTHORIZATION_ID", "type": "tls_authorization" }

]
o

"tls certificates":
"data": [ ]

o

"tls domains": {
"data": [

{ "id": "DOMAIN

}
b

"included": [

{

{

NAME", "type": "tls domain" }

"id": "TLS AUTHORIZATION ID",
"type": "tls_authorization",

"attributes": {
"challenges": [

{

"type": "managed-dns",

"record_type":
"record name":

"CNAME",
"ACME_CHALLENGE HOSTNAME",

"values": [ "FASTLY VALIDATION HOSTNAME" ]

"type": "managed-http-cname",

"record_ type":
"record name":

"CNAME",
"DOMAIN NAME",

"values": [ "FASTLY CNAME" ]

"type": "managed-http-a",

"record_type":
"record name":

"A" ,
"DOMAIN NAME",

"values": [ "FASTLY IP ADDRESSES" ]

}
1

"created _at": "2019-02-01T12:12:12.000Z",

"state": "pending"

4

"updated_at": "2019-02-01T12:12:12.0002",

"warnings": null
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C(/(7( V@ \XEVFUSWRYY G

' HMAR D7 6 WEWUSWRQ $ WEWFUSWRQ FQORWEH GMAR HG L WHH DH GRP DIQV R WH 7 6 HIDEGG VDM

$ XWHOAFDARQ
$3. BNHOQ ZIW DVEDWY /6 PDCDI HP HONSHP NMARQV

5HTXHW\([ DP S

DELETE /tls/subscriptions/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

¥ SHVSRQH ([DP SO

HTTP/1.1 204 No Content

SOWRB 76k

SOANRP 76

Z 0325717 7K QRPDIRQ V DIVR DB WG DDOEION BEDH RUARQY R VIV $3, PD. B WEMPWR FKDQIHV [MG
1P SIRYHP HQV RHU P H )IHGV PDUNAG GHSUHFDWG PD. EH UP RYHG D WH XWMUH [G WHU XH V GFRXUIDIHG )RU PRMH
IQRP DARQ WH RUSIRGXPWITG HDMUH DHR\ F®! GMFUSWRQY

7K 3IDARP 76 SHWCFDM ' HS®R P HONVGHXFH V DYDIOE®! W XEVFUEHY ZKR KOYH SXUFKDVHG WH VHUFH

S3UYDWM .HV
$ SIYDM M\ 1 XHG W \IQ DSHMWCFDM $ M\ FDQ BH XHG W \JQ PXGAS®I FHIACFDWY
) IHGV
CH®G WSH GHVFUSWRQ
FU-DWIGBDW Vo) 7PHWIPS * 0 7 ZKHQ WH SIYDM M\ ZDV RHDWG 5HDG 2 @
QP H VMQ) $ FXWRP [] DE®I @P H RU\RXU SIYDM N 2SWRQDO
" . 7 K FROMOWV R WH SIYDM M OXVWEH DI 0 IRWP DM/G M 1IRWBAXUDHG D BVSRQH
ERG SHTXUHG
NH BOIQJI W IOMIHU 7 Kd M BQIW XHG W HQHDM WH SIYDM M 5-DG 2 @
NH BWSH MQ) 7 K DDRUNP XHG W HHDM WH SIYDM M OXWH-rsa  3DG 2QD
- ERRODO ;EGFR;QQQGMRQLRP )DMD W USOFH WV SIYDM M\ MG KDDAVRFIDMG FHACFDMY
SXEQFB\H BWKD  \WIQY 8VHXORU\DHD GHOAN LQ) WH Mh  5-DG 2 @
$ FURQV

(7 Y SUYDWBNH V

[ MVID7 6 SIYDM NV

$ XWHOAFDAWRQ
$3, WAHO ZIW VEDWY /6 PDCDI HP HONSHP NMROQV

30DIDP HMY/

SDUP HMU WSH GHWUSWRQ
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SDbP HwJ WSH GHVFUSMRQ

/ [P IMWWH BMUOHG NV W WRH ZIWRXWID). PDWKIQ) 7 6 FHUACFDMY 7KH D YDIG YOOH

false

COMUCBXVH — WWIQD

SDIHQXPEH@ IOMIHU 7 K SUH GH RU SUIQDARQ

SDIHM] H@ OMHJ 7K QPEHUR MV $USIH

5HTXHW\([ DP S

GET /tls/private_keys HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": [
{
"id": "PRIVATE KEY ID",
"type": "tls private key",
"attributes": {
"key length": 2048,
"key type": "RSA",
"name": "My private key",
"created at": "2019-02-01T12:12:12.0002",
"replace": false,
"public_key shal": "KEY DIGEST"
}
}
1,
"meta": { "record count": 1, "current page": 1, "per page": 20, "total pages": 1 }
}

(7 WY SUYDMBNR YV IG

6KRZ D7 b SIYDM N

$ XWHOAFDARQ
$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHW\([ DP SO

GET /tls/private keys/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "PRIVATE KEY ID",
"type": "tls private key",
"attributes": {
"key length": 2048,
"key type": "RSA",
"name": "My private key",
"created_at": "2019-02-01T12:12:12.000Z2",
"replace": false,
"public_key shal": "KEY DIGEST"
}
}
}

3267 W SUYDWBNH V
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&UDM D7 6 SIYDM N

$ XWHOAFDARQ
$3. BRNHOQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHW\([ DP S

POST /tls/private keys HTTP/1.1
Accept: application/vnd.api+json
Content-Type: application/vnd.api+json
Fastly-Key: YOUR_FASTLY TOKEN

{
"data": {
"type": "tls private key",
"attributes": {
"key": "————= BEGIN PRIVATE KEY-—--- \n...\n-———- END PRIVATE KEY-——-—- \n",
"name": "My private key"
}
}
}

¥ S5HVSRQH ([ DP SO

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json

{
"data": {
"id": "PRIVATE KEY ID",
"type": "tls_private_ key",
"attributes": {
"key length": 2048,
"key type": "RSA",
"name": "My private key",
"created_at": null,
"replace": false,
"public_key shal": "KEY DIGEST"
}
}
}

WY SUYDWBN\H V  1G

"HWMR D76 SIYDM M 2Q0 SIYDM MV QWIDHDG PDWKHG W 1) FHWACFDMY FBQ EH GIBWG

$ XWHMFDARQ
$3. R\HO ZIW IVEDWW /6 PDCDI HP HOVIHAP MRV

5HTXHW\([ DP S

DELETE /tls/private keys/:id HTTP/1.1
Accept: application/vnd.api+json
Fastly-Key: YOUR FASTLY TOKEN

¥ SHVSRQH ([ DP SO

HTTP/1.1 204 No Content

OXD! &HIACFDWMV

$YDIDE®! W 3DARP 75 FMRP HY WHH HIGSRIONV WHDP @QH WH XS®DG GIS® P HQVIG PDQDIHP HOQVR DJH QXP EHWY R
716 FHUACFDWV $ FHUACFDM 1 XHG W WP ICDM 7 6 A F RURH RJPRUH R \RXU X@ TXDICHG GRP DIQ @P HV GRP DIQV
8SEDAQ) DQZ FHIACFDM DAVRP DAFD® HDEGN 7 6 RUBDERP DIQV WG [V SXEMPWSOMECDAYH 10P HV 6$1 HAMHV R WH
FHUACFDM

) IHOV
CHG WSH GHVFUSMRQ

FHYBE®RE WQ) 7K1 30 IRWP DMG HWCFDM EBRE SHTXIULHG : UM 2Q0
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CHG
FUHDWAGBDW

LOMUP HGLIDMVBERE

QRVED WU

QRVBEH RWH

UHSOFH

XSCOWAGBDW

WSH

ERRGDQ

WIQ)

V@BFRQCIXUDARQVIG  \WIQ]

V@®BGRP DIQV

$ PURQV

DUD\

WY EXQN FHUACFDWV

/ NMVED FHACFDWMY

$ XWHMFDARQ
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GHVFUSVIRQ
7IPHWEPS * 0 7 ZKHQ WH FHUACFDM ZDV FRHDMG 5HDG 2 @
7K 30 IRP DMG FKDIQ R DMP HADM EREV SHTXIWHG : UMW 2Q0

7PHWEPS * 0 7 ZKHQ WH FHUACFDM ZIOHISILH 0 XWHEH Q WH XWUH W BH XHG W
WP ICDM 7 6 A F 53HDG 2Q0

7IPHWEPS * 0 7 ZKHQ WH FHUACFDM ZIOBEFRP H YOG 0 XWHEH R WH DWW B
XVHG W WP IQDM 7 6 WA F 5HDG 2 @

$ UFRP P HQGDARQ LRP )DWD DGFDWQY] WH M\ DARFIDMG ZIW WLV FHUACFDM V D
QHG R BVDARQ DG 2QD

7TIPHWEPS *0 7 ZKHQ YH FHWCFDM ZDV DMWDSCDIMG 5HDG 2 @

7 K4 GHOACHU RUWH GIGFDMG 3 [EGHW RROWDWZIOBH XHG W BXWM VDA F IIRP WH
GRP DQ SHTXIWHG

$OWH (RRP DV IFGQ) ZIGFDWGGRP DQV WDWIH MG D [0 FHWWCFDMYV 6XEMFW
$OMLDAYH 10P HY 651 OW 5DG 2Q0

$3. WAHQ ZIW DVEDW /6 PDOD] HP HONSHAP MRV

30DIDP HMY/

SDUP HwMU

COMMIBGRP DIQLIG@
P DK@

SDIHQXP EHU@
SDIHM] H@

VRUW

5HTXHV([ DP SO

WSH

QM HU
LOMIHU

GHVFUSVIRQ

) LOMU FHUACFDMV B WHU PDWKIQJ XO@ TXDICHG (RP DIQ @P H SHMQV MIDYADO
P DWKHV 0 XWV3RYIGH DYOOH RQIHUWDQ  FKDUDFWY/

7 K DIH GH  RU SUICDARQ
7 K XP EHUR FHUACFDWV SHU SUH

7 K REGHU D ZKIFK W OWHWCFDMY DIG YAXHV DF created at not before
not after 0D SHHGH [ YOH ZIW [ - RUGM-HQGQ

GET /tls/bulk/certificates HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Accept: application/vnd.api+json

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK

Content-Type: application/vnd.api+json
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{
"data": [
{
"id": "CERTIFICATE_ID" ’
"type" : "tls_bulk certificate",
"attributes": {
"not_after": "2019-06-06T18:14:32+00:00",
"not_before": "2018-06-06T18:14:32+00:00",
"created_at": "2018-06-06T18:14:32+00:00",
"updated at": "2018-06-06T18:14:32+00:00",
"replace": false
T
"relationships": {
"tls configurations": {
"data": [{
"type": "tls_configuration",
"id"s " TLS CONFIGURATION_ID "
H
}e
"tls _domains": {
"data": [{
"type": "tls domain",
"id": "DOMAIN NAME"
H
}
}
}
1
}

(7 VY EXOI FHIWCFDMY  1G

SHWHYH DI ®&f HWCFDM

$ XWHQAFDARQ
$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHWA([ DP SO

GET /tls/bulk/certificates/:id HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "CERTIFICATE_ID" ’
"type" : "tls bulk certificate",
"attributes": {
"not_after": "2019-06-06T18:14:32+00:00",
"not_before": "2018-06-06T18:14:32+00:00",
"created at": "2018-06-06T18:14:32+00:00",
"updated _at": "2018-06-06T18:14:32+00:00",
"replace": false
Y
"relationships": {
"tls configurations": {
"data": [{
"type": "tls configuration",
"id": "TLS_ CONFIGURATION ID"
H
Y
"tls domains": {
"data": [{
"type": "tls_domain",
"id": "DOMAIN_NAME "
H
}
}
}
}
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3267 WY EXOI FHWCFDMV

8SEOG DQZ FHICFDM 7 6 GRP DIQV DH DARP DAFDD HDE®G YSRQ FHACFDM FHDWRQ | DGRP DIQ V MHDG  HDEGG R D
SUHVIRX\WO YSEDGHG FHICFDM WDWGRP DIQ ZI@EH YSCDMG W XH WH QZ FHUACFDM RU KDXWWH 7 6 KOQGWDNH HITXHWW

$ XWHOAFDARQ
$3., R\HO ZIW IVEDWY /6 PDCDI HP HONVIHAP MRV

5HTXHW\([ DP SO

POST /tls/bulk/certificates HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Content-Type: application/vnd.api+json
Accept: application/vnd.api+json

{
"data" : {
"type" : "tls_bulk certificate",
"attributes": {
"cert blob": "-———- BEGIN CERTIFICATE----—-— \n...\n-———- END CERTIFICATE----- \n",
"intermediates blob": "----- BEGIN CERTIFICATE-—---- \n...\n-———- END CERTIFICATE-—---- \n"
T
"relationships": {
"tls configurations": {
"data": [{
"type": "tls_configuration",
"id": " TLS_CONFIGURATION_ID"
H
}
}
}
}

¥ 5HVSRQH ([ DP SO

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json

{
"data": {
"id": "CERTIFICATE ID",
"type": "tls_bulk certificate",
"attributes": {
"not_after": "2019-06-06T18:14:32+00:00",
"not before": "2018-06-06T18:14:32+00:00",
"created_at": "2018-06-06T18:14:32+00:00",
"updated at": "2018-06-06T18:14:32+00:00",
"replace": false
I
"relationships": {
"tls configurations": {
"data": [{
"type": "tls configuration",
"id": "TLS_ CONFIGURATION_ ID"
H
Y
"tls domains": {
"data": [{
"type": "tls_domain",
"id": "DOMAIN NAME"
H
}
}
}
}

387&+ WY EXOI FHIAWCFDMV |G

5HSOFH DFHACFDM ZIW DOZ ® BIWXHG FHUMCFDM % XAQ) W1V HOGSRIQA WH RLIICDOFHACFDM ZI@RFDVH W BH XHG RU XKW
7/6 KOQOKDNHV 7 KV RO 61 HAH WDWISSHDU R WH BSOFHP HOVFHUACFDM ZIOBFRP H 7 6 KDEGG $Q 61 HOMHV WDW
DUH POMMQ) D WH USOFHP HQNVFHWACFDM ZI@BFRP H GDEGIG

$ XWHMFDARQ
$3. R\HO ZIW IVEDWW /6 PDCDI HP HOVIHAP MRQY
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5HTXHWW([ DP S®

PATCH /tls/bulk/certificates/:id HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/vnd.api+json
Accept: application/vnd.api+json

{
"data" : {
"id": "CERTIFICATE ID",
"type" : "tls bulk certificate",
"attributes": {
"cert blob": "-——-- BEGIN CERTIFICATE-—---— \n...\n--—--- END CERTIFICATE----—- \n",
"intermediates blob": "-—--- BEGIN CERTIFICATE-----— \n...\n---—-- END CERTIFICATE---—- \n"
}
}
}

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "CERTIFICATE ID",
"type": "tls bulk certificate",
"attributes": {
"not_after": "2019-06-06T18:14:32+00:00",
"not before": "2018-06-06T18:14:32+00:00",
"created at": "2018-06-06T18:14:32+00:00",
"updated _at": "2018-06-06T18:14:32+00:00",
"replace": false
Iy
"relationships": {
"tls_configurations": {
"data": [{
"type": "tls configuration",
"id": "TLS CONFIGURATION ID"
H
i
"tls domains": {
"data": [{
"type": "tls_domain",
"id": "DOMAIN_NAME"
H
}
}
}
}

C(/(7( & EXOFHUWCFDW G

' HAR DFHUACFDM 7 K/ GDEGN 7 6 RUDDGRP DQV WG [V 651 HOAIHV

$ XWHOAFDARQ
$3. BA\HQ ZIW DVEDWY /6 PDODI HP HONSHP MRQV

5HTXHV([ DP SO

DELETE /tls/bulk/certificates/CERTIFICATE ID HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 204 No Content

/ 1P MDMRQV MG RQGMRQV

7K 3IDARP 76 SHWCFDM ' HSR P HOVGHIFH KOV YH R@®Z 1Q) HHDOE IMMRQY
e 7HYVWHXMFH V QWDDOE® RUSIYDM &'1 GISR P HQV
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e 7R ONH YDOMIH R WLV VAXYIEH \RX PXW3RFXWH \RXU Z Q FHUACFDMV IIRP YH FHUACFDARQ DXWRUW &$ R \RXU KKRIFH
) DMD ZIO@RWIRFXUH FHWCFDWMV R \RXU BKDD

,Q MBAMRQ AHWCFDMV DH GISA HG XQ) WH 3IDARWP 7 6 SHWCFDM 6HXFH ZIW WH RGZ 1Q) ARQGMRQV

e S&HWCFDMV RWG XMQJ 61, ZIOR®D HH VHWYHG W BRZ VHY WYDWXSSRUNVEL,  %dRZ VHY RDWVAR RWNXSSRUNEL , ZIO@RW
UHHYH YH RUH-WHWCFDM RUVYH &P DQ BITXHWMG

e 7K FHUICFDM GISAR P HONVSRFHW BNHV [ D'HIDIH R BSWR IP DMO PIOXWYV W IRP SGW RFH D FHWACFDM V/
VXEP WMG BX\WPD ONH ¥ RQJ [V [ KRXU

e )DMD ZIODMRP DAFD® KKRRWWH WHFHWCFDWM GIOYHWHG RU D IYHQ BTXHWEDVHG R WH KRMAVBIT XHWMG

o 7K FHWCFDM ZIW YWH PRWN\EHFICF KRWEDP H ZIOBH SIRUMI HG RrHU FHWWCFDWY ZIW BW \SHAICF KRWEDP HV )RU HIDP S®1
RQ DUHTXHWVR! api.example.com )DVWD ZIO@SIRUMW H DFHWCFDM ZIW DEB1 MDAl Rl api.example.com RHJDGAHHQN
FHUACFDM ZIW D6F1 HQM RL *.example.com

e | 0 GHOAFDOKRWEDP H 3SHDWY R PRH WDQ RH FHUACFDM  WHQ WH PRVWUFHQ®D YS®DGHG FHUACFDWM ZIOEH XHG : H
UHFRP P HQG WDMRX PDQDIH FHUACFDMY WFK WDWKRMDP HY BP DIQ YQTXH RU WHP

8 WDARV
& RQMQV

) DAMD PDNHV WRWEG!I W VH ZKIFK HWMRQ R D PUAFX@U 85/ V FOFKHG R HDFK HGIH VAWYHU

$ PURQV

FROMOANHGI HBFKHFN

S5HAMHYH KDGHY G 0° KO R YH ROMANVRU D DPIFXOU 85/ WRP HDFK )DWD HXIH VHAYHU KLY $3, V [P IWG W U XHW
SHU KRXU

$ XWHOAFDWRQ
$3. R\HO R DXHU ZIM DVEDW Engineer = SAP WRQV 7 K/ HGSRIONGHV GRWIFFHSWDWRNHQ ZIW WF global:read WRSH

30DIDP HMY/

SDIDP WU WSH GHWUSWRQ

X WIQ) ) XO@8/ KRWIOG P W KHFN ) M@EGHV L SRRFROV P WMG http ZIO@BE DAVXP HG

SHTXHW\([ DP S

GET /content/edge check?url=www.example.com/foo/bar HTTP/1.1
Accept: application/json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"hash": "c6447943be2cff04787d9367ddd58fal0",
"request": {
"headers": {
"Host": "www.example.com/foo/bar",
"User-Agent": "Fastly/cache-check"
T
"method": null,
"url": null
I
"response": {
"headers": {
"Accept-Ranges": "bytes",

"age": "0",
"Connection": "keep-alive",
"Content-Length": "154189",

"Content-Type": "text/html; charset=UTF-8",

"Date": "Mon, 06 Jun 2016 15:26:05 GMT",

"ETag": "W/\"76cdf069e25c5e32bb8005982d3£8e0d\"",

"Expires": "Thu, 01 Jan 1970 00:00:00 GMT",

"Set-Cookie": [
"crumb=EUmnHJvt3XCJIJP2hZmlzWCVvVNzOHg5Wb1l;Path=/",

"SS MID=7b22de59-alca-4d2f-aea2-dbe337990ba3ip466npy;Path=/;Domain=

15:26:05 GMT"
1,
"Vary": "Accept-Encoding, User-Agent",
"via": "1.1 varnish",
"X-Cache": "MISS",
"X-Cache-Hits": "0",
"X-ContextId": "P0IlaNKm/roP4a7jq",
"X-PC-AppVer": "7951",
"X-PC-Date": "Mon, 06 Jun 2016 15:26:04 GMT",
"X-PC-Hit": "true",
"X-PC-Host": "127.0.0.1",
"X-PC-Key": "0OZs6DMRDuX2Tj7xXJ1lbWIZgI2cI-example",
"X-Served-By": "cache-sjc3120-sJc",
"X-ServedBy": "web029",
"X-Timer": "S1465226764.194256,VS0,VE1054",
"X-via": "1.1 echo007"
Y
"status": 200

I

"response_time": 2.604431,

"server": "cache-sjc3120",

"pop": "SJc"

I

' DWFHQMU
/ MDA ®EFHOMY G WHU RFDARQY
$ PWRQV
(7 COWFHOMY
* HVDOWR [D)DMD EEFHOMY

$ XWHQAFDARQ
$3. RAHO

5HTXHW\([ DP SO

GET /datacenters HTTP/1.1

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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"code": "AMS",
"coordinates": {
"latitude": 52.3081,
"longitude": 4.7642,
"x": 129,
"y": 42
Y
"group": "Europe",
"name": "Amsterdam",
"shield": "amsterdam-nl"

"RV
' REXP HOMARQ R WH H)GSRIQN WDWHWXLD WH DWD $3, ' REXP HOMMRQ

$ PURQV

GRFV

* HW D GFXP HQUMARQ DARFIDMG ZIW YH )DWMD $3,
$ XWHOAFDARQ
1 RCH

5HTXHW\([ DP S

GET /docs HTTP/1.1

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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{
"actions": [
{
"authentication": "engineer",
"description": [
"List all backends for a particular service and version."
1,
"http method": "GET",
"request": [
"GET /service/SU1Z0isxPaozGVKXdv0eY/version/1l/backend",
"Fastly-Key: YOUR FASTLY TOKEN",
"Accept: application/json"
1,
"response": [
"HTTP/1.1 200 OK",
"Content-Type: application/json"
1,
"response_body": [
“r
R
" \"address\": \"127.0.0.1\",",
" \"auto loadbalance\": false,",
" \"between_bytes_ timeout\": 10000,",
" \"client cert\": null,",
" \"comment\": \"\",",
" \"connect timeout\": 1000,",
" \"first byte_timeout\": 15000,",
" \"healthcheck\": null,",
" \"hostname\": null,",
" \"ipv4\": \"127.0.0.1\",",
" \"ipv6\": null,",
" \"locked\": true,",
" \"max_conn\": 200,",
! \"max tls version\": null,",
" \"min_tls_version\": null,",
" \"name\": \"backend-name\",",
" \"port\": 80,",
" \"request condition\": \"\",",
" \"service id\": \"SU1lz0isxPaozGVKXdvOeY\",6",
" \"shield\": null,",
! \"ssl ca cert\": null,",
! \"ssl cert hostname\": null,",
" \"ssl check cert\": true,",
" \"ssl ciphers\": null,",
! \"ssl client cert\": null,",
! \"ssl client key\": null,",
" \"ssl hostname\": null,",
" \"ssl sni hostname\": null,",
" \"use ssl\": false,",
" \"version\": 1,",
" \"weight\": 100",
R
oy
1,
"url": "/service/:service_id/version/:version/backend"
Ty
1,
"description": [
"A backend is an address (IP or domain)
service."

1,
"fields": [
"address String. An hostname, IPv4,

"auto_loadbalance Boolean. Whether or not this backend should be automatically load balanced.",
"between bytes timeout Integer. How long to wait between bytes in milliseconds.",

"client cert String.",
"comment String.",

"connect_timeout Integer. How long to wait for a timeout in milliseconds.",
"first byte timeout Integer. How long to wait for the first bytes in milliseconds.",
"healthcheck String. The name of the healthcheck to use with this backend. Can be empty.",

or IPv6 address for the backend.",

"hostname String. The hostname of the backend.",

from which Fastly pulls content. There can be multiple backends for a

"ipv4 String.
"ipvé String.

"locked Boolean. Specifies whether or not the version is locked for editing.",

IPv4 address of the host.",
IPv6 address of the host.",

"max_conn Integer. Maximum number of connections.",

"max_tls_version Integer. Maximum allowed TLS version on SSL connections to this backend.",
"min tls version Integer. Minimum allowed TLS version on SSL connections to this backend.",

"name String. The name of the backend.",
"port Integer. The port number.",

"request_condition String. Condition, which if met, will select this backend during a request.",
"service id String. The alphanumeric string identifying a service.",
"shield String. Selected POP to serve as a shield for the backend. Optional. Defaults to <code>null</code>
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meaning no origin shielding if not set. Refer to the [datacenters API endpoint](/api/tools#datacenter) to get a list
of available POPs used for shielding.",
"ssl ca cert String. CA certificate attached to origin.",

"ssl cert hostname String. Overrides ssl _hostname, but only for cert verification. Does not affect SNI at
all.",

"ssl check cert Boolean. Be strict on checking SSL certs.",

"ssl ciphers String. List of openssl ciphers (see https://www.openssl.org/docs/manmaster/apps/ciphers.html for
details)",

"ssl client cert String. Client certificate attached to origin.",
"ssl client key String. Client key attached to origin.",
"ssl hostname String. Used for both SNI during the TLS handshake and to validate the cert.",

"ssl sni_hostname String. Overrides ssl_hostname, but only for SNI in the handshake. Does not affect cert
validation at all.",
"use_ssl Boolean. Whether or not to use SSL to reach the backend.",
"version Integer. The current version number of a service.",
"weight Integer. Weight used to load balance this backend against others."
1,

"section": "backend"

* (7 GRAVVXEMPW HQGSRIQN
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$ XWHQAFDARQ
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VXEMFW VWIQ] 7 K WEMFWWR VVDUFK RU

5HTXHV([ DP SO

GET /docs/subject/backend HTTP/1.1

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json
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{
"actions": [
{
"authentication": "engineer",
"description": [
"List all backends for a particular service and version."
1,
"http method": "GET",
"request": [
"GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/backend",
"Fastly-Key: YOUR FASTLY TOKEN",
"Accept: application/json"
1,
"response": |
"HTTP/1.1 200 OK",
"Content-Type: application/json"
1,
"response body": [
"Ly
R
" \"address\": \"127.0.0.1\",",
" \"auto loadbalance\": false,",
! \"between bytes timeout\": 10000,",
" \"client cert\": null,",
" \"comment\": \"\",",
" \"connect_ timeout\": 1000,",
! \"first byte timeout\": 15000,",
" \"healthcheck\": null,",
" \"hostname\": null,",
" \"ipv4\": \"127.0.0.1\",",
" \"ipv6\": null,",
" \"locked\": true,",
" \"max_conn\": 200,",
! \"max tls version\": null,",
! \"min tls version\": null,",
" \"name\": \"backend-name\",",
" \"port\": 80,",
" \"request condition\": \"\",",
" \"service id\": \"SU1zZ0isxPaozGVKXdvOeY\",",
" \"shield\": null,",
! \"ssl ca cert\": null,",
! \"ssl cert hostname\": null,",
! \"ssl check cert\": true,",
" \"ssl ciphers\": null,",
! \"ssl client cert\": null,",
! \"ssl client key\": null,",
" \"ssl hostname\": null,",
" \"ssl sni hostname\": null,",
" \"use_ssl\": false,",
" \"version\": 1,",
" \"weight\": 100",
R
"y
1,
"url": "/service/:service id/version/:version/backend"
T
1/
"description": [
"A backend is an address (IP or domain) from which Fastly pulls content. There can be multiple backends for a
service."

1,
"fields": [

"address String. An hostname, IPv4, or IPv6 address for the backend.",

"auto_loadbalance Boolean. Whether or not this backend should be automatically load balanced.",

"between bytes timeout Integer. How long to wait between bytes in milliseconds.",

"client cert String.",
"comment String.",

"connect_timeout Integer. How long to wait for a timeout in milliseconds.",

"first byte timeout Integer. How long to wait for the first bytes in milliseconds.",

"healthcheck String. The name of the healthcheck to use with this backend. Can be empty.",

"hostname String. The hostname of the backend.",

"ipv4 String. IPv4 address
"ipv6é String. IPv6 address
"locked Boolean. Specifies
"max_conn Integer. Maximum

of the host.",

of the host.",

whether or not the version is locked for editing.",
number of connections.",

"max_tls version Integer. Maximum allowed TLS version on SSL connections to this backend.",

"min_tls_version Integer. Minimum allowed TLS version on SSL connections to this backend.",

"name String. The name of the backend.",

"port Integer. The port number.",

"request_condition String. Condition, which if met, will select this backend during a request.",

"service_id String. The alphanumeric string identifying a service.",

"shield String. Selected POP to serve as a shield for the backend. Optional. Defaults to <code>null</code>
meaning no origin shielding if not set. Refer to the [datacenters API endpoint](/api/tools#datacenter) to get a list
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of available POPs used for shielding.",

"ssl ca cert String. CA certificate attached to origin.",

"ssl _cert hostname String. Overrides ssl_hostname, but only for cert verification. Does not affect SNI at all.",

"ssl_check cert Boolean. Be strict on checking SSL certs.",

"ssl ciphers String. List of openssl ciphers (see https://www.openssl.org/docs/manmaster/apps/ciphers.html for
details)",

"ssl client cert String. Client certificate attached to origin.",

"ssl client key String. Client key attached to origin.",

"ssl_hostname String. Used for both SNI during the TLS handshake and to validate the cert.",

"ssl sni hostname String. Overrides ssl _hostname, but only for SNI in the handshake. Does not affect cert
validation at all.",

"use_ssl Boolean. Whether or not to use SSL to reach the backend.",

"version Integer. The current version number of a service.",

"weight Integer. Weight used to load balance this backend against others."

1,

"section": "backend"

(7 GRAVVHAMRQ VHARQ
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IRUFH DBMAD R FHHY WIQ) WDVGRAY RWPDRK WH LYHQ B XOUBH SURWRQ
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5HTXHW\([ DP SO

GET /docs/section/backend HTTP/1.1

¥ SHVSRQH ([ DP SG

HTTP/1.1 200 OK
Content-Type: application/json
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{
"actions": [
{
"authentication": "engineer",
"description": [
"List all backends for a particular service and version."
1,
"http method": "GET",
"request": [
"GET /service/SUlZ0isxPaozGVKXdvOeY/version/1l/backend",
"Fastly-Key: YOUR FASTLY TOKEN",
"Accept: application/json"
1,
"response": |
"HTTP/1.1 200 OK",
"Content-Type: application/json"
1,
"response body": [
"Ly
R
" \"address\": \"127.0.0.1\",",
" \"auto loadbalance\": false,",
! \"between bytes timeout\": 10000,",
" \"client cert\": null,",
" \"comment\": \"\",",
" \"connect_ timeout\": 1000,",
! \"first byte timeout\": 15000,",
" \"healthcheck\": null,",
" \"hostname\": null,",
" \"ipv4\": \"127.0.0.1\",",
" \"ipv6\": null,",
" \"locked\": true,",
" \"max_conn\": 200,",
! \"max tls version\": null,",
! \"min tls version\": null,",
" \"name\": \"backend-name\",",
" \"port\": 80,",
" \"request condition\": \"\",",
" \"service id\": \"SU1zZ0isxPaozGVKXdvOeY\",",
" \"shield\": null,",
! \"ssl ca cert\": null,",
! \"ssl cert hostname\": null,",
! \"ssl check cert\": true,",
" \"ssl ciphers\": null,",
! \"ssl client cert\": null,",
! \"ssl client key\": null,",
" \"ssl hostname\": null,",
" \"ssl sni hostname\": null,",
" \"use_ssl\": false,",
" \"version\": 1,",
" \"weight\": 100",
R
"y
1,
"url": "/service/:service id/version/:version/backend"
T
1/
"description": [
"A backend is an address (IP or domain) from which Fastly pulls content. There can be multiple backends for a
service."

1,
"fields": [

"address String. An hostname, IPv4, or IPv6 address for the backend.",

"auto_loadbalance Boolean. Whether or not this backend should be automatically load balanced.",

"between bytes timeout Integer. How long to wait between bytes in milliseconds.",

"client cert String.",
"comment String.",

"connect_timeout Integer. How long to wait for a timeout in milliseconds.",

"first byte timeout Integer. How long to wait for the first bytes in milliseconds.",

"healthcheck String. The name of the healthcheck to use with this backend. Can be empty.",

"hostname String. The hostname of the backend.",

"ipv4 String. IPv4 address
"ipv6é String. IPv6 address
"locked Boolean. Specifies
"max_conn Integer. Maximum

of the host.",

of the host.",

whether or not the version is locked for editing.",
number of connections.",

"max_tls version Integer. Maximum allowed TLS version on SSL connections to this backend.",

"min_tls_version Integer. Minimum allowed TLS version on SSL connections to this backend.",

"name String. The name of the backend.",

"port Integer. The port number.",

"request_condition String. Condition, which if met, will select this backend during a request.",

"service_id String. The alphanumeric string identifying a service.",

"shield String. Selected POP to serve as a shield for the backend. Optional. Defaults to <code>null</code>
meaning no origin shielding if not set. Refer to the [datacenters API endpoint](/api/tools#datacenter) to get a list
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of available POPs used for shielding.",

"ssl ca cert String. CA certificate attached to origin.",

"ssl _cert hostname String. Overrides ssl_hostname, but only for cert verification. Does not affect SNI at all.",

"ssl_check cert Boolean. Be strict on checking SSL certs.",

"ssl ciphers String. List of openssl ciphers (see https://www.openssl.org/docs/manmaster/apps/ciphers.html for
details)",

"ssl client cert String. Client certificate attached to origin.",

"ssl client key String. Client key attached to origin.",

"ssl_hostname String. Used for both SNI during the TLS handshake and to validate the cert.",

"ssl sni hostname String. Overrides ssl _hostname, but only for SNI in the handshake. Does not affect cert
validation at all.",

"use_ssl Boolean. Whether or not to use SSL to reach the backend.",

"version Integer. The current version number of a service.",

"weight Integer. Weight used to load balance this backend against others."

1,

"section": "backend"

SXEMF 3 /DWW
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1 RCH

5HTXHW\([ DP S

GET /public-ip-list HTTP/1.1
Accept: application/json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/json

"addresses": [
"23.235.32.0/20",
"43.249.72.0/22",
"103.244.50.0/24",
"103.245.222.0/23",
"103.245.224.0/24",
"104.156.80.0/20",
"151.101.0.0/16",
"157.52.64.0/18",
"172.111.64.0/18",
"185.31.16.0/22",
"199.27.72.0/21",
"199.232.0.0/16"

1,

"ipv6_addresses": [
"2a04:4e40::/32",
"2a04:4e42::/32"
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Z ,03257%17 7K QRPDARQ V UVR D WG DDIOEION BHEDWH FRWARQV R VIV $3, PD. BEH XEMPWW FKDQIHV G
[P SURYHP HOV RHU W H )IHGV PDUNHG GHSUHFDWIG PDL EH BP RYHG R WH XWWUH [0)G WYHU XH V AFRXUIDIHG )RU PRWH
IQRWP DARQ WVH RXUSUIRGXFWIDG HDWIH DHR FGI GMFUSWRQY

) LUHZ DO

) IWHZ DOFEMPWXHG ZKHQ RRQCIXUQ) © $)

) IHGV
CHG WSH GHVFUSVRQ
DWBSXWK VIQY ' DM G W H WDWV9&/  ZDV DWSOKHG W FDFKH @RGHY
SUH HWKBFRQGIMIRQ VIQY 1DPH R WH RUHVSRQGIQI RQGMRQ FEMFW
UHVSRQWH WIQ) 1DPH R WH RUHSRQEQ) BVSRQH FEMFW
YHMRQ WIQ) 7 K XUHQAVHWMRQ QP EHUR DVAIFH
VHUYIFHBIG WIQ) 7 KH VANFH !
GME®G ERRDDQ 7 K VMV R WH QHZ DO ' HDXOV W DOH
XGBWIDMVHVBMR] BFRXQV IQMIHU 7 K QP EHUR MG VDWVHY VAWV R

XEBWINMHVBEBRFNBFRXQW LOMIHJ 7K P EHUR MG WM WWR EBRFN

XEBWIMMMMBGMOEGIGBFRXQW  1OMIHU 7K QP EHUR MG WM WWR GVDEGG

$ PURQV

(7 WIYMFH WYIFHBIG YHUMRQ YHUMRQ ZD0OV

[ MVIDQAHZ DOEMFW RU D DUAFXOU VHXYFH G HMRQ

$ XWHQAFDURQ
$3. R\HO

30IEP MY

SDUDP HwMU WSH GHVWUSWRQ

SDIHM] H@ OMIHJ /1P WWMH XP EHUR BVYUQHG QHZ DY

SDIHXP EH@ 1OMIHU  SHTXHVWD\SHAICF $JH R QHZ DY

,FAGH BOMROKLISY 2SWRCDO RP P D VHSDUDIMG YDOXHY  3HP MWHMG YDXHV

configuration set,owasp

IQOFOCGH QY

5HTXHW\([ DP SO

GET /service/:service id/version/:version/wafs HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": [
{
"id": "WAF_ID",
"type": "waf",
"attributes": {
"prefetch condition": null,
"response": "waf",
"last push": "2016-09-28 22:52:33 UTC",
"version": "1",
"service_id": "SERVICE ID",
"disabled": false,
"rule statuses_log count": 235,
"rule statuses block count": 34,
"rule statuses disabled count": 2
T
"relationships": {
"configuration set": {
"data": {
"id": "CONFIGURATION_SET_ID" v
"type": "configuration_set"
}
}
}
}
1,
"links": {
"first": "https://api.fastly.com/service/SERVICE_ ID/version/VERSION/wafs?page[number]=1l&page[size]=100",
"last": "https://api.fastly.com/service/SERVICE ID/version/VERSION/wafs?page[number]=1l&page[size]=100"
}
}

(7 WIMFH WWYIFHBIG YHUMRQ YHUMRQ zDOV ZDBIG

* HWD\SHHCF QHZ DO REMFW

$ XWHQAFDURQ
$3. WAHD

30DIDP HMY/

SDIDP HWMU ~ WSH GHVFUSVIRQ
VHYIFHBIG  \WIQ 7K R WH VAYFH
YHMRQ IOMIHJ 7 Kd QP EHUR WH YHWRQ

ZDOBIG WIQJ 7 K QHZ DO;

5HTXHV([ DP SO

GET /service/:service_ id/version/:version/wafs/:waf_id HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"data": {
"id": "WAF_ID",
"type": "waf",
"attributes": {
"last push": "2016-08-16 17:05:13 UTC",
"prefetch condition": "WAF-Condition",
"response": "WAF_Error",
"version": "1",
"service_ id": "SERVICE_ID",
"disabled": false,
"rule_statuses_log count": 235,
"rule statuses_block_count": 34,
"rule statuses disabled count": 2
I
"relationships": {
"configuration_set": {
"data": {
"id": "CONFIGURATION SET ID",
"type": "configuration_set"

3267 WWFH WYXYIFHBIG YHMRQ YHUWMRQ ZDV

&UDW D QHZ DOFEMPWRU D DUAFXOU WYIFH MG HWMRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV

5HTXHW\([ DP SO

POST /service/:service id/version/:version/wafs HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/vnd.api+json

Accept: application/vnd.api+json

{
"data": {
"type": "waf",
"attributes": {
"prefetch_condition": "WAF-Condition",
"response": "WAF_Error"
}
}
}

¥ S5HVSRQH ([ DP SO

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json
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{
"data": {

"id": "WAF_ID",

"type": "waf",

"attributes": {
"last push": null,
"prefetch condition": "WAF-Condition",
"response": "WAF_Error",
"version": "1",
"service_ id": "SERVICE_ID",
"disabled": false,
"rule_statuses_log count": 235,
"rule statuses_block_count": 34,
"rule statuses disabled count": 2

I

"relationships": {
"configuration_set": {

"data": {
"id": "CONFIGURATION SET ID",
"type": "configuration_set"
}

}

}

}
}

387&+  WVHIMFH WWYIFHBIG YHMRQ YHMRQ ZDV ZDBIG

8 SCODM D QHZ DOHEMFWRU D WFXQU VHXFH G YHMRQ

$ XWHOANFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV

5HTXHW\([ DP SO

PATCH /service/:service id/version/:version/wafs/:waf id HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/vnd.api+json

Accept: application/vnd.api+json

{
"data": {
"id": "WAF_ID",
"type": "waf",
"attributes": {
"response": "new response"
}
}
}

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": {

"id": "WAF_ID",

"type": "waf",

"attributes": {
"last push": null,
"prefetch condition": "WAF-Condition",
"response": '"new response",
"version": "1",
"service_ id": "SERVICE_ID",
"disabled": false,
"rule_statuses_log count": 235,
"rule statuses_block_count": 34,
"rule statuses disabled count": 2

I

"relationships": {
"configuration_set": {

"data": {
"id": "CONFIGURATION SET ID",
"type": "configuration_set"
}

}

}

}
}

ZDV IG GME®

' VDE®! DQHZ DORU D DUAFXOU WYIFH MG HMRQ 7KLY HIGSRIOMY DIMQGHG W BH XHG R [ WP HIJHQR ' MEQQ) DQHZ DO
REMFWRU D\SHFICF VAEH MG HWMRQ BSOFHY \RXU HIMAQD : $) MOMAWZIW D) HP SW MOMAW : KIBI ALEGIG \RXU: $)
KOMAMZIOGWEH [$STHG W \RXU RUIQ WA F 7KLV HIGSRIQM/ RO DYDIME®! W XHY DMICQHG WH BO! R WSHXWHU RJ ERYH 7KLY
IV 0 D QFKURQRXV PMRQ R FKHFN R WH FRP SBMRQ R WIV TMRQ XH WH BOMG [N BWLCHG D WH BVSRQH W FKHFN RO WH
8SCDM BBMV R WH TVRQ

$ XWHOANFDARQ
$3, WAHO ZIW VEDW superuser . 4P MWRQV

5HTXHW\([ DP SO

PATCH /wafs/:id/disable HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/vnd.api+json
Accept: application/vnd.api+json

{
"data": {
"id": "WAF_ID" ’
"type": "waf"
}
}

¥ SHVSRQH ([ DP SO

HTTP/1.1 202 Accepted
Content-Type: application/vnd.api+json
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"data": {
"id": "WAF_ID",
"type": "waf",
"attributes": {
"last push": null,
"prefetch condition": null,
"response": null,
"version": null,
"service_ id": "SERVICE_ID",
"disabled": false,
"rule_statuses_log count": 235,
"rule statuses_block_count": 34,
"rule statuses disabled count": 2
I
"relationships": {
"configuration_set": {
"data": {
"id": "CONFIGURATION SET ID",
"type": "configuration_set"

}

I

"links": {
"related": {

"href": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/update statuses/UPDATE STATUS ID"

Z0V IG HIE®

5H HQDE®! D QHZ DOFREMPWRU D DUANFXOU VAYIFH [G HURQ DWU WKV BHHQ GDEGG 7KLY HIGSRIQMY RMQGHG W BH XHG D M
HP HUHQR : KHQ DQHZ DOFEMPWY B HIDEGIG DQZ ® HHIDMG : $) NOMAWGE/ EDVHG R) WH FKUHOWV: $) FRQCIXUMRQ ¥
XVHG W USOFH WH HP SW NOMW KLY HGSRIOM/ FOD DYDIME®! W XHY DMICHG WH BOI R WSHXVHU RJ ERYH 7KLY V )
D QFKIRQRXV FURQ R FKHFN R) WH FRP SBMRQ R VIV FUWRQ XH WH HOWG [N BWLOHG D WH BVSRQMH W FKHAN R WH

8 SCDM XV R YH BFWRQ

$ XWHOAFDWRQ
$3. WAHO ZIW DVEDW superuser = _SHAP MRQV

5HTXHV([ DP SO

PATCH /wafs/:id/enable HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/vnd.api+json
Accept: application/vnd.api+json

{
"data": {
"id": "WAF_ID",
"type": "waf"
}
}

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 202 Accepted
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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"data": {

"id": "WAF_ID",

"type": "waf",

"attributes": {
"last push": null,
"prefetch condition": null,
"response": null,
"version": "1",
"service_ id": "SERVICE_ID",
"disabled": false,
"rule_statuses_log count": 235,
"rule statuses_block_count": 34,
"rule statuses disabled count": 2

I

"relationships": {
"configuration_set": {
"data": {
"id": "CONFIGURATION SET ID",
"type": "configuration_set"

}
I
"links": {
"related": {
"href": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/update statuses/UPDATE STATUS ID"

Z0V

/ MVEDFWH QCHZ DOREMFW
$ XWHOAFDURQ
$3, BN\HQ
3DUDP HWLY/
SDUDP HWAU WSH GHVFUSURQ

COMAKOMD

i IOMIHU /1P MWWH BWUQHG QHZ DO W D\SHFICF MO |

SDIHM] H@ OMIHU /1P WMH XP EHUR BMUWHG QHZ DY
SDI HEXP EHU@ OMIHU  SHIXHWDSHAICF $DIH R QHZ DQY

,FAGH BOMWRQWKISY 2SWRCDO RP P D VHSDUDWMG YDOXHY  HWP MWMG YDAHV

configuration set,owasp

IQOFOGH Q)

5HTXHV([ DP SO

GET /wafs HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([ DP SG

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": [
{
"id": "WAF _ID",
"type": "waf",
"attributes": {
"prefetch condition": null,
"response": "waf",
"last push": "2016-09-28 22:52:33 UTC",
"disabled": false,
"version": "2",
"service_id": "SERVICE_ID",
"rule statuses_log count": 235,
"rule statuses block count": 34,
"rule statuses disabled count": 2
T
"relationships": {
"configuration set": {
"data": {
"id": "CONFIGURA‘I‘ION_SET_ID" v
"type": "configuration_set"
}
}
}
}
1,
"links": {
"first": "https://api.fastly.com/wafs?page[number]=1l&page[size]=100",
"last": "https://api.fastly.com/wafs?page[number]=1l&page[size]=100"
}
}

*(7 ZDV IG

* HWD\SHHCF QHZ DO REMFW

$ XWHQAFDURQ
$3. WAHD

30DIDP HMY/

SDbP MU WSH GHVFUSMRQ

,QFAGH BOMROKLISY 2SWRCDO RP P D VHSDUDIMG YDOXHY  3HP MWHMG YDAXHV

configuration set,owasp,rules,rule statuses

IQOFOCGH QY

5HTXHW\([ DP SO

GET /wafs/:id HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"data": {

"id": "WAF_ID",

"type": "waf",

"attributes": {
"last push": "2016-08-16 17:05:13 UTC",
"prefetch condition": "WAF-Condition",
"response": "WAF_Error",
"version": "1"
"service_ id": "SERVICE_ID",
"disabled": false,
"rule_statuses_log count": 235,
"rule statuses_block_count": 34,
"rule statuses disabled count": 2

Fastly API Documentation

I
"relationships": {
"configuration_set": {
"data": {

"id": "CONFIGURATION SET ID",

"type": "configuration_set"

2: $63

2: $63 WMQIV FEMPWXHG ZKHQ FRQEIXUQ] : $)

) IHGV
CHG WSH
DARZ HGBKWEBYHMRQY WIQ)
DARZ HGBP HWRGV WIQ
DARZ HGBUHT XHWBFRQMQ/BW/SH WIQ)
DL BOIQJ W QM HU
DL BQDP HBGIQJ W LQMIHU
FRP EIQHGBCOBM] HV QM HU
FUHDWIGBDW WIQ)
FUMFDBDQRP DOBVFRH QM HU
FU/BYDIGDMBXW BHQFRGLQJ ERRODQ
HURUBDQRP DOBWRWH LQMIHU
KLJ KBUVNBFRXQW! BFRGHY WIQ)
KWEBYLIROMRQBVFRUIHBMUHVKRT QM HU
IQERXQGBDQRP DOBVWFRUHBMIHKRT  LQMIHU
QBVFRUHBKUHVKRS QM HU
P O BCOGBJ]IH QM HU
P D[ BQXP BDUV QM HU
QRWEHBDQRP DOBVFRWH LQMIHU
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GHVFUSVIRQ

$@Z HG +77 3 HUMRQV GHDX@ HTTP/1.0 HTTP/1.1 HTTP/2

$ \BDFH VHSDUDMG DWR +77 3 PHMRG @P HV GHDXG GET HEAD POST

OPTIONS PUT PATCH DELETE

$ @Z HG HTXHWRQMQAM\EHY GHDXQ application/x-www-form-

urlencoded|multipart/form-

data|text/xml|application/xml|application/x-

amf |application/json|text/plain

7K PO IPXP XPEHUR MJXP HQV MBRZ HG GHDXG 400

7K PO P XP [IBZ HG MJXP HQN@P H BQIW GHDXG 100

TKHPOIPPXP MRZHG VVH R NV IQ BEWV GIDXA 10000000

' DM )G W H RDWMH VWMV FEEMFWZDV FRIHDWAG

6FRUH YOOH W [5G RU RMFDORP DIHY GHDXA 6

&56 DICDM 87) HFRGQ

6FRUH YDOH W G RU HIRU ORP DIHV GHDXA 5

$ \BDFH \HSDUDMG DWR FRXQM RGHV D 62
+77 3 YROMRQ WUHKRG
QERXQG [MRP DO WHKRG

/ RFDO@ QFCMRQ DWMEFN WUHVKRG

V¥ R GWMU RWP DV

TKHPOIPXP MRZHG @ H IQ BWV GIDX® 10000000

7KHPOIPXP QXPEHUR MIXP HQV [MBZ HG GHDXA 255

6FRUH YDOH W G RU GWFH [ORP DIHY GHDXA 4

288/308



5/19/2020

CH®
SDUDQRIDBBIVHO
SKSBIQWFWROBVFRUHBMUHVKRE

UFHBVFRU-BIWUHVKRG

UHVMPWGEH WIQURQY

UHVWRWWGBKHDGHY/

LCBVFRUBMUHVKR®

VHWRQBC] DARQBVFRUHBMUHVKRTS
VT BQWPWRQBVFRUIHBMUHVKRE
VRVIBBDLY BOIQI W

XSGDWGBDW

Z DUQQI BDQRP DOBVFRWH

[ WBVFRUBMUHVKRG

$ PURQV

VWHYIFH WWYIFHBIG 20OV ZDBIG

WSH

LQMIHU
LQMIHU
LQMIHU

WIQJ

LQMIHU
LQMIHU
IQMIHU
LQMIHU
WIQ)

IQMIHU
LQMIHU

RZ DVS
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GHVEUSURQ
7 K FRQCIXUHG SIUDQRID BYHOGH DXG 1
3+3 QWPARQ WUHKRS

5HP RWM FRGH HIHPXWRQ WUHVKRG

$ \BDFH VHSDUDMG DWR [MBRZ HG @B HWQMRQV GHDXQA .asa/ .asax/
.ascx/ .axd/ .backup/ .bak/ .bat/ .cdx/ .cer/ .cfg/ .cmd/
.com/ .config/ .conf/ .cs/ .csproj/ .csr/ .dat/ .db/ .dbf/
.dll/ .dos/ .htr/ .htw/ .ida/ .idc/ .idq/ .inc/ .ini/ .key/
.licx/ .lnk/ .log/ .mdb/ .old/ .pass/ .pdb/ .pol/ .printer/
.sql/ .sys/ .vb/ .vbs/ .vbproj/

.pwd/ .resources/ .resx/

.vsdisco/ .webinfo/ .xsd/ .xsx

$ \BOFH VHSDUDMG DWR [IRZ HG KDGHU @P HV GHDXA /proxy/ /lock-

token/ /content-range/ /translate/ /if/

5HP RM @ QFOMRQ DMIFN WUHKRD
6HWMRQ § DARQ DMIFN WHKRG

64/ QWPWRQ DMIFN WHKRG

7K POIPXP W H R MIXP HOQN@P HY MG YOHV GHDXE 6400
' DM MG \P H WDAVKRH VAMOQIV FEMPWZDV DADSGOWG
6FRUH YDOH W [5G RUZDWQQJ [MRP DIHV

; 66 DMUFN WUHVKRG

*HWHH 2: $63 VWMQIV FEMFWRU D IIWFXOU VHYFH G QHZ DO

$ XWHMFDARQ
$3, RAHO

SHTXHW\([ DP S

GET /service/:service id/wafs/:waf id/owasp HTTP/1.1

Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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{
"data": {
"id": "OWASP_ID",
"type": "owasp",
"attributes": {
"allowed http versions": "HTTP/1.0 HTTP/1.1 HTTP/2",
"allowed methods": "GET HEAD POST OPTIONS PUT PATCH DELETE",

"allowed request content type": "application/x-www-form-urlencoded|multipart/form-
data|text/xml|application/xml|application/x-amf|application/json|text/plain",

"arg length": 400,
"arg name_ length": 100,
"combined file sizes": 10000000,

"created_at": "2016-09-09 16:00:17 UTC",

"critical anomaly score": 6,

"crs _validate utf8 encoding": false,
"error_ anomaly score": 5,

"high risk_country codes": null,

"http violation score threshold": 999,

"inbound anomaly score threshold": 999,

"1fi score_threshold": 999,

"max_file size": 10000000,
"max_num_args": null,

"notice_ anomaly score": 4,
"paranoia_level": 1,

"php injection_score_threshold": 999,
"rce score_threshold": 999,

"restricted extensions": ".asa/ .asax/ .ascx/ .axd/ .backup/ .bak/ .bat/ .cdx/ .cer/ .cfg/ .cmd/ .com/
.config/ .conf/ .cs/ .csproj/ .csr/ .dat/ .db/ .dbf/
.licx/ .lnk/ .log/ .mdb/ .old/ .pass/ .pdb/ .pol/ .printer/ .pwd/

.vsdisco/ .webinfo/ .xsd/ .xsx",

"restricted headers": "/proxy/ /lock-token/ /content-range/ /translate/ /if/",

"rfi score_threshold": 999,

"session_fixation score threshold": 999,

"sgl _injection_score_ threshold": 999,
"total arg length": 6400,

"updated_at": "2016-09-09 16:00:17 UTC",

"warning anomaly score": 3,
"xss score_ threshold": 999
I
"relationships": {
"waf": {
"data": {
"type": "waf",
"id": "WAF_ID"

3267 WWFH WXYIFHBIG ZDV ZDBG RZDVS

&UDM ) 2: $63 VAWMQIV FEMFWRU D DUAEXOU HXFH G CHZ DO

$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer - SHP MWRQV
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.ide/ .ida/

.resources/ .sys/ .vb/ .vbs/

5HTXHW\([ DP SO

POST /service/:service id/wafs/:waf id/owasp HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/vnd.api+json
Accept: application/vnd.api+json

"data": {
Iltypell : Ilowaspll

¥ 5SHVSRQH ([ DP SO

HTTP/1.1 201 Created
Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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{
"data": {
"id": "OWASP_ID",
"type": "owasp",
"attributes": {
"allowed http versions": "HTTP/1.0 HTTP/1.1 HTTP/2",
"allowed methods": "GET HEAD POST OPTIONS PUT PATCH DELETE",

"allowed request content type": "application/x-www-form-urlencoded|multipart/form-
data|text/xml|application/xml|application/x-amf|application/json|text/plain",

"arg length": 400,
"arg name_ length": 100,
"combined file sizes": 10000000,

"created_at": "2016-09-09 16:00:17 UTC",

"critical anomaly score": 6,

"crs _validate utf8 encoding": false,
"error_ anomaly score": 5,

"high risk_country codes": null,

"http violation score threshold": 999,

"inbound anomaly score threshold": 999,

"1fi score_threshold": 999,

"max_file size": 10000000,
"max_num_args": null,

"notice_ anomaly score": 4,
"paranoia_level": 1,

"php injection_score_threshold": 999,
"rce score_threshold": 999,

"restricted extensions": ".asa/ .asax/ .ascx/ .axd/ .backup/ .bak/ .bat/ .cdx/ .cer/ .cfg/ .cmd/ .com/
.config/ .conf/ .cs/ .csproj/ .csr/ .dat/ .db/ .dbf/
.licx/ .lnk/ .log/ .mdb/ .old/ .pass/ .pdb/ .pol/ .printer/ .pwd/

.vsdisco/ .webinfo/ .xsd/ .xsx",

"restricted headers": "/proxy/ /lock-token/ /content-range/ /translate/ /if/",

"rfi score_threshold": 999,

"session_fixation score threshold": 999,

"sgl _injection_score_ threshold": 999,
"total arg length": 6400,

"updated_at": "2016-09-09 16:00:17 UTC",

"warning anomaly score": 3,
"xss score_ threshold": 999
I
"relationships": {
"waf": {
"data": {
"type": "waf",
"id": "WAF_ID"

387&+  WHIMFH WWIFHBIG ZDOV ZDBIG RZDVS

8SGDM WH 2: $63 VAMQIV FEMPWRU D SUAEXOU VYIFH MG QHZ DO

$ XWHOAFDARQ
$3, WAHO R DXHU ZIW DVEDW Engineer . SHP MWRQV
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.ide/ .ida/

.resources/ .sys/ .vb/ .vbs/

5HTXHW\([ DP SO

PATCH /service/:service_id/wafs/:waf_id/owasp HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Content-Type: application/vnd.api+json
Accept: application/vnd.api+json

{
"data": {
"id": "OWASP_ID",
"type": "owasp",
"attributes": {
"inbound anomaly score_threshold": 42
}
}
}

¥ 5SHVSRQH ([ DP SO

https://docs fastly.com/api/aio
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Content-Type: application/vnd.api+json

{
"data": {
"id": "OWASP_ID",
"type": "owasp",

"attributes": {

"allowed http versions": "HTTP/1.0 HTTP/1.1 HTTP/2",

"allowed methods":

"GET HEAD POST OPTIONS PUT PATCH DELETE",

"allowed request content type": "application/x-www-form-urlencoded|multipart/form-

data|text/xml|application/xml|application/x-amf|application/json|text/plain",

"arg length": 400,
"arg name length":

100,

"combined file sizes": 10000000,
"created_at": "2016-09-09 16:00:17 UTC",
"critical anomaly score": 6,

"crs_validate utf8 encoding": false,

"error anomaly score": 5,

"high_risk_country codes": null,

"http violation score threshold": 999,

"inbound anomaly score_ threshold": 999,
"1fi score threshold": 999,

"max_file size": 10000000,
"max_num_args": null,

"notice_anomaly score": 4,

"paranoia level":

1,

"php _injection_score_threshold": 999,
"rce_score_threshold": 999,
"restricted extensions": ".asa/ .asax/ .ascx/ .axd/ .backup/

.config/ .conf/ .cs/ .csproj/ .csr/ .dat/ .db/ .dbf/ .dll/ .dos/ .htr/ .htw/ .ida/ .idc/ .idgq/ .inc/ .ini/ .key/
.resx/

.licx/ .lnk/ .log/ .mdb/ .old/ .pass/ .pdb/ .pol/ .printer/ .pwd/
.vsdisco/ .webinfo/ .xsd/ .xsx",

"restricted headers":

"rfi score threshold": 999,

"session_fixation score threshold": 999,

"sqgql_injection_score_ threshold": 999,
"total arg length": 6400,

"updated_at": "2016-09-09 16:00:17 UTC",
"warning_anomaly_score": 3,
"xss_score_threshold": 999

Iy
"relationships": {
llwaf " : {
"data": {

ntypen . "waf" ,
"id": "WAF_ID"
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[ DMNVDXEN Q WYH OMWRQCI XUDARQ VAV

$ XWHMFDARQ
$3. B\HQ
30DUDP WY/
SDUDP HMU WSH GHVFUSVRQ
COMHXBBIG@ QY / 1P MWH BVMUQHG MOV W D\BHFICF MO !
COMAHYHING VIQY / 1P IMWH BVMLOHG MOV W D\BHFICF VAYHUW
COMAN MEDP H@ VIQ / 1P MWH BVLGHG MOV W DWMON-G W DW B @P H

2 SWRQDO /IP WGV W \SHAICF FRQCI XUDWRQ VWVRJ W DO W VWDUFK [

SMFREIXDIRBHECE W FRQCIXWDARQ WV CFOGQ) BB RHV

SDIHM] H@ IOMIHU /1P MWMH QP EHUR BWIQHG WV
SDIHQXP EHU@ IOMIHJ  SHTXHWD\BHFICF SUH R WV

,FAGH BOWROQWKISY 2SWRCDO &RP P D VHSDUDIMG YDOXHY HP WG DAXHV tags

rule statuses [OX source

LOFAGH DUD\

5HTXHW\([ DP SO

GET /wafs/rules HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": [
{
"type": "rule",
"id": "RULE_ID",
"attributes": {
"rule id": "MODSEC_RULE_ID",
"severity": 2,
"message": "Cross-site Scripting (XSS) Anomaly Threshold Exceeded (XSS Score: $%${TX.XSS_SCORE})"
"source": null,
"vel": null,
}
}
1,
"links": {
"last": "https://api.fastly.com/wafs/rules?page[number]=204&page[size]=1",
"first": "https://api.fastly.com/wafs/rules?page[number]=1l&page[size]=1",
"next": "https://api.fastly.com/wafs/rules?page[number]=2&page[size]=1"
}
}
ZDV WXV 1G

* HWD\SHHCF M®H

$ XWHQAFDURQ
$3. WAHO

30DWDP HMLY/

SDUDP HAMU WSH  GHVEUSVRQ

2 SWRQDO /1P WG W DGHAICF  FRQCI XUDWRQ VAWWRJ DWW DO W VDUFK [

CMFREIXDIRBHEBCE I FRQCIXWDARQ WV FOGQ) WBG! RHV

QFOGH BMARQKISY 2SWRQDO &RP P D SDIDWMG YOOHV 3HP WG YDOHV tags

rule statuses source [Mvcl
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5HTXHWW([ DP S®

GET /wafs/rules/:id?include=tags HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": {
"id": "RULE_ID",
"type": "rule",
"attributes": {
"message": "SLR: Xpoze account/user/mail.html reed Parameter SQL Injection",
"rule id": "MODSEC RULE ID",
"severity": 2,
I
"relationships": {
"tags": {
"data": [
{
"id": " TAG_IDII ’

"type": "tag

(7 ZDVWGV IG YFO

* HWDAMRFIDIMG 9%/ RU DGHAICF MG

$ XWHMFDARQ
$3, RAHO

SHTXHW\([ DP S

GET /wafs/rules/:id/vcl HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": {
"id": "RULE_ID-vcl",
"type": "rule vcl",
"attributes": {

"vel": "sub waf ruleset {\n declare local var.postbody STRING;\n set var.postbody = req.postbody;\n\n
workspace.snapshot;\n\n set waf.rule id = 943011;\n\n call waf debug log;\n workspace.restore;\n goto
WAF_MARKER 0;\n\n workspace.restore;\n\n if (waf.blocked || waf.logged) {\n return;\n }\n}"

T
"relationships": {
"rule": {
"data": {
"id": "RULE_ID",
"type": "rule"

(7 ZDV ZDBG eV WXeBIG YFO

* HWDARFIDIMG 9%/ RU DGHAICF MG DARFIDMG ZIW D\SHFICF QHZ DO
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$ XWHOAFDURQ
$3. R\HO

5HTXHV([ DP SO

GET /wafs/:waf_id/rules/:rule_id/vcl HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "RULE_ID-WAF ID-vcl",
"type": "rule vcl",
"attributes": {
"vel": "/*\nThis is a report of changes to the rules you have configured when generating\nVCL. Rules may be
edited or removed depending on the configuration of your\nWAF.\n\nParanoiaFilter:\n\n 943011: removed due to

being above paranoia level 1\n*/\n\nsub waf ruleset {\n declare local var.postbody STRING;\n set var.postbody =
req.postbody;\n\n if (waf.blocked || waf.logged) {\n return;\n }\n}"
Iy

"relationships": {
"rule": {
"data": {
"id": "RULE_ID",
"type": "rule"

SXGI WMV

$ 5O VDV BSUAVHQNV WH WV R D DUAEXDU MG RU DIYHQ QHZ DO )RU DG W BH DMIFKHG W D DUNEXDU GHZ DOMG
SHURWP Q) M) BFWRQV DU®G VIV PXVWWHI LMV

) LHGV
CH®G WSH  GHWFUSVRQ

" HMFUEHV YH EKDYIRU RUWYH 2AFXOQU MG ZIWIQ YV QHZ D@ 3HP IWMG YDAHV 1og
block [MX:disabled

WXV VWIQJ
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XQATXHBX®BBIG WIQ) 7K X®

$ FURQV

VWHYEFH WWYIFHBIG Z0V ZDBG XKXeBWMV

[ MVIDNEO! VIWMMHY RU D DIAEXOU VHIMFH 06 QHZ DO

$ XWHQAFDURQ
$3. R\HO

30IEP HMY/

SDUDP HAMU WSH GHVFUSWRQ

COMMDNVE Vo) / 1P IWBNXOV W MO VWY ZIW WH \BHFICHG VDXV

COMAXBI@® MDJHE W / 1P IWBNXOV W MO VIMVHY ZKRVH KBV KOYH WH \BHFICHG PHWDIH
COMAXBI@XPBIGE@ Vo) / [P IWWBVXOV W MO WMVHY ZKRVH KBV BISUAVHOMH \BHFICHG 0 RGBHFXUW rule id
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GHVFUSVRQ

/ 1P IWBNVXQOV YR DG VIDAMVHY ZKRVH LXBN BOWG W WH @P HG WV

,QFOGH HMARQKISY 2SWRQDO FRP P D HSDUDMG YOHY HP WG YOHV tags
/1P MWH QP EHUR BMUQHG WV

SHIXHWWD\SHFICF JH R DV

GET /service/:service id/wafs/:waf id/rule_ statuses?filter[tags][name]=application-FBC%20Market HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/vnd.api+json

https://docs fastly.com/api/aio
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"links": {
"last": "https://api.fastly.com/service/SERVICE ID/wafs/WAF_ ID/rule statuses?page[number]=1l&page[size]=100",
"first": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/rule statuses?page[number]=l&page[size]=100"
}’
"data": [
{
"id": "RULE_STATUS ID",
"type": "rule status",
"attributes": {
"status": "log",
"unique_rule id": "RULE_ID",
"modsec_rule id": "MODSEC_RULE_ID"
Y
"relationships": {
"waf": {
"data": {
"id": "WAF_ID",
"type": "waf"
}
}
"rule": {
"data": {
"id": "RULE_ID",
"type": "rule"

"id": "RULE_STATUS ID",
"type": "rule status",
"attributes": {
"status": "disabled",
"unique rule id": "RULE_ID",
"modsec_rule id": "MODSEC_RULE_ID"
Y
"relationships": {
"waf": {
"data": {
"id": "WAF_ID",
"type": "waf"
}
Fe
"rule": {
"data": {
"id": "RULE_ID",
"type": "rule"

"id": "RULE_STATUS ID",
"type": "rule status",
"attributes": {
"status": "log",
"unique rule_ id": "RULE_ID",
"modsec_rule id": "MODSEC_RULE ID"
T
"relationships": {
"waf": {
"data": {
"id": "WAF_ID" ’
"type": "waf"
}
}e
"rule": {
"data": {
"id"s " RULE_ID" ’
"type": "rule"

(7 WHWYMEFH WYIFHBIG ZDV ZDBIG KGNV WKeBIG KEBWIIWXYV
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* HWD\SHACF MG WXV IEMFWRU D UAEXQU VWYFH QHZ DO 0)G MBI

$ XWHFDARQ
$3, RAHO

5HTXHW\([ DP S

GET /service/:service id/wafs/:waf id/rules/:rule id/rule status HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": {
"id": "RULE_STATUS_ ID",
"type": "rule status",
"attributes": {
"status": "log",
"unique_rule id": "RULE_ID",
"modsec_rule id": "MODSEC_RULE_ ID"
I
"relationships": {
"rule": {
"data": [
{
"id": "RULE_ID",
"type": "rule"
}
1
T
"waf": {
"data": [
{
"id": "WAF_ID",
"type": "waf"
}
1
}
}
}
}

357&+  WHXYFH WWYIFHBIG ZDV ZDBG KGNV WeBG XKXeBWIXV

8 SGEOWM DG WXV RU D PWFXOU VHMFH QHZ DO [0)G ME

$ XWHOAEDARQ
$3. F\HO R DXHU ZIWK DVEDW Engineer . SHP MRQV

5HTXHW\([ DP SO

PATCH /service/:service id/wafs/:waf id/rules/:rule_id/rule status HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/vnd.api+json

Accept: application/vnd.api+json

{
"data": {
"id": "RULE_STATUS ID",
"type": "rule status",
"attributes": {
"status": "block"
}
}
}

¥ 5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": {
"id": "RULE_STATUS ID",
"type": "rule status",
"attributes": {
"status": "block",
"unique rule id": "RULE_ID",
"modsec_rule id": "MODSEC_RULE_ID"
}
}
}

VWHXYIFH WWYIFHBIG Z0OV ZDBG XKXKeBWXMV

&UDM RJHXSCOM MG VXVHY RU D PIFXOQU HYFH G QHZ DO BDVHG R W @P H % GIDXOV RO NG WXV RU HDE®IG
XV ZIW WX\ 1og Rblock ZIOH XSEAOWG R XSEWM MBI WMV RU BLEGIG MOV XGHIWVH BHHFICHG ) XH WF force
DAMIEXW

$ XWHOAFDARQ
$3. \HO R DXHU ZIWK DVEDW Engineer . SHP MRQV

3DUDP HWMALY/
SDUDP HWU WSH GHVFUSMRQ
7K @PHWXHW GEWP ICH WH WVR MOV W HXSGWM )RUHIDP S@®I owasp R language-
P H Q)
php
|RUFH ERRGDQ : KHWHU RJ QW XSCDWM MG WIWAHY RU GADEGIG MGV 2SWRQDO

5HTXHW\([ DP SO

POST /service/:service_id/wafs/:waf id/rule_statuses HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN

Content-Type: application/vnd.api+json

Accept: application/vnd.api+json

{
"data": {
"type": "rule status",
"attributes": {
"status": "block",
"name": "application-FBC Market",
"force": true
}
}
}

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"data": [
{
"id": "RULE_STATUS ID",
"type": "rule status",
"attributes": {
"status": "block",
"unique_rule id": "RULE_ID",
"modsec_rule id": "MODSEC_RULE_ID"
Y
"relationships": {
"waf": {
"data": {
"id" "WAF_ID",
"type": "waf"
}
}
"rule": {
"data": {
"id": "RULE_ID",
"type": "rule",

SXGI AWV

S5HAMHYH WH XUHOD GISR HG : $) MOMAWR/ [0G WH &M WZDV GISR HG

) LHGV

CH®G WSH  GHVFUSVRQ
OWBSX\K  VMQ) ' DM MG WH: $) MOMWE/ ZDV DWGEGS® HG
YFO VAQ) 7K $) MOMAWR/ RUHO® GIS@ HG

$ PUWRQV
VWHYIFH WHWYIFHBIG ZDV Z DBG XXeMW

*HWD: $) NMOGMAWRU D DWFXOU VHXFH UG QHZ DOREMFW

$ XWHMFDARQ
$3, RAHO

30EP HMY/

SDIDP WU WSH GHVFUSMRQ
VHXYFHBIG VWIQ] 7K, R WH VHXMFH

ZDOBIG VWIQ) 7 K QHZ DO;

5HTXHW\([ DP S

GET /service/:service id/wafs/:waf id/ruleset HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ S5HVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": {
"id": "RULESET ID",
"type": "ruleset",
"attributes": {
"last push": "2016-08-16 17:05:13 UTC",
"vel": "sub waf ruleset {\n\n}"
}
}
}

(7 WHIYMEFH WYIFHBIG 20OV ZDBIG KOMAWSUHYIHZ

*HAVDSHVHZ R WH @ $) NMOMAWSRE/ RU D DIAEXQU HIYFH G QHZ DOREMFWEDMHG R) KDQIHV W : $) FRQCIXUWDARQ EHRWH

GHS®R 1Q) WH MGMAW 7 K BMSRQMH ZIODFOGH DN W WMV R WH EDFNJURXQG 9%/ JHQHDARQ RE 2QFH WH EDFNJ IRXQG RE V
FRP SBMWG WH SHYHZ : $) NMOMWS/ FQ BH BWIHYHG IRP WH VWY BAVSRQH

$ XWHNFDURQ
$3. RNHO

30IEP MY

SDIDP WU WSH GHWUSWRQ
VHYFHBIG WIQ) 7K, R WYH WHXYEH

ZDOBIG WIQ) 7 KH QHZ DO;

SHTXHW\([ DP S

GET /service/:service id/wafs/:waf id/ruleset/preview HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 202 Accepted
Content-Type: application/vnd.api+json

{
"data": {
"id": "RULESET_ID" ’
"type": "ruleset",
"attributes": {},
"links": {
"related": {
"href": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/update statuses/UPDATE STATUS ID"
}
}
"meta": {
"warnings": {
"title": "Generating preview ruleset VCL for WAF_ID",
"detail": "Please check the data field for generated preview VCL once the background job completes."
}
}
}
}

387&+  WHIMFH WWIFHBIG ZDOV ZDBIG WKeMW

8SCDM WH : $) MOMAWRU D DUAFXOU WYIFH MG CHZ DOREMFW 8VH WH 85/ D WH BVSRQH W YHZ WH : $) HOMAWGS®
WY

$ XWHOANFDARQ
$3. R\HO R DXHU ZIW DVEDW Engineer - SHP MRQV

5HTXHW\([ DP S

PATCH /service/:service id/wafs/:waf id/ruleset HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/vnd.api+json

Accept: application/vnd.api+json
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{
"data": {
"id": "RULESET_ID" ’
"type": "ruleset"
}
}

¥ SHVSRQH ([ DP SO

HTTP/1.1 202 Accepted
Content-Type: application/vnd.api+json

{
"data": {
"id": "RULESET_ID" ’
"type": "ruleset"
I
"links": {
"related": {
"href": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/update_ statuses/UPDATE_ STATUS ID"
}
}
}

DIV
700V RUBPMIRJLQ] : $) MOV TIV Q H @MHG E @P H
) IHGV

CH®  WSH  GHVFUSMRQ

QPH WMQ 1DPHR WHW

$ FPURQV

Z0VwWiVv

[ MVIDW V

$ XWHQAFDURQ
$3. R\HO

30IEP MY

SDUDP HMU WSH GHVFUSMRQ

COMUIPHR — WIQ) / 1P MWH BVUQHG WV W DBHFICF @P H
SDIHM] H@ IQMIHU /1P MWWMH QP EHU R BMUQHG WV
SIHQPEH@ IQMIHJ  S5HTXHWD\BHFICF SUH R WV

LCFAGH DUD\ ,QFAGH BOMROKLSY 2SWRCDO RP P D VHSDUDIMG YDOHV  3HP WMG YDAXHV rules

5HTXHW\([ DP SO

GET /wafs/tags?filter[name]=application-FBC%20Market&include=rules HTTP/1.1
Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"links": {
"next": "https://api.fastly.com/wafs/tags?page[number]=2&page[size]=100",
"last": "https://api.fastly.com/wafs/tags?page[number]=201l&page[size]=100",
"first": "https://api.fastly.com/wafs/tags?page[number]=1l&page[size]=100"
}I
"data": [
{
"id": "TAG_ID" ’
"type": "tag",
"attributes": {
"name": "OWASP"

Y
"relationships": {
"rules": {
"data": [

{
"id": "RULE_ID",
"type": "rule"

"id": "RULE_ID",
"type": "rule"

"id": "RULE_ID",
"type": "rule"

"id": "RULE_ID",
"type": "rule"

"id": "TAG_ID",
"type": "tag",
"attributes": {

"name": "WASCTC/WASC-37"
Y

"relationships": {
"rules": {
"data": [

{
"id": "RULE_ID",
n type n : n rule"

"id": "RULE_ID",
lltype" : llrule"

"id": "RULE_ID",
lltype" : llrule"

"id": "RULE_ID",
lltype" : llrule"
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DFAYH  ERRBDQ

QOPH Q) 7K @PH R WH RRQCIXUDARQ W

$ PARQV
* (7 ZDIVFRQCIXUDMRGBVHW

/ DMVEIDERQCI XUDARQ VAW

$ XWHQNFDURQ
$3. WAHO

5HTXHW\([ DP SO

GET /wafs/configuration sets HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

"data": [{
"id": "CONFIGURATION_SET_ID" ’
"type": "configuration set",
"attributes": {
"active": true,
"name": "v2 2017-04-17T21:04:00+00:00"
}
I

"id": "CONFIGURATION_SET_ID" ’
"type": "configuration set",
"attributes": {

"active": false,

"name": "v1 2017-02-17T21:04:00+00:00"
}

IaF
"links": {

"last": "http://api.fastly.com/wafs/configuration sets?page[number]=1l&page[size]=100",
"first": "http://api.fastly.com/wafs/configuration_sets?page[number]=1l&page[size]=100"

* (7  ZDVFRQCIXUMRBWHW 1G HDARQKISV Z DIV

[ MWWAH : $) FEMFW XUWHO XQJ WH \BHFICHG RQCIXWDARQ VAW

$ XWHOAFDARQ
$3. WAHO
5HTXHW\([ DP SG

GET /wafs/configuration sets/:id/relationships/wafs HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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{
"data": [{
"id": "WAF_ID",
"type": "waf"
I
"links": {
"first": "http://api.fastly.com/wafs/configuration sets/CONFIGURATION SET ID/relationships/wafs?
page[number ]=1l&page[size]=100",
"last": "http://api.fastly.com/wafs/configuration sets/CONFIGURATION SET ID/relationships/wafs?
page[number ]=1&page[size]=100"
}
}

3$7&+ ZDVFRQCIXUMRBHW 1G UHDMRQKISY Z DIV
8SGDM RH RJIPRWH : $) FEMFW W XH WH \BHFICHG FRQCIXUDARQ AW

$ XWHQAFDWRQ
$3. B\HO R DXHU ZIW DVEDW Engineer = SHP WRQV

5HTXHW\([ DP S

PATCH /wafs/configuration sets/:id/relationships/wafs HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN

Content-Type: application/vnd.api+json

Accept: application/vnd.api+json

{
"data": [
{
" idll : llWAF_IDII ,
"type" : llwafll
I
{
"id" e "WAF_ID" ’
"type" : llwafll
}
]
}

¥ 5HVSRQWH ([ DP S®

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json

{
"data": [
{
"id": "WAF_ID",
"type": "waf"
}e
"id": "WAF _ID",
"type": "waf"
}
1/
"links": {
"first": "http://api.fastly.com/wafs/configuration sets/CONFIGURATION SET ID/relationships/wafs?
page[number ]=1&page[size]=100",
"last": "http://api.fastly.com/wafs/configuration sets/CONFIGURATION SET ID/relationships/wafs?
page[number ]=1l&page[size]=100"
}
}
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GHVFUSVIRQ
' DM MG \P H WDARE ZDV FRP SOMWG
' DM MG \P H WDAVRE ZDV FHDMG

7 KHY GG BQ ROQMIQ &W WHG W WH EDFNJURXQG ZRUINHU IV ZHOLY RVBXWILRP YH
EDFNJ URXQG RE

0 HWMDIH ZIW QIRUP DARQ [ERXVWMH WXV R YWH XSCDM

&XUWHOMXY R WH XSGOM

" DM )G W H RDWRE ZDV DMW)SEIWG

VHXFH WHYYIFHBIG Z D0V Z DBIG XSCOWBWRAX\HYV

[ DMVED>SCOM WXMVHY RU D PIAEXOU HYIFH 0)G QHZ DO REMFW

$ XUHQAFDARQ
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WSH

LOMIHU
LOMIHU

GHVFUSVIRQ
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SHTXHWD\BHFICF SUH R WV

,FACH BOMRQAKISY 2SWRQDO RP P D WSDUDMG YOHV  3HP WMG DRV waf

GET /service/:service id/wafs/:waf id/update statuses HTTP/1.1
Fastly-Key: YOUR FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([ DP SO

HTTP/1.1 200 OK

Content-Type: application/vnd.api+json
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"links": {

"last": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/update statuses",
"next": "https://api.fastly.com/service/SERVICE ID/wafs/WAF ID/update_statuses",
"first": "https://api.fastly.com/service/SERVICE ID/wafs/WAF_ ID/update_ statuses"

b
"data": [
{
"id": "UPDATE_STATUS ID",
"type": "waf update status",
"attributes": {
"created_at": "2016-09-28 21:01:29 UTC",
"status": "complete",
"data": null,
"message": null,

"completed_at": "2016-09-28 21:01:30 UTC",

"updated_at": "2016-09-28 21:01:30 UTC"
I
"relationships": {
"waf": {
"data": {
"id": "WAF_ID",
"type": "waf"

"id": "UPDATE_STATUS ID",
"type": "waf update status",
"attributes": {
"status": "complete",
"created_at": "2016-09-27 23:09:50 UTC",

"completed at": "2016-09-27 23:09:50 UTC",

"message": null,
"data": null,
"updated_at": "2016-09-27 23:09:50 UTC"
I
"relationships": {
"waf": {
"data": {
"id": "WAF_ID",
"type": "waf"

(7 WXMEFH WWXYIFHBIG ZDV ZDBG XSGOWBWRAXVHY  XSGDWBWID\BLG

* WD \BHACF >SGDM WXV FEMFWRU D DWFXOU XY EH ©)G QHZ DOREMFW

$ XWHQUFDARQ
$3. WD

5HTXHW\([ DP SO

GET /service/:service id/wafs/:waf id/update statuses/:update status id HTTP/1.1

Fastly-Key: YOUR_FASTLY TOKEN
Accept: application/vnd.api+json

¥ SHVSRQH ([DP SO

HTTP/1.1 200 OK
Content-Type: application/vnd.api+json
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"data": {
"id": "UPDATE_ STATUS ID",
"type": "waf update status",
"attributes": {
"completed at": "2016-09-09 16:10:49 UTC",
"created at": "2016-09-09 16:10:49 UTC",
"data": null,
"message": null,
"status": "complete",
"updated at": "2016-09-09 16:10:49 UTC"
T
"relationships": {
"waf": {
"data": {
"id": "WAF_ID",
"type": "waf"
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